
DISCLAIMER 

This report was prepared as an account of work sponsored by an 

agency of the United States Government. Neither the United States 

Government nor any agency thereof, nor any of their employees, 

makes any warranty, express or implied, or assumes any legal liability 

or responsibility for the accuracy, completeness, or usefulness of any 

information, apparatus, product, or process disclosed, or represents 

that its use would not infringe privately owned rights. Reference 

herein to any specific commercial product, process, or service by 

trade name, trademark, manufacturer, or otherwise does not 

necessarily constitute or imply its endorsement, recommendation, or 

favoring by the United States Government or any agency thereof. The 

views and opinions of authors expressed herein do not necessarily 

state or reflect those of the United States Government or any agency 

thereof.  Reference herein to any social initiative (including but not 

limited to Diversity, Equity, and Inclusion (DEI); Community Benefits 

Plans (CBP); Justice 40; etc.) is made by the Author independent of 

any current requirement by the United States Government and does 

not constitute or imply endorsement, recommendation, or support by 

the United States Government or any agency thereof. 



ORNL/TM-2025/3840

ORNL IS MANAGED BY UT-BATTELLE LLC FOR THE US DEPARTMENT OF ENERGY

Oak Ridge National Laboratory
Smart Contracts for Power Grid 
Applications Using the Advanced 
DLT Cyber Grid Guard Testbed

Emilio C. Piesciorovsky
Gary Hahn
Raymond Borges Hink
Aaron Werth

June 2025



DOCUMENT AVAILABILITY
Online Access: US Department of Energy (DOE) reports produced after 1991 and a growing 
number of pre-1991 documents are available free via https://www.osti.gov. 

The public may also search the National Technical Information Service’s National Technical 
Reports Library (NTRL) for reports not available in digital format.

DOE and DOE contractors should contact DOE’s Office of Scientific and Technical Information 
(OSTI) for reports not currently available in digital format: 

US Department of Energy
Office of Scientific and Technical Information
PO Box 62
Oak Ridge, TN 37831-0062
Telephone: (865) 576-8401
Fax: (865) 576-5728
Email: reports@osti.gov
Website: www.osti.gov

This report was prepared as an account of work sponsored by an 
agency of the United States Government. Neither the United States 
Government nor any agency thereof, nor any of their employees, makes 
any warranty, express or implied, or assumes any legal liability or 
responsibility for the accuracy, completeness, or usefulness of any 
information, apparatus, product, or process disclosed, or represents that 
its use would not infringe privately owned rights. Reference herein to 
any specific commercial product, process, or service by trade name, 
trademark, manufacturer, or otherwise, does not necessarily constitute 
or imply its endorsement, recommendation, or favoring by the United 
States Government or any agency thereof. The views and opinions of 
authors expressed herein do not necessarily state or reflect those of the 
United States Government or any agency thereof.

https://www.osti.gov/
https://ntrl.ntis.gov/NTRL/
https://ntrl.ntis.gov/NTRL/
mailto:reports@osti.gov
http://www.osti.gov/


ORNL/TM-2025/3840

Electrification and Energy Infrastructures Division

 SMART CONTRACTS FOR POWER GRID APPLICATIONS USING THE 
ADVANCED DLT CYBER GRID GUARD TESTBED

Emilio C. Piesciorovsky
Gary Hahn

Raymond Borges Hink
Aaron Werth 

June 2025

Prepared by
OAK RIDGE NATIONAL LABORATORY

Oak Ridge, TN 37831
managed by

UT-BATTELLE LLC
for the

US DEPARTMENT OF ENERGY
under contract DE-AC05-00OR22725





iii

CONTENTS

LIST OF FIGURES .......................................................................................................................................v
LIST OF TABLES........................................................................................................................................vi
ABBREVIATIONS .....................................................................................................................................vii
ABSTRACT...................................................................................................................................................1
1. INTRODUCTION .................................................................................................................................1

1.1 POWER SYSTEM AND SMART CONTRACT APPLICATIONS ..........................................1
2. ELECTRICAL SUBSTATION GRID TESTBED WITH CYBER GRID GUARD ............................3

2.1 ELECTRICAL SUBSTATION AND GRID WITH CUSTOMER-OWNED DER ...................3
2.2 TESTBED PLATFORM..............................................................................................................4
2.3 TRIGGER-EVENT SIGNAL SYSTEM .....................................................................................5
2.4 SYNCHRONIZED TIME SOURCE SYSTEM ..........................................................................5
2.5 RT-LAB PROJECT .....................................................................................................................6

3. THEORY AND EQUATIONS..............................................................................................................8
3.1 TOTAL POWER FACTOR SMART CONTRACT ...................................................................8

3.1.1 Power Factor ...................................................................................................................8
3.1.2 Average and Total Power Factors...................................................................................8
3.1.3 Power Factor Convention Signs......................................................................................9

3.2 VOLTAGE SERVICE LIMIT SMART CONTRACT..............................................................10
3.2.1 Voltage Service Limits .................................................................................................10

4. METHODOLOGY ..............................................................................................................................11
4.1 TOTAL POWER FACTOR SMART CONTRACT .................................................................11

4.1.1 Total Power Factor Smart Contract ..............................................................................11
4.1.2 Flowchart of Time Window for Total Power Factor Smart Contract ...........................15
4.1.3 Flowchart of Total Power Factor Smart Contract.........................................................15

4.2 SMART CONTRACT OF VOLTAGE SERVICE LIMITS .....................................................16
4.2.1 Smart Contract of Voltage Service Limit .....................................................................17
4.2.2 Flowchart of Time Window for Voltage Service Limits Smart Contract.....................17
4.2.3 Voltage Service Limits Smart Contract Flowchart .......................................................18

5. CYBER GRID GUARD SYSTEM .....................................................................................................19
5.1 CYBER GRID GUARD SYSTEM AND DLT SMART CONTRACTS..................................19

5.1.1 Cyber Grid Guard and Definitions................................................................................19
5.1.2 Smart Contract Architecture .........................................................................................20
5.1.3 Conditions for Total Power Factor Smart Contract ......................................................21
5.1.4 Conditions for Voltage Service Limits Smart Contract ................................................22

6. USE CASE SCENARIOS ...................................................................................................................23
6.1 TESTS FOR TOTAL POWER FACTOR AND VOLTAGE SERVICE LIMITS 

SMART CONTRACT ...............................................................................................................23
6.1.1 Tests of Total Power Factor Smart Contract.................................................................24
6.1.2 Tests of Voltage Service Limit Smart Contract ............................................................25

7. RESULTS ............................................................................................................................................26
7.1 RESULTS FOR TOTAL POWER FACTOR SMART CONTRACT ......................................26

7.1.1 Normal Situation Tests .................................................................................................27
7.1.2 Temporary Electrical Fault Situation Tests ..................................................................29

7.2 RESULTS FOR VOLTAGE SERVICE LIMITS SMART CONTRACT ................................31
7.2.1 Normal Situation Tests .................................................................................................32
7.2.2 Temporary Electrical Fault Tests..................................................................................36

8. DISCUSSIONS....................................................................................................................................39
8.1 DISCUSSIONS FOR TPF AND VSL SMART CONTRACTS ...............................................39



iv

9. CONCLUSIONS .................................................................................................................................42
10. REFERENCES ....................................................................................................................................43
APPENDIX A. CODES.............................................................................................................................A-1



v

LIST OF FIGURES

Figure 1. (a) Power grid diagram and (b) photo of the equipment. ...............................................................3
Figure 2. Testbed with relays, meters, and workstation computers. ..............................................................4
Figure 3. Architecture of testbed....................................................................................................................4
Figure 4. Trigger-event signal system: (a) the specific time is selected on the clock and switch, 

and (b) a trigger signal is sent from (c) a digital output card to (d) the relays and meters. ..............5
Figure 5. Synchronized time source system diagram: (a) DLT devices and (b) devices for the 

electrical grid. ...................................................................................................................................6
Figure 6. Three-phase power system diagram of the substation and grid with customer-owned 

wind farm. .........................................................................................................................................7
Figure 7. Signs of power factor based on (a) IEC and (b) IEEE standards. ..................................................9
Figure 8. (a–f) Flowchart of voltage ranges of the ANSI C84.1 standard and (g) voltage service 

limits for SC. ...................................................................................................................................10
Figure 9. (a and b) Phasor diagrams and (c) IEEE standard power factor signs convention [1]. ................13
Figure 10. Measured TPF from (a) the real-time simulator and (b) CGGS [1]. ..........................................14
Figure 11. Flowchart of the time window for the TPF SC (a) normal operation and (b) anomaly 

events. .............................................................................................................................................14
Figure 12. Phases, flowchart, and main conditions of TPF SC [1]..............................................................15
Figure 13. Flowchart of the time window for the VSL SC (a) normal operation and (b) anomaly 

events. .............................................................................................................................................18
Figure 14. Phases, flowchart, and main conditions of the VSL SC. ............................................................19
Figure 15. Architecture of the DLT with SC condition chaincode. .............................................................21
Figure 16. (a) Breaker states and (b) boundaries for TPF SC......................................................................22
Figure 17. Breaker states and voltages conditions for the VSL SC. ............................................................23
Figure 18. Measured TPF from (a and b) the real-time simulator, (c and d) CGGS, and (e and f) 

relay in Test 1 for a normal situation and no breaker operation [1]................................................28
Figure 19. Measured TPF from (a and b) the real-time simulator, (c and d) CGGS, and (e and f) 

relay in Test 2 for a normal situation and wind farm side breaker BKX operation [1]. .................29
Figure 20. Measured TPF from (a and b) the real-time simulator, (c and d) CGGS, and (e and f) 

relay in Test 3 for a temporary 3LG electrical fault situation and no breaker operation [1]. .........30
Figure 21. Measured TPF from (a and b) the real-time simulator, (c and d) CGGS, and (e and f) 

relay in Test 4 for a temporary SLG electrical fault situation and no breaker operation [1]. .........31
Figure 22. Normal situation and no breaker operation (Test 1) results from Cyber Grid Guard. ...............32
Figure 23. Normal situation with an extra inductive load on the wind farm side and breaker 

operation (Test 2) results from Cyber Grid Guard..........................................................................33
Figure 24. Normal situation with an extra inductive load on the wind farm side and breaker 

operation (Test 2) results from the SEL 700GT relay. ...................................................................34
Figure 25. Normal situation with an extra capacitive load on the wind farm side and breaker 

operation (Test 3) results from Cyber Grid Guard..........................................................................35
Figure 26. Normal situation with an extra capacitive load on the wind farm side and breaker 

operation (Test 3) results from the SEL 700GT relay. ...................................................................35
Figure 27. Temporary line-to-line electrical fault at the end of the power line and no breaker 

operation (Test 4) results from Cyber Grid Guard..........................................................................36
Figure 28. Temporary line-to-line electrical fault at the end of the power line and no breaker 

operation (Test 4) results from the SEL 700GT relay. ...................................................................37
Figure 29. Temporary single-line-to-ground  electrical fault at the end of the power line and no 

breaker operation (Test 5) results from Cyber Grid Guard.............................................................38
Figure 30. Temporary single-line-to-ground electrical fault at the end of the power line and no 

breaker operation (Test 5) results from the SEL 700GT relay. ......................................................38



vi

LIST OF TABLES

Table 1. Components of the three-phase power system diagram. .................................................................7
Table 2. Time range of frequency protection elements [1]..........................................................................12
Table 3. Terms and definitions related to distributed ledger technology.....................................................20
Table 4. Fields of the GOOSE datasets in the event checks. .......................................................................20
Table 5. Tests scenarios for TPF SC............................................................................................................25
Table 6. Test scenarios for VSL SC.............................................................................................................26
Table 7. Tests and plots for the TPF SC. .....................................................................................................27
Table 8. Tests and plots for the VSL SC......................................................................................................31



vii

ABBREVIATIONS

3LG three-line-to-ground 
ANSI American National Standards Institute
APF average power factor
BK breaker
CAST Center for Alternative Synchronization and Timing 
CGG Cyber Grid Guard
CGGS Cyber Grid Guard System
DER distributed energy resource
DLT distributed ledger technology
DOE US Department of Energy 
GOOSE Generic Object-Oriented Substation Event
HLF Hyperledger Fabric
IEC International Electrotechnical Commission
IED intelligent electronic devices
IEEE Institute of Electrical and Electronics Engineers
IRIG-B inter-range instrumentation group time code B
LG line-to-ground
LL line-to-line
MVAR MegaVolt-Ampere Reactive
ORNL Oak Ridge National Laboratory
POI point of interconnection
PTP precision-time protocol
SC smart contract
SCADA supervisory control and data acquisition
SEL Schweitzer Engineering Laboratories
SLG single-line-to-ground 
TPF total power factor
TSC time source clock
VAR Volt-Ampere Reactive
VDC Volts Direct Current
VSL voltage service limit



1

ABSTRACT

This study presents two power system applications with distributed ledger technology (DLT) and smart 
contracts (SC) that were assessed in a Cyber Grid Guard System (CGGS) advanced testbed, with 
protective relays, power meters, communication devices, DLT devices, synchronized time source, clock 
displays, and real-time simulator. The first application is an SC to define and control the allowable total 
power factor (TPF) of the distributed energy resource (DER) output (e.g., wind farm), and the terms of 
the SC are implemented using DLT with a CGGS for a customer-owned DER [1]. The TPF SC was 
implemented by the CGGS using DLT. The experimental model was performed with a real-time 
simulator using a CGGS and relay in-the-loop. Data collected from the CGGS were used to execute the 
TPF SC. The TPF limits were between +0.9 and +1.0, and the breakers’ operation in the point of 
interconnection (POI) was controlled by the relay using the SC. The events were collected from the real-
time simulator, CGGS, and SEL 700GT relay (from Schweitzer Engineering Laboratories) to validate a 
successful application of the TPF SC using DLT. The second application is an SC to measure and control 
the allowable voltage service limits (VSLs) by the CGGS using DLT. The tests were performed using a 
real-time simulator, CGGS, and relay in-the-loop. The data were collected from the CGGS that executed 
the SC. The main constraints were defined based on American National Standards Institute (ANSI) C84.1 
service voltage limits and on the operation of the breakers in the POI. The events were collected from the 
CGGS and an SEL 700GT relay to assess a successful operation of the VSL SC using DLT.

1. INTRODUCTION 

1.1 POWER SYSTEM AND SMART CONTRACT APPLICATIONS 

The number of distributed energy resources (DERs) interconnected to utility systems and the complexity 
of the configurations of these interconnections have both significantly increased [2]. The characteristics of 
energy produced by customer-owned DERs using renewable energy sources are often not as stable as that 
from other sources. DER-produced power may show variations from nominal voltages, frequency, and 
power factor. One approach to safely incorporate DERs into a power system is to install a relay at the 
point of interconnection (POI) that can isolate the DER from the power grid if characteristics of the 
DER’s electricity production become out of tolerance for power quality ranges, based on measuring the 
power factor and voltage magnitudes. This report defines the rules of engagement for the DER (i.e., a 
customer-owned wind farm) to connect at the electrical utility grid through a smart contract (SC). The 
DER transmits the operating and status data securely using distributed ledger technology (DLT) 
implemented with a Cyber Grid Guard System (CGGS), using a relay at the POI when the DER remains 
disconnected to maintain power system stability.

SCs are digital contracts stored on a distributed ledger that are automatically executed when 
predetermined terms and conditions are met [3] between a power grid utility and customer-owned DERs. 
The increased number of customer-owned DERs is accompanied by relays deployed at the POIs. Each 
renewable DER and relay require communications and data management at the POI, and the integrity of 
the data communicated at the POI—between the DERs and the bulk power system—is vital. DLTs are 
decentralized storage platforms that maintain data integrity without requiring mutual trust among 
participants [4]. Security, governance, and scalability are prominent subjects of recent advancements in 
DLT and SCs. 

Security is still a critical issue, with ongoing efforts to improve SC safety using libraries like 
OpenZeppelin and formal verification methods [5]. For example, composite SCs, which are SCs that call 
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other SCs, introduce additional security challenges. These could be addressed using finite state machine 
models and checking techniques. Other relevant formal methods include the Observe-based Statistical 
Model Checking framework, which is designed for verification of complex software systems [6]. The 
BlockASP framework leverages aspect-oriented programming to address the dynamic nature of 
blockchain systems, including SCs, by enabling flexible instrumentation for monitoring runtime events 
and facilitating analysis [7]. Scalability is addressed through techniques like sharding [8, 9] and rollups 
[10, 11], particularly in the context of public DLTs and off-chain storage strategies [12]. Transitioning to 
consensus mechanisms like Proof-of-Stake from Proof-of-Work reduces resource consumption and 
enhances scalability [13], which is a significant trend pertinent to incorporating DLT into the regulated 
energy sector to meet regulatory standards [14]; the possibility also exists for use in the deregulated 
merchant generation bid DER generation environment.

Traditional cybersecurity solutions in protective relays and centralized monitoring systems managing 
DERs lack the decentralization, transparency, and immutability of SCs and DLT [15]. SCs execute 
predefined agreements automatically and independently [16]. Cryptographic primitives such as hashing 
and digital signatures are used by DLTs to protect data integrity and secure sensitive information against 
unauthorized access [17]. The use of DLT to solve cybersecurity problems and improve resilience within 
power grids has been examined in recent studies, especially in distributed generation systems [18]. For 
example, one study implemented a prototype using Hyperledger Fabric DLT and IoT for metering and 
billing small consumers, emphasizing its scalability, low energy requirements, and reduced vulnerability 
to cyberattacks owing to data encryption and decentralized architecture [19]. A fault location and 
traceability system based on DLT was developed to protect IoT sensor data integrity, which is vital for 
grid security and reliability [20]. A realistic electric grid substation testbed was developed for researching 
fault detection and cyberattack scenarios involving DERs [21], which was used for executing the total 
power factor experiments described in this study.

Most potential energy applications of DLT have been based on software simulations [22–26]. However, 
software simulation algorithms sometimes could not be directly integrated with intelligent electronic 
devices (IEDs) like protective relays or power meters. For example, problems could arise when IEDs 
have different measurement condition behaviors. When the circuit breakers are opened, IEDs could 
measure a frequency of 60 Hz and/or a power factor of 1.00 [27] or have different power factor sign 
conventions depending on Institute of Electrical and Electronics Engineers (IEEE) and International 
Electrotechnical Commission (IEC) standards [28]. This study used a real-time simulator with a CGGS 
using DLT and SC for a Schweitzer Engineering Laboratories (SEL) 700GT relay. This testbed was 
established at Oak Ridge National Laboratory (ORNL) [29–31]. The CGGS with DLT used SCs to study 
the control application for improving the total power factor (TPF) and voltage service limits (VSLs) in the 
POI between the electrical utility grid and the customer-owned wind farm. 

In this report, the CGGS with DLT and SC has been shown as a viable methodology to improve the 
integrity of data received from the breakers at the grid and customer-owned DER (wind farm) sides. The 
TPF and VSL SC were activated with a time window of 450 s because voltage and frequency protection 
elements could have a maximum time setting of 120 s and 400 s [27], respectively, and traditional power 
quality improvement methods (e.g., load shedding, capacitor banks, or transformer/load tap changers) 
could be applied on the utility grid side, too. Also, the 450 s time window avoids having the TPF and 
VSL SC operating breakers during anomaly events like disturbances or electrical faults. The TPF SC 
flowcharts were developed by using the power factor explanations [32] and setting the condition of good 
power factor between +0.90 and +1.00; electrical utilities usually adjust customer bills for a power factor 
smaller than +0.90 [33]. However, the VSL SC flowchart was developed by using the ANSI C84-1 
Standard [34]. Considering a nominal voltage of 7,200 V, the phase voltages measured at the grid side 
must be between the 0.95 and 1.058 of nominal voltage limits or between 6,840 and 7,620 V. The reasons 
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for this are that the SEL 700GT relay is not located at the end of the user load and the nominal voltage is 
greater than 600 V, according to ANSI C84-1 Standard [34].

2. ELECTRICAL SUBSTATION GRID TESTBED WITH CYBER GRID GUARD 

2.1 ELECTRICAL SUBSTATION AND GRID WITH CUSTOMER-OWNED DER 

The TPF and VSL SCs were applied in a simulated power grid using real IEDs that monitored, managed, 
and controlled the SC–based applications. This testbed used a software model–simulated power grid. The 
testbed has a trigger-event signal system and a synchronized time source system. The CGGS, relays, and 
meters were synchronized with the time source system. The trigger-event signal system was created for 
recording the relay’s events at the desired time. The power grid diagram and equipment are in Figure 1a 
and Figure 1b, respectively.

Figure 1. (a) Power grid diagram and (b) photo of the equipment. (GOOSE = Generic Object-Oriented 
Substation Event)

The main goal of this testbed was to assess the DLT architecture in executing the TPF and VSL SCs in 
the POI. The sectionalized bus substation configuration [35] and power grid with one customer-owned 
DER (wind farm) are presented in Figure 1a. Utility A has one substation, using primary and secondary 
voltages of 34.5 and 12.47 kV, respectively, and the power lines were connected to load feeders. The 
loads could be fed by the wind farm (Utility B) or substation (Utility A). The customer-owned DER has 
six 1.5 MW wind turbines (Utility B) and a fossil fuel power plant in Utility C. The rack shown in Figure 
1b has the meters [36] and relays [37–39], all of which use the Generic Object-Oriented Substation Event 
(GOOSE) IEC 61850 protocol. In this experimental model, the test scenarios were run into the red 
dashed-line square area (Figure 1a) to evaluate the CGGS for the TPF and VSL SCs in the POI, using an 
SEL 700GT relay. 
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2.2 TESTBED PLATFORM 

The testbed had the CGGS using DLT and SCs, and the IEDs (meters and relays) were wired to a real-
time simulator. This testbed has a real-time simulator rack, a relay/meter rack, and a CGGS rack (Figure 
2). The four laptops in Figure 2 were used to run and control the use case scenarios. The synchronized 
time system was connected to the CGG, meters, and relays.

CAVA = current and voltage 
amplifier; CD = clock display; 

CGGL = Cyber Grid Guard laptop; 
CGGS = Cyber Grid Guard System 
screen; DLTD = distributed ledger 
technology device; EB = expansion 

box; GPSA = global positioning 
system antenna; HL = host laptop; 
HMIL = human–machine interface 
laptop; ML = monitoring laptop; 

PM = power meter; PR = protective 
relay; RTAC = real-time 

automation controller; RTS = real-
time simulator; RTSS = real-time 

simulation screen; and TSC = time 
source clock.

Figure 2. Testbed with relays, meters, and workstation computers.

The architecture of the testbed, shown in Figure 3, has four layers. The first layer—physical—includes 
the circuit breakers, power lines, and other grid elements simulated by the real-time simulator. The second 
layer—protection and metering—has the hardware-in-the-loop, represented by the relays and meters. The 
third layer—automation—has the Ethernet switches and remote terminal units. The fourth layer includes 
the CGGS, synchronized time system, trigger-event system, supervisory control and data acquisition 
(SCADA), and human–machine interface. In this testbed, the SEL 700GT relay transmitted IEC 61850 
GOOSE messages. The relay recorded the test events by receiving a digital signal from the trigger-event 
system. The implemented synchronized-time protocol was based on the inter-range instrumentation group 
time code B (IRIG-B) signals for relays and meters. However, the CGGS through the Ethernet network 
used a precision-time protocol (PTP) communication.

Figure 3. Architecture of testbed. (BK = breaker; ETH = Ethernet; RTAC = real-time automation controller; 
SV = sampled value; VM = virtual machine).
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2.3 TRIGGER-EVENT SIGNAL SYSTEM 

The trigger-event signal system (Figure 4) is set on the electrical substation grid testbed with the CGGS 
(DLT using smart contracts). The trigger-event signal system has the function of recording events of the 
relays and meters at a specific time selected on the switch connected to the clock (Figure 4a) set in the 
RT-LAB project before running the simulation. The relays and meters receive the trigger event signal 
(Figure 4b) from a digital output card (Figure 4c) without delay time from the real-time simulator; this 
occurs because the signal is provided by an analog cable (rather than by a communication cable) 
connected from the real-time simulator to the relays and meters (Figure 4d). The use of analog cables 
instead of communication cables enables recording events in multiple relays and meters at same time 
because the signal is not affected by the communication latency. The relays and meters receive 24 
voltages direct current (VDC) signals for the SEL 421, SEL 451, and SEL 700GT relays and SEL 735 
meters and 120 VDC signals for the SEL 351S relay signals on their IN206, IN106, and IN304 relay 
control inputs and their IN101 meter control inputs (Figure 4d). The logic equation of the trigger events 
for the relays and meters is set with their control inputs to enable recording the events when the trigger-
event signal is received. Next, the COMTRADE and CEV files of events from relays and meters can be 
collected during normal operation situations that usually are not recorded in devices installed on real 
power grids but that are required in a testing platform to assess power system smart contract applications 
using DLT. 

Figure 4. Trigger-event signal system: (a) the specific time is selected on the clock and switch, and (b) a 
trigger signal is sent from (c) a digital output card to (d) the relays and meters.

2.4 SYNCHRONIZED TIME SOURCE SYSTEM 

The synchronized time source system (Figure 5) is set on the electrical substation grid testbed with the 
CGGS (DLT using smart contracts). The system synchronizes the CGGS and relays/meters with the same 
time stamps to compare events from the DLT system and relays/meters for the performed tests during the 
smart contract experiments. The synchronized time source system receives the time signal from the 
Center for Alternative Synchronization and Timing (CAST) with a PTP and a network-time protocol. In 
the synchronized time source system (Figure 5), the CAST time signal is received into the Boundary 
DarkNet CAST clock and then sent to the CISCO Ethernet switches (Figure 5a) of the CGGS as PTP 
signals. However, the relays/meters (Figure 5b) receive the time signals as IRIG-B protocol through the 
SEL 3401 clock displays also connected to the Boundary DarkNet CAST clock. The synchronized time 
source system also has a backup time source provided by an SEL 2488 clock, connected in case the 
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CAST signal is interrupted. The CAST and SEL 2488 clocks provide a secure and reliable synchronized 
time signal for the CGGS (Figure 5a) and relays/meters (Figure 5b) in the electrical substation grid 
testbed. 

 Figure 5. Synchronized time source system diagram: (a) DLT devices and (b) devices for the electrical grid. 
(BNC = Bayonet Neill–Concelman; EIA = Electronic Industries Alliance; Eth = Ethernet.)

2.5 RT-LAB PROJECT 

In the RT-LAB project, a three-phase power system diagram was created with MATLAB/Simulink 
(2015b version) software models, and this power system was set into a real-time simulator with relays and 
meters in-the-loop. The RT-LAB software is fully integrated with MATLAB/Simulink to interact with the 
real-time simulator. The real-time simulator uses the RT-LAB software as the model-simulation platform 
for the power system simulations. The RT-LAB software provides a flexible solution for power system 
test scenarios, similar to other research applications [40–43]. This testbed platform performed different 
use case scenarios, such as normal operation and temporary electrical fault tests. Because electrical faults 
are not likely to be setting in a real power grid on the field, the proposed real-time simulator platform 
offer the main advantage of testing electrical fault scenarios in a safe environment. Electrical fault tests 
are undesired testing situations because they can damage electrical equipment (e.g., power transformers, 
capacitor banks, power lines, generators) in real power grids. Therefore, the real-time simulator with 
relays and meters in-the-loop was the best testbed platform to perform the TPF and VSL SCs with the 
CGGS using DLT. 

In shown in Figure 6, the main substation and wind farm were given by 34.5/12.47 kV and 0.575/12.47 
kV voltage systems, respectively. The six 1.5 MW wind turbines installed on the DER side had a voltage 
of 575 V. Two power transformers were connected in parallel in the main substation, and two power lines 
were connected to the load feeders with 50 T and 100 T fuses based on the maximum load feeder currents 
[44]. In the POI, the SEL 700GT relay controlled the breaker BKY (grid side) and BKX (wind farm side). 
The BKY/BKX circuit breaker states, TPF, and phase voltages were measured in the CGGS with DLT 
and SCs. Then, the BKY/BKX circuit breakers were operated based on the TPF and VSL boundary 
conditions. In the POI, the TPF and VSL SCs conditions were between +0.90/+1.00 (IEEE Standard 
power factor convention for the SEL 700GT relay), and 6,840/7,620 V (ANSI C84.1 Standard), 
respectively. The main goal was based on reducing the reactive power and improving the voltage service 
on the load feeders, considering a time window operation of 450 s, to permit the application of traditional 
power quality techniques (e.g., capacitor banks, load shedding, transformer/load tap changers) from the 
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grid-side utility without use of the TPF or VSL SCs. The CGGS using DLT and SCs were used in the POI 
between the electrical utility grid and customer-owned wind farm. Figure 6 shows the three-phase power 
system diagram. The substation grid (Utility A) can be connected to the customer-owned wind farm 
(Utility B). Utility C is a large fossil power plant with transmission and subtransmission models. Figure 6 
Error! Reference source not found.shows the descriptions and function of items used in the three-phase 
power system diagram of the substation and grid with the customer-owned wind farm.

Figure 6. Three-phase power system diagram of the substation and grid with customer-owned wind farm.

Table 1. Components of the three-phase power system diagram.

Component location
Area Figure Component name Component function

Utility C 6a Fossil fuel power plant The fossil fuel plant feeds the main substation
Utility A 6b Main substation The main substation feeds the power lines
Utility A 6c Power lines The power lines feed the main loads
Utility A 6d Main loads The main loads are the customers
Utility B 6e Wind farm customer-

owned utility
The wind farm customer-owned utility feeds the main loads

Utility A 6f Breaker BKY on grid side The breaker BKY feeds the main loads from the main 
substation and power lines of Utility A

Utility B 6g Breaker BKX on wind 
farm side 

The breaker BKX feeds the main loads from the wind farm of 
Utility B

6h Temporary fault circuit The temporary fault circuit generates the signal for the 
temporary electrical faults during 60 cycles on the grid-side 
power line

6i Trigger-event circuit The trigger-event circuit generates a 24 VDC signal sent to a 
SEL 700GT relay for recording the events during the 
simulation tests at a specific time

System

6j Temporary fault block The block generates the temporary electrical fault block
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In this experimental model, a power gui block with a discrete simulation was set in the RT-LAB project. 
This block uses numerical integration methods for simulating the differential equations of the power 
system, based on the Tustin (bilinear transform) solver and Backward Euler solver with a time step of 
50 µs. The tests were set from the host computer before the simulations were performed. The test 
properties were set at a target platform with OPAL-RT Linux, real-time simulation mode with hardware 
synchronized, real-time communication link, time factor of 1.0, and stop/pause time of 600 s. 

3. THEORY AND EQUATIONS 

3.1 TOTAL POWER FACTOR SMART CONTRACT 

In the TPF SC, the theory for the total power factor was considered, with the power factor convention 
signs based on IEEE or IEC standards [28]. However, the TPF SC was adapted to the total power factor 
measured by the SEL 700GT relay and its total power factor convention signs. 

3.1.1 Power Factor 

The power factor [45] is represented by Eq. (1) as the ratio of the true and apparent powers. The product 
of voltage and current by their cosine angle is denominated as true power. The apparent power is given by 
the product of current and voltage. A power factor magnitude of less than one means the current and 
voltage are not in phase. A negative power factor means the true power flows back toward the source. 

𝑃𝐹 =
𝑃
𝑆 =

𝑉 × 𝐼 × 𝑐𝑜𝑠(𝜃𝑉 ― 𝜃𝐼)
𝑉 × 𝐼 = 𝑐𝑜𝑠(𝜃𝑉 ― 𝜃𝐼) ,#(1)

where PF is the power factor in unity, P is the true power in watts, S is the apparent power in volt-
amperes, V is the magnitude of phase voltage in volts, I is the magnitude of phase current in amps, ϴV is 
the angle of phase voltage in degrees, and ϴI is the angle of phase current in degrees.

3.1.2 Average and Total Power Factors 

The average of the power factor (APF) is the average of the measured power factor for the A, B, and C 
phases. The average of the power factor is calculated with the power factor for each phase by Eq. (1), then 
the phase current/voltage magnitudes and angles for each phase are measured. Finally, the average power 
factor is given by the sum of the power factor for the A, B, and C phases divided by 3, as shown in Eq. 
(2)

𝐴𝑃𝐹 =
𝑃𝐹𝐴 + 𝑃𝐹𝐵 + 𝑃𝐹𝐶

3 ,#(2)

where APF is the average of the power factor, PFA is the phase A power factor, PFB is the phase B power 
factor, and PFC is the phase C power factor.

Protective relays and meters can measure the TPF and/or APF. However, the APF does not represent the 
power factor of a three-phase power system effectively, when the A, B, and C phase loads are 
unbalanced. For this reason, the TPF represents the best way for measuring the efficiency in three-phase 
energy systems. The TPF can be calculated as the ratio of the sum for the true power and the sum of 
apparent power for the A, B, and C phases, as shown in Eq. (3).
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𝑇𝑃𝐹 =
𝑃𝐴 + 𝑃𝐵 + 𝑃𝐶

𝑆𝐴 + 𝑆𝐵 + 𝑆𝐶
,#(3)

where TPF is the total power factor, PA is the phase A true power in watts, PB is the phase B true power in 
watts, PC is the phase C true power in watts, SA is the phase A apparent power in volt-amperes, SB is the 
phase B apparent power in volt-amperes, and SC is the phase C apparent power in volt-amperes. 

Some protective relays and/or meters do not provide the measured true and apparent power for each phase 
(A, B, and C phases), but the TPF can be calculated by Eq. (3) using the measured current/voltage 
magnitudes and angles for the phases. From Eq. (1) and Eq. (3), the TPF is given by Eq. (4): 

𝑇𝑃𝐹 =
∑ 𝐶

 𝑚 = 𝐴 𝑉𝑚 × 𝐼𝑚 × 𝑐𝑜𝑠(𝜃𝑉𝑚 ― 𝜃𝐼𝑚)

∑𝐶
𝑚 = 𝐴 𝑉𝑚 × 𝐼𝑚

,#(4)

where TPF is the total power factor, Vm is the generic phase m (A, B, C) voltage magnitude in volts, Im is 
the generic phase m (A, B, C) current magnitude in amperes, ϴVm is the generic phase m (A, B or C) 
voltage angle in degrees, and ϴIm is the generic phase m (A, B or C) current angle in degrees.

3.1.3 Power Factor Convention Signs 

The power factor is measured by protective relays and/or meters, and it is in the range of ±1.00. The 
power factor can be obtained as unity or percentage values, although the unity measurement is the most 
common method. The efficiency of a power system is represented by the power factor because it 
represents the losses generated by the reactive energy flowing in a power grid point. The maximum power 
factor is +1.00, and the minimum power factor limits are usually between +0.80 and +0.98 [45]. 

Based on an industrial meter manual [28], the measured power factor sign convention could be defined 
for the IEEE or IEC Standards, and sometimes meters allow setting the power factor sign convention that 
is used on the display to either IEC or IEEE [28]. The conventional power factor signs based on the IEC 
and IEEE Standards are shown in Figure 7a and Figure 7b, respectively, based on a meter instruction 
manual [28]. 

Figure 7. Signs of power factor based on (a) IEC and (b) IEEE standards.
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For the IEC standard (Figure 7a), the positive and negative power factors are when the true power is 
positive and negative, respectively. In the IEEE standard (Figure 7b), the positive and negative power 
factors are for leading current (capacitive effect) and lagging current (inductive effect), respectively. For 
the IEC standard [28] in Figure 7a, quadrants 1 and 4 with positive true power represent a positive power 
factor. But quadrants 2 and 3 with negative true power represent a negative power factor. In the IEEE 
standard [28] in Figure 7b, quadrants 2 and 4 with capacitive load (power factor leading) represent a 
positive power factor. But quadrants 1 and 3 with inductive load (power factor lagging) represent a 
negative power factor. In Figure 7, the green and blue quadrants are the positive and negative power 
factors, respectively. In this study, the TPF SC with CGGS using DLT for the electrical utility grid with 
customer-owned wind farm was used with an SEL 700GT relay [27] that uses the power factor sign 
convention, based on the IEEE standard in Figure 7b. 

3.2 VOLTAGE SERVICE LIMIT SMART CONTRACT

In the VSL SC, the voltage service limits were selected based on the grid location for the SEL 700GT 
relay in the POI between the main grid side and DER side, the nominal voltage on the relay’s grid side, 
and considering the required voltage limits for a service voltage limit greater than 600 V for the ANSI 
C84.1 standard.

3.2.1 Voltage Service Limits 

The voltage boundaries were selected to define a good voltage service limit application. The flow diagram 
in Figure 8 defines the boundaries for the VSL algorithm. The voltage limits were calculated based on the 
ANSI C84.1 standard [34]. The steps to select the voltage limits are presented in Figure 8a–Figure 8f. In 
the first step (Figure 8a), a relay is selected on the grid (SEL 700GT relay in the POI). Then, the relay 
nominal voltage on the grid side (7,200 V) is greater than 600 V (Figure 8b), and the voltage limits are 
selected based on the ANSI C84.1 standard (Figure 8c). Because the relay is not located on a user load 
site (Figure 8d), the SEL 700GT relay is in the POI. The voltage service limit for a more than 600 V 
option is selected (Figure 8e), based on the ANSI C84.1 standard [34]. Then, the ANSI C84.1 service 
voltage limits were selected for range B (Figure 8f). In this case, the voltage limits were set between 95% 
and 105.8% of the nominal limits. Therefore, the undervoltage limit was 6,840 V, and the overvoltage 
limit was 7,620 V.

Figure 8. (a–f) Flowchart of voltage ranges of the ANSI C84.1 standard and (g) voltage service limits for SC.
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The flowchart selects the voltage service limits based on the ANSI C84.1 standard (Figure 8a–Figure 8f), 
and Figure 8g shows the range of the selected voltage service limits for the VSL SC, for the breaker BKY 
(grid side), and breaker BKX (wind farm side).From the flowchart in Figure 8a–Figure 8f, considering the 
SEL 700GT relay is on a 7,200 kV grid at the POI between the grid side and wind farm side, the IED’s 
grid voltage level is greater than 600 V, and the IED is not located at the end of the user load. Therefore, 
the Range B for the service voltage limits greater than 600 V is selected for the generic “n” phases (A, B, 
and C) given by Eq. (5):

𝑉𝑛 × 0.95 ≤ 𝑉𝑆𝐿𝑛 ≤ 𝑉𝑛 × 1.058, (Range B for service voltage limits >  600 V, ANSI C84.1)#(5)

where VSLn is the voltage service limit for the generic “n” phase (A, B, and C) in volts total power factor, 
and Vn is the nominal voltage in volts.

Because the SEL 700GT relay is on a 7,200 kV grid at the POI, placing 7,200 V as the nominal voltage 
on (5), the voltage service limits for the SEL 700GT relay in the POI between the grid side and wind farm 
side are represented by Eq. (6):

6,840 𝑣𝑜𝑙𝑡𝑠 ≤ 𝑉𝑆𝐿𝑛 ≤ 7,620 𝑣𝑜𝑙𝑡𝑠. (Range B for service voltage limits >  600 V, ANSI C84.1)#(6)

In the VSL SC, the condition from Eq. (6) represents the main boundary for the measured phases A, B, 
and C voltages of the SEL 700GT relay in the POI on the grid-side breaker BKY (Figure 1a), considering 
this voltage range a priority to keep the voltage service limits on the load feeders. 

4. METHODOLOGY 

4.1 TOTAL POWER FACTOR SMART CONTRACT 

The TPF SC defines the permitted TPF from the wind farm side to feed the main loads as well as the 
terms of the SC to be implemented with the CGGS using DLT for a customer-owned DER (wind farm). 
The TPF SC was implemented by the CGGS using an SEL 700GT relay located in POI. In this study, the 
permitted maximum and minimum TPF limits on the grid side were defined between +1.0 and +0.9, 
respectively. The operation of the breakers in the POI between the power grid and DER sides was 
controlled by the SEL 700GT relay’s measured data with the instructions of the TPF SC. 

4.1.1 Total Power Factor Smart Contract 

The SC is defined as a digital contract stored on a distributed ledger that is automatically performed when 
the predetermined terms with conditions are reached. The SC is commonly used to automate the 
execution of transactions consistent with set rules or according to specific conditions so that all members 
(electrical utilities) can operate in consensus. The TPF SC was applied to a CGGS with DLT to manage 
the relay in the POI between the electrical utility grid and customer-owned wind farm, thereby 
maintaining the integrity of data from a relay at the POI. In addition, TPF SC becomes more difficult as 
the number of DERs and POI increases. However, DLT could enhance the resilience of modern power 
grids by effectively securing shared data. The TPF SC was based on using CGGS with DLT and an SEL 
700GT relay that measures the TPF at breaker BKY (grid side) and breaker BKX (wind farm side) for the 
three phases in the POI. The TPF SC application was performed using a real-time simulator with the 
CGGS and the SEL 700GT relay-in-the-loop. In this study, the main achievement of the TPF SC is to 
implement the CGGS with DLT to improve power quality at the POIs measuring the TPF at the grid side 
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that could be connected to a customer-owned DER (wind turbine farm). The CGGS collected data from 
the SEL 700GT relay used for performing the TPF SC. The permitted maximum and minimum TPF limits 
on the grid side were set at between +1.0 and +0.9, respectively. The operation of the breakers in the POI 
was controlled by the CGGS using DLT and the SEL 700GT relay, based on the terms and conditions for 
the SC. The limits of the TPF SC were defined by the breaker states (BKY and BKX) of the grid side and 
wind farm side; the TPF values at the grid side (TPFBKY) and wind farm side (TPFBKX) were measured by 
keeping the measured TPF on the grid side between +0.9 and +1.0 for the loads on the main feeders. 

The TPF SC had another boundary condition based on the period for keeping the TPF from the CGGS. 
When the measured TPF on the grid side (TPFBKY) was smaller than +0.9 and this condition was 
measured for more than 400 s, the circuit breakers in the POI controlled by the CGGS and SEL 700GT 
relay were operated by the TPF SC. In this situation, a time window of 450 s was defined for the TPF SC, 
and this time will depend on the implementation of the TPF SC for normal operation and electrical fault 
situations. In normal operation, this time window permits the operation of circuit breakers in the POI by 
the TPF SC after use of other power factor quality techniques (e.g., capacitor banks, load shedding, 
transformer/load tap changers) from the grid-side utility, without use of the TPF SC. A common method 
in electrical distribution substations is to use load tap changers. The load tap changer method can raise the 
voltage magnitudes but cannot improve the reactive power or power factor [46]. The capacitor banks 
method is usually selected against overload tap changers at the electrical distribution substations. 
However, the feeding of industrial loads is achieved with a proper time delay at both controllers. The 
capacitor bank controller is applied on the high voltage side, and the load tap changers controller is used 
in the low voltage side of the transformer [46]. In the transformers, the onload tap changers can regulate 
voltages in steps of 0.625% to 2.5% with a time delay of 1–3 min (60–180 s) for each step operation [46], 
but switching on a capacitor bank can give the same or larger voltage increase more quickly [46]. Another 
method for improving the power quality is load shedding, which is usually applied if there is a shortage of 
electricity supply or to avoid power lines being overloaded by poor power factors. A load shedding 
program is successfully implemented when the system frequency is recovered to 60 Hz, but this process 
can take several minutes [47] or hours, depending on the power grid. 

The measured TPF can be up to +1.0, and a good TPF was considered between +0.9 and +1.00. In the 
TPF SC, the time window was set greater than 400 s (6.66 min). The TPF SC condition must not operate 
the breakers in the POI for a poor measured TPF of less than +0.9 from the grid side (TPFBKY < +0.9) 
during anomaly events such as electrical fault states. The poor measured TPF could be detected during an 
electrical fault state for short periods of less than 1 s, and the protective relays first need to clear the 
electrical fault by opening the breakers before the CGGS triggers the low-TPF SC condition. In addition, 
the time window greater than 400 s was selected based on the maximum time setting limit for the 
frequency protection elements, defined as 400 s for frequency protection elements [48], based on the relay 
manual [27] (Table 2).

Table 2. Time range of frequency protection elements [1].

Protection 
element (number)

Protection function 
description

Delay time 
setting

Delay time range 
(s)

Frequency of X side (81) 81: Frequency protection of breaker 
BKX side

Frequency 
delay time 0.00–400.00

Frequency of Y side (81) 81: Frequency protection of breaker 
BKY side

Frequency 
delay time 0.00–400.00

V/Hz (24) 24: Overexcitation protection, ratio 
of the voltage to frequency Reset time 0.00–400.00
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In the SEL 700GT relay, the conventional sign for the power factor is based on the IEEE standard. The 
conventional sign of the power factor for the IEEE standard is based on when the current is lagging 
behind the voltage (Figure 9a) or the power factor is lagging (inductive behavior); this is when the power 
factor has a negative sign. But when the current is leading the voltage (Figure 9b) or the power factor is 
leading (capacitive behavior), the power factor has a positive sign. Figure 9 presents the phasor diagrams 
(Figure 9a and Figure 9b) and IEEE standard power factor sign convention (Figure 9c) for the SEL 
700GT relay.

 Figure 9. (a and b) Phasor diagrams and (c) IEEE standard power factor signs convention [1].

In the SEL 700GT relay, the power factor at phases in the breakers at the POI for the grid side and the 
wind farm side were calculated as the cosine of the angle between the phase voltage and phase current by 
Eq. (7):

𝑃𝐹𝑚𝐵𝐾𝑛 = cos(𝜃𝑉𝑚𝐵𝐾𝑛 ― 𝜃𝐼𝑚𝐵𝐾𝑛) , (7)

where PFmBKn is the power factor of generic phase m (A, B, or C) for the breaker n (BKY or BKX) 
measured at ±1.00; ϴVmBKn is the voltage angle of the generic phase m (A, B, or C) for the circuit breaker 
n (BKY or BKX) measured in degrees; and ϴImBKn is the current angle of the generic phase m (A, B, or C) 
for the circuit breaker n (BKY or BKX) measured in degrees.

In the SEL 700GT relay, the TPF or three-phase power factor for the grid side (TPFBKY) and the wind 
farm side (TPFBKX) depends on the true and apparent power of phases A, B, and C; it was calculated by 
Eq. (8):

𝑇𝑃𝐹𝐵𝐾𝑛 =
𝑃𝐴𝐵𝐾𝑛 + 𝑃𝐵𝐵𝐾𝑛 + 𝑃𝐶𝐵𝐾𝑛

𝑆𝐴𝐵𝐾𝑛 + 𝑆𝐵𝐵𝐾𝑛 + 𝑆𝐶𝐵𝐾𝑛
 , (8)

where TPFBKn is the total power factor for the n breakers (BKY or BKX); PABKn, PBBKn, and PCBKn are the 
true powers of the A, B, and C phases, respectively, for the n breaker (BKY or BKX) in kW; and SABKn, 
SBBKn, and SCBKn are the apparent powers of the A, B, and C phases, respectively, for the n breaker (BKY 
or BKX) in kVA.

In the POI, the SEL 700GT relay was connected to three-phase pole breakers (BKY or BKX) that 
measure a TPF of +1.00 when they were opened. This condition is taken to avoid indetermined TPF 
measurements when the breakers (BKY or BKX) are opened (to avoid a theoretical indetermined 
measuring error by Eq. [9]), and the phase currents are not flowing there. The situation is represented by 
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the generic expression of the TPF definition in Eq. (9). Basically, when the phase currents are zero, the 
total true and apparent powers also are zero; consequently, the TPF result is indetermined, and the SEL 
700GT relay measures a TPF value of +1.00.

𝐼𝑓 TPF = Total true power
Total apparent power = 0.00

0.00 = ∄→𝑇ℎ𝑒𝑛 measured TPF = +1.00 . (9)

This open breaker TPP measurement condition is set by the manufacturer. The measurement of a TPF is 
+1.00 when a breaker is opened; this condition is defined by the manufacturer to avoid a measurement of 
an indetermined (swing) TPF. Therefore, the grid-side (BKY) and wind farm side (BKX) breakers in the 
POI should not be operated. The measured TPF from the real-time simulation versus the SEL 700GT 
relay are shown in Figure 10. From the real-time simulator (Figure 10a), the measured TPF swings when 
the breaker BKX is opened. But in the CGGS (Figure 10b), the measured TPF from the SEL 700GT relay 
is +1.00, validating the condition by Eq. (9). 

 Figure 10. Measured TPF from (a) the real-time simulator and (b) CGGS [1].

The main goal of the TPF SC is to reduce the reactive power circulating on the power line at the grid side 
when the main electrical utility grid was connected to the customer-owned DER (wind farm); another 
objective is to keep the data security and reliability from CGGS using DLT and SCs. The power line 
losses generated by the reactive power need to be kept with a good TPF of +1.00 to +0.90. Figure 11 
shows the TPF SC flowchart for the time window operation. 

Figure 11. Flowchart of the time window for the TPF SC (a) normal operation and (b) anomaly events.
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4.1.2 Flowchart of Time Window for Total Power Factor Smart Contract 

The time window to set the TPF SC was defined at 450 s; it was selected to perform normal electrical grid 
operation. This time window permitted the BKX and BKY breakers in the POI to work under the TPF SC 
after following the traditional power factor technique applications (e.g., capacitor banks, load shedding, 
transformer/load tap changers) in the grid side of the main electrical utility (Figure 11a). The time 
window of 450 s is also defined to not operate the TPF SC below +0.9 for transient anomaly events, 
which in some cases could have poor TPF value for only a couple of cycles, like electrical faults that were 
cleared by nearby relays (Figure 11b). In the TPF SC, the conditions for the measured TPF values were 
held for 450 s to permit the protection elements, transformer/load tap changers, load shedding, and 
capacitor banks on the grid side to be assessed. This occurred before the BKY/BKX breakers in the POI 
were operated with the CGGS. 

4.1.3 Flowchart of Total Power Factor Smart Contract 

In the flowchart of Figure 12, the A, B, and C phases were measured and collected for evaluation with the 
main conditions of the TPF SC. The flowchart of the TPF SC was defined for the breaker non-operation 
condition when a good TPF was measured (between +1.00 and +0.90) and for the breaker operation 
condition when a poor TPF was measured (smaller than +0.90). The definitions for the good and poor 
power factors limited the TPF boundaries considering a time window of 450 s for the TPF SC. Figure 12 
shows the flowchart of the TPF SC created to measure the power factor behavior of the SEL 700GT relay 
from Eq. (9) and the PF3X/PF3Y three-phase power factors on the POI measured from the SEL 700GT 
relay using the CGGS with IEC 61850 GOOSE messages. The phases of the TPS SC flowchart (Figure 
12) were defined by the (I) measurements, (II) time state conditions, (III) breaker state conditions, (IV) 
total power factor conditions, and (V) alarms with breaker operations.

Figure 12. Phases, flowchart, and main conditions of TPF SC [1].
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In phase (I) of the flowchart (part Figure 12a), the time states (day, month, year, minutes, and seconds) 
and TPFs of breakers in the POI are measured. In phase (II) of the flowchart (part Figure 12b), the time 
state conditions are assessed for the TPF SC. This contract must consider periods when disturbances (e.g., 
those related to wind farm low-power-quality scenarios and shut-down situations) could affect the utility 
grid side. The scenarios for maintenance operations (November), possible extreme ice accumulation on 
the blades (January), and excess noise site regulations (from 10 p.m. to 7 a.m.) are programmed. In phase 
(III) of the flowchart (Figure 12c–Figure 12f), the breaker state conditions in the POI are assessed. The 
breaker state situations were defined for the closed and open events of the breakers (BKY/BKX) in the 
POI on the grid side and wind farm side. In phase (IV) of the flowchart (Figure 12g, 12i, 12k, and 12l), 
the AND/OR logic is assessed for the TPF conditions of the breakers (BKY/BKX) in the POI on the grid 
side and wind farm side. In phase (V) of the flowchart (Figure 12j, 12m, and 12h), the TPF SC operates 
the wind farm side breaker (BKX) in the POI if the measured TPF on the grid side is smaller than +0.90 
(TPFBKY). A warning alarm is activated if the TPF SC does not operate the BKX (wind farm side) and 
BKY (grid side) breakers in the POI. 

The main objective of the TPF SC flowchart (Figure 12) is to prioritize operation for the wind farm side 
(BKX) breaker instead of for the grid side (BKY) breaker. The reasons for this are because the BKY 
breaker (grid side) feeds the main loads (Figure 1a), keeping a resistive nature (between +0.90 and +1.00) 
of the TPF at the grid-side is necessary, and the main grid utility does not allow its BKY breaker to be 
controlled by the TPF SC in the CGGS. Also, the TPF SC does not operate the BKY and BKX breakers 
for a good TPF (between +0.90 and +1.00). Therefore, the next conditional sequences are defined 
according to the following parameters (Figure 12): 

 When both breakers in the POI are closed (Figure 12c), and the measured TPF on the grid side 
(TPFBKY) and wind farm side (TPFBKX) are between +0.90 and +1.00 (Figure 12g) for 450 s, the 
SC doesn’t operate any breaker (Figure 12h). However, if the measured TPFs on the grid side 
(TPFBKY) and wind farm side (TPFBKX) are smaller than +0.90 (Figure 12i) after 450 s, the TPF 
SC operates the wind farm side BKX breaker (Figure 12j). 

 When both breakers are open in the POI (Figure 12d) and the measured TPF on the grid side 
(TPFBKY) and wind farm side (TPFBKX) are +1.00—because of the SEL 700GT relay condition 
from Eq. (9) if breakers in the POI are opened—the TPF SC doesn’t operate any breakers in the 
POI (Figure 12h). 

 When only one breaker is closed in the POI (Figure 12e and Figure 12f) and the measured TPF on 
the grid side (TPFBKY) or wind farm side (TPFBKX) is between +0.90 and +1.00 (Figure 12k) for 
450 s, the SC doesn’t operate any breaker (Figure 12h). However, if the measured TPF on the 
grid side (TPFBKY) or wind farm side (TPFBKX) is smaller than +0.90 (Figure 12l) after 450 s, a 
warning alarm is triggered (Figure 12m) to indicate a poor power factor without operating the 
breakers in the POI.

4.2 SMART CONTRACT OF VOLTAGE SERVICE LIMITS 

The VSL SC defines the allowable phase voltage magnitudes of the DER output. The conditions and 
terms of the VSL SC are performed by using CGGS with DLT for a customer-owned DER (wind farm). 
The VSL SC controlled by the CGGS using DLT collected the data from the SEL 700GT relay to execute 
the VSL SC step by step. The main constraints were defined based on ANSI C84.1 [34] service voltage 
limits, and the operation of the circuit breakers in the power grid and DER sides was controlled by the 
relay consistent with the provisions of the SC.
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4.2.1 Smart Contract of Voltage Service Limit 

The SC is described as a stored digital program on a distributed ledger that is performed automatically if 
the terms and conditions are reached. The SC is performed to automate execution of a transaction list that 
must agree with rules set according to specific conditions; all members (e.g., electrical utilities) in the SC 
can then manage implementation according to the consensus of all participants. The VSL SC was applied 
to a CGGS with DLT to operate the conditions in the POI for an electrical utility grid with a customer-
owned wind farm. The VSL SC is focused on maintaining data integrity from the SEL 700GT relay in the 
POI. The VSL SC was based on using CGGS with DLT and an SEL 700GT relay in the POI that 
measures phase (n) voltages magnitudes at the BKY breaker (grid side) and BKX breaker (wind farm 
side) for the phases A, B, and C. The application of the VSL SC was made by using a real-time simulator 
with a CGGS and an SEL 700GT relay in-the-loop. 

In this study, the main achievement of the VSL SC is to implement the CGGS with DLT to improve 
power quality at the POIs measuring phase voltages at the grid side that could be connected to a 
customer-owned DER (wind turbine farm). The CGGS collected data from the SEL 700GT relay used for 
performing the VSL SC. The permitted maximum and minimum phase voltage magnitude limits on the 
grid side were set at between 7,620 and 6,840 V, respectively. Operation of the breakers in the POI was 
controlled by the CGGS using DLT and the SEL 700GT relay, based on terms and conditions for the SC. 
Limits of the VSL SC were defined by the breaker states (BKY and BKX) of the grid side and wind farm 
side. The phase voltage magnitudes at the grid side and wind farm side were measured by keeping the 
measured phase voltages on the grid side between 7,620 and 6,840 V on the main feeders.

The VSL SC had another boundary condition based on the period for keeping the phase voltage 
magnitudes from the CGGS. When the measured phase voltage magnitudes on the grid side (VnBKY) are 
not between 6,840 and 7,620 V—and this condition is measured for more than 400 s—the breakers in the 
POI controlled by the CGGS and SEL 700GT relay are operated by the VSL SC. In this situation, a time 
window of 450 s was defined for the VSL SC, and this time depends on implementation of the VSL SC 
for normal operation and electrical fault situations. In normal operation, this time window permits 
operation of the breakers in the POI by the VSL SC after the use of other power factor quality techniques 
(e.g., capacitor banks, load shedding, transformer/load tap changers) from the grid-side utility, without 
use of the VSL SC. A common method in electrical distribution substations is to use load tap changers. 
This method can raise voltage magnitudes but cannot improve reactive or power factors [46]. Therefore, 
the capacitor banks method is usually selected against overload tap changers at the electrical distribution 
substations. However, the feeding of industrial loads is achieved with a proper time delay at both 
controllers. The capacitor bank controller is applied on the high voltage side, and the load tap changers 
controller is used on the low voltage side of the transformer [46]. In transformers, the onload tap changers 
can regulate voltages in steps of 0.625%–2.5% with a time delay of 1–3 min (60–180 s) for each step 
operation [46]. However, switching on a capacitor bank can give the same or a larger voltage increase 
much faster [46]. Another method for improving power quality is load shedding, which is usually applied 
in case of a shortage of electricity supply or to prevent power lines being overloaded by poor power 
factors. A load shedding program is successfully implemented when the system frequency is recovered to 
60 Hz, but that can take several minutes [47] or hours, depending on the power grid.

4.2.2 Flowchart of Time Window for Voltage Service Limits Smart Contract 

The time window to set the VSL SC was defined at 450 s; it was selected to perform normal electrical 
grid operation. This time window enabled the BKX and BKY breakers in the POI to work under the VSL 
SC after following the traditional power factor technique applications (e.g., capacitor banks, load 
shedding, transformer/load tap changers) in the grid side of the main electrical utility (Figure 13a). The 
time window of 450 s is also defined to not operate the VSL SC for transient anomaly events. Some cases 
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could have phase voltage magnitudes outside 6,840 and 7,620 V for only a couple of cycles, such as 
electrical faults that were cleared by nearby relays (Figure 13b). In the VSL SC, the conditions for the 
measured phase voltage magnitudes were held for a period of 450 s to permit the protection elements, 
transformer/load tap changers, load shedding, and capacitor banks on the grid side to be assessed. After 
this step, the BKY/BKX breakers in the POI will be operated with the CGGS.

 Figure 13. Flowchart of the time window for the VSL SC (a) normal operation and (b) anomaly events.

4.2.3 Voltage Service Limits Smart Contract Flowchart 

The phases and main conditions of the VSL SC are shown in Figure 14. The VSL SC was defined by the 
operation and nonoperation breaker conditions for the maximum and minimum voltage limits of 7,620 
and 6840 V, respectively, by using a time window of 450 s. The VSL SC flowchart (Figure 14) was based 
on measuring the phase voltage magnitudes in the POI with the SEL 700GT relay and CGG. The 
measured phase voltage magnitudes for phases A, B, and C at the grid side and wind farm side were 
collected from the SEL 700GT relay using the CGGS with IEC 61850 GOOSE messages. In Figure 14, 
the phases of the VSL SC flowchart for an n generic phase are presented and defined by the (I) 
measurements, (II) time state conditions, (III) breaker state conditions, (IV) phase voltage conditions, and 
(V) alarms with breaker operations. In phase (I) of the VSL SC flowchart (Figure 14a), the time (day, 
month, year, minutes, and seconds), pole states, and phase (n) voltages of the breakers (BKY and BKX) 
in the POI are measured on the grid side and wind farm side. In phase (II) of the VSL SC flowchart 
(Figure 14b), the time state conditions are assessed at 450 s. This VSL SC must consider periods when 
disturbances related to wind farm low- or high-voltage scenarios could be available and when possible 
shut-down situations could affect the utility grid-side. These scenarios for the VSL SC were programmed 
routines like maintenance and operation tasks (November), possible extreme ice accumulation on the 
blades (January), and excess noise site regulations (from 10 p.m. to 7 a.m.). In Figure 14, the time stamps 
are measured in the dd/MM/yyyy HH:mm:ss.SS format from the SEL 700GT relay to activate the VSL SC 
(Figure 14b). In phase (III) of the flowchart (Figure 14c–Figure 14f), the breaker state conditions are 
assessed. The breaker state situations were defined at possible close and open events of the breakers in 
POI, located on the wind farm side (BKX) and grid side (BKY) for the conditions of the VSL SC 
flowchart. In phase (IV) of the VSL SC flowchart (Figure 14g–Figure14n), the AND/OR logic phase n 
voltage conditions for the wind farm side (BKX) and grid-side (BKY) breakers are assessed. In phase (V) 
of the VSL SC flowchart (Figure 14o), the VSL SC does not operate the breakers in the POI of the SEL 
700GT relay on the wind farm side (BKX) and grid side (BKY) and perform a warning alarm. 
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 Figure 14. Phases, flowchart, and main conditions of the VSL SC.

5. CYBER GRID GUARD SYSTEM 

5.1 CYBER GRID GUARD SYSTEM AND DLT SMART CONTRACTS

The CGGS is the main platform to perform TPF and VSL SCs in the POI between the electrical utility 
grid-side and customer-owned utility wind farm side. This section presents the CGGS and definitions, 
architecture of the TPF and VSL SCs, and the boundaries for the TPF and VSL SCs. The conditions for 
the TPF and VSL SCs were shown in tables that present the TPF values and phase voltage magnitudes for 
the different breaker states in the POI between the grid side and wind farm side. 

5.1.1 Cyber Grid Guard and Definitions 

In this study, the CGGS is represented by a modular software platform designed for handling data 
ingestion and performing tasks related to securing the protective relays/power meters’ data and 
configuration settings. The CGGS is responsible for ingesting data into the storage layers, consisting of 
data stores formed by on-chain (DLT) and off-chain (SQL) databases. The CGGS then uses these data to 
enable anomaly detection. At a high level, the modules are configured around specific tasks that include 
data ingestion, processing, and anomaly detection. The data ingestion is based on collecting data and 
configuration settings from the protective relays/power meters by the network applying protocols such as 
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IEC 61850 GOOSE and FTP. The data are stored in on-chain databases (DLT) by sending the 
transactions as SC functions; the data are stored in the off-chain database (PostgreSQL) with the 
TimescaleDB extension. In this process, the data steps are included to convert the data from wire formats 
to JSON for more convenient storage and parsing. Anomaly detection is performed by using methods 
based on analyzing generated statistics and looking for comparisons between the on-chain and off-chain 
data to detect anomalous events from the electrical grid. The definitions and terms related to DLT are 
shown in Table 3.

Table 3. Terms and definitions related to distributed ledger technology.

Term Definition
CGGS: Cyber Grid 

Guard System
The CGGS is given by a modular software framework that generates data integrity 

attestation with a storage layer formed of a DLT and database.

DLT: distributed ledger 
technology 

The DLT is a distributed and decentralized secure database that uses consensus 
mechanisms to reach agreement on the states. The most common types of DLT are based 

on blockchain technology.

SCs: smart contracts The SCs are programs that run on top of the DLTs and enforce the conditions and terms 
on the data transaction executed in a distributed manner.

On-chain On-chain refers to the functionality or data in the distributed ledger.

Off-chain Off-chain refers to the functionality or data outside of the distributed ledger (e.g., in a 
traditional database).

5.1.2 Smart Contract Architecture 

The TPF and VSL SCs were implemented with the CGGS using DLT and the SEL 700GT relay in the 
POI. The SCs were focused on checking the TPF/VSL conditions in the POI, for the BKY breaker (grid 
side) and BKX breaker (wind farm side). 

The SCs were created using the Hyperledger Fabric (HLF) 2.5, which represents the latest long-term 
support release of the open-source software with an enterprise-grade blockchain platform. This HLF was 
a modular, permissioned DLT platform designed for enterprise-grade, general-purpose use test cases. The 
SCs were defined as self-executing contracts in which the terms of the contracts were defined in the 
programmed Go codes because the CGG software is implemented with Python and the smart contracts are 
implemented with Go. The SCs operated on DLT platforms, enabling execution and automatic 
enforcement without the need for intermediaries. In the HLF DLT platform, the SC programs were 
referred to as “chaincode” and implemented in various programming languages. In this research, the Go 
language was used to implement the TPF/VSL chain code. The TPF/VSL chain code was implemented to 
store the IEC 61850 GOOSE-based measurements from the SEL 700GT relay in the POI, including the 
states. TPF/VSL values are presented in Table 4. 

Table 4. Fields of the GOOSE datasets in the event checks.

Field name Data type Data description
breakerXOpen Boolean Breaker X status (open = 1, closed = 0)
breakerYOpen Boolean Breaker Y status (open = 1, closed = 0)
magXTotPF Float32 Breaker X total power factor
magYTotPF Float32 Breaker Y total power factor

MagXVoltagePhaseA Float64 Phase A voltage magnitude for breaker X
MagXVoltagePhaseB Float64 Phase B voltage magnitude for breaker X
MagXVoltagePhaseC Float64 Phase C voltage magnitude for breaker X
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Field name Data type Data description
MagYVoltagePhaseA Float64 Phase A voltage magnitude for breaker Y
MagYVoltagePhaseB Float64 Phase B voltage magnitude for breaker Y
magYVoltagePhaseC Float64 Phase C voltage magnitude for breaker Y

Figure 15 shows the architecture and software of the CGGS. In this case, the SEL 700GT relay sends the 
IEC 61850 GOOSE measurements from Table 4, which are published by the WINDFARM2_SEL700 
relay and received by the observer program. In this process, the program uses the libiec61850 library to 
receive the GOOSE messages and process the data of the SEL 700GT relay in the POI, which includes 
filtering duplicate messages and formatting them as JSON. The TPF/VSL ledger storage module handles 
receiving the formatted GOOSE messages of the SEL 700GT relay, and then the DLT transactions are 
created and sent with the relevant data implemented by the TPF/VSL chaincode AddOrUpdateRecord 
function.

Figure 15. Architecture of the DLT with SC condition chaincode.

5.1.3 Conditions for Total Power Factor Smart Contract 

In the CGGS, the conditions for the TPF SC are created based on the flowcharts in Figure 11 and 

Figure 12. The TPF SC uses a backup power quality method that could be performed after using the 
capacitor bank applications, load shedding, and transformer/load tap changers on the grid side. Next, the 
TPF condition and operation of the BKX breaker (wind farm side) were implemented at a time of 450 s. 
The TPF conditions depend on the time, states of breaker, and TPF measured in the POI, as shown in 
Figure 16. If a condition is met for the detailed logic shown in Figure 16, the DLT event is generated. The 
event is then emitted as a JSON message that is received by the listener application to manage the 
operation of the BKX breaker (wind farm side). The listener application was generated as a Go program 
with the HLF software that enables receiving the event from the SC and performing the communication 
between the SEL 700GT relay and CGGS for operating the BKX breaker (wind farm side) in the POI. 
This design was made because the SCs are unable to directly interact with external resources, and they 
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need to be executed in a distributed manner to reach a result that is consistent and deterministic in the 
CGGS.

 Figure 16. (a) Breaker states and (b) boundaries for TPF SC.

The SC conditions (Figure 16a) are the TPF boundaries for the no breaker operation in yellow and 
breaker operation in red (Figure 16b). When the measured TPF conditions are reached at 450 s, the BKX 
breaker (wind farm side) is operated for a measured TPF smaller than 0.90. The breaker states depend on 
the “AND/OR” logic conditions in Figure 16a. If a checked condition is triggered, a sending transaction 
from the DLT is performed by using the CheckConditions function of the TPF chaincode. The TPF SC 
conditions (Figure 16) are evaluated for the past 450 s period based on the provided timestamp of the 
CGGS that is synchronized with the SEL 700GT relay in the POI. If the condition is met, the chaincode 
event will be generated, and the chaincode event listener subscribed to these events will initiate the 
required action. If the event requires a breaker operation, the listener will trigger a code to send the 
breaker operation command, which will be received by the Telnet protocol port of the SEL 700GT relay 
in the POI.

5.1.4 Conditions for Voltage Service Limits Smart Contract 

In the CGGS, the conditions for the VSL SC are created based on the flowcharts in Figure 13 and Figure 
14. The VSL SC is based on using a backup power quality method that could be performed after using the 
capacitor bank applications, load shedding, and transformer/load tap changers on the grid side. Next, the 
VSL condition and operation of the BKX breaker (wind farm side) were implemented at a time of 450 s. 
The VSL conditions depend on the time, states of breaker, and phase voltages measured in the POI, as 
shown in Figure 17. If a condition is met for the detailed logic shown in Figure 17, the DLT event is 
generated. The event is then emitted as a JSON message that is received by the listener application to 
manage the operation of the BKX breaker (wind farm side). The listener application was generated as a 
Go program with the HLF software that enables receiving the event from the SC and performing the 
communication between the SEL 700GT relay and CGGS for operating the BKX breaker (wind farm 
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side) in the POI. This design was made because the SCs are unable to directly interact with external 
resources, and they need to be executed in a distributed manner to reach a result that is consistent and 
deterministic in the CGGS.

Figure 17. Breaker states and voltages conditions for the VSL SC.

The SC conditions (Figure 17) represent the VSL boundaries. If the measured phase voltage magnitude 
conditions are reached for a duration of 450 s, the wind farm side breaker is operated for a voltage range 
outside 6,840–7,620 V. Breaker states and phase voltage conditions are based on the “AND” logic. If a 
checked condition is triggered, a sending transaction from the DLT is performed by using the 
CheckConditions function of the VSL chaincode. The VSL SC conditions (Figure 17) are evaluated for 
the past 450 s period based on the provided timestamp of the CGGS that is synchronized with the SEL 
700GT relay in the POI. If the condition is met, the chaincode event will be generated, and the chaincode 
event listener subscribed to these events will initiate the required action. If the event requires a breaker 
operation, the listener will trigger a code to send the breaker operation command, which will be received 
by the Telnet protocol port of the SEL 700GT relay in the POI.

6. USE CASE SCENARIOS 

6.1 TESTS FOR TOTAL POWER FACTOR AND VOLTAGE SERVICE LIMITS SMART 
CONTRACT

This section presents the use case scenarios performed for the TPF and VSL SCs. In the assessment of the 
TPF and VSL SCs, four and five tests were performed, respectively. The tests were based on studying the 
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behavior of the SCs using DLT for different scenarios like normal operation and temporary electrical 
faults, such as where the SCs should not operate the breakers of the SEL 700GT relay in the POI and 
where extra loads or anomaly events could trigger the conditions for operating the breakers at the SEL 
700GT relay in the POI. 

6.1.1 Tests of Total Power Factor Smart Contract 

In the TPF SC, four tests were run based on the scope of work. The TPF SC was assessed under normal 
situations with different grid connections (with and without DER) and electrical fault situations. In the 
normal operation tests, the TPF SC conditions are delayed for 450 s to permit the operation of load 
shedding, transformer/load tap changers, and/or capacitor banks on the grid side. After 450 s, the CGGS 
implemented the SC using DLT and the SEL 700GT relay in the POI. In the electrical fault tests, the TPF 
SC did not operate the breakers in the POI for the SEL 700GT relay because temporary electrical faults of 
1 s (60 cycles) were simulated. 

Tests 1 and 2 in Table 5 are based on normal electrical grid simulations. For Test 1, the BKY breaker 
(grid side) feeds the main feeder loads, which measured a TPF between +0.90 and +1.00. Then, the SC 
did not operate any breaker. For Test 2, the BKY breaker (grid side) and the BKX breaker (wind farm 
side) feed the main loads. A poor TPF is measured on the BKY breaker (grid side), and the BKX breaker 
(wind farm side) was opened. Tests 3 and 4 in Table 5 are based on performing temporary electrical fault 
simulations, like windblown tree branches, lightning, or bird/rodent contact with wires [49]. In these use 
case scenarios, the TPF SC is not initiated because the simulations for the electrical faults have only a few 
cycles or seconds [49]. For Test 3, the BKY breaker (grid-side breaker) feeds the main loads, and a good 
TPF between +0.90 and +1.00 was measured during the prefault state. Then, a temporary three-line-to-
ground (3LG) electrical fault of 1 s (60 cycles) at the grid-side power line was run. However, the SC did 
not operate the breakers in the POI between the grid side and wind farm side because the electrical fault 
was cleared by itself during the simulation. For Test 4, a temporary single-line-to-ground (SLG) electrical 
fault of 1 s (60 cycles) at the grid-side power line was performed. Table 5 shows the test scenarios based 
on the electrical grid in Figure 6.

. 
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Table 5. Tests scenarios for TPF SC.

6.1.2 Tests of Voltage Service Limit Smart Contract 

In the VSL SC, five tests were run. The VSL SC was tested under normal operation and temporary 
electrical fault situations. In the normal operation tests, the VSL SC conditions are delayed for 450 s to 
permit the operation of load shedding, transformer/load tap changers, and/or capacitor banks on the grid 
side. After 450 s, the CGGS implemented the SC using DLT and the SEL 700GT relay in the POI. In the 
electrical fault tests, the VSL SC did not operate the breakers in the POI for the SEL 700GT relay because 
temporary electrical faults of 1 s (60 cycles) were simulated. Table 6 shows the test scenarios based on 
the electrical grid (Figure 6). 
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Table 6. Test scenarios for VSL SC.

7. RESULTS 

7.1 RESULTS FOR TOTAL POWER FACTOR SMART CONTRACT

The TPF SC was evaluated by comparing the measured data from the CGGS, real-time simulator, and 
SEL 700GT relay in the POI. The TPF SC was operated by the data from the CGGS. In the TPF SC, the 
TPF limits were between +0.9 and +1.0 at grid side, and the operation of the BKY breaker (grid side) and 
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BKX breaker (wind farm side) was controlled by the SEL 700GT relay in the POI using the SC of the 
CGGS. The events from the CGGS, real-time simulator, and SEL 700GT relay demonstrated a successful 
assessment for the TPF SC, which was assessed for normal operation tests and temporary electrical fault 
tests. The CGGS using DLT with SC was evaluated, which included collecting and plotting TPF SC tests. 
The normal operation tests (Figure 18 and Figure 19) and temporary electrical fault tests (Figure 20 and 
Figure 21) were run for a total simulation time of 600 s, which allowed activation of the SC for a TPF less 
than +0.9 on the grid side after 400 s. In the electrical fault tests, the temporary electrical faults were 
simulated for a short time of 60 cycles (1 s), then a measured TPF smaller than +0.9 at fault states was 
observed. However, the TPF SC did not operate the breakers of the SEL 700GT in the POI because 
anomaly transient events were simulated. Table 7 shows the tests and relay events for the TPF SC.

Table 7. Tests and plots for the TPF SC.

Real-time 
simulator source

Cyber Grid 
Guard source SEL 700GT relay source

Type of test Test 
number

Figures Figures Figures Event
1 Figures 18a–18b Figures 18c–18d Figures 18e–18f CEV_10706Normal 

situation 
tests 2 Figures 19a–19b Figures 19c–19d Figures 19e–19f CEV_10671

3 Figures 20a–20b Figures 20c–20d Figures 20e–20f CEV_10703Temporary 
electrical 
fault tests 4 Figures 21a–21b Figures 21c–21d Figures 21e–21f CEV_10705

7.1.1 Normal Situation Tests 

Test 1 (Table 5) is a normal situation that presents the TPF of the grid side (TPFBKY) and wind farm side 
(TPFBKX) from the real-time simulator (Figure 18a and Figure 18b), the CGGS (Figure 18c and Figure 
18d), and the SEL 700GT relay (Figure 18e and Figure 18f). The CGGS and real-time simulator show the 
TPF plots up to 600 s, and the SEL 700GT relay records the TPF plots at 7:28 p.m. Figure 18a/18c/18e 
show the TPF of the grid side (TPFBKY), and Figure 18b/18d/18f show the TPF of the wind farm side 
(TPFBKX). In the real-time simulator (Figure 18a and Figure 18b) and CGGS (Figure 18c and Figure 18d), 
the simulation initially has the breakers closed, and the TPF swing is around ±1.00 for a couple of 
seconds when the connection of the wind farm is made. The wind farm side breaker (BKX) is then 
opened to obtain the situation of Test 1. The fossil fuel power plant (Utility C) through the substation 
(Utility A) is connected to the main feeder loads (Figure 6). The grid-side breaker (BKY) presents a TPF 
between +0.90 and +1.00 because the reactive losses are nonexistent on the grid-side power line. The TPF 
SC does not operate the breakers at the grid side (BKY) and wind farm side (BKX) for a TPF between 
+0.90 and +1.00 in the POI. In the real-time simulator (Figure 18b), the wind farm side TPF swings 
because the breaker (BKX) is opened and phase currents are zero; an indetermined value is then obtained 
from Eq. (4). However, from the CGGS, the TPF on the wind farm side (Figure 18d) is +1.00 because the 
manufacturer condition for the SEL 700GT relay is that when the breaker is opened, the measured TPF is 
+1.00, and an indetermined value is not measured. However, from the SEL 700GT relay event (Figure 
18f) at 7:28 p.m., the TPF on the wind farm side swings because the BKX breaker is opened and phase 
currents are zero; an indetermined value is then obtained from Eq. (4). This test led to the conclusion that 
the TPF SC did not operate the SEL 700GT relay’s breakers because the TPF of the grid side (TPFBKY) 
was between the limits of +0.90 and +1.00.
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Figure 18. Measured TPF from (a and b) the real-time simulator, (c and d) CGGS, and (e and f) relay in Test 
1 for a normal situation and no breaker operation [1].

Test 2 (Table 5) is a normal situation that presents the TPF of the grid side (TPFBKY) and wind farm side 
(TPFBKX) from the real-time simulator (Figure 19a and Figure 19b), CGGS (Figure 19c and Figure 19d), 
and the SEL 700GT relay (Figure 19e and Figure 19f). The CGGS and real-time simulator recorded the 
TPF up to 600 s, and the SEL 700GT relay recorded the TPF plots at 7:09 p.m. The measured TPFs on 
the grid side (TPFBKY) and wind farm side (TPFBKX) are shown in Figure 19a/19c/19e and Figure 
19b/19d/19f, respectively. In the real-time simulator (Figure 19a and Figure 19b) and CGGS (Figure 19c 
and Figure 19d), all breakers initially are closed during the simulation, and the TPF swings around ± 1.00 
for a couple of seconds when the wind farm is connected. The TPF on the grid side (TPFBKY) is smaller 
than +0.90 for the real-time simulator (Figure 19a) and CGGS (Figure 19c) plots for more than 400 s. In 
this test the fossil fuel power plant (Utility C) through the substation (Utility A) and the wind farm 
(Utility B) is feeding the main loads (Figure 6). The BKY breaker (grid side) shows a TPF smaller than 
+0.90, meaning the TPF on the grid-side power line is given by reactive losses. The BKX breaker wind 
farm side is opened after 400 s, and the TPF is between +0.90 and +1.00 on the grid side. From the real-
time simulator (Figure 19b), the TPF on the wind farm side swings because the BKX breaker is opened 
and phase currents are zero; an indetermined value is obtained from Eq. (4). However, the TPF on the 
wind farm side from the CGGS (Figure 19d) is +1.00 because a manufacturer condition for the SEL 
700GT relay defines that if the breaker is opened, the TPF is +1.00. However, from the SEL 700GT relay 
event (Figure 19f) at 7:09 p.m., the TPF on the wind farm side swings because the BKX breaker is 
opened and phase currents are zero; an indetermined value is then obtained from Eq. (4). This normal 
situation test led to the conclusion that the TPF SC opened the BKX breaker (wind farm side) of the SEL 
700GT relay because the TPF on the grid side (TPFBKY) was smaller than +0.90.
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 Figure 19. Measured TPF from (a and b) the real-time simulator, (c and d) CGGS, and (e and f) relay in Test 
2 for a normal situation and wind farm side breaker BKX operation [1].

7.1.2 Temporary Electrical Fault Situation Tests 

The temporary electrical fault situation tests were run to assess that the TPF SCs didn’t operate for 
possible anomaly events. Test 3 (Table 5) is a temporary electrical fault that presents the TPF of the grid 
side (TPFBKY) and wind farm side (TPFBKX) from the real-time simulator (Figure 20a and Figure 20b), the 
CGGS (Figure 20c and Figure 20d), and the SEL 700GT relay (Figure 20e and Figure 20f). The CGGS 
and real-time simulator record the TPF up to 600 s, and the SEL 700GT relay records the TPF at 6:10 
p.m. The TPFs on the grid side (TPFBKY) and the wind farm side (TPFBKX) are shown in Figure 
20a/20c/20e and Figure 20b/20d/20f, respectively. In the real-time simulator (Figure 20a and Figure 20b) 
and CGGS (Figure 20c and Figure 20d), simulation initially has the circuit breakers closed and the TPF 
swings around ± 1.00 for a couple of seconds when the connection of the wind farm is performed. The 
BKX breaker (wind farm side) is opened to obtain the initial test condition. The fossil fuel power plant 
(Utility C) through the substation (Utility A) is connected to the main loads (Figure 6). A temporary 3LG 
electrical fault of 1 s (60 cycles) at the end of the grid-side power line (near SEL 700GT relay controlled 
by CGGS) is then set at 100 s. The BKY breaker (grid side) presents a poor power factor during the fault 
state (Figure 20a) until the temporary electrical fault is cleared by itself. However, the TPF SC does not 
operate the BKY breaker (grid side) and BKX breaker (wind farm side) because this is a temporary 
electrical fault situation. In the real-time simulator (Figure 20a), the TPF on the grid side has a peak 
during the fault state, like the TPF on the grid side from the CGGS (Figure 20c). However, the SEL 
700GT relay event (Figure 20f) at 6:10 p.m. shows the TPF on the wind farm side swinging because the 
BKX breaker is opened and phase currents are zero; an indetermined value is then obtained from Eq. (4). 
This temporary electrical fault test led to the conclusion that the TPF SC did not operate the SEL 700GT 
relay’s breakers because a poor measured TPF on the grid side (TPFBKY) was available during the 
temporary fault state.
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 Figure 20. Measured TPF from (a and b) the real-time simulator, (c and d) CGGS, and (e and f) relay in Test 
3 for a temporary 3LG electrical fault situation and no breaker operation [1].

Test 4 (Table 5) is a temporary electrical fault that presents the TPF of the grid side (TPFBKY) and wind 
farm–side (TPFBKX) from the real-time simulator (Figure 21a and Figure 21b), CGGS (Figure 21c and 
Figure 21d), and SEL 700GT relay (Figure 21e and Figure 21f). The CGGS and real-time simulator 
recorded the TPF up to 600 s, and the SEL 700GT relay recorded the TPF at 7:01 p.m. The TPF on the 
grid side (TPFBKY) and TPF on the wind farm side (TPFBKX) are shown in Figure 21a/21c/21e and Figure 
21b/21d/21f, respectively. In the real-time simulator (Figure 21a and Figure 21b) and CGGS (Figure 21c 
and Figure 21d), the breakers initially are closed and the TPF swings around ± 1.00 for a couple of 
seconds when the connection of the wind farm is performed. The BKX breaker (wind farm side) is 
opened to obtain the test condition. The fossil fuel power plant (Utility C) through the substation (Utility 
A) is connected to the main loads (Figure 6). Then a temporary SLG electrical fault of 1 s (60 cycles) at 
the end of the grid-side power line (near SEL 700GT relay controlled by CGGS) is set at 100 s. The BKY 
breaker (grid side) shows a small swing of TPF at the fault state (Figure 21a/21c/21e) until the temporary 
electrical fault is cleared by itself. However, the TPF SC does not operate the BKY breaker (grid side) 
and BKX breaker (wind farm side) because this is a temporary electrical fault. From the real-time 
simulator (Figure 21a), the TPF on the grid side shows a little peak during at the fault state, like the TPF 
on the grid side for the CGGS (Figure 21c). However, from the SEL 700GT relay event (Figure 21f) at 
7:01 p.m., the TPF on the wind farm side swings because the BKX breaker is opened and phase currents 
are zero; an indetermined value is then obtained from Eq. (4). This temporary electrical fault test led to 
the conclusion that the TPF SC did not operate the SEL 700GT relay’s breakers during the temporary 
fault.
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 Figure 21. Measured TPF from (a and b) the real-time simulator, (c and d) CGGS, and (e and f) relay in Test 
4 for a temporary SLG electrical fault situation and no breaker operation [1].

7.2 RESULTS FOR VOLTAGE SERVICE LIMITS SMART CONTRACT

The VSL SC assessment compared data from the CGGS, SEL 700GT relay, and real-time simulator. The 
CGGS data were applied to operate the breakers in the POI for the VSL SC. The VSL limits on the grid 
side were defined between 6,840 and 7,620 V to maintain a good condition. Operation of the breakers in 
the POI between the grid side and wind farm side was managed by the CGGS and the SEL 700GT relay. 
The collected events from the CGGS, real-time simulator, and SEL 700GT relay were compared to 
validate a successful evaluation of the VSL SC. The normal situation tests and temporary electrical fault 
tests were run in the VSL SC assessment. The CGGS used DLT with the SC for performing the normal 
situation and anomaly event tests. The normal situation tests (Figure 22–Figure 26) and temporary 
electrical fault situation tests (Figure 27–Figure 30) were simulated for 600 s to permit application of the 
SC after 400 s. The temporary electrical fault tests were run for a couple of cycles, and the phase voltages 
outside the permitted limits were observed. The VSL SC did not operate the breakers in POI controlled by 
the SEL 700GT and CGGS because the anomaly transient events for a short period of 1 s (60 cycles) were 
available for the temporary electrical fault tests. Table 8 shows the tests and relay events for the VSL SC.

Table 8. Tests and plots for the VSL SC.

Cyber Grid Guard SEL 700GT relay
Type of test Test 

number Figure Figure Event
1 Figure 22 NA NA
2 Figure 23 Figure 24 HR_11136Normal 

situation test
3 Figure 25 Figure 26 HR_11295
4 Figure 27 Figure 28 HR_11210Temporary electrical 

fault test 5 Figure 29 Figure 30 HR_11211
NA = not available, HR: high resolution.
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7.2.1 Normal Situation Tests 

Test 1 for the VSL SC (Table 6) was performed for a normal situation. CGGS data are shown in Figure 
22. The phase voltage magnitudes (Figure 22a–Figure 22c) and pole states (Figure 22d) of the BKY 
breaker for the grid side are presented on the left, whereas the phase voltage magnitudes (Figure 22e–
Figure 22g) and pole states (Figure 22h) of the BKX breaker for the wind farm side are presented on the 
right. The main loads were fed with the BKY breaker (grid side) and BKX breaker (wind farm side), and 
both sides measured the phase voltages between 6,840 and 7,620 V. The VSL SC did not operate any 
breaker. In the initial conditions of this test, the BKY breaker (grid side) and BKX breaker (wind farm 
side) were closed. The wind farm side had an extra load of 2.06 MW; +1,000 VAR; and −1,000 VAR. 
The main feeder loads (2 X [1.25 MW, +0.5 MVAR, −0.5 MVAR]) were fed with the fossil fuel power 
plant (Utility B) through the substation (Utility A) and wind farm (Utility C) for the electrical grid in 
Figure 6. The BKY breaker (grid side) and BKX breaker (wind farm–side) then presented the phase 
voltage magnitudes between 6,840 and 7,620 V (Figure 22a–Figure 22c and Figure 22e–Figure 22g). 
Consequently the VSL SC did not operate the BKY breaker (grid side) and BKX breaker (wind farm side) 
as shown in Figure 22d and Figure 22h, respectively.

 Figure 22. Normal situation and no breaker operation (Test 1) results from Cyber Grid Guard.
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Test 2 for the VSL SC (Table 6) was performed for a normal situation. CGGS data are shown in Figure 
23. The phase voltage magnitudes (Figure 23a–Figure 23c) and pole states (Figure 23d) of the BKY 
breaker for the grid side are presented on the left, and the phase voltage magnitudes (Figure 23e–Figure 
23g) and pole states (Figure 23h) of the BKX breaker for the wind farm side are presented on the right. 
The main loads were fed with the BKY breaker (grid side) and BKY breaker (wind farm side), and an 
extra inductive load on the wind farm side was connected. In this case, both breakers measured phase 
voltage magnitudes below 6,840 V, then the VSL SC opened the BKX breaker (wind farm side). In the 
initial conditions of this test, the BKY breaker (grid side) and BKX breaker (wind farm side) were closed 
for the electrical grid (Figure 6). The wind farm side load had 2.06 MW, +1,000 VAR, and −1,000 VAR 
with an extra load of +1.00 MVAR. The main loads (2×[1.25 MW, +0.5 MVAR, −1,000 VAR]) were fed 
by the fossil fuel power plant (Utility B) through the substation (Utility A) and wind farm (Utility C). 
Then, the BKY breaker (grid side) and BKX breaker (wind farm side) presented phase voltage 
magnitudes below 6,840 V. The VSL SC opened the BKX breaker (wind farm side) after 400 s (Figure 
23h), and the phase voltage magnitudes on the grid side were set between 6,840 and 7,620 V (Figure 23a–
Figure 23c). Data collected from the SEL 700GT relay are shown in Figure 24. The instantaneous phase 
currents (Figure 24a and Figure 24c) and voltages (Figure 24b and Figure 24d) with the trip signals of the 
BKY and BKX breakers (Figure 24e) are shown for the SEL 700GT relay. The phase voltage magnitudes 
for the BKY breaker (Figure 24f) and BKX breaker (Figure 24g) are presented with the trip signals of the 
BKY and BKX breakers (Figure 24h) for the SEL 700GT relay; the manner in which the trip signal of the 
BKX breaker (wind farm side) is activated by the VSL SC is shown. 

 Figure 23. Normal situation with an extra inductive load on the wind farm side and breaker operation 
(Test 2) results from Cyber Grid Guard.
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Figure 24. Normal situation with an extra inductive load on the wind farm side and breaker operation 
(Test 2) results from the SEL 700GT relay.

Test 3 for the VSL SC (Table 6) was performed for a normal situation. CGGS data are shown in Figure 
25. The phase voltage magnitudes (Figure 25a–Figure 25c) and pole states (Figure 25d) of the BKY 
breaker for the grid side are presented on the left, and the phase voltage magnitudes (Figure 25e–Figure 
25g) and pole states (Figure 25h) of the BKX breaker for the wind farm side are presented on the right. 
The main loads were fed with the BKY breaker (grid side) and BKY breaker (wind farm side), and an 
extra capacitive load on the wind farm side was connected. In this case, both breakers measured the phase 
voltage magnitudes above 7,620 V, then the VSL SC opened the BKX breaker (wind farm side). In the 
initial conditions of this test, the BKY breaker (grid side) and BKX breaker (wind farm side) were closed 
for the electrical grid in Figure 6. The wind farm side load had 2.06 MW, +1,000 VAR, and −1,000 VAR 
with an extra load of −3.00 MVAR. The main loads (2×[1.25 MW, +0.5 MVAR, −1,000 VAR]) were fed 
by the fossil fuel power plant (Utility B) through the substation (Utility A) and wind farm (Utility C). 
Then, the BKY breaker (grid side) and BKX breaker (wind farm side) presented phase voltage 
magnitudes above 7,620 V. The VSL SC opened the BKX breaker (wind farm side) after 400 s (Figure 
25h), and the phase voltage magnitudes on the grid side were set between 6,840 and 7,620 V (Figure 25a–
Figure 25c). The data collected from the SEL 700GT relay are shown in Figure 26. The instantaneous 
phase currents (Figure 26a and Figure 26c) and voltages (Figure 26b and Figure 26d) with the trip signals 
of the BKY and BKX breakers (Figure 26e) for the SEL 700GT relay are shown. The phase voltage 
magnitudes for the BKY breaker (Figure 26f) and BKX breaker (Figure 26f) are presented, with the trip 
signals of the BKY and BKX breakers (Figure 26h) for the SEL 700GT relay; the manner in which the 
trip signal of the BKX breaker (wind farm side) is activated by the VSL SC is shown.



35

Figure 25. Normal situation with an extra capacitive load on the wind farm side and breaker operation 
(Test 3) results from Cyber Grid Guard.

 Figure 26. Normal situation with an extra capacitive load on the wind farm side and breaker operation 
(Test 3) results from the SEL 700GT relay.
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7.2.2 Temporary Electrical Fault Tests 

Test 4 for the VSL SC (Table 6) was performed for a line-to-line (LL) temporary electrical fault situation 
with no breaker operation. CGGS data are shown in Figure 27. The phase voltage magnitudes (Figure 
27a–Figure 27c) and pole states (Figure 27d) of the BKY breaker for the grid side are presented on the 
left, and the phase voltage magnitudes (Figure 27e–Figure 27g) and pole states (Figure 27h) of the BKX 
breaker for the wind farm side are presented on the right. The main loads were fed with the BKY breaker 
(grid side), then an LL temporary electrical fault of 1 s (60 cycles) at the grid side power line was set, but 
the VSL SC did not operate any breaker because the electrical fault was cleared by itself. In the initial 
conditions of this test, the BKY breaker (grid side) and the BKX breaker (wind farm side) were closed for 
the electrical grid (Figure 6). The wind farm side load had 2.06 MW, +1,000 VAR, and −1,000 VAR. The 
main loads (2×[1.25 MW, +0.5 MVAR, −1,000 VAR]) were fed by the fossil fuel power plant (Utility B) 
through the substation (Utility A) and wind farm (Utility C). Then, the phase A to B temporary electrical 
fault of 1 s (60 cycles) at the end of the grid side power line was set at 100 s. The A and B phase voltage 
magnitudes for the BKY breaker (grid side) and BKX breaker (wind farm side) show an undervoltage 
situation during the fault state (Figure 27a, Figure 27b, Figure 27e, and Figure 27f), up to when the fault 
is cleared by itself. However, the VSL SC does not operate the BKY breaker (grid side) and BKX breaker 
(wind farm side) as shown in Figure 27d and Figure 27h, respectively, because it was a temporary 
anomaly event. The data collected from the SEL 700GT relay are shown in Figure 28. The instantaneous 
phase currents (Figure 28a and Figure 28c) and voltages (Figure 28b and Figure 28d) with the trip signals 
of the BKY and BKX breakers (Figure 28e) for the SEL 700GT relay are presented. The phase voltage 
magnitudes for the BKY breaker (Figure 28f) and BKX breaker (Figure 28f) are presented, with the trip 
signals of the BKY and BKX breakers (Figure 28h) for the SEL 700GT relay. It can be observed that the 
trip signal of the BKY breaker (grid side) and BKX breaker (wind farm side) are not activated by the VSL 
SC because the undervoltage of phases A and B were for a short duration generated by the LL temporary 
electrical fault. 

 Figure 27. Temporary line-to-line electrical fault at the end of the power line and no breaker operation (Test 
4) results from Cyber Grid Guard.
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 Figure 28. Temporary line-to-line electrical fault at the end of the power line and no breaker operation (Test 
4) results from the SEL 700GT relay.

Test 5 for the VSL SC (Table 6) was performed for an SLG temporary electrical fault situation with no 
breaker operation. CGGS data are shown in Figure 29. The phase voltage magnitudes (Figure 29a–Figure 
29c) and pole states (Figure 29d) of the BKY breaker for the grid side are presented on the left, and the 
phase voltage magnitudes (Figure 29e–Figure 29g) and pole states (Figure 29h) of the BKX breaker for 
the wind farm side are presented on the right. The main loads were fed with the BKY breaker (grid side), 
then an SLG temporary electrical fault of 1 s (60 cycles) at the grid-side power line was set, but the VSL 
SC did not operate any breaker because the electrical fault was cleared by itself. In the initial conditions, 
the BKY breaker (grid side) and the BKX breaker (wind farm side) were closed for the electrical grid 
(Figure 6). The wind farm side load had 2.06 MW, +1,000 VAR, and −1,000 VAR. The main loads 
(2×[1.25 MW, +0.5 MVAR, −1,000 VAR]) were fed by the fossil fuel power plant (Utility B) through the 
substation (Utility A) and wind farm (Utility C). Then, the phase A to ground temporary electrical fault of 
1 s (60 cycles) at the end of the grid-side power line was set at 100 s. The phase A voltage magnitudes for 
the BKY breaker (grid side) and BKX breaker (wind farm side) show an undervoltage situation during the 
fault state (Figure 29a and Figure 29e), up to when the fault is cleared by itself. However, the VSL SC 
does not operate the BKY breaker (grid side) and BKX breaker (wind farm side) as shown in Figure 29d 
and Figure 29h, respectively, because it was a temporary anomaly event. The data collected from the SEL 
700GT relay are shown in Figure 30. The instantaneous phase currents (Figure 30a and Figure 30c) and 
voltages (Figure 30b and Figure 30d) with the trip signals of the BKY and BKX breakers (Figure 30e) for 
the SEL 700GT relay are presented. The phase voltage magnitudes for the BKY breaker (Figure 30f) and 
BKX breaker (Figure 30f) are presented with the trip signals of the BKY and BKX breakers (Figure 30h) 
for the SEL 700GT relay. It can be observed that the trip signal of the BKY breaker (grid side) and BKX 
breaker (wind farm side) are not activated by the VSL SC because the undervoltage of phase A was for a 
short duration generated by the SLG temporary electrical fault.
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 Figure 29. Temporary single-line-to-ground  electrical fault at the end of the power line and no breaker 
operation (Test 5) results from Cyber Grid Guard.

 Figure 30. Temporary single-line-to-ground electrical fault at the end of the power line and no breaker 
operation (Test 5) results from the SEL 700GT relay.
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8. DISCUSSIONS 

8.1 DISCUSSIONS FOR TPF AND VSL SMART CONTRACTS

This study was performed by building experimental models for the TPF and VSL SCs, based on testing 
different use case scenarios like normal situation tests and temporary electrical fault tests. The presented 
results from the CGGS, real-time simulator, and SEL 700GT relay were collected for comparing the 
behavior of the measured TPF and VSL in the POI between the grid side and wind farm side. The most 
important objective was to evaluate the SCs for the TPF and VSL applications without performing a 
statistical analysis but rather comparing the measured phase voltage magnitudes, TPF values, and breaker 
trip signals; results from the TPF (Figure 18–Figure 21) and VSL (Figure 22–Figure 30) SCs were 
compared without quantifying the data of the results. The plots from the tests for the CGGS, real-time 
simulator, and SEL 700GT relay validated the TPF and VSL SC flowcharts (Figure 12 and Figure 14, 
respectively).

In the TPF from the real-time simulator (Figure 18b and Figure 19b) under normal situations (Tests 1 and 
2), the TPF was observed to have swing behavior for the breaker at the grid side (TPFBKY) and wind farm 
side (TPFBKX). In Tests 1 and 2 (Table 5) for the TPF SC, all breakers initially were closed in the 
electrical grid (Figure 6), and a swing TPF ±1.00 was measured for a couple of seconds when the wind 
farm was connected. This situation resulted from a transient event generated by the connection of the 
wind farm (six 1.5 MW wind turbines) to feed the main loads on the grid side. The transient events of 
Tests 1 and 2 presented a ±1.00 variation of the TPF sign that is referred to a power swing phenomenon 
because of power system oscillations related to the reactive and active power flows along the power lines 
of the simulated electrical grid (Figure 6). A transient events remaining for a long period could have an 
effect on power grid reliability by operating the breakers from the protective relays for nondesired 
transient events, generating possible protective relay misoperations because of out-of-range time windows 
calibrated for protection functions like over/under voltage/frequency settings.

The TPF SC was evaluated by comparing test results for the normal situations (Figure 18 and Figure 19) 
and temporary electrical faults (Figure 20 and Figure 21). The normal situation (Test 1 of Table 5) offered 
a good TPF between +0.90 and +1.00 (grid side) for more than 400 s. In the POI between the grid side 
and wind farm side, the BKX (wind farm side) breaker was not operated by the TPF SC (Figure 18). The 
other normal situation (Test 2 of Table 5) had a poor TPF smaller than +0.90 (grid side) for more than 
400 s. In the POI between the grid side and wind farm side, the BKX breaker (wind farm side) was 
opened by the TPF SC (Figure 19). In the temporary electrical fault tests (Tests 3 and 4 of Table 5), the 
test scenarios were performed at the 3LG (Figure 20) and SLG (Figure 21) faults located at the end of the 
power line on the grid side (Figure 6). The temporary electrical faults had a duration of 60 cycles (1 s) for 
Tests 3 and 4 (Table 5). The TPF on the grid side had shown a peak of a short duration for the 3LG 
(Figure 20a) and SLG (Figure 21a) temporary electrical fault tests, but the TPF variation occurred over a 
period of less than 400 s, and the TPF SC did not operate the BKX breaker (wind farm side) of the SEL 
700GT relay in the POI. 

In the TPF SC test scenarios for the temporary electrical fault test (Figure 20 and Figure 21), the 
measured TPF of the grid side (TPFBKY) at fault states had shown a high and low swing value for the 3LG 
(Figure 20a) and SLG (Figure 21a) faults, respectively. These values were measured because the 3LG 
fault had a TPF that affected all phases, and the SLG fault had a TPF that affected one phase. In this 
analysis, the measured TPF of the grid side (TPFBKY) and wind farm side (TPFBKX) at fault states from the 
real-time simulator (Figure 20a and Figure 21a) have better resolution than the CGGS (Figure 20b and 
Figure 21b). The reason for this was that the real-time simulator used a time step of 50 µs to calculate the 
TPF values, and the CGGS collected the three-phase power factors (PF3X and PF3Y) from the SEL 
700GT relay using IEC 61850 GOOSE messages. However, if a protective relay with time domain 
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protocol will be connected to the CGGS using DLT and SCs, the accuracy of measurements could be 
improved for the CGGS. The implementation of sample value protocols in measurements at the POI 
could enhance power system applications for the CGGS using DLT and SCs.

In the VSL SC test scenarios for the LL (Figure 27 and Figure 28) and SLG (Figure 29 and Figure 30) 
temporary electrical faults, the measured phase voltage magnitudes for the faulted phases dropped below 
6,840 V (Figure 27a, Figure 27b, and Figure 29a) at the fault states. This happened during a period of 
approximately 1 s (60 cycles) that was the duration of the temporary electrical faults. The LL and SLG 
temporary electrical fault tests had shown how the VSL SC did not operate the breakers when the phase 
voltage magnitudes were not between 6,840 and 7,620 V for a short duration. This is similar to a 
temporary electrical fault that could generate an undervoltage situation on the grid side (BKY) and wind 
farm–side (BKX) breakers for only some cycles until the temporary electrical faults cleared themselves. 
The temporary electrical fault tests validated the VSL SC for the no breaker operation conditions during 
anomaly events for a short period. However, the tests for normal operation with extra inductive (Figure 
23) and capacitive (Figure 25) loads show the validation of the VSL SC for the breaker operation 
conditions, observing how the breaker on the wind farm side (BKX) was tripped to keep the phase voltage 
magnitudes on the grid side between 6,840 and 7,620 V for the extra inductive (Figure 24) and capacitive 
(Figure 26) loads. 

In the VSL SC, the recorded events from the SEL 700GT relay were collected for Tests 2–5 (Table 6). In 
Tests 2 and 3 (Table 6), the relay events were recorded when the BKX breaker (wind farm side) was 
tripped for the extra inductive (Figure 24) and extra capacitive (Figure 26) load tests. In Tests 4 and 5 
(Table 6), the relay events were recorded for the LL (Figure 28) and SLG (Figure 30) temporary electrical 
fault tests. These events were recorded by using the trigger-events signal system (Figure 4) that enabled 
recording the events in the SEL 700GT relay at a specific time, in this case when the temporary electrical 
faults were simulated. The recorded events of the SEL 700GT relay for the LL and SLG temporary 
electrical fault tests are shown in Figure 28 and Figure 30, respectively. The normal situation tests for the 
extra inductive load (Figure 24) and extra capacitive load (Figure 26) show the “hh:mm:ss” stamped 
times of “6:06:09” and “7:18:34,” respectively, when the BKX breaker (wind farm side) was tripped, 
matching with the “hh:mm” stamped times collected from the plots of the CGGS, “6:06” (Figure 23) and 
“7:18” (Figure 25),respectively. The anomaly situation tests for the LL (Figure 28) and SLG (Figure 30) 
temporary electrical fault tests show the “hh:mm:ss” stamped times of “7:58:08” and “8:25:16,” 
respectively, when the temporary electrical faults happened, matching with the “hh:mm” stamped times 
collected from the plots of the CGGS, “7:58” (Figure 27) and “8:25” (Figure 29), respectively. The 
matched stamped times between the recorded events from the SEL 700GT relay and CGGS validated the 
VSL SCs for the use case scenarios. 

The experimental models for the TPF and VSL SCs were run in the electrical substation grid testbed of 
the Advanced Protection Laboratory in the Grid Research Integration and Deployment Center at ORNL. 
The simulated three-phase power system circuit was based on an electrical grid substation with a 
customer-owned wind farm (Figure 6) that simulated real devices (e.g., power lines, loads, power 
transformers, wind farm). This testbed platform used a simulation time step of 50 µs for the real-time 
simulation tests, with real IEDs (relays and meters) in-the-loop. Therefore, the noise (or harmonics) of the 
phase current/voltage signals for the wind farm interconnection and electrical fault states were simulated 
with good accuracy, representing a sampling frequency of 20 kHz for measuring up to 333 samples per 
cycle (166th harmonics). 

In this research, the TPF SC flowchart (Figure 12) was designed based on the theory of the power factor 
definitions [27–28, 32–33, 45]. But these terms and conditions were insufficient because the boundaries 
of the TPF SC also need to consider the behavior of the SEL 700GT relay. The TPF SC approach was 
based on measuring the unity TPF when the breakers were opened for the SEL 700GT relay and the IEEE 
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or/and IEC conventional power factor signs (IEEE was used for the SEL 700GT relay). Many of the 
studies for power grid applications with SCs were assessed with software simulations [50–53] that did not 
use real IEDs in-the-loop, and the software simulation approaches could result in issues for verifying 
applicability to realistic scenarios. In this study, the TPF SC was validated using a real-time simulator 
with an SEL 700GT relay-in-the-loop; this validation using real protective relays with substation 
protocols is critical to properly assess the proposed SCs with DLT for POI between the grid side and wind 
farm side. 

The TPF and VSL SCs are performed as backup methods to reduce reactive losses and improve phase 
voltage magnitudes on the grid side, and they are performed before using load shedding, capacitor bank, 
and transformer/load tap changer techniques from the grid side. Therefore, the TPF and VSL SCs need a 
delay time window for being operated after using these traditional methods for improving the power 
quality. The time for operating the TPF and VSL SCs will depend on the needed time for operating the 
traditional power quality methods (load shedding, capacitor bank and transformer/load tap changers) on 
the grid side. Also, the time window will depend on the maximum time limit applied for the protection 
elements (under/over voltage and under/over frequency) of the protective relays, based on the complexity 
of the electrical grid. In this study, the TPF and VSL SCs used a time window of 450 s, but a different 
time window could be set, depending on the protection and control systems of the electrical grid. 

In the TPF and VSL SCs, although DLT is capable of low latency of less than 1,000 ms for 10 
transactions per second [54], the use of DLT may introduce additional computational overhead and 
network jitter that could affect real-time performance. This overhead could include the time taken for 
transaction preparation, consensus algorithms, and data replication across nodes [55], which could cause 
concerns about the scalability and real-time performance of large networks. However, by using the CGGS 
as a backup method, the performance and scalability issues for DLT could introduce delays in processing 
commands such as the trip of breakers at fault states. To mitigate these concerns, optimizations and 
enhancements can be applied to the DLT platform, such as sharding or partitioning the network to reduce 
transaction load on individual nodes [56] or employing lightweight consensus algorithms [57]. As an 
example, Hyperledger Fabric is a permissioned DLT that allows all participants to be authenticated and 
known. This situation eliminated the need for using mechanisms designed to prevent malicious behavior 
in open networks. Additionally, integrating DLT with existing communication protocols like GOOSE 
messages may require careful design to ensure timely delivery of time-critical commands because the 
transfer time for the trip command in GOOSE messages must be within 3 ms [58]. The CGGS with SCs is 
a useful tool for measuring the TPFs and phase voltage magnitudes in the POI between the grid side and 
customer-owned wind farm side, notably to operate breakers as a backup alternative through the 
protective relays using SCs with DLT. 

Electrical grids could be vulnerable to severe weather events and cyberattacks, threating stability and 
operation that could result in severe costs to the grid operator. Cyberattacks can generate vulnerabilities in 
electrical grids with DERs, affecting integrity, confidentiality, availability, and accountability. Integrity 
attacks, such as false data injection [59], can lead to unauthorized modifications of field measurement 
data, potentially causing cascading failures in the electric grid [15]. However, severe weather events are 
the primary cause of large power outages, particularly in electrical distribution systems. These events, 
such as hurricanes and winter storms, have led to significant economic damages, with up to 90% of power 
failures attributed to disruptions in the distribution system [60]. The implementation of DLT with SCs for 
monitoring TPF and phase voltage magnitudes in the POI has an important economic benefit because of 
the possibility of enhancing cybersecurity and reliability. The immutability of blockchain ensures that all 
data transactions are secure and tamper-evident, which reduces the risk of fraudulent activities and 
operational errors [61]. This increased data security can lead to cost savings by minimizing the need for 
additional manual oversight and reducing potential downtime due to cyber threats [15]. DLT also offers a 
resilient platform that allows for continuous operation even in the event that individual components fail. 
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This translates to low operational costs because it reduces the frequency and impact of power outages. 
Although initial investments in setting up a DLT-based system can be substantial in both cost and 
complexity [19], the long-term benefits of reduced maintenance costs, enhanced security, and improved 
grid resilience make this approach economically viable for grid operators and utilities.

This report presents a novel method based on securing data between an utility grid and a customer-owned 
wind farm. Also, the TPF and VSL SCs implemented in this study, applied with the CGGS and SEL 
700GT relay—for controlling breakers at the POI between the grid side and wind farm side—were based 
on SCs with multiple boundaries represented by the operation time, breaker states, and power quality 
conditions. They obtained TPF and phase voltage magnitude ranges of 0.90–1.00 and 6,840–7,620 V, 
respectively, at the grid side. 

Future research will address the operation of SC, studying the behavior and assessment of the load-side 
power factor versus the effects of the grid-side power factor by using the SCs with DLT in the CGGS. 
The TPF and VSL SCs will be integrated into an adaptive protection communication scheme called 
Mirrored Bits for selecting different relays’ setting groups. Consideration will be given to the TPF and 
VSL SCs’ control of the breaker states of the point of common coupling device (SEL 700GT relay), 
defining different circuits paths (radial and nonradial power systems) and, consequently, different inverse 
time overcurrent and directional settings needed for all relays. Finally, the number of use case test 
scenarios with multiple DERs will be increased, not only focusing on power factor deviations for normal 
situations and temporary electrical faults but also covering extreme power grid conditions like 
cyberattacks and/or protective relay misoperations. This study will assess CGGS robustness, evaluating 
real-time performance and scalability of the SCs using DLT in large electrical grids.

9. CONCLUSIONS 

This report presented a novel employment of a CGGS using DLT with TPF and VSL SCs. The method 
represents a modern electrical grid application using an SEL 700GT relay in the POI between the utility 
grid and a customer-owned wind farm to protect the integrity of shared data from the relay in the POI 
between the grid side and wind farm side. The TPF and VSL SCs were implemented using flowcharts and 
boundary conditions that were satisfactorily assessed with a CGGS using a real-time simulator and 
protective relays in-the-loop. 

The TPF SC was assessed satisfactorily for different scenarios such as normal situation tests and 
temporary electrical fault tests. A poor TPF was defined as smaller than +0.90 (grid side) during more 
than 400 s, whereas a good TPF was between +0.90 and +1.00 on the grid side for more than 400 s. 
Operation of breakers in the POI was controlled by the CGGS and SEL 700GT relay. For the normal 
situation tests, the breakers in the POI were operated by the CGGS and SCs according to the boundaries 
and logic conditions of the TPF SC flowchart. In the anomaly tests, temporary electrical faults resulted in 
a swing TPF for a short duration on the grid side, but the TPF SC did not operate the breakers of the SEL 
700GT relay because the temporary electrical fault states were set at 1 s (60 cycles). 

The VSL SC was assessed satisfactorily for different test scenarios. In normal operation, a good voltage 
range was defined between 6,840 and 7,620 V without operating the breaker on the wind side. However, 
for an extra inductive and capacitive load on the wind farm side, the phase voltage magnitudes on the grid 
side were outside the range of 6,840–7,620 V, and the VSL SC tripped the wind farm side breaker after 
400 s. Also, the VSL SC was assessed to temporary electrical faults, observing that phase voltage 
magnitudes outside the range of 6,840–7,620 V didn’t operate the wind farm side breaker for short-
duration anomaly events. 
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The TPF SC improved power quality and consequently reduced power line losses on the grid side. The 
TPF limit range was defined between +0.9 and +1.0 on the grid side. The VSL SC kept the phase voltage 
magnitudes on the grid side in the range of 6,840–7,620 V for 7.2 kV based on the ANSI C84.1 standard. 
The power quality was improved on the grid side by implementing the TPF and VSL SCs using a CGGS 
with DLT. The CGGS secured the data and breaker control commands between the utility grid and 
customer-owned wind farm. The operation of the breakers in the POI between the grid side and wind farm 
side was controlled by the TPF and VSL SCs. Data generated by the SEL 700GT relay and collected from 
the CGGS were used to perform the TPF and VSL SCs satisfactorily. Finally, the comparison of the 
events from the CGGS, real-time simulator, and SEL 700GT relay was used to assess the TPF and VSL 
SCs.
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APPENDIX A. CODES 

Note: The codes in this appendix continue to being updated and improved in the Cyber Grid Guard 
system. 

A-1. BREAKER CODE OF TOTAL POWER FACTOR SMART CONTRACT

A-2. MAIN CODE OF TOTAL POWER FACTOR SMART CONTRACT
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A-3. BREAKER CODE OF VOLTAGE SERVICE LIMITS SMART CONTRACT

A-4. MAIN CODE OF VOLTAGE SERVICE LIMITS SMART CONTRACT
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A-5. EVENT LISTENER CODE OF VOLTAGE SERVICE LIMITS SMART CONTRACT
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