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Abstract―Distributed energy resources (DER) have become a popular solution to modern-

day issues surrounding the efficiency and reliability of power generation, as well as climate 

change concerns. Energy centers are shifting towards incorporating smart inverters with 

embedded functionalities such as high voltage ride through (HVRT), low voltage ride through 

(LVRT), active and reactive power compensation. However, the integration of smart inverters 

leave DER systems highly vulnerable to cybersecurity threats. The distributed network protocol 

3 (DNP3) is a common method of communication between grid-tied hardware. Despite its 

popularity, the level of security leaves all hardware connected to the grid at risk of severe cyber-

attacks. Thus, it is important to study any potential cybersecurity threats towards grid-tied smart 

inverters to mitigate cybersecurity vulnerabilities and refine existing cyber-security protections. 

This report describes the proposed testbed design to study cybersecurity threats to smart 

inverters. The testbed utilizes a real-time simulation case in RSCAD that includes a grid-tied 

wind turbine (WT) topology featuring two back-to-back two-level voltage source converters 

(BTB,2L-VSCs) and a permanent magnet synchronous machine (PMSM). The simulated case 

runs within the NovaCor real time digital simulator (RTDS). This report focuses on the design 

and implementation of a single module of the GTNETx2 card as a distributed network protocol 

and the configuration of an IEE 1518 DNP database file that includes input and output variables 

mapped to different connection points in the grid that transmit and receive discrete, analog, and 

binary signals on command. This allows realistic emulation of the communication between the 

smart inverter and the grid for cybersecurity studies. 
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1. Introduction 

The electric grid is an intricate system that has a profound influence on people’s daily lives. 

The positive climate impact alone is significant enough to promote granting additional 

resources to increase the electric grid’s efficiency and availability [1]. To achieve the goal of 

high-power generation efficiency and availability of an electric grid, specifically those that 

include a grid-tied central smart inverter, a real-time simulation testbed is necessary to better 

understand any present and future cybersecurity threats [2]. The method of communication best 

suited for this application, according to the IEEE 1547-2018 for interconnection and 

Interoperability of distributed energy resources, is Distributed Network Protocol 3 (DNP3) [4]. 

The protocol will grant the user read or write control over different power variables to simulate 

a cyberattack and monitor the smart inverter's behaviour in response to the attack. 

The RSCAD simulation includes an interactive SCADA system with manual input controls 

such as sliders for global parameter adjustments, system operating voltage, rated line-to-line 

voltages (VLLs), and others. It also features adaptive indicators and plots for voltage and 

current variables during a live simulation. Most of these settings remain constant during 

simulations to ensure consistent results. The signals of importance include smart inverters' 

control signals, which detect high, low voltage, and trigger a corrective function to the voltage 

change. The testbed is a safe environment where professionals and enthusiasts can experiment 

and study smart inverter cyber vulnerabilities without risk of injury or death, which could be 

an important concern if testing were done on a physical live system. 

This project report compiles the design and implementation of a DNP3 communication module 

of the GTNETx2 card and the configuration of the DNP database I/O to simulate cyber-attack 

by integrating all related physical and simulated hardware in a power hardware-in-the-loop 

(PHIL) to ensure high-fidelity of results [3]. The IEC 61850-90-7 standard has effectively 

defined the capabilities of smart inverters [5]. However, there is a lack of a clear process 

detailing the testing procedures to validate smart inverter cybersecurity protections; this testbed 

will be a step towards expanding the understanding and testing of grid-tied smart inverter 

cybersecurity vulnerabilities. 
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1.1 Overview 

 1.2 Background 

Modern RES include smart inverters with complex and sensitive controls that facilitate the 

integration of the RES into the grid. Studying their cyber vulnerabilities will help achieve the 

goal of uninterrupted operation and reduction of energy generation costs. The smart inverter 

cybersecurity test bed is a helpful tool in achieving these goals. 

 1.3 Need Statement 

The rising number of smart inverter integrations within wind and solar electric grids creates a 

pressing need to protect electric grids against cybersecurity attacks. The world’s energy centers 

are moving towards incorporating DERs (distributed energy resources), which offer an 

environmentally friendly way of generating power to support the current electric grid. However, 

the safety and operation of the energy grid are imperative during this migration cycle from 

traditional energy generation methods to new renewable energy sources. Therefore, to better 

assist in maintaining safety and operation, the first step is to protect the facilitating component 

between the source and the grid, such as smart inverters, from cyberattacks. To do so, it is 

necessary to have a testing environment that utilizes a current industry standard smart inverter, 

where engineers can simulate cybersecurity attacks to validate the inverter’s functionalities, 

such as low voltage ride-through, high voltage ride-through, frequency ride-through, and active 

and reactive power compensation. 

2. Specifications 

This section provides an overview of the main specifications regarding physical characteristics 

and functionality.   

2.1 Physical Characteristics   

The project involves the utilization of a real-time digital simulator (RTDS) and grid modeling 

software (RSCAD) to conduct power hardware-in-the-loop (PHIL) testing. The project's main 

objective is to isolate the communication signals transmitted through an outstation. Multiple 

connection points to the grid will be established to test the built-in protection capabilities of 

smart inverters.   
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Most of the project activities are centered around real-time simulations. However, there are 

physical hardware components integrated into the simulations, and communication hardware 

allows for read/write capability to defined inputs and output tags. The RTDS NovaCor station 

includes a GTNET x2 DNP3 card module. The necessary model hardware is readily available 

in the RSCAD FX component library, and parameters can be manually configured to meet 

specific hardware specifications. The RTDS NovaCor station is linked to a computer by a hard 

wired ethernet connection, and through this link, the database server embedded in the DNP3 

outstation module will handle all the output and input signals of the smart inverter. This is 

accomplished by a hardware-in-the-loop approach whereby the RSCAD DNP3 outstation 

module interfaces with the PAsuite simulated master as shown in Figure 1. 

 

 

 Figure 1: The system Diagram. 

2.2 NovaCor and RSCAD Requirements    

For the project's physical setup, there are specific requirements. The NovaCor station, in 

conjunction with the RSCAD FX software, is the initial requirement. The NovaCor station 

should be equipped to support the grid modelling software RSCAD and the various 

components necessary for the simulation project.  



   
 

 10 

  

2.3 Communication Requirements   

For testing purposes, a computer connected to the RTDS NovaCor station is required to 

configure the DNP3 communication protocol. The communication requirements are essential 

for the project's successful execution. When the components are correctly configured, they 

enable a responsive system that seamlessly exchanges data for any command signal transmitted 

from the master to the RSCAD outstation module.  

 

2.3.1 Compatibility with Remote Terminal Units (RTUs)    

The communication protocol DNP3 should be compatible with RTUs to ensure smooth data 

exchange.  The RTU is the only tool capable of reading and writing data directly from the grid 

in real-time and making it available for an external controller to monitor and operate. 

Access to Discrete Signals (ON and OFF): The system should be able to access discrete signals, 

such as ON and OFF signals, to grant the project's monitoring and controlling aspects.  

2.3.2 Read/write Access to Analog and Binary Data  

The defined tags in the RTU outstation IEE1815 database, needs to provide read and write 

access to  analog values going into the smart inverter, these values should include input voltages 

and current, as well as binary signals that control ON/OFF switches.  

   

  3. Design and Implementation  

3.1 Configuration of Hardware and Software  

To transmit DNP 3 communication signals during HIL (Hardware in the loop) testing with 

RSCAD software, a Master station, and an Outstation, the GTNETx2 card hardware 

component should be set up as a Distributed Network Protocol DNP slave station. Additionally, 

the RTDS firmware must be upgraded to DNP 4.18 to allow the outstation to read and write to 

various grid points. This configuration allows the input and output signals to be communicated 

out of the RTDS simulation to the RTU slave outstation using DNP 3 communication.  
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The DNP 3 communication protocol has been successfully established using the GTNET 

hardware component in RSCAD. This component serves as a physical connection point that 

allows all signals to communicate within the grid through an outstation to the Master station. 

To ensure that signals are communicated appropriately between the outstation and the Master 

station, the protection and automation function tab must be configured in the RSCAD 

component master library. In addition, the RTDS firmware and I/O ports were configured to 

support the DNP 3 communication protocol and point mapping of the grid. Figure 2 shows the 

GTNET physical component. Also, a low-level SCADA system was used to create the 

Hardware in the Loop (HIL) testing, which includes an outstation responsible for generating 

the necessary point mapping file required for the communication of the simulation's inputs and 

outputs. 

 

Figure 2: SCADA system components 

The configuration of the NOVACOR core station's Rack, as illustrated in Table 1, is important 

for enabling the use of the DNP 3 communication protocol. To achieve this, it is necessary to 

configure the GTNET card to Port 18, which would allow for the communication of input and 

output signals from the RTDS simulation using DNP 3 communication. This setup ensures 

seamless data transactions within the system. 
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Table 1: I/O port configuration of the NOVACOR 1.0 Rack 

CardType IO Ports  Port connected to  

NOVACOR 

1.0 

Edit IO 

Ports 

1 IO Card  + GTFPIV2  

  2 IO Card + GTDIv2  

  3 IO Card 

 

+ GTDOv2  

  4 IO Card 

 

+ GTAIv2  

  17 IO Card  + GTAOv2  

  18 IO Card 

 

+ GTNETx2_DNP GTNETx2_sv 

 

  19 No 

Connection 

 

   

  20 IO Card 

 

+ GTNET_DNP 

 

 

  21 No 

Connection 

 

   

 

Figure 3 shows the integrated GTNET-DNP RTU as an outstation set up with the wind turbine 

model file in RSCAD. The component name is set, and the Fiber port is set to Port 18. GTNET 

type is also set to GTNETx2. Note that the point map file named “pointsMap” is also created 

in the RSCAD files as a database for all signals within the DNP3 outstation RTU.  
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Figure 3 : GTNET-DNP RTU Configuration. 

The pointmap configurations allow signals in the wind turbine model to be transmitted via the 

outstation RTU. Figure 4 illustrates the integration of a GTNET-DNP module as an outstation 

in the RSCAD model. The embedded IEEE 1815 database parameters provide read or write to 

defined grid points in the database. These grid points are presented as registers, categorized 

by their respective data types, such as analog, binary, counter, frozen counter, double binary, 

analog outputs, and binary output data registers. 

 

Figure 4: GTNET-DNP RTU as an outstation in the RSCAD model. 
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3.3 Voltage control circuits For Analog and Binary signal operation 

The sequence for controlling the input AC source voltage begins with the activation of an 

ON/OFF button, depicted in Figure 5. This button initiates a Set-Reset (S-R) flip flop, which 

then triggers a pulse generator. The pulse generator is linked to a voltage multiplication process 

with a predefined constant value of 0.1. Additionally, there is a switch enabling the user to 

adjust the multiplication constant, thus modifying the phase AC input voltage. 

The outstation within the model facilitates the exchange of analog signals between the 

coupling point of the AC bus and the Master Station. These signals encompass voltages and 

currents crucial for calculating positive and negative sequence voltages and currents. 

Disruption in these calculations can occur via the DNP 3 control signal. The Smart Inverter 

relies on the Per Unit (PU) magnitudes of the AC source voltages to compute DQ components. 

This computation aids in determining when the AC voltage control loops require reactive 

power. A low voltage flag is raised if the reactive power approaches its control limits, and the 

AC source voltage surpasses the 0.8 PU threshold. Subsequently, the AC grid voltage drops to 

approximately 0.885 PU to prevent overcurrent. Table 2 displays the Analog I/O signals 

enabling the Master station to interfere with the smart inverter's grid support functions. Among 

these signals are WT1Qconfilt, WT1PgenFlt, and WF1GFilt, representing the gride point 

reference set points for Wind turbine power generation. These signals are read-only signals; 

hence, the attacker, through the DNP3 master station using the protection and automation suite, 

can read the signals sent from the outstation RTU set up in the daft case. The data transmitted 

is displayed in real-time on analog meters that are connected to the signals. 

Table 2: DNP3 Analog Signals (Inputs from RTDS) 

Variable 

Name  

DeadBand  DeadBand 

Type  

Class StaticVar EventVar  

WT1Qconfil

t  

1 Simple Class1 Group30Var Group32Var1 

WT1PgenFlt 1 Simple Class1 Group30Var Group32Var1 

WF1GFilt 1 Simple Class1 Group30Var Group32Var1 
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Figure 5: Input AC Source Voltage Change Control [6] 

The analog signals transmitted via DNP 3 communications protocols, such as the analog output 

signals in Table 3, are configured in the IEEE 1815 DNP database point file via the outstation 

RTU set up in the daft case. The signals are signals inputs to the RTDS via the GTNETx2 card. 

These output signals configured provide the read and write functionality of signals transmitted 

via the DNP 3 communication protocol. Protection and Automation Master station is the 

created simulation master to simulate cyber-attacks. This will allow the user to change values 

of signals communicated via analog output signal register such as signals indicated below, 

including the frequency set points GP1freqset, Magnitude of Phase A, B and C grid point 

voltages GP1MagA, GP1MagB and GP1MagC respectively, to simulate changing the Per Unit 

magnitude of the voltage's signals as well as the wind turbine reactive power compensation 

reference points WT1Qacmax and VdcPURef  the DC voltage Per Unit reference used in the 

voltage control loop of the smart inverter within the runtime simulation. 
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Table 3: DNP3 Analog Output Signals (Inputs to RTDS) 

Variable 

Name  

Default Class StaticVar EventVar  

GP1freqset  60 Class1 Group40Var1 Group42Var1 

 

GP1MagA 1 Class1 Group40Var1 Group42Var1 

 

 

GP1MagB 1 Class1 Group40Var1 

 

Group42Var1 

 

 

GP1MagC 1 Class1 Group40Var1 

 

Group42Var1 

 

 

WT1Qacmax 1 Class1 Group40Var1 

 

Group42Var1 

 

 

VdcPURef         1 Class1 Group40Var1 

 

Group42Var1 

 

 

 

3.4 LVRT & HVRT Control Signals 

To transmit these signals using the DNP 3 communication protocol, a binary input and output 

signal is utilized via outstation to connect the Master station located in the Protection and 

Automation suite. Figure 4 presents the control grid sequence logic circuits, which also feature 

low HVRT (High Voltage Ride Through) and LVRT (Low Voltage Ride Through) 

functionalities in addition to fault recognition controls. The binary signal table and Binary 

output enable binary read/write control signals to be conveyed through the DNP3 

communication protocols. These control signals facilitate the detection of low and high 

voltages by Smart inverters, with a flag sent via the master station to determine whether the 

low or high voltage is detected once grid voltages are increased and AC magnitudes are set. 

These signals can disrupt the smart inverter's functionality. 
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3.5 Grid Side Sequence Control Logic used in LVRT and HVRT 

 

Figure 4: RSCAD Sample Control Model [6] 

Tables 4 and 5 below display how Binary signals are communicated via the DNP3 outstation 

to enable the disruption of smart inverter control during operation. Table 4 Binary Inputs 

allows for signals to read via protection and automation DNP3 signals; however, these signals 

are inputs from the RTDS, which allow signals to be monitored, and staticVar and eventVar 

allow masters station to report real-time changes in the status of the binary signal in runtime 

simulation (on/ off).  In Table 4, signals communicated are the WT1HVFlag and WTILVFlag, 

enabling the master station or attacker to see the status of voltage thresholds when an attack is 

simulated. These flags indicate the IEEE standard low and high voltage requirements 

parameters within the smart inverter control. Table 4: DNP3 Binary (Inputs from RTDS) 

User Label  Variable Name  Bitmap Class StaticVar EventVar 

WT1HVFlag 

 

WT1HVFlag 

 

0 Class1 Group3Var1 Group4Var1 

WTILVFlag 

 

WTILVFlag 

 

1 Class1 Group3Var1 Group4Var1 

Binary inputs from the RTDS are recorded by the outstation and their status is mirrored to the 

remote master, simulating an attacker having access to the IEEE 1547- 2018 standard 

requirements of the smart inverter. This is achieved with the EnLVRT and EnHVRT, which are 

the binary signals used to enable the smart inverter controller's high voltage Ride-through and 

low voltage ride-through functionality. GP1VsinFlt is a binary signal used to inject a preset 

grid Per unit phase A, B, and C voltages. The protection and automation suite will allow these 

signals to be controlled via a control output relay block where signals can be turned on or off. 
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Table 5 below is the configuration of the binary output signals via the DNP point mapping 

database.  

Table 5: DNP3 Binary Output (Input to RTDS) 

User Label  Variable Name  Bitmap Class StaticVar EventVar 

EnLVRT 

 

EnLVRT 

 

0 Class1 Group10Var2 Group11Var2 

EnHVRT 

 

EnHVRT 

 

0 Class1 Group10Var2 Group11Var2 

GP1VsinFlt 

 

GP1VsinFlt 

 

0 Class1 Group10Var2 Group11Var2 

 

3.6 Protection and Automation Suite (Simulated DNP3 Master Station)  

The Protection and Automation suite is a simulated master station configured via internet IP 

as a remote station to allow for communication signals transmitted via DNP3 to a remote, 

once the wind turbine draft case is compiled and the simulation is started, the protection and 

automation in RSCAD utilities is used to set up a master station, the connection to the 

outstation is via the GTNETx2 DNP module set up within the wind turbine draft case via 

internet IP address and a remote port connection to the outstation.  

The DNP3 master station in Figure 5 shows the outstation DNP3 master station details. The 

outstation details show the analog and binary inputs and output details with time stamping 

indicating the time the signal was sent and or received as well as the status of the I/O point. 

Analog values show the indicated set points and the current values in real-time. Connection 

status will be active when the connection is made. Each signal point is identified by the point 

number used in the configuration of the outstation. The Protection and Automation suite is 

the network interface of the attacker or user's computer and the GTNET-DNP outstation.  
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Figure 5: Protection and Automation (DNP 3 Master Station) application - Outstation details  

4. Design Considerations  

4.1 Public Health (N/A) 

4.2 Safety and Welfare 

The testbed involves sensitive data used in power systems. It grants access to control strategies 

to disrupt the power supply of an industry-standard smart inverter. Due to the potential risks 

involved, robust measures should be taken to prevent unauthorized access to such equipment. 

It is important to ensure that all the simulation equipment's wires, cables, and components, 

including the RTDS and RTAC, are properly secured to prevent electrical hazards. Safety 

measures should be implemented to disconnect the leading power in case of an emergency or 

power instability during simulation.   
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4.3 Global Impact (N/A) 

4.4 Cultural Impact (N/A) 

4.5 Social Impact (N/A) 

4.6 Environmental/ Sustainability 

The Cybersecurity testbed features a wind turbine grid topology, The study of smart inverter 

cybersecurity will allow the improvement and development of cybersecurity protections of 

smart inverters. As cybersecurity protections of grid tied smart inverters improve, the capacity 

at which RES are deployed globally will drastically increase, consequently the environment 

will greatly benefit from the reduction of traditional power generation and increased use of 

RES that feature smart Inverters.  

4.7 Economic  

The utilization of the RTDS (Real-Time Digital Simulator) is essential when emulating 

industry-standard communication protocols sent between devices in a Wind Farm application. 

Testing the vulnerabilities of these communication signals of Smart Inverters in the industry 

has incurred significant costs. Therefore, having such a testbed will allow the industry to 

accurately forecast the vulnerability of the communications without disrupting the power of the 

inverter in the grid, which, in most cases, leads to losses and damage to expensive equipment. 

5. DESIGN IMPACTS 

5.1 Global 

The real-time simulation provides valuable technical insights into the vulnerabilities 

of smart inverters that are commonly used in the power system industry. The 

simulation results can help the industry evaluate the vulnerabilities of smart inverters 

used in the grid network and the vulnerabilities of signals communicated using the 

DNP3 communication protocol. This, in turn, can facilitate the development of better 

safety protocols to safeguard smart inverters in operation and prevent power 

disruption or costly equipment repair due to cyberattacks. 
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5.2 Environmental (N/A) 

5.3 Societal  

The real-time simulation results can provide an opportunity for the DER (Distributed 

Energy Resource) industry to gain valuable insights into the vulnerability of signals 

sent through the DNP3 communication protocol that can be used to mitigate potential 

cybersecurity risks and ensure the safe and reliable operation of the power system. 

 

6. Designed Runtime of Testbed for Smart Inverter Cybersecurity Studies 

The final runtime design incorporates the wind turbine generation modules. RTDS model is 

rated at 2.5 MW and includes two back-to-back 17 level VSCs (BTB, 2L-VSCs) and a 

permanent magnet synchronous machine (PMSM) [7].  The primary focus is on the coupling 

point between the DC/DC converter controller and the DC/AC smart inverter controller. The 

common coupling includes input parameters such as phase A, B, and C voltages that can be 

manipulated as a form of a cyber-attack. This cyber-attack will allow the validation of smart 

inverter functionalities such as low voltage ride-through (LVRT), high voltage ride-through 

(HVRT), and reactive power compensation.  

Figure 6 below shows the wind turbine model with the power generation direction indicated by 

the green arrow. The power generated from the wind turbine is transmitted to the MSC 

converter then the grid side converter. Analog meters display the signals being monitored or 

controlled via DNP 3 master station. Amongst these signals are binary input signals from the 

RTDS that includes WT1HVFlag, WTILVFlag and binary output signals EnLVRT and 

EnHVRT.  
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Figure 6: Wind Farm Simulation (Testbed For cybersecurity studies Runtime) 

6.1 Configuration of Outstation Registers and Channel of Connection  

The configuration of the outstation in Figure 7 shows the protocol mode, TCP/UDP mode of 

transmission, and the local address used for data transmission. However, TCP is the standard 

data transmission protocol used for DNP 3 data transmission. The local address can be 

configured to the user-desired address. 

 

 Figure 7: Outstation (IED1) connection channel 
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Figure 8 shows that multiple masters can be created within the GTNET DNP3 by configuring 

a dedicated remote IP address, TCP port address, and UDP Port address. 

 

 

Figure 8: Outstation 

Figure 9 shows the attacker monitoring signals box created within the human-machine interface 

(HMI) to monitor important signals that attackers may manipulate to disrupt the functionality 

of the wind turbine model.  
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Figure 9: Attacker Monitoring Signals 

6.2 Simulated DNP3 Master Station  

The Master DNP3 station allows binary and analog outputs defined within the outstation to 

be controlled in real-time during simulations. Below are the details of the protection and 

automation master station of the testbed. The interface allows the user or attacker to read log 

details showing the command instructions sent, time stamps, and signal values. Control input 

and output relay blocks functionality of the master stations allows for signal commands such 

as binary and analog values to be sent to the outstation's module in real-time simulation. 

Figure 11 shows the tab to access this functionality. An integrity class poll can be sent to read 

the status of all inputs in class 0 1 2 3 and report event changes if they occur.  
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Figure 10: Simulated DNP 3 Master station for Testbed 

 

 

Figure 11: DNP 3 Master station control operations using binary and analog outputs 
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7. Conclusions  

The objective of the project was to create a real-time testbed for studying cybersecurity attacks 

that affect smart inverters in distributed energy resource (DER) systems through the 

configuration of DNP database I/O and creating a Distributed Network Protocol 3 (DNP3) 

communication module. Cyberattacks occur more frequently in DER systems due to 

incorporating smart inverters with features like high- and low-voltage ride-through (HVRT and 

LVRT), frequency ride-through, and reactive power compensation. The input and output signals 

transmitted via the master station allow simulations of attacking and monitoring of signals. The 

testbed will allow for monitoring of the smart inverter in response when the signals are 

disrupted. With the help of real-time simulation technologies like RTDS and RSCAD, the 

project offers a secure setting to experiment and study without running the risk of physical 

system damage. The testbed's design and implementation allow the creation of stronger safety 

measures to protect power systems from cyberattacks by revealing essential information about 

the communication protocols and smart inverter vulnerabilities, 

8. Recommendations for Future Work  

We identified several recommendations for the next group undertaking a follow-on project. 

Firstly, the testbed's capabilities should be extended to include more signals to simulate 

additional cybersecurity threats and vulnerabilities of the smart inverter operation related to 

DNP3 communication. We can gain a deeper understanding of smart inverter cybersecurity by 

implementing different communication protocols like MODBUS and adding two or more 3 

phase nodes to test interconnection attacks on multiple wind turbine systems. Secondly, we can 

add a physical master station outside of the RTDS, such as an Open Platform Communication 

(OPC) server, for process control. The testbed’s data manipulation will become more precise 

and flexible with the addition of an external master station. This will allow for an added layer 

of security for the signals transmitted via DNP3 communications from the outstation.  Finally, 

we can use technologies like RTAC (Real Time Automation Controller) to monitor and analyze 

real-time cyberattacks on smart inverters. More efficient detection of anomalies and security 

breaches can be achieved by putting advanced data analytics techniques into practice. 
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