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Abstract— Security related questions for Cyber Physical Sys-
tems (CPS) have attracted much research attention in searching
for novel methods for attack-resilient control and/or estimation.
Specifically, false data injection attacks (FDIAs) have been
shown to be capable of bypassing bad data detection (BDD),
while arbitrarily compromising the integrity of state estimators
and robust controller even with very sparse measurements cor-
ruption. Moreover, based on the inherent sparsity of pragmatic
attack signals, (|-Minimization scheme has been used exten-
sively to improve design attack-resilient estimators. For this,
the theoretical maximum for the percentage of compromised
nodes that can be accommodated has been shown to be 50%. In
order to guarantee correct state recoveries for larger percentage
of attacked nodes, researchers have begun to incorporate
prior information into the underlying resilient observer design
framework. For the most pragmatic cases, this prior information
is often obtained through a data-driven Machine Learning
process. Existing results have shown strong positive correlation
between the tolerated attacked percentages and the precision
of the prior information. In this paper, we present a pruning
method to improve the precision of the prior information,
given a stochastic uncertainty characteristics of the underlying
Machine Learning model. Then a Weighted (|-Minimization
is proposed based on the pruned prior. The theoretical and
simulation results show that the pruning method significantly
improves the observer performance for much larger attack
percentages, even when moderately accurate Machine Learning
model used.

NOTATION

The following notations and definitions are used through-
out the whole paper: R,R" R"*" denote the space of real
numbers, real vectors of length n and real matrices of n
rows and m columns respectively. R, denotes positive real
numbers. Normal-face lower-case letters (e.g. x € R) are
used to represent real scalars, bold-face lower-case letter
(e.g. x € R") represents vectors, while normal-face upper
case (e.g. X € R™™) represents matrices. Let T C {1,...,n},
then for a matrix X € R™*", Xq € R™*I7] is the sub-matrix
obtained by extracting the columns of X corresponding to
the indices in J. T¢ denotes the complement of a set T
and the universal set on which it is defined will be clear
from the context. 8} denotes the set of all vectors v € R"
such that |supp(v)| < k (i.e the set of k-sparse vectors). X "
denotes a combination of transposition of the sub-matrix of

o

X (eg. X=X X2}, X." = {X }) The symbol * denotes
2
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the convolution operator for vectors. supp(x) denotes the
support of the vector x given by the set T = supp(x) =
{i|x; # 0}. argsort | (x) denotes a function that returns the
sorted indices of vector x in descending order.

The best k-sparse approximation error, measured by £,
norm, is given, for e € 8},

ok(e)y, éggiSI}He—ZHé,, = |legelle,. (1)
k

where T is the support of e; with first k largest magnitude.
The symbol o denotes element-wise multiplication of two
vectors and is defined as z =xoy, where z; = X; - y;.

I. INTRODUCTION

Cyber-physical System has application potential in various
areas [1]. The authors in [2] pointed out that the ideal CPS
must operate dependably, safely, securely, efficiently and in
real-time.

Security questions in CPSs are more challenging than
traditional IT security because of the combination of tem-
poral dynamics brought by the physical environment and
the heterogeneous nature of the operation of CPSs [3].
Failure of CPS is more complicated than random failures
or well-defined uncertainty for which many results exist
on reliability and robustness, since they may be caused by
stealth malicious attacks. One of such powerful deception
attacks, named false data injection attack (FDIA), has shown
ability to bypass bad data detector (BDD), while compro-
mising the integrity of observer and robust controller with
sparse measurements corruption [4, 5]. Consequently, much
research attention have been directed to develop appropriate
protection schemes.

Active detection approaches have been considered [6],
where the defenders adjust the detection rules online in
order to identify the attack scenarios. There are some ma-
chine learning algorithms being considered to localize the
attacks, such as Gaussian process regression [7], support
vector machine[8], markov graphs[9], generative adversarial
networks[10] and more. These machine learning localization
algorithms generate estimated support of attacked (or safe)
nodes. This can then be used as a prior information for a
resilient estimation program.

Due to sparsity assumption of the attack vector
|supp(e)| < k, the resilient estimation problem has been cast
as a classical error correction problem [5, 11]. Consider
a linear observation model y = Hx + e, where H € RNx*n
denotes an observation matrix, then the resilient estimation
is formulated as 0-norm minimization problem [12]. But it
imposes a restriction of maximum attack percentage of 50%



for correct recovery of x. Moreover, since 0-norm minimiza-
tion decoder is an NP-hard problem, an alternative 1-norm
minimization decoder has been considered in literature [7,
12], which can be solved by linear programming [13]. The
condition to bridge the two decoders is Restricted Isometry
Property (RIP) [14] that defines the sparse recoverability of
observation matrix H.

In order to guarantee correct state recoveries for larger
percentage of attacks, prior information has been considered
for resilient estimation scheme in literature: Measurement
Prior [7, 15], Support Prior [5] and State Prior [16].
In [16], the author considered the Prior information of
estimated states in three forms: sparsity information of X,
(a,mg) sparsity information where o replaces O in sparsity
definition, and side information that is knowledge of the
initial state from the physical attribution of the system and
cannot be manipulated by malicious third parties. In [7, 15],
the author constructed a data-driven auxiliary model between
system measurement and auxiliary state by trained Gaussian
Process Regression (GPR), the attacked measurements are
visible to defender if they cannot be explained based on
the measurement model prior with high likelihood. In this
paper, we consider support prior which gives an estimated
set of attack location, and is generated by any of the afore
mentioned localization algorithms. However, there are two
drawbacks, namely: uncertainty and training price. Thus, we
propose a Pruning method to improve the precision of the
support prior without training process. Then a weighted
I-norm minimization scheme [17] is given based on the
resulting pruned support prior. The pruning idea originates
from [5]. Moreover, due to the perfect localization precision
of pruned support prior, resilient Unscented Kalman Filter
(UKF) against FDIA was given in [18] by performing UKF
based on the pruned safe set.

The remainder of this paper is organized as follows. In
Section ??, we describe the concurrent models that will be
used for the development in subsequent sections, including
physical model of CPS, threat model and prior model. In
Section ??, we develop the pruning methods, and construct a
weighted /| observer with pruned support prior. A numerical
simulation and an application simulation on IEEE-14 bus
system show the proposed observer indeed enhance the
system resilience in Section IV. Finally, conclusion remarks
follows in Section V.

II. PROBLEM STATEMENT
A physical attacked dynamic model of CPS can be given:

Xi+1 = AX; )
yi =Cxi+¢

where, x; € R")y, € R™, with m > n, denote state vector and
measurement vector at time i respectively, e; € 8}' denotes
the sparse attack vector, A, C are system dynamic parameters.
A control input may be included in the model above. How-
ever, since the control input is generally irrelevant to state
estimation problems, we suppress in the model considered

here. By iterating the system model (2) T time steps, the T
horizon observation model is given

yr = Hx;_r41+er 3)

where yr =[y; y. ;- ¥/ 711" €RT™is a sequence of ob-
servation in the moving window [i—T+1 ], X;_7+1 € R" is
the state vector at time i— T+ 1,er =[e/ e ---el; |]" €
8,{’” is the sequence of attack vectors in the same moving
window with e; € 87",.,Vi€ [i—T+1 i] and

k/T
C
CA
H=| . |=U Fl} v
: 0
CAT—I

where, U = [U; U], with Uy € RT™" U, ¢ RTm<Tm=n_jq
a matrix of left singular vectors of H, V € R"™" is the
corresponding matrix of right singular vectors, ¥; € R"™*"
is a diagonal matrix of the singular values of H, which are
non-zero since H is full rank.

Definition 1 (Decoder): Given a sequence of observation
yr € R the decoder for the measurement model in (3) is
a mapping of the form D : R — R" given by

£ =D(yr) :VZl_largminHyT—Uleg1 4)

z
Definition 2 (Detector): Given a positive threshold pa-
rameter €, a detector for the decoder D and the measurement
model in (3) is a binary classifier of the form

1 if |lyr —HD(yr)lle, > €
De(yr) = { 0 Hy (yot)l|1|eéwise )

Remark 1: The positive class for Dg(-) is the set of
attacked (unsafe) measurements, while the negative class is
the set of safe measurements.

False data injection attack is modeled as an addictive bias
through e on the sparse measurement nodes. We will assume
the attacker has knowledge of system (A,C).

Definition 3 (Successful FDIA [4]): Consider the CPS
in (2) and the corresponding measurement model (3), the
attack sequence er € S,{’” is said to be (g,a)-successful
against the decoder-detector pair {D, D} if

X" =D(yr)| = &, De(yr) =0, (6)

where yr =y +er with y; € RN the true measurement
vector, and x* is the true state vector.

Remark 2: (g, a)-successful FDIA can result in a state
bias of size at least o while by-passing the detector Dg(-).

The following theorem gives a machanism for constructing
such (g, a)-successful FDIA if the attack support is pre-
determined.

Theorem 2.1: Given the support sequence
T = {Ti Tiq ~"Ti,7‘+]} with |“Tl| < k. Let z, be an
optimal solution of the optimization program

Maxmize : [|X; 'z,

. (7)
Subjectto: ||U; gez|,, <e&.



If Ggc/Tm—|T| < 1, then the FDIA

ex =U 7 2, ey =0 ®)
is (&,a)-successful against the decoder-detector pair
{D, D¢}, with
€
o= (1 =Cge/Tm—|T)),

OO0 e

where Gy is the largest singular value of U; g« and o is the
smallest nonzero singular value of H.
Proof: Since

{x

where Gy« is the largest singular value of Uj g¢, then

€
ol < 5 < {ol Wrgealla < e},

€
vz ¢, > max ylz 0, > ——
Il 2 max, Il 2 o

s=2(vi-+e |} ]2

for an Tpropriate permutation matrix P satisfying U; =

Also

P Ug

. Hence
U] TJe

5 —1 .
X=VX, argmin
z

N _ 0
Ui(z+2,+17) P[Ul,:rc Z,

4
=Vy (2" + 2z — 7))

where z* = X,V "x* corresponds to the true state and z;- is
the projection given by

1 .
Z, — argmin
z

0
Uz—P Z
: [ULT"} ‘ A

Thus,
I%lle, = 127 (2e —2) ey
-1 -1,1 £ L1
2121 2elle, = 22 ey 2 = = el
Note!
Iz lley < llze ey < U1 7eze|
SV Tm—[T]- Uy gezele,
< (VTm—[T|)e
Therefore,
- € €
— > ——/Tm—|T
%=Xl > oo == /T [1]
€ 1
> — ( - \/Tm—|‘J'|> £a
O \ Ogc
Let f(z) = Ulz—P{UO }ze which is a convex function.The
1,7¢ 0

unique minimizer z;- satisfies f(z;) < f(0).

Moreover,

N 0 N
”yT—HXHg1 Z“U1(Z*+Ze)—P|: :|Z€—HX

Ul,T"

4

0
= HUl(z*—l—ze)—P [U ] 7. —U\(z" +2,—2})
1,7¢ 4
= HUlzj—P [UO }ze <\/Tm—|T|-Gqece
1,T¢ 2
So, if Gge\/Tm—|T| <1, then ||y — HX[[,, < & |

III. MAIN RESULT

As discussed in Section I, we start from modeling the
uncertainty of machine learning localization result (Support
Prior), then a pruning method is given to generate a new
estimated support (Prune Support Prior), with precision
improvement. Finally, a weighted ¢; observer is given based
on Prune Support Prior.

Assume the actual support of safe nodes is represented by
T¢, let the vector q € {0,1}7™ be an indicator of the support

T, such that
1
%=1 9

The outputted Support Prior Je of any underlying machine
learning localization algorithm is an estimate of J¢, and the
estimated indicator § € {0,1}7™ is defined similarly to (9).
Then an uncertainty model is defined as

if ieJ*
otherwise

(©))

q=¢&q;+(1—-&)(1-4q) (10)
where g ~ B(1,p;), with known p; € Ry, and E[p;] = T,
where T, is true rate obtained from the Receiver Operator
Characteristic (ROC) of the underlying machine learning
algorithm.

Definition 4 (Positive Prediction Value, Precision, PPV):
Given an prior support knowledge § € {0, 1}V of an unknown
attack support indicator q € {0,1}", PPV is the proportion
of q that is correctly identified in . It is given by

1/

Lemma 3.1: ([19]) Given ?nutually independent
Bernoulli random variables & ~ B(1,p;), i = 1, ,Tm,
then

Tm
PreY e=k—1p=rk),k=1,--Tm+1 (12)
i=1
where,

sanln]

) Tm 1— pi

with = [Tpi, 5=~
i=1 i

Next, based on the knowledge of uncertainty of Prior, the

pruning process will perform in two steps. Firstly, given a

reliability level n € (0,1), the maximum integer I, (< Tm)



of safe nodes being correctly localized with a probability of
at least 1 is obtained:

In :max{k| Pr{ ) ei>k} >n}
iege
k+1
:max{k| Y rs(i) < 1—n}
i=1
where r;. is given by (12), using the index set ge.

Then a Prune Support Prior is obtained through a robust
extraction:

13)

Ty = {argsort | (poq) ’l” (14)

Iy . . .
where, {-}|" is an index extraction from the first elements to
Iy elements.

Definition 5 (Weighted ¢/; Observer with Pruned Prior):

Consider the CPS in (2) and the corresponding measurement
model (3), given Prune Support Prior ‘j% by (14), a weighted
¢, observer is defined
1, i€ ‘{f,
o, €Ty
(15)
where, 0 < @ <1, ||z||; w £ ¥.w;|z;| is the weighted ¢, norm.
Theorem 3.2: Consider the system model in (2) together
with the corresponding measurement model (3). Assume
there exists a Support Prior T¢ generated by an underlying
machine learning localization algorithm with uncertainty
model in (10) and

Minimize,egn ||yr — Hzl|s, w, with w; = {

Tm
Y pi > Tm:pa. (16)
i=1
Given a positive parameter 7 satisfying
e—=1)Y, _spi\!
net-e(1-ETDLer YT g
e|Te|

where e is Euler’s number, a Pruned Support Prior ‘frfl given

by (13) and (14). If there exists an integer a > max {p — 1,1},

where p = li—”l, such that any coding matrix F (FH = 0)

satisfies RIP condition
(1-8)[[?, < ||IF7hl}, < (1+8)m]3,  (18)
for all sparse vector h € ng, and RIP constant satisfies
Ok — COgy1 <C—1 (19)

then, with a probability of at least 71, the estimation error of
the Weighted ¢; Observer in (15) can be upper bounded as

G
opVk

where o is the smallest singular value of H, and

. 203 (/1= 8aip+ 1+ 0u)
1= )
,/1—5(a+1)k—é 1+5ak
a

(0+(1-w)yp—T)>

1% =xl,, < =~ (00u(e)r, + (1 - @)lleg Il ) .~ (20)

Proof: Expanding (10) yields
4 =264;+1-G—-&=2¢:4;+1-q— &
This implies that
N A
& —1+4i=2(q:4: — 5 )

Summing over i = 1,---,Tm and taking expectation of both
sides yield

Tm

i=1

. L.
pi — Tm+E[||ql|¢ ] = 2E [Ilqoqe0 - 2IIqIIeO} :
Using the condition in (16) yields
~ L.

E\llgodls — 5l | >0

which means PPV > 1/2, then
Pr{goq=1[q=1}>Pr{qoq=0[q=1}
and with the operation in (14), it follows
To CTNTY, if 0<Iy < |qodq]|

From (13), it is true that

PH{O< Iy < [lqod]} >, 1)

As well known, Poisson-binomial distribution can be approx-
imated by Binomial distribution, such that

Z 8,"\13 <:J'C| Zie‘j"'pi>
iege 7]

then, from condition (17), n <1 — ele_ch ¢ (—1), where
Mzie'j"’ ¢ /() is the moment generating function of Yic5e Eis

thus
exp (1— Z 8,-)] <l-n
ieJe

Since exp(z) > 1 for any z > 0, we obtain E[exp(z)] > Pr(z >
0), then it yields

Pr{l—Zs,»zo}gl—n N Pr{Zs,»Zl}zn

ieJe ieJe

E

which means /; # 0, combining with (21), we obtain Pr{0 <
In <llqoql|} > n, thus, Pr{‘Tf] CTNT C T} > n, then
Pr{PPV,=1}>n (22)

To avoid repetition, we state upfront that all claims made
in this rest of proof holds with a probability of at least 7.
Under this probability, we have ‘.T% Cc T TCTy.

Let X be a minimizer to (15) with HX = Hx+ h, then
the corresponding attack vector e* = e+h, thus |[e*||;, » <
|le|l¢, o- Following the definition of weight w in (15),

olles, +hg llo +llese +hse o < @lleg, [l + llese e,



Since ¢ norm is decomEosable forA disjoinAt sets, such for T
and T¢, and ‘I% NT =0, ‘J',% NT¢ = ‘Iﬁ, TNTy =7, it follows

wHe{\T—’—hTHel + wHe‘j‘nn‘J‘v +hrj~nﬂj’¢‘||fl + ||e‘j';’ +h‘j"n ||é]
< allesle, + olles, el + lles; 1

By triangle inequality, it follows

Notice, we have |lhg|l,, < Vk|hg,|l,, and ||hn7nm70||g1 <
v/ (p — 1)k|[hg,[|¢,. Combining with the upper inequality,

1+4,
2V (@flegelly, + (1 - 0)lles |1, )

_ % V=L M5,

sllnce [hlle, < [[hylle, + [Ihoglle,, combine the above in-

[y fle, <
— Ya+1)k

(D||h7 el +||h7< e, < olfhg,, +2 <||e‘y e, +a)||e7 e lleefuality with (25), it yields

Adding and subtracting co||h7( Aelle, (= (x)||h‘j-f7 ll¢,) on LHS,
2a)||e,ﬁm7¢||/ (= 20)Hem lle, ) on RHS, it yields

@|[hgelly + (1= @)[lhge [le, < @b (e, +
2 (@llege e + (1 ) leg |1,
And since [[hge |, = hoells, + (1 — ©)[lhg, [l + (1 -
0))|\h§nm‘ﬁ||él’ it yields
Ihge e, < @byl + (1= @) [Ihg, oelle,+
2 (@llegelle, +(1 - 0)lles |1,

Next, sort the coefficients of hgc in descending order, and
let 7;,j € {1,2,---} denote jth support in hge with size ak €
Z, where a> 1. Since |hy,_[|¢, > ak-mineg,  (hg,_,); >
ak|hg, ... let To = ‘TU‘.Tl, we have

Ihaelle, < Y I lle. <ak™2 Y |lho, ||, = ak™"/2|hae]|,
>

jz1
(24
Note that [T N T¢| = (p — 1)k since PPV =1, and |T| =
k, then [[hg gells, < \/(p— Dkl gelle, » |[hlly <
Vk|hy|l,, < Vk|hg,|l,,. Since a > p — 1, we obtain

(23)

[Ty VT = (p — Dk < ak = [T, then ||hg qgelle, =
([ (§1T) )l < lIhg [l¢, - Then combine with (23) and (24),
o+ (1-m)y/p—1
[haelle, < T ([, e,

(25)

= (llegell + (1 - @)es, 1)
m €gelle, eT% A

Since [[Fhll, = [[(Fe* — Fyr) — (Fe— Fyr)l, = 0, it
follows, based on triangle inequality and RIP condition,

1= a1kl lle, < [[Fhay[le, < [[Fhaglle, <

Vitos

Y IFhg e, < V1484 Y g lle, < Tk (e e,
Jj>2 j>2
Combining with (23), it yields
V1= Bl s < @Y L2 g, +
VA
in)ﬁ” el
V14 64
#2222 (@l +(1 - @)es, )

VI1=8 i +V1+8+ak
Ve (e oy + (1 - ©)les )

\/1—5(a+1)k—w+(17+u)p71\/1+5ak

where ||egc ||, = ok(e)y, is best k sparse approximation error
of e defined in (1), and the estimation error ||X —x|,, <
o' lh|ls,, and oy is the smallest singular value of H.
Moreover, to maintain the denominator to be positive, a
condition is given

i, <

Ouk +C6(a+l)k <C-1

Where C= W ||
Remark 3: The condition in (16) guarantees the under-

lying machine learning algorithm works better than random
flip of a fair coin, which is a reasonable assumption.

Remark 4: A precision improvement conclusion (22) is
given in proof, and notice that the upper bound restriction
of 1 is an overwhelming probability.

Remark 5: To avoid the sacrifice of redundancy of mea-
surements, we set weight @ close to zero, but not zero, even
if we are confident in the precision of ‘frfl

IV. SIMULATION

In this section, a numerical simulation® and an application
simulation on IEEE-14 bus system are presented.

A. Numerical Simulation

In this simulation, we compare the resiliency of three
estimation scheme: ¢ observer without prior, weighted /;
observer with prior generated an underlying attack localiza-
tion algorithm with a true rate of 7, = 0.6, and weighted
¢) observer with the pruned prior. The system dimension is
set as m = 20,n = 10, and then a full observable system is
generated with random pair (A,C) of independent Gaussian
entries [13]. For different attack percentage P4, the FDIA is
designed by (8) on random support T. By defining ”success”
as that the estimation error is less than 0.1% of the real
state, the success percentage is calculated from 1000 trials. In
Figure 1, a performance comparison is presented for varying
attack percentages. As proved in literature [12], ¢ observer
without prior cannot work when attack percentage is larger
than 1/2. The prior information can improve the resiliency
of the estimator, but the improvement is limited because the
precision of the prior information is not enough. By including
pruning method, the resiliency is improved a lot.

2we make the numerical simulation be open source at https://

github.com/ZYblend/Resilient-Pruning-Observer
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Fig. 1. A comparison of estimation performance under different attack

percentage Py € [0,1] between ¢, Observer without Prior, Weighted (,
Observer with Prior, and Weighted {1 Observer with Prior Pruning.

B. Application Example

In this subsection, an additional simulation is carried out
for a more realistic IEEE Bus 14 system with a similar setup
in [15]. Here, 30% of the measurement nodes are attacked.
A comparison of the resulting phase angles estimation for
an ¢y observer without prior and the proposed weighted (;
observer with prior pruning is shown in Figure 2. Moreover,
two comparison metrics for the estimation errors are given in
Table 1. The first one is the root-mean-square (RMS) value
of error, the second one is the maximum absolute value of
the errors. Since the attack percentage is small, /| observer
without prior works well. However, there are still notable
spikes that may induce closed loop instability. As shown in
the Figure, the proposed weighted {) observer with prior
pruning completely eliminates the spikes!

TABLE I
ERROR METRIC VALUES

I [ RMS Metric [ Max. Ans. Metric i
I [ LO [ L10 [ WLIP | LO [ L1IO | WLIP ||
o1 | 2.5359 | 0.0002 | 0.00004 | 5.7480 | 0.0034 | 0.0005
& | 2.3917 | 0.0002 | 0.0001 5.7000 | 0.0016 | 0.0016
83 | 2.6353 | 0.0012 | 0.0001 7.5232 | 0.0215 | 0.0013
64 | 2.3685 | 0.0006 | 0.0005 | 5.7236 | 0.0063 | 0.0052
ds | 2.6638 | 0.0007 | 0.0001 7.8757 | 0.0085 | 0.0016
LO: Luenberger observer, L10: ¢; observer without prior
WLI1P: Weighted ¢; observer with prior pruning

V. CONCLUSIONS

This paper proposed a weighted ¢; observer with prior
pruning scheme against FDIAs. The pruning method gives a
method to improve localization precision of any underlying
localization algorithm without training effort. Moreover, the
weighted ¢; observer with prior pruning is capable of coping
with high-percentage of attacks among measurement nodes,
which relaxes the transitional restriction on the maximum
attack percentage for resilient ¢; observer, thereby improve
the resiliency of systems.

«10° Without Prior dPrior with Pruning
5 5
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Fig. 2. Angle estimation for IEEE-14 bus system under FDIA, “without

Prior” means (; Observer without Prior, “Prior with Pruning” means
Weighted ¢y Observer with Prior Pruning.
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