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Motivation3

https://www.usenix.org/system/files/conference/woot17/woot17-paper-belikovetsky.pdfhttps://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9956883



Audacious Vision4

Users must be able to continuously measure and verify that…
- chip operations are to (chip) requirements
- only requested chip operations are performed
- real time security attributes (entropy, emanations, etc.)
Manufacturers needn’t sacrifice confidence in their sensitive/proprietary   

Gaps this exposes
- users must trust manufacturers, entire supply chain
- very little assurance capability exposed post-boot
- manufacturers must trust other entities (e.g. mask shop)



Current Practice, Limitations5

Gaps this exposes
- users must trust manufacturers, entire supply chain
- very little assurance capability exposed post-boot
- manufacturers must trust other entities (e.g. mask shop)



Current Trends, do they address our vision?6

• Zero Trust Architecture (ZTA) emphasizes continuous authentication

• Our vision (hardened data architectures) complements ZTA by measuring and verifying 
data, when possible, for intrinsic properties

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf



Significant Technical Advances7

https://codenotary.s3.amazonaws.com/Research-Paper-immudb-CodeNotary_v3.0.pdf https://arxiv.org/pdf/1805.11060.pdf

https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=8418611

https://www.sciencedirect.com/science/article/pii/S1319157822000891



Audacious, but tactically grounded starting points8

Integrity

Confidentiality

New Features

https://www.sandia.gov/mstc https://www.sandia.gov/mesa/fabrication-testing-
and-validation-capabilities/

https://www.dolthub.com/blog/2022-03-21-immutable-
database/

https://www.esat.kuleuven.be/cosic/blog
/the-three-musketeers-of-secure-
computation-mpc-fhe-and-fe/



Measuring Success9

How do 
we know 

when 
we’re 
there?

User/OS tools 
for inspecting 

verification 
claims Manufacturing 

domain 
market 

efficiency

Nuanced 
options/pricing 

structure for 
performance 
vs verifiability 

New 
manufacturing 
techniques for 

embedding 
verifiability

Users must be able to continuously measure 
and verify that…
- chip operations are to (chip) requirements
- only requested chip operations are performed
- real time security attributes (entropy, 

emanations, etc.)
Manufacturers needn’t sacrifice confidence in 
their sensitive/proprietary   



Thank You!

Questions? Email: ndpatte@sandia.gov
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