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Users must be able to continuously measure and verify that...

- chip operations are to (chip) requirements

- only requested chip operations are performed

- real time security attributes (entropy, emanations, etc.)

Manufacturers needn't sacrifice confidence in their sensitive/proprietary

I
+» 1 Audacious Vision m

Gaps this exposes |
- users must trust manufacturers, entire supply chain |
- very little assurance capability exposed post-boot

- manufacturers must trust other entities (e.g. mask shop) |



| Current Practice, Limitations
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s 1 Current Trends, do they address our vision?

« Zero Trust Architecture (ZTA) emphasizes continuous authentication

* Qur vision (hardened data architectures) complements ZTA by measuring and verifying
data, when possible, for intrinsic properties
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Figure 2: Core Zero Trust Logical Components
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7 | Significant Technical Advances
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g |Audacious, but tactically grounded starting points
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o 1 Measuring Success

Users must be able to continuously measure
and verify that...

- chip operations are to (chip) requirements

- only requested chip operations are performed

- real time security attributes (entropy, e
emanations, etc.) 3 | | TITEE
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