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Preface

The Federal Emergéncy Management System (FEMIS) is an emergency management
planning and analysis tool. The following documents were developed to support system -
users. The audience for each is identified.

The FEMIS System Administration Guide defines FEMIS hardware and software require-
ments and gives instructions for installing the FEMIS software package.
Audience: system administrators and system managers.

This FEMIS Data Management Guide provides the information needed to manage the data
files and database used to support the administrative, user-environment,
database management, and operational capabilities of the FEMIS.
Audience: chiefly database administrators and system administrators but
also emergency management planners and analysts who want to know
details of the emergency management data.

. The FEMIS Online Help System explains how to start and use the FEMIS client software,

' which is designed to help civilian emergency management personnel to plan
for and support their responses to a chemical-releasing event at a military
chemical stockpile.® Audience: all users of FEMIS, especially emergency
management planners and analysts.

. (®) The FEMIS product is being developed by the Pacific Northwest National Laboratory as part of
the U.S. Army's Chemical Stockpile Emergency Preparedness Program (CSEPP). Pacific
Northwest National Laboratory is operated for the U.S. Department of Energy by Battelle
Memorial Institute under Contract DE-AC06-76RLO 1830,







About This Guide

Purpose

The Federal Emergency Management Information System (FEMIS) is an emergency
management planning and analysis tool that is being developed under the direction of the
U.S. Army Chemical Biological Defense Command. The FEMIS System Administration
Guide defines FEMIS hardware and software requirements and gives instructions for
installing the FEMIS system package.

Scope

System administrators, database administrators, and general users can use this guide to
install, configure, and maintain the FEMIS client software package. This document
provides a description of the FEMIS environment; distribution media; data, communica-
tions, and electronic mail servers; user workstations; and system management.

We encourage you contact us with suggestions or to ask questions. You can contact us by
mail, telephone, fax, or E-Mail:

Pacific Northwest National Laboratory
W. David Millard

P.O. Box 999, MS K7-28

Richland, WA 99352

Telephone: (509) 375-2947

Fax Number: (509) 375-3641

E-Mail address: wd_millard@pnl.gov

Audience

This guide is addressed to system administrators and managers. Users of this guide are
expected to be familiar with the FEMIS Database Management Guide and with the FEMIS
itself.
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Prerequisites

This guide assumes the system administrators have some knowledge of the UNIX operating
system. Additional training may be required to understand the multi-server distributed data
architecture of FEMIS. A complete set of UNIX and COTS software documentation should
be available to the System Administrator.

Organization

This document is organized into seven sections, which include details on the description,
installation, configuration, utilities, and troubleshooting of FEMIS.

Section 1.0 -  Overview - discusses the FEMIS software packages, environment, Quick
Start Checklist, administration, and directory structures.

Section2.0- FEMIS UNIX Installation - describes installing the UNIX-based
Commercial-Off-The-Shelf (COTS) software, installing the FEMIS UNIX
software, and creating the FEMIS database.

Section 3.0 - FEMIS PC Installation - discusses the installation, configuration, and
validation of the FEMIS application on client PCs.

Section 4.0 FEMIS Monitor - describes how to detect system errors using the FEMIS
Monitor utility.

Section 5.0 FEMIS Notification Service - describes the FEMIS Notification Service that
each FEMIS PC uses to coordinate activities and data.

Section 6.0 - FEMIS Command Server - describes the FEMIS Command Service and
how PC users can launch large mathematical model/simulation codes.

Section 7.0 -  FEMIS Met Application Suite - describes the FEMIS Met Applications and
their uses.

Section 8.0 - FEMIS Data Exchange Interface (DEI) - discusses the FEMIS Data
Exchange Interface application, which is used to support the transfer of data
from Emergency Management Information System (EMIS) to FEMIS.

Section 9.0 - FEMIS GIS Database - describes the FEMIS geographic information
system (GIS) database and the components of the spatial database.

Section 10.0 - FEMIS Oracle Database - describes the FEMIS Oracle Database, which
includes managing the relational database and replication.

Section 11.0 - FEMIS Evacuation Applications - describes the FEMIS evacuation
interface.

vi
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Section 12.0 -

Section 13.0 -

Section 14.0 -

Section 15.0 -

Section 16.0 -

Electronic Mail Service - discusses the electronic mail service, such as
accessing position mailboxes, tips for using the Novell GroupWise Notify,
and GroupWise security. ’

FEMIS PC Workstations -- describes how the PC-based user interface and
services provide a variety of functions necessary for managing an
emergency, including the Commercial-Off-The-Shelf (COTS) software.

FEMIS UNIX Server - discusses the maintenance, backup procedures, and
troubleshooting for the FEMIS UNIX server.

FEMIS PC System Management - describes the system authorization to
validate user authorities and the system administration utilities provided to
define and modify user accounts, maintain the site profiles, and clear locks
on databases.

FEMIS PC Utilities - describes the utilities available with the FEMIS
applications.
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Acronyms and Definitions

B&W
COTS
CSEPP
CTOO
DBMS
DEI
DLL
DNS
E-mail
EMIS
EOC
ESF
ESIM

FEMIS
GIS
GPF
GUI
IBS
IDYNEV
LAN
MB
Met
NFS
ODBC
OREMS
PC
PNNL

SQL

SQL script
TCP/TP
TEAD
UNIX

UTST

VB

WAN
Windows NT
WinSock

Beame and Whiteside

Commercial Off-The-Shelf

Chemical Stockpile Emergency Preparedness Program

Name of a FEMIS database (Tooele County)

Database Management System

Data Exchange Interface

Dynamic Linked Library

Domain Name Services

Electronic Mail

Emergency Management Information System

Emergency Operations Center

Emergency Support Function

Evacuation SIMulation, part of Oak Ridge Evacuation Modeling System
(OREMS)

Federal Emergency Management Information System
Geographic Information System

General Protection Fault

Graphical User Interface

Integrated Baseline System

Interactive DYNamic EVacuation

Local Area Network

Megabyte

Meteorological

Network File Service

Open Data Base Connectivity

Oak Ridge Evacuation Modeling System

Personal Computer

Pacific Northwest National Laboratory, formerly Pacific Northwest
Laboratory (PNL)

Structured Query Language

Sequence of SQL statements that perform database operations
Transmission Control Protocol/Internet Protocol

Name of a FEMIS database (Army Depot) and Tooele Army Depot
Server Operating System

Name of a FEMIS database (Utah State)

Microsoft Visual Basic

Wide Area Network :

Microsoft Network Operating System for Workstations
Windows Sockets




1.0 Overview

The Federal Emergency Management Information System (FEMIS®)® is an emergency
management planning and analysis tool that was developed by the Pacific Northwest
National Laboratory® under the direction of the U.S. Army Chemical Biological Defense
Command. The FEMIS System Administration Guide defines FEMIS hardware and
software requirements and gives instructions for installing the FEMIS software package.
This document contains information on the following: software installation for the FEMIS
data servers, communication server, mail server, and the emergency management work-
stations; distribution media loading and FEMIS installation validation and troubleshooting;
and system management of FEMIS users, login, privileges, and usage. The system
administration utilities (tools) available in the FEMIS client software are described for user
accounts and site profile. .

The system is designed for a single Chemical Stockpile Emergency Preparedness Program
(CSEPP) site that has multiple Emergency Operations Centers (EOCs). The capability to
connect to remote CSEPP sites and share information will be present in later releases.

Each EOC has between 5 and 25 personal computers (PCs) that emergency planners and
operations personnel use to do their jobs, These PCs are connected via a local area network
(LAN) to servers that provide EOC-wide services. Each EOC is interconnected to other
EOCs via telecommunications links.

FEMIS is a client/server system where much of the Application Software is located in the
client PC. This client software comprises a graphical user interface (GUI) based on
Microsoft Visual Basic, a government furnished dispersion model, and Commercial Off-
The-Shelf (COTS) tools such as the ArcView geographic information system (GIS),
Microsoft Project, and GroupWise electronic mail (E-mail).

A UNIX host provides E-mail services, Oracle database management system (DBMS)
services, Arc/Info GIS capabilities, and basic file management services. A PC communica-
tion (Comm) server is available to interface with external subsystems. The weather data
collection system (Mef) is currently the only external subsystem.

() FEMIS software was copyrighted in 1995 by Battelle Memorial Institute.
(®) Pacific Northwest National Laboratory is operated for the U.S. Department of Energy by
-Battelle Memorial Institute under Contract DE-AC06-76RLO 1830.

1-1
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Proper installation of the FEMIS software is crucial to the operations of the emergency
management system. Many software elements must be installed on a variety of servers and
client workstations. Each must be installed and configured according to specifications for
proper interoperability.

FEMIS is an integrated software product that resides on a client/server computer architec-
ture. The main body of FEMIS software, referred to as the FEMIS Application Software,
resides on the PC client(s) and is directly accessible to emergency management personnel,
The remainder of the FEMIS software, referred to as the FEMIS Support Software, resides
on the UNIX server. The Support Software provides the communication, data distribution,
and notification functionality necessary to operate FEMIS in a networked, client/server
environment. Because the FEMIS support functionality is accessed via the FEMIS applica-
tion, the general FEMIS user will not be aware of the FEMIS UNIX server.

To operate FEMIS, the Application Software must have access to the FEMIS emergency
management database. The FEMIS database resides on the UNIX server and contains both
relational and geographic information. Data that pertains to an individual EOC jurisdiction
is stored on the EOC’s local server. Information that needs to be accessible to all EOCs is
automatically distributed by the FEMIS database to the other EOCs at the site.

To run the FEMIS software, you MUST have a FEMIS database. A FEMIS database will
be provided by Pacific Northwest National Laboratory when FEMIS is installed at your site,
and it MUST be tailored for each individual FEMIS site. The FEMIS test database will be
generated from the Integrated Baseline System (IBS), the Emergency Management
Information System (EMIS), TIGER maps, Census data, and from emergency managers’
input (see the FEMIS Data Management Guide).

1.1 Installation

1.1.1

This section discusses the FEMIS environment, prov1des the FEMIS Quick Start Checklist,
and illustrates the FEMIS directory structures.

Environment

For FEMIS to operate correctly, the first step is to install all of the COTS software, includ-
ing Oracle7 on your UNIX system. FEMIS will not operate correctly if older versions of
the COTS software than those specified in Section 13.1 of this guide are installed.

FEMIS uses Beame and Whiteside’s (B&W’s) Network File Service (NFS) for PC network
communications. B&W NFS has been tested by Pacific Northwest National Laboratory and
is fully compatible with FEMIS requirements. Although other vendors may claim to offer a
fully standard NFS, Pacific Northwest National Laboratory has not verified and tested any
other NFS configurations for PCs, and thus, cannot endorse such installations.
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FEMIS Quick Start Checklist

A Quick Start Checklist identifies the steps that should be taken to ensure a smooth
installation of FEMIS and provides an outline of the tasks that must be completed before
FEMIS will run.

Preparation

Novell GroupWise E-mail has been installed on the server

Oracle has been installed on the server

SQL*Net has been installed on the PCs

Oracle users are defined for the server

-Windows NT has been installed on the PCs

BW-Connect (Beame & Whiteside) has been installed on the PCs and server
Commercial-Off-The-Shelf (COTS) software has been installed on the PCs.

Checklist

__ 1. Load FEMIS Support Software on the UNIX server.
___ 2 Start the FEMIS Support Software on the UNIX server

Notification Service ___ Met Simulator
Command Service - ___ EMIS/FEMIS Data Exchange Interface.

Load the appropriate EOC FEMIS database on the UNIX server.

Validate COTS software installation on the PCs.

Load FEMIS Client Software and GIS maps on PCs.

Complete FEMIS installation by adding Met Server and Met Simulator PCs to the
FEMIS network.

L

1.2 Administration

The second step towards correct operation of FEMIS is proper administration, which
includes the FEMIS software and COTS software on both the PCs and UNIX server. The
EOC and site System Administrator are encouraged to become familiar with this document
and with the COTS software documentation.

1.3 FEMIS Directory Structures

The following figures illustrate the FEMIS directory structure on the UNIX server and the
directory structure for an emergency management workstation.
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2.0 FEMIS UNIX Installation

The UNIX server is the primary data and information storage and distribution component.
Its primary software elements consists of the Oracle Database Management System; the
Evacuation SIMulation (ESIM) model with supporting processes; the Notification Service;
the Command Service; the meteorology (Mef) data receiver; the EMIS/FEMIS Data
Exchange Interface (DEI); and the sockets communications service.

The programs discussed require the UNIX environment on a Sun computer running
Solaris 2.4 or an IBM RS/6000 running AIX 3.2; and utilizing standard Berkeley Sockets.

The FEMIS release consists of three major parts:

1. FEMIS Application Software

2. FEMIS Support Software

3. FEMIS Database.

These parts consist of files distributed on either a CD ROM or 8mm cartridge tape.

To complete the system installation, you must be logged in as root on the UNIX server.

2.1 Installing the UNIX COTS

The following sections describe the installation of the UNIX éOTs.
2.1.1 Installing the Operating System

For installation instruction, see the documentation provided with the operating system.
2.1.2 Installing Oracle

Note: FEMIS has been tested using Oracle 7.1.6 and Oracle 7.2.
Do not install a version earlier then 7.1.6 or later than 7.2.

Before beginning the Oracle installation, you must have the current Oracle7 for Sun SPARC
Solaris 2.x Installation & Configuration Guide Release 7.1.6, also called the ICG. The
following instructions provide a general outline of the steps required to install Oracle and
identify specific parameter settings required by FEMIS. These instructions are intended to
be used in conjunction with the ICG.
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The FEMIS Oracle Administrator must install the following products.

Oracle Server Manager

Oracle Installer and Documentation Viewer
* Oracle7 Distributed DB Option

Oracle7 Server

PL/SQL V2

ProC

ProFor

SQL*Net V2

SQL*Plus ]

TCP/IP Protocol Manager.

2.1.2.1 Installation

Follow all pre-installation tasks for the Oracle Server and for all Oracle products to be
installed (see the ICG). Any instructions in the ICG for products that are not listed above
can be disregarded. Pre-installation tasks include the following:

setting shared meniory (kernel) parameters

*

®  creating groups

e  creating oracle logins

e  creating required directories
®  setting permissions

[ J

setting environment variables.

Note: It is vital to configure the operating system shared memory parameters
correctly. See Table 3-1 in the ICG for the parameters and their
recommended values.

Following some initial prompts, you will be asked to chose the desired action. Select the
INSTALL/UPGRADE SOFTWARE ONLY option. During the installation process you will be
queried for information via several dialog boxes. In most cases, a value (representing the
value you specified in an environment variable during the pre-installation tasks) will be
displayed as the default value and should be selected. The following paragraphs give
additional guidance.

For the NLS dialog, select American/English.
For the Relink dialog, select Yes.
For the character set dialog, select USA7ASCII.

For the Server Manger dialog, both Server Manager options {(character node and
MOTIF) should be selected.

2«2
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Oracle uses environment variables to pass information. As part of the install, these
variables are as follows:

ORACLE_HOME path to Oracle products
ORACLE_SID name of instance
ORACLE_BASE used for multiple instances
ORACLE-TERM type of terminal

TNS_ADMIN path to Listener parameter files.

Once you have completed the Install/Upgrade Software process, exit the installer and
modify the initx.orc file in $ORACLE_HOME/rdbms/install to increase the
db_block_size. FEMIS requires a db_block_size of 4KB. To set database
db_block_size parameter to 4KB, the Oracle products installation must be performed
separately from the database creation. If you choose the complete software/database fresh -
install, you will have to recreate the database after changing the db_block size
parameter,

To set the db_block_size parameter, save the ongmal file to initx.org. Add the
following line to the top of the initx.orc file following the specification of the location of
the configfix.ora file:

db_block_size = 4096.

Restart the installer to create the database. Select the CREATE NEW DATABASE OBJECTS
option.

When specifying files for the database tablespaces, spread the files across as many drives as
possible. Be sure to put the files for the rollback segments tablespace, system tablespace,
and redo log files on separate drives. All redo log files can be on the same drive. Redo log
files should be set to 20MB for the FEMIS application.

Spread the control files across three drives. The control files are small and have very little-
activity but are key to database recovery.

Note: Do not let the failure of a single disk take out all of the control files.

Oracle stores your answers to the installation dialog boxes in a file names usrdf£1. log.
The following is an example of this file and can be used to help you decide on answers to
other dialog boxes you may encounter.

unix.Oracle Doc=/apps/oracle/doc

unix.skip readme=TRUE

unix.readme ver=7.1.6.1

unix.Owner=oracle

unix.Inst_Action=Create new database objects
unix.Doc_Load=For all products being installed.
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unix.Oracle_Sid=teadl

unix.lang=American/English

unix.Port_Spec_Doc=TRUE

unix.CD_Doc Imnstall=For all products being lnstalled.
rdbms. dba_group—dba

rdbms.db char_ set=US7ASCII

rdbms.orapwd_pw_get=FALSE

rdbms.start_lsnr=FALSE

rdbms.dflt_ ctrlf ok=FALSE

rdbms.controll flle—/u01/apps/oracle/teadl/controlOl ctl
rdbms. controlz_flle—/u02/apps/oracle/teadl/contr0102 ctl
rdbms.control3 file=/u03/apps/oracle/teadl/control03.ctl
rdbms.all_db defaults_ okay=FALSE

rdbms.system fxle—/uOl/apps/oracle/teadl/systemOl dbf
rdbms.system size=60M
rdbms.logl_file=/u02/apps/oracle/teadl/redo0l.log
rdbms.logl_size=20M
rdbms.log2_file=/u02/apps/oracle/teadl/redo02.log
rdbms.log2_ size=20M
rdbms.log3_file=/u02/apps/oracle/teadl/redo03.log
rdbms.log3_size=20M
rdbms.rbs_file=/u03/apps/oracle/teadl/rbs0l.dbf
rdbms.rbs_size=50M

rdbms.temp file=/u04/apps/oracle/teadl/tempOl.dbf
rdbms.temp_size=15M
rdbms.users_file=/u05/apps/oracle/teadl/users0l.dbf
rdbms.users_size=15M
rdbms.tools_file=/u05/apps/oracle/teadl/tocols0l.dbf
rdbms.tools_size=15M

plus.do_inst_help=TRUE

plus. do inst_demo=TRUE

svrmgr. gux_cho;ce =Motif Bitmapped Interfacelcharacter Mode Interface
unix.get x_lib=/usr/dt/1lib

unix.get motif lib=/usr/openwin/lib
unix.append_root_inst=TRUE

unix.sv rtsh—/uOO/apps/oracle/product/? l1.6/orainst/root.sho
unix.Spawn_Xterm=TRUE

2.1.2.2 Configuring the Oracle Server for FEMIS

After installation the init.ora file must be modified. The replication parameters must be
added and the default parameters edited to reflect a large size database for a 1000e server.
The default parameter settings and replication parameters can be found throughout and at the-
bottom of the following sample init.ora file respectively. The database server must be
restarted for the changes to init.ora to become effective.

# S$Header: initx.orc 7001300.6 95/02/11 14:16:11 wyim Osd<unix> §

# include database configuration parameters
ifile = [apps/oracle/admin/fi7/pfile/configfi7.ora

db_block size=4096

rollback_segments = (r01,r02,r03,r04)
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e a2
# Some parameter settings are generic to any size installation.

# For parameters that require different values in different size

# installations, three scenarios have been provided: SMALL, MEDIUM

and LARGE. Any parameter that needs to be tuned according to

installation size will have three settings, each one commented

according to installation size.

Use the following table to approximate the SGA size needed for
the three scenarios provided in this file:

# 0000 eme——e—— Installation/Database Size~——~—--
SMALL MEDIUM LARGE
Block 2K 4500K 6800K . 17000K
Size 4K S500K 8800K 21000K

#
#
#
#
#
#
#
#
#
#
# .
# To set up a database that multiple instances will be using, place all

# instance-gpecific parameters in one file, and then have all of these files
# point to a master file using the IFILE command. This way, when you change
# a public parameter, it will automatically change on all instances. This is
# necessary, since all instances must run with the same value for many

# parameters. For example, if you choose to use private rollback segments,

# these must be specified in different files, but since all gc_* parameters

# must be the same on all instances, they should be in one file.

#

# INSTRUCTIONS: Edit this file and the other INIT files it calls for your

# site, either by using the values provided here or by providing your own.

# Then place an IFILE= line into each instance-specific INIT file that points
# at this file. : '
FHEEEEF L ELEFETEE#F IR I I ETEETETT L IETETEFF R ELEETEF L LR EHEEE L H L

compatible = 7.1.0.0
global names = TRUE

mts_dispatchers="ipc,1"
mts_max_dispatchers=10
mts_servers=l
mts_max_servers=10
mtes service=fi7
mts_listener_ address=" (ADDRESS=(PROTOCOL=ipc) (KEY=£i7))"

db_files = 20

# tuning parameters

## Size
## Used - Small Medium Large
. ##
db_file multiblock read_count = 32 #L# 8 1s6 32

db_block buffers = 9000 #xL # 200 550 3200

27000000 . #xL # 3500000 6000000 5000000

shared_pool_size

. log_checkpoint_interval = 10000
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open_cursors = 300 # For DES2 (default=50)
processes = 300 #xL # 50 100 200
dml_loéks = 500 - #L# 100 200 500
log buffer = 819200 #xL #' 8192 32768 163840
sequence_cache_entries = 100 #L # 10 30 100
sequence_cache_hash buckets = 89 #L# 10 23 89

# # audit_trail = tr # if you want auditing

# # timed statistics = true # if you want timed statistics
max_dump file size = 10240 # limit trace file size to 5 Meg each

log_archiﬁe_start true # if you want automaﬁic archiving

log_archive_dest /files7/apps/oracle/£i7/dbsfarch

# For replication.

snapshot_refresh processes = 2
snapshot_refresh interval = 20 _
snapshot_refresh keep connections = true

# For Symmetric Replication use these parameters

job_queue_processes = 2
job_queue_interval = 20
job_queue_keep_qonnections = true

The failure of Oracle to detect dead sessions also requires you to set the processes parameter
in inst.ora to a high number. You should set the processes parameter from five to ten
times the number of individuals using FEMIS.

2.1.2.3 Oracle Server Troubleshooting

SQL*NET, version 2.6, uses several configuration files on the servers and the clients. You
should create these files with the Network Manager that comes with the server. Coordina-
tion with the other EOCs at the site will be required for this operation. When using the

" Network Manager, it is sufficient to identify just one NT client and distribute the files for
that NT client to all NT clients.

The per session Oracle server process does not always detect the failure of its client. You -
can improve this situation by adding the following line to the client's sqlnet.ora:

sqglnet.expire time = 1
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Installing Beame and Whiteside

The source code for bwnfsd is public domain and is distributed with the client product. The
Beame & Whiteside NFS Client for Windows NT must be installed on a Windows NT
machine for access to the bwnfsd daemon source files. If the Beame & Whiteside 3.6 Client
for Windows NT has not been installed, please see section 3.1.2 for installation instructions.
After the client installation, the source files for the bwnfsd daemon can be found in the
utility subdirectory under the Beame & Whiteside product directory. Extensive help can be
found in the bwnfsnt . hlp Windows NT help file included with the product. Using the
Windows Help, search on the keyword bwnfsd. The help topic Transferring and Compllmg
bwnfsd, provides instructions for loading bwnfsd on the UNIX server.

Installing Novell GroupWise

As part of the FEMIS system, Novell GroupWise provides the electronic mail (E-mail)
service.

2.1.4.1 E-mail Components

The E-mail server resides on the UNIX server and is comprised of a collection of Novell
software, which work together to provide the mail services required for FEMIS. The
following software will need to be installed on the UNIX server:

Novell GroupWise v4.1 Client/Admin Pack for Windows
Novell GroupWise v4.1 Message Server Pack for UNIX
Novell GroupWise v4.1 SMTP Gateway for UNIX

The Client/Admin Pack for Windows contains DOS-based GroupWise administrative
software, the GroupWise for Windows client, and five mailbox licenses. Additional License
Packs may be required in order to have one license per mailbox. Refer to the Novell
GroupWise documentation for complete installation instructions.

2.1.4.2 E-mail Installation Overview

The E-mail installation includes the completion of the steps listed below:

- Prepare the server for installation

Install Novell GroupWise 4.1 Client/Admin Pack for Windows
Install and Configure the Primary Message Server

Install and Configure the SMTP Gateway

Configure Links to External GroupWise Systems

Set up Account Passwords

Set up Proxy Access.

These steps are discussed in more detail in this section.
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2.1.4.3 Before Installation

Decide on the installation path /apps/grpwise
Decide on the E-mail domain name gwdomain
Decide on the E-mail post office name po

SMTP external gateway name , smtp
Determine the network domain name =~ foo.com

2.1.4.4 Installation and Configuration of Novell GroupWise 4.1

GroupWise requires a directory on the UNIX server for the installation and Storage of the
domain and post office. On the UNIX server, create a directory for the GroupWise
software.

1. Loginas root.
# su -

2. Create the installation directory.
# mkdir

Grouprse requires an administrative account for PC access to the UNIX server. On the
UNIX server, create a gwadmin account,

1. Create the gwadmin group.
# groupadd -g 30001 gwadmin
2. Create the gwadmin account with the installation directory as the home directory.

# useradd -u 30001 -g 30001 -c "GroupWise Administrator™ -d
/apps/grpwise -s /bin/csh gwadmin

3.  Set the gwadmin passwdrd
# passwd gwadmin
4, Change the ownership of the home directory

# chown gwadmin [fapps/grpwise
# chgrp gwadmin /fapps/grpwise

5. Verify the GroupWise directory is exported. If the directory is not exported, add the
directory to the /etc/dfs/dfstab file, use the share command to export the
directory, and restart the Beame and Whiteside daemon. ’

2.1.4.5 Install the Novell GroupWise 4.1 Client/Admin Pack

To install the GroupWise Client/Admin Pack for Windows on the UNIX server, complete
the following steps:
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1.

From a Windows NT machine, edit the Windows NT system32\config.nt file.
Change the DOS variable FILES to 50 and save the file. Open a DOS Command
window and connect to the UNIX server:

c:\> nfs register gwadmin
c:\> nfs link 1l: \\<hostname>\/<partition>/.../grpwise fl:s /p:775

Drive 1: will be used to load and administer the GroupWise software.
Create the 1:\gwdomain ﬁirectory which will be the GroupWise domain directory.

c:\> 1:
c:\> mkdir gwdomain

Use the vendor's install program on the Admin 1 disk to install the software in the
1:\gwdomain directory. Select the Administration and Windows Client files for
installation. Upon completion of the installation, the DOS administrative interface,
ad.exe will be started. The ad.exe program is used to create the domain, post
offices, and user mailboxes.

Follow the prompts to create an E-mail domain. Set the correct time zone and daylight
savings time, if applicable. Change the default network type to other. While
creating the post office, from the Copy Software window, select Copy Windows
Client Software. The ad.exe program will prompt to create a user, after adding
the initial user you may continue to add users or proceed with the install. To proceed
with the install, select Admin.

2.1.4.6 Install and Configjure the Message Server

To install the Message Server proceed with the fqllowing_ steps:

1.

From the UNIX server mount the Message Server CD-ROM. Change directories to
the /cdrom/cdromoO directory and execute the install script, . /install.gw.
Follow the prompts through the install choosing yes for the TCP/IP transport optlon
After completing the install, eject the CD-ROM

Define the following environment variables:

ADDOM - E-mail domain directory (/apps/ grpwise/ gwdoma:m)

MSBIN - E-mail message server directory
(/apps/grpwise/gwdomain/wpcs)

XAPPLRESDIR -  E-mail message server directory

(/apps/grpwise/gwdomain/wpcs)
Start the message server to create the message server subdirectories.

# ${MSBIN}/ofcs

After the message server starts, select 7-exit and 2-Terminate Server.
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4, Configure the application servers and transports by editing the
/apps/grpwise/gwdomain/csconfig files to look like the following two files:

This is the GroupWise 4.1 Message Server configuration file
for "Transport". . )

Entries in this file represent applications/transports that
the message server will deliver incoming MF files to.

Format: .
ID Mode - ExecutableName Command-Line
witches ...
DOSOFS PIPE $MSBIN/ofcopyt -113 -s wpecsout/ofs

Novell GroupWise 4.1 File Copy transport
PIPE $MSBIN/ofcopyt -112 -1s256 -1t7

My
1]

Novell GroupWise 4.1 TCP-IP transport (3.1 compatible)
PIPE $MSBIN/oftept -113 ~-1s256 -1t7

(v}
T

# Novell GroupWise 4.1 Gateway delivery transport {file copy)
gatewp COMMANDLINE $MSBIN/ofcopyt -112 -1s256 -1t7
¥ .

M Rt S W T DS M NI NE Ne Nk Ne we {f) Ve Yo e % Ne N Yo we W

# END
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This is the GroupWise 4.1 Message Server configuration file
for "Application Server®.

Entries in this file represent applications/transports that
the message server will deliver incoming MF files to.

Ne N N Ne N W N N e W e

Format:
ID Mode ExecutableName Command-Line Switches ...
. i
; DOSOFS PIPE $MSBIN/ofcopyt -113 -s wpcsout/ofs |
;
¥
# Novell GroupWise 4.1 application server
ofs PIPE SMSBIN/ofcopyt -3 wpcsout/ofs ~-112 -1s256 -1t7 I
#
#
# Novell GroupWise 4.1 Task application server
css PIPE SMSBIN/ofcssa -112 ~1s256 -1t7
#
#
# WP Office 3.1 - Novell GroupWise 4.1 message converter server
mfc RESIDENT RESIDENT : -112 -1s256 -1t7
¥ g
#
# Novell GroupWise 4.1 Administration application server
ads PIPE $MSBIN/ofcopyt -s wpcsout/ads -112 ~1s256 -1t7
§
# END

5. From the PC, configure the message server using ad.exe.

Open the Domain Information window and select M for Message Server
Configuration. From this window set the Platform to UNIX and the Execution Method
to Server Always. A warning message will be displayed; select continue.
Choose 5 for TCP/IP Settings and input the UNIX server's IP address.

6. Using ad.exe, define the message server's link to the post office.
Highlight the primary domain, open the Domain Information window and select M for
Message Server Configuration. From this window select X for Network Links.
Highlight the post office and select Edit Link. Enter the UNIX path to the post
office directory.

7. From the UNIX server, change to the /apps/grpwise/gwdomain/wpes directory
and edit the start-ms and stop-ms scripts to look like the following:
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§!/bin/sh

#

§ start-ms

# used to start the GroupWise servers as dasmons

# Define required environment variables

ADDOM=/ apps/grpwise/gwdomain
MSBIN=${ADDOM}/wpcs
XAPPLRESDIR=S {MSBIN}

export MSBIN ADDOM XAPPLRESDIR
" ;

# Define permissions

#
umask 113

#

# Start servers

# ** post Office Server **

gMSBIN/ofsa -112 ~r2 -t5 ~o /apps/grpwise/po -u 1> /dev/null 2>&l

z **% Administration Server **

gMSBIN/ofadsa =112 -r2 -t5 -o /apps/grpwiss/gwdomain ~u 1> /dev/null 2>&l
; ** SMTP Gateway **
id / apps
:ADDOM/wpgate/smtp/smtp ~home-$ADDOM/wpgate/smtp ~daemon ~-ll-verbose cd /

# ** Message Server **

#
$MSBIN/ofcs ~o =112 -r5 =-t2 -u

exit O
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#1/bin/sh

#

# stop-ms

# used to stop the GroupWise server daemons
#

# Define required environment variables

¢ : A
ADDOM=/apps/grpwise/gwdomain
MSBIN=$ {ADDOM} /wpcs

export MSBIN ADDOM

#

# Stop servers

#
#
# ** Post Office Server **

#

PID="/usr/bin/ps -ef | grep wpcs/ofsa | grep -v grep | head -1 |
awk '{print $2}'"

if [t -z "$PID" ] ; then

Jusr/bin/kill ${PID} 1> /dev/null 2>&1

fi
#
# ** Administration Server **
#
PID="/usr/bin/ps -ef | grep wpcs/ofadsa l grep -v grep l head -1
| awk '{print $23}'°
if [ { =z "$PID" ] ; then
Jusr/bin/kill ${PID} 1> /dev/null 2>&l1
fi
#
# ** SMTP Gateway **
7 .
PID="/usr/bin/ps ~ef I grep wpgate/smtp l grep ~v grep | head -1
awk '{print §2}'"
if { !} =z "$PID" )} ; then
Jusr/bin/kill ${PID} 1> /dev/null 2>&1
fi
#
# ** Message Server **
#
SMSBIN/ofes -k

exit O

8. Create the oftcprx.start file in the /apps/grpwise/gwdomain/wpcs
directory.
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#!/bin/sh

#

# oftcprx.start

# Calls the GroupWise TCP receive process
#

# Define required environment variables

#
ADDOM=/apps/grpwise/gwdomain

MSBIN=$ {ADDOM} /wpcse

export ADDOM MSBIN

#

# Start the GroupWise TCP receive process
# v
exec S${MSBIN}/oftcprx

exit O

<

9. Modify the oftcprx line in the /etc/inetd.conf file to contain the following

oftcprx stream tcp nowait root
/apps/grpwise/gwdomain/wpcs/ofteprx.start

10. Cause inet.d to reread the inetd.conf

# kill -HUP <INET PID>
2.1.4.7 Install and Configure the SMTP Gateway
To install the SMTP Gateway, perform the following steps:
1. From the UNIX server mount the SMTP Gateway CD-ROM. Change directories to
the /cdrom/ecdrom0 directory and execute the install script, . /install.gw.

Follow the prompts through the install. After completing the install, eject the CD-
ROM.

2.  Configure the UNIX server to recognize the SMTP gateway for message dehvery by
modifying the UNIX server sendmail. cf file.

From the SMTP Gateway directory execute the . /cnfsndml program. When
prompted for the gateway name, enter the external name of the SMTP Gateway.

Upon completion of the cnfsndml program the following manual edits to the
/etc/mail /sendmail.cf are required:

After the local UUCP connections section, add the following:

# GroupWise Mod;fz.cat:.on
Dzfoo.com
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Before the WP SMTP additions, add the following:

# GroupWise Modification
RE+<@$=G.$2z>8* SFwpsmtp $ES$2 $:$1<@$2>83

After completing the edits to the sendmail.cf file, restart sendmail.

3. Using ad.exe from the PC, create and configure the SMTP Gateway using the
external name as the Foreign Name.

4. From the UNIX server, change to the messége server directory and execute the
start-ms script to start the E-mail processes.

5. Work with the Domain Name Services (DNS) database administrator to add the SMTP
external gateway name to DNS.

2.1.4.8 Configure Links to External GroupWise Systems

. GroupWise will exchange messages with other GroupWise domains if external links are
configured. To configure an external link, perform the following steps:

1.  Create the external domain, setting the Domain Type to External GroupWise 4.x.
After creating the external domain, open the Domain Information window and select M
for Message Server Configuration. Choose 5 for TCP/IP Settings and input the
external UNIX server's IP address.

2. Highlight the Primary Domain and open the Domain Information window. Select M
for Message Server Configuration and open Network Links. Highlight the external
domain and choose Edit Link. Selecta Direct link using the TCP/1IP
Protocol.

2.1.4.9 Configure GroupWise to Start Automatically |

To configure GroupWise to start when the UNIX server is booted and stop when the UNIX
server is shutdown, an rc script must be created. Create the following script and save it as
/etec/init.d/grpwise:

Perform the following commands to link the script to the rc directories:

# 1n /etc/init.d/grpwise /etc/rc3.d/s599grpwise
# ln /etc/init.d/grpwise /etc/rc0.d4/K25grpwise
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#

# GroupWise rc script.
#

state=§1
cage $state in

‘start’)
if [ -f /apps/grpwise/gwdomain/wpcs/start-ms ]; then
/apps/grpwise/gwdomain/wpes/start-ms
echo "GroupWise started”
else
echo "Cannot start Groupwlse“
£fi;;

‘stop')
if [ -f /apps/grpwise/gwdomain/wpcs/stop-ms ]; then
/apps/grpwise/gwdomain/wpcs/stop-ms
£i;;
*) .
echo "Usage: /fetc/init.d/grpwise {start l stop}” ;;

esac

exit O

2.1.4.10 Set up Account Passwords

To set up an account péssword, perform‘ the following procedure:
| 1. From the PC, double click the GroupWise icon.
2. Login as the user for whom to set the password.
3. Select the File|Preferences menu item.
4. bDouble click the Password icon. GroupWise will prompt for a password and prorﬁpt

again to verify the password. Enter the password and select oK. The password will be
set for the account.

2.1.4.11 Set up Gateway Aliases ‘
To set up a gateway alias for a regular user, perform the following procedure:

1. Runad.exe.

2. Tab to the Users window and highlight the user for whom you would like to create an
- alias.
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3. Press F6 to edit and click on the Gateway Alias button on the right side of the screen.
4.  Select the SMTP gateway and type the alias.

To set up a gateway alias for an outside user, for example, an EMIS user, perform the
following procedure:

1. Runad.exe.
2. Highlight the SMTP gateway.
3.  Select Create User and input the information to set up a user.

4. Select the Gateway Alias box and choose SMTP. Enter the mail address as the alias,
for example, fcaico@tead-sun4.

2.1.4.12 Set Up Proxy Access

The System Administrator should be considered the owner of the position mailboxes for
purposes of granting access. Passwords for position mailboxes should not be given out
unless they are to be used solely for direct login and not for proxying.

Set up all personal GroupWise mailboxes and all position GroupWise mailboxes, and then
log in to each proxy mailbox and perform the following steps:

1. Select File|Preferences|AccessList from the menu to bring up the Access List
screen. : :

2. ClickonMinimum User Access, uncheck all boxes, and click Apply.
3.  For each position mailbox, from the Access List, click Add Users.

4. Double click on each user name that should have access to the position mailbox and
Click ok.

5. In Access List, click on first user name. Then, with the Shift key pressed, click the
last user's name that will have access to the position mailbox. All of the user names
between the first and last name selected will be highlighted. These users will have

- access to the position mailbox.

6. Click Mail/Phone Read and Write and Subscribe To My Notifications.

7. Click apply. You can double check the accesses you have given by clicking on the
names one at a time and seeing what boxes appear checked.

8. When you are satisfied that the Access List and permissions are correct, click oK.

9. Click File|Preferences|Subscribe to Notify. As above, add the same
users so they can be notified of new mail received by this proxy.
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2.2 Installing the FEMIS UNIX Software

2.2.1

Installmg FEMIS on the UNIX server consists of the following steps:

Determine the Installation Configuration
Load FEMIS from Tape

Define the Database Topology

Configure the FEMIS Files

Verify the Configuration Files

Reboot the Server

Verify the FEMIS Programs Are Runmng
Setup the EOC DBA Directory

PN PO

Determine the Installation Configuration (as root)

Before installing the FEMIS UNIX software on the server, gather the following information:

Determine the FEMIS home directory /home/femis

Determine passwords for the FEMIS accounts (femis, femisrun, femx¥)
Determine the femx home directory* /home/femx

Determine the DEL EMIS host*~ emis

Determine the DEI EMIS user*” femx

Determine the DEI EMIS user password*”~

Note: * Required for the FEMIS Data Exchange Interface (DEI) (see
Section 8.0).
~ Information available from the EMIS System Administrator.

Determine the Oracle Settings for the local server.

The Oracle Listener name (ORACLE_SID) £i4
The Oracle installation directory /apps/oracle (ORACLE_BASE)
The Oracle product directory (ORACLE_HOME) */apps/oracle/product/7.1.6
The location of the tnsnames.ora and

sqlnet.ora files (TNS_ADMIN) /var/opt/oracle

Determine the location of the GroupWise post office /apps/grpwise/po
Determine the database topology including the servers, Oracle user accounts (EOC names),

Oracle listeners, and notification ports. For more information, see Section 2.2.3, Define
the Database Topology.
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Load FEMIS from Tape (as root)

To install from tape, you must retrieve the FEMIS UNIX Installation script and support files
from tape, and then run the FEMIS UNIX Installation script.

1. Login as root.

2. Change to the te’mporéry directory.
# cd /tmp

3. Retrieve the script and support files:
From tape

# tar xvf /dev/rmt/?
where ? is the tape device number

From CD-ROM
# tar xvf /cdrom/cdromO/script.tar
4. Run the FEMIS UNIX installation script.

# ./install femis.sh

This FEMIS UNIX Installation script performs the following actions:

Creates or updates FEMIS install directory.

Performs backup of existing FEMIS installation.

Creates or updates FEMIS required accounts.

Creates or updates entries in /etc/services and /etc/inetd.conf.
Creates or updates startup and shutdown scripts. '

Creates or updates FEMIS dot files.

Loads the FEMIS and database distributions.

Nk LN

Define the Database Topology (as femis)

It is essential that all servers operate from the same topology. Therefore, it is recommended
that this step is done on one server and the results copied to the others in an NxN
configuration.

Login as femis.

In FEMIS, standard database topologies are either Nx1 or NxN. These number pairs
indicate the number of EOC databases and the number of servers. For example, a 3x1
configuration indicates three EOCs on one server. An 8x8 configuration represents eight
EOCs on eight servers (one EOC per server).
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Note: Many of the FEMIS code generators and database administration scripts
: only support Nx1 or NxN topologies If you have a non-standard topology,
say 3x2, as currently exists in Utah, then many of the scripts must be
manually edited before they will work.

Four configuration files are used to define a topology:

./etc/eoclist.dat -~ EOC List general topology

./etc/grplist.dat - Group List - snapshot groups
./etc/seqlist.dat - Sequence List -~ sequence ids
./etc/vuelist.dat - View List -~ views

The primary configuration file is the EOC List file, . /etc/eoclist.dat, which must be
edited when FEMIS is installed. It is used by many of the programs associated with the
database. The Group List file (. /etc/grplist.dat) is the only other configuration file
that requires editing in order to change topologies. '

To define a topology, you must create these four files and put them in a standard location,
usually . /ete. For your convenience, sample templates for 3x1, 3x3, 8x1, and 8x8 are
provided in the directories under . /database/cfg. Utah information is used in the 3x1
and 3x3 templates, and Alabama information in the 8x1 and 8x8 templates.

For setting up a site with Utah data, copy the template files from desired topology directory.
For example,

% cp ./database/cfg/3xl/*.dat ./etc

For setting up a site with Alabama data, copy the template files from desired topology
directory. For example,

% cp ./database/cfg/8x8/*.dat ./etc

If you want to setup a site with a Nx1 or NxN topology, then copy the smallest 3-by or 8-by
which is larger than your topology. In other words, if you want a 2x2, then copy the 3x3.
If you want a 4x1, then copy the 8x1. You will then have to remove entries from the EOC
List file and from the Group List file.

After you have copied the template files to the . /etc directory, you must then edit the EOC
List file, ./etc/eoclist.dat. The EQC List file consists of one record for each EOC
database. Each record consists of eight space-separated columns. Except for the Yes/No
flag in column five, nothing should be uppercase.

1: EOC name -  name of the EOC and Oracle user account
2: Password —  password for the Oracle user account

3: Server —  server where the data is located

4: Listener —  Oracle listener name for the account

5: Onpost —~  Y=Onpost database, N=0ffpost database
6:EOC# -~ EOC number used for sequence ids

7: Port —  FEMIS Notification port

8: Others —  List of other EOCs, w/o white space
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The following is an example of a 3x1 EOC List file:

tead tead wvirus £il ¥ 1 9021 ctoo,utst
ctoo ctoo virus £il N 2 9022 tead,utst
utst utst virus £fil N 3 9023 tead,ctoo

The following is an example of a 3x3 EOC List file:
tead tead tornado £fil ¥ 1 9020 ctoo,utst
ctoo ctoo hurricane fi2 N 2 9020 tead,utst
utst utst photon =~ £i3 N 3 9020 tead,ctoo

Note: In the 3x3 example, the server names changed, together with the listener
and notification ports. For an Nx1 configuration, the server and listener
will be the same for each EOC and the notification ports will be different,
using sequential numbers starting with 9021. For an NxN configuration, on
the other hand, each EOC must have a unique server and listener name but
the same notification port (9020 is recommended).

After you configure the EOC List file, you will need to edit the Group List file if you
changed the EOC names or created a topology other than a 3-by or 8-by for Utah or
Alabama databases, respectively. For example, if you created a 3x3 for Oregon or a 4x4
for Alabama, then the Group List must use the appropriate EOC names.

The Group List file is used to define the database replication setup. It indicates which tables
go in which replication groups, plus which tables must have what kind of snapshots. It
contains N major sections, the first one normally for just the one onpost EOC (e.g. TEAD),
and the remaining ones for the offpost EOCs (e.g., CTOO and UTST). The onpost section
is different from the offpost sections, which are alike except for the EOC name in the first
column. Only the EOC names should be changed to match the EOC List file. Do not
modify the snapshot group information, since this can cause software errors.

After you complete any necessary changes to the Group List file, you are done defining the
topology. The Sequence List file (. /etc/seqhst dat) and the View List file (./etc/vuelist.dat)
do not need to be modified.

Note: You only need to define the database topology once for all the servers at a
. site. For the remaining installations, it is preferable to copy the .dat files
from the first server.

Note: If you change a configuration file on one server, you must perform the
same change on all other servers in the topology.

2.2.4 Configure the FEMIS Files (as root)

Now that you have completed the definition of the database topology, you can configure the
FEMIS files by running the FEMIS UNIX Installation script again, this time specifying the
"configure files" (-p) option.
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The "configure files” option of the FEMIS UNIX Installation script uses the database
topology setup, system settings, and Oracle database settings, to create the FEMIS
configuration files, which will be placed in the . /etc and . /configd directories.
To configure the FEMIS files:

1. Loginas root.

2. 'cd' to the femis home directory, usually /home/femis

3. # ./install/install_femis.sh -p

Verify the Configuration Files (as femis)

Having run the FEMIS UNIX Installation script using the "configure files" option, you must
now verify whether the configuration files it created are correct.

1. Loginas femis.

2. Check the FEMIS UNIX configuration files (for onpost only).

. /etc/cmdserv.conf
./etc/fcmetld.cfg
./etc/femisdei.cfg
./etc/fxcommd.cfg
./etc/femisdei.prf

Note: You may want to add other ‘allow’ and ‘deny’ entries to
. /etc/cmdserv. conf so the appropriate PCs at your EOc can run
evacuation. Refer to Section 6.0, FEMIS Command Server.

If your server does not have a Class C license for its IP address, you must edit the
Command Server configuration file (. /etc/cmdserv.conf) and change the third
"255" in the second IP address of the "allow" line to be a "0".

If your server will not be running DEI, theﬁ the . /etc/femisdei.prt will not
exist,

3.  Check the FEMIS PC configuration files (see Section 3.3.1 Configuring Files).
./configd/nfsfemis.bat '
./configd/ntp.ini
./configd/odbec.ini

4. Check the system files which control daemons.

/etc/services
/etc/inetd.conf
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5. - Check the FEMIS startup/shutdown script.
/ete/init.d/femis
6. Check the FEMIS dot files

./.femisrc
./.oraclerc

Reboot the Server (as root)

In order to activate some of the system-level changes that the FEMIS UNIX Installation
script makes, it is easiest to reboot the server.

Login as root.
On a Solaris machine, type:
# /etc/init 6
On an AIX machine, type:
# /etc/shutdown -r now

As the server reboots, note the status messages during the startup of the FEMIS processes.

Verify the FEMIS Programs Are Running (as femis)
After the server haé rebooted, verify that the FEMIS programs are running.
Login as femis.

For an NxN configuration, there should be one FEMIS Notification Server process running,
For an Nx1 configuration, there should be N of them running.

% ps -ef l grep femis_event
If it is not running, restart it with logging turned on.

% startnotify -log ,
<then use the Show Notify utility % shownotify aux

Refer to Section 5.0, FEMIS Notification Service, for more information.

If DEI is supposed to be running on the one server, check it also.

% ps -ef | grep femisdei
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If it is not running, check the log file . /log/femisdei. log, to see what happened. The
most common problem occurs when DEI cannot connect to Oracle. Check the configuration
file, . /etc/femisdei.cfg and restart it by typing 'femisdei'. Refer to Section 8.0 for
more information.

Setup the EOC DBA Directory (as femis)

As released, FEMIS contains a . /database directory which has a number of
subdirectories, none of which should be changed. However, for your own use, you need a
working copy of some of the files. Plus, you need to generate brand new SQL scripts which
are specific to your database topology. When you have completed the following steps, you
will have your own . /database/eocdba directory with all the scripts neécessary to
manage your FEMIS database.

1. Loginas femis,
2.  Create a working directory (eocdba) for your own use -

% cd “femis/database/dba
% mkeocdba.sh

Do not bother to select a configuration (press Enter)— you will use the previously
defined topology in the . /etc directory.

3. Remove all the database topology files from the eocdba directory to avoid confusion
with those in the . /etc directory.

% cd fem:.s/database/eocdba
% rm -f *.dat

4.  Generate the scripts used to load the stored procedures

% cd “femis/database/eocdba
% makeproc.sh

This shell script creates the driver scripts to create (master_cr_procedures.sql)

and drop (master_dr_procedures.sql) the stored procedures in all the FEMIS

EOC database accounts. The shell script also creates all the actual server-specific

files, named cx_procedures SERVER.sql and dr_procedures_ SERVER.sql.
5. Generate the scripts used to setup replication, etc.

% cd "femis/database/eocdba
% makecfg.sh

This shell script creates a very large number of SQL scripts.
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6. If you do not have an Nx1 topology, then generate the scripts used to start and stop
replication ’ :

% cd ~“femis/database/eocdba
% startrep.sh

This shell script creates the driver scripts to start (master_rep start.sql)and
stop (master_rep_stop_.sql) replication in all the FEMIS EOC database
accounts. It also creates all the actual server-specific files, named
rep_start_SERVER.sql and rep_stop__ SERVER.sql.

Note: The code generator scripts (makeproc, makecfg, startrep)can

create a large number of files. For your convenience, you may choose to
move them into subdirectories.

2.3 Create the FEMIS Database

CAUTION
DO NOT PROCEED IF YOU HAVE NOT BACKED UP YOUR CURRENT
DATABASE. '

Creating the FEMIS database consists of the followihg steps:

Create User Accounts in the Database
Load New Data

Create Objects That Share Data

Fix the EOC Table

Start Replication

Configure Multiple Sites on a Server

The following instructions (Sections 2.3.1 and 2.3.2) will completely replace your current
FEMIS database with a new one in terms of both structure AND content. Therefore, this
process will not normally be performed after the initial FEMIS installation. Typically, the
first time FEMIS is installed at a site, it will include data (. dmp files), which will get loaded
into Oracle. Future installations may not include .dmp files, and would require a different
installation process to update the existing database. If the release of FEMIS you received
did not include .dmp files, then skip Sections 2.3.1 and 2.3.2.

2.3.1 Create User Accounts in the Database (as femis)

1. Loginas femis,

2. Drop FEMIS user accounts from the database
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If FEMIS has been installed on your server before AND this release includes new data
(. amp files), then you must drop all the FEMIS user accounts from the Oracle
database. The easiest way to find out which user accounts need dropped is to use the
SQL command select * from all_users;. Be careful not to drop user accounts
which should not be dropped (SYS, SYSTEM), plus any user accounts for other site
databases. In other words, if you will be loading Utah data, do not drop the Alabama
user accounts, ' ‘

% cd “femis/database/eocdba
% sglplus system/PASSWORD
SQL> select * from all_users;
SQL> drop user USERI cascade;
SQL> drop user USER2 cascade;

‘eesand so on

SQL> quit

You could refer to the EOC List file to see which accounts will be on your server-and
might already be there. You could also refer to the

master_cr_db_ YOURSERVER.sql script to see which user accounts are created
with the"@cr_data_owner or @cr_snap_owner commands.

Note: If users are currently using the database, you must stop and restart the

database in restricted mode before dropping the users.
Create FEMIS user accounts in the database

If FEMIS has not been installed on your server before, you will need to create
tablespaces for the FEMIS database. Start by deciding where the files will be placed
and what the names of the tablespaces will be. Then edit the Create Database
Tablespaces file for your server and make the necessary changes.

% cd “femig/database/eocdba
% vi cr_db_ts_YOURSERVER.sql

On the other hand, if FEMIS has been installed on your server before, you can simply
create the FEMIS user accounts in the database. However, since you do not want to
create the tablespaces again, edit the Master Create Database script for your server
and comment out the line which runs the cr_db_ts_YOURSERVER. sql script.

% cd “femis/database/eocdba
% vi master_cr db_ YOURSERVER.sql

Next, run the Master Create Database script for your server to create (possibly) the
tablespaces and to create (definitely) the FEMIS user accounts.

% cd “femis/database/eocdba

% sglplus system/PASSWORD

SQL> @master cr_db YOURSERVER.sgl
SQL> quit
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At this point, all the FEMIS user accounts should have been created in the Oracle
database. You are now ready to import the new data.

Load New Data (as femis)

If the release of FEMIS you received included new data (. dmp files), then you need to
import them into the corresponding user accounts in the database. For an Nx1
configuration, you will load one of the . dmp files into each of the user accounts. For an
NxN configuration, you will only load the one .dmp file into the one data user account in the
local database. You will not load the .dmp files which correspond to the snapshot user
accounts.

Login as femis.
% cd “femis/database/exports
% imp USER1/PASSWORD file=USERI.dmp log=USERI.log
% imp USER2/PASSWORD file=USER2.dmp log=USER2.log

...and so on

The actual name of the .dmp files will be specific for your site and may contain a date
stamp, e.g. tead_1996-04-16.dmp.

Example 1: For a 3x1 Utah configuration:
% imp tead/tead file=tead 1996-04-16.dmp log=tead.log
% imp ctoo/ctoo file=ctoo_1996-04-16.dmp log=ctoo.log
% imp utst/utst file=utst 1996—04-16.dmp log=utst.log

Example 2: For an 8x8 Alabama configuration on the server with the ANAD data user
account and seven snapshot user accounts:

% imp anad/anad file=anad_1996-05-12.dmp lo§=anad.log

STOP

If you are installing an NxN topology, then complete all steps through the import
(above) on all other servers before continuing with the database installation on this
server. If you are installing an Nx1 topology, then continue to the next step.
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2.3.3 Create Objects That Share Data (as femis)

2.3.4

STOP
ONLY DO SECTIONS 2..3.3’ 2.3.4, AND 2.3.5.

MAKE SURE THAT ALL SERVERS ARE ONLINE BEFORE CONTINUING.

At this point, you should have created the user accounts on all servers and loaded the data.
You are now ready to create views, snapshots, synonyms, and other replication-support
items. '

The Master Create SQL script (master_cr.sql) runs scripts which create:

sequence numbers

alternate views

snapshot logs (NxN)
snapshots (NxN)
snapshot groups (NxN)
synonyms for onpost tables

site views '

replication tables and code (NxN)
The scripts act on ALL EOCs on ALL servers in the topology.
To run the main script, which can take hours to complete, do the following:
Login as ‘femis'
% cd "“femis/database/eocdba
% sqglplus /nologin
SQL> spool master_cr.log
SQL> @master_cr.sql
SQL> quit

You need to watch its progress and occasionally press Enter when prompted, if everything
is running properly.

Fix the EOC Table (as femis)

The fixeoc.sh script changes the Notify port, the UNIX port, the Server name, and EOC
number, to match the EOC List file.

Login as femis

% cd "“femis/database/eocdba
% fixeoc.sh -fix

228
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If the UNIX port is wrong, then you will not be able to import or execute evacuation cases.
If the Notify port or Server name is wrong, then you will not be notified of events properly
while running the FEMIS client software on the PC. :

Start Replication (as femis)

If you have an Nx1 database configuration (3x1 or 8x1, for example), then you should skip
this step. On the other hand, if you have an NxN database configuration (3x3 or 8x8, for
example), then you must start replication, because an NxN database configuration only
stores the data for one EOC on each server, and in order to make it accessible from other -
servers, the data must be replicated by Oracle.

Note:  You should not start replication until ALL the FEMIS databases are
installed and configured on all servers at the site.

To start replication, run the Master Start Replication script.

Login as 'femis’

% cd “femis/database/eocdba
% sglplus /nologin

SQL> @master_rep start.sqgl
SQL> quit

Configure Multiple Sites on a Server (as femis)

It is possible to have multiple FEMIS sites on a single server. For example, you could have
a 3x1 Utah configuration and an 8x8 Alabama configuration on one server. The following
discussion considers an example of the first site being the 3x1 Utah configuration, and the
second being the 8x8 Alabama configuration. '

1. Loginas femis.
2. Setup a new ./etc directory (change 2.2.3)

The topology configuration files are normally kept in the . /etc directory. However,
on a server with multiple sites, it would not be possible to keep two files with the same
name (e.g. eoclist.dat) in the same directory. Therefore, you must create another
directory for the topology configuration files for the second site database.

cd “femis

mv ./etc ./etec.3x1
mkdir ./etc.8x8

In -8 ./etc.8x8 ./etc
cp ./etc.3x1/* ./etc.8x8

o dP df P df
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You now have two configuration directories, ./etc.3x1 with the files for the 3x1
topology, and . /etc.8x8 which will contain the files for the 8x8 topology. There is
also a symbolic link which maps the 8x8 directory to the standard directory. Now that
the . /etc directory exists, you can define the database topology using Section 2.2.3.

Create separafe EOC DBA directories (change Section 2.2.8)
For the second site database, you must first rename the current EOC DBA directory.

% cd “femis/database
% mv ./eocdba ./eocdba.3xl

Then create and populate the EOC DBA directory using Section 2.2.8. Finally,
rename the new EOC DBA directory.

% cd “femis/database
% mv ./eocdba ./eocdba.8x8

Create separate tablespaces (change Section 2.3.1.3)

The data and indexes for each site should be located in different tablespaces. The
current convention is to assign the default and temporary tablespaces to be FMAIN and
TEMP respectively for first site database. Any later site databases would have different
default and temporary tablespaces, NEWFMAIN and NEWFINDEX, for example. To do
this, you must change the Create Database Tablespaces script for the second database
before creating the user accounts.

% cd “femis/database/eocdba.8x8
% vi cr_db_ts_YOURSERVER.sql

Next change the Create Data Owner and Create Snap Owner scripts to use the new
tablespaces.

% vi cr_data owner.sql
% vi cr_snap owner.sql

Then create the user accounts by completing the step 3 in Section 2.3.1.
Setup primary vs alternate configurations (anytime)

Many of the database administration programs look for the topology configuration files
in the . /etc directory. However, if you want to run one of the programs, say the
FEMIS Monitor, using the other configuration, it is possible to do so. First, you need
to decide which configuration will be the primary one that you want to deal with by
default. For this example, let's choose the 3x1 configuration. Create a symbolic link
from the 3x1 configuration directory to the standard directory.

% cd “femis
% rm ./etc
% ln -8 ./etc.3x1l ./etc
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Next, edit the .femisrc file to set a pointer to the standard directory and create some
aliases which will make switching between them easy.

% vi .femisrc
Add the following four lines at the end of the file.

setenv FEMIS_ETCDIR /home/femis/etc

alias swap3xl "setenv FEMIS ETCDIR /home/femis/etc.3xl"
alias swap8x8 "setenv FEMIS ETCDIR /home/femis/etc.8x8"
alias unswap "unsetenv FEMIS ETCDIR"

The FEMIS_ETCDIR environment variable is used by the script (. /bin/chkdat.sh)

- which gets the names of the topology configuration files for most of the database
administration scripts. The script looks for files in the following directories in this
order: ’

(the. directory specified with the —-etc option)
./ (the current directory)

SFEMIS_ETCDIR (if set)

SFEMIS_HOME/etc

/home/femis/etc

By setting the FEMIS_ETCDIR directory, you have made it possible for the script to

find the configuration files without having to use the —~etc command line option. In
other words, you do not have to type:

% femismon.sh -etc /home/femis/etc .3x1
You can simply type:

% femismon.sh

The 'swap3x1' alias allows you to switch temporarily to the 3x1 configuration. The
"swap8x8' alias allows you to switch temporarily to the 8x8 configuration. Finally, the
'unswap’ alias temporarily unsets the FEMIS_ETCDIR environment variable.
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3.0 FEMIS PC Installation

The following sections describe the steps needed to install FEMIS on a PC.

3.1 Installing the PC COTS

3.1.1

QB LN~

* 'The order for installing the COTS on a new FEMIS PC is as follows:

Windows NT 3.51

- Beame and Whiteside NFS 3.6
Oracle SQL*Net for PC
Oracle ODBC
ArcView 2.0b :
MS Project 4.0 for Windows

' Installing the following COTS products is optional.

Word processor (if applicable)

Spreadsheet (if applicable)

Graphics presentation (if applicable)
Installing Windows NT

FEMIS currently uses Windows NT Version 3.5.1.

Installing Windows NT is not a trivial process and there are many possibﬂmes for error. To
. reduce the risk of failure, this section offers several guidelines for installing Windows NT

on a PC workstation.

3.1.1.1 Issues to Address Before Installation

You should consider the following before beginning NT installation.

Hardware Requirements

There are two sets of information which you must consider regarding hardware
requirements for Windows NT. First, you must check the Windows NT Hardware
Comparibility List (HCL) published by Microsoft. This document covers every type and
model of hardware that has been tested for compatibility with Windows NT. The listis
updated regularly and can be accessed at Microsoft's World Wide Web site
(http://www.microsoft.com/BackOffice/ntserver/hel/helintro.htm). Check the HCL to
verify that every major component of your computer system is compatible with :
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Windows NT. If one or more components are not '.listed, contact Microsoft or the hardware
vendor to see if new drivers or compatibility aids are available. If not, you should think
twice before installing Windows NT on this computer. :

The second requirement that must be considered is minimum hardware requirements. If
your computer does not meet these requirements, it is unlikely that Windows NT will work

acceptably on this system.

FEMIS Hardware Requirements for Windows NT

CPU Intel 486/100 or better, Pentium recommended
RAM 32 MB required

Hard disk storage =~ 800 MB minimum, 1.2 GB recommended
Display adapter VGA-compatible or better

Hardware on Your System

At several points during the Windows NT mstallatlon you will be prompted for mformatmn
about the hardware in your system and its connections to networks and printers. The
Windows NT installation program is not very tolerant of mistakes, so 1t is important to know

this information before you start.

Item Example Notes
Computer model and manufacturer Dell OptiPlex DGX 590
Processor type Intel Pentium, 90 MHz
Hard disk model, size, manufacturer, interface |Seagate ST31230N, 1010 MB, SCSI interface
type
CD-ROM model, manufacturer, interface type |NEC CDR-511, SCSI interface
Disk adapter type(s), model, and manufacturer |SCSI: NCR 53C810 (PCI)
IDE: generic
Display adapter type, model, and manufacturer | ATI Mach 64, 2 MB DRAM
Network adapter type, model, and settings 3Com EtherLink IIT (PCI), model 3C590 Rev.
. C, auto-configured
Printer model, manufacturer, and interface type |HP Laser Jet Series II, attached to parallel port
. 1
Computer name FEMISPC01 15 char. max
Computer owner name FEMIS Test Lab Can't change later
Primary user account name FEMIS_USER 20 char. max
Network domain or workgroup name ' FEMISTEST
Network user name and password Username:
Password:
Network addresses IP address:
Default gateway:
Primary WINS:

DNS server:
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Multi-Boot

Windows NT can coexist with other operating systems, including MS-DOS, Windows for
Workgroups, and Windows 95. The NT installation program can detect these operating
systems and include them on the NT bootup menu. However, MS-DOS and 16-bit
Windows are only supported if they were installed first, before Windows NT. Installing .
them afterward is strongly discouraged by Microsoft and can cause unreliable NT operation.

3.1.1.2 Windows NT Installation Tips

Installing Windows NT can be a very intimidating experience. There are many points
where the operator must make a choice, but very little information about how to choose or
the potential consequences of a choice. Fortunately, this problem is not insurmountable. If
you plan ahead and collect the necessary information before you begin, the installation
process becomes much easier.

Modular Installation
For best results you should break the Windows NT installation process into several modules,
rather than trying to install everything at once. This approach reduces complexity and

~ allows you to test each module as it is completed. Thus, there is less possibility for error,
more opportunity to detect errors early, and less work to redo if errors are found.

Module Description

Basic operating system | Operating system, hardware drivers, file system, administrative tools

Networking . Network support, network card drivers, network user accounts

Printer support Printer drivers, printer connections

To install these modules separately you must select Custom installation, not Express
installation. Custom installation allows you to select which components will be installed and
where they are located, while Express installation makes many assumptions and attempts to
install everything in one pass. If you have already collected the hardware and network
information specified in the Hardware Requirements section above, Custom installation is
not more difficult than Express installation.

After you select Custom installation, you will be given the following installation options:

[ 1 Set Up Only Components You Select
[ 1 Set Up Network

[ 1 Set Up Local Printer

[ 1 Set Up Applications on the Hard Disk

For modular installation, enable the Only Components You Select option and disable the
others. This allows you to install network and printer support later, as separate modules.
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Storage Device Detection

During the Hardware Setup phase, the NT installation program displays a list of mass
storage devices found on your computer. This list includes SCSI adapters and CD-ROM
devices but does not include IDE components. Do not worry — IDE devices are indeed
recognized and will be supported by the installation.

3.1.2 Installing Beame and Whiteside
Using the Beame and Whiteside NFS installation disks (2), complete the following steps:
1. - Open the Control Panel. . |
2.  Open Network
3.  Open Add Software.
4. Select <other> and click Continue.
5. Insert Beame and Whiteside Disk #1 into drive A:.
6. At the Source Files prompt, verify the path is Az \ and click continue.

7. At the Select OEM Option prompt, select Beame and Whiteside NFS and
click OK.

8. Enter the NFS file directory name c: \bwnt and click OK.

When the NFS Client Configuration Screen displays, enter the host name of the
FEMIS data server (e.g., TCEMSUN, CEMSUN) for the Def Auth Server. If you
get a long delay after entering the server name, the server is not accessible, and you
must adjust your TCP/IP configuration. Check for proper Gateway address.

Def Read Size = 8192
Def Write Size = 8192
Def Protection: User = RWX
- Group = RWX
Other = RX

9.  Accept other defaults and click OK. A Beame and Whiteside program group
(BW-Apps) will be created.

10. Click oK in the Network Settings dialog (required to update the network
configuration).

11. .Reboot your system to activate the revised network configuration.

12. Use the Ping application in BW-Apps to check whether the PC is connecting to the
network.
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Installing Oracle SQL*Net

Using the Oracle SQL*Net installation disks, complete the following steps:
1.  Insert the Installer disk. |

2. RunA:\ORAINST.EXE.

The Oracle cover screen displays and copies the installer files (takes a few minutes). The
following prompts will display on the NT PC:

Choose a language = English
Customer name : ' = your choice
Oracle home = C: \ORAWIN.
Path variable added to autoexec.bat? = NO

The Path will be set manually when you add the Oracle environment variable.
At the Insert installation disk set prompt, click Cancel to exit.

The Oracle Installer creates an Oracle Program Group. To add the Oracle environment
variables, complete the following steps:

1. Go to the Windows Main program group.

2. Open the Windows Control Panel.

3. Select system.
4. Add the ORACLE_HOME variable and set it to C: \ORAWIN.

5  Click the SET button to save this change (adds *ORACLE_HOME%\BIN to the PA
variable. .

6. Click oK to exit.
Installing SQL*Net Components
To install SQL*Net components, complete the following steps:

1.  Go to the Oracle Program Group in Program Manager.
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2. Double click on Oracle Installer. Ignore the message “PATH doesn't contain
C:\ORAWIN\BIN.” _

3. Insert the Required Support Files Disk 1 in drive A:.
4. Press the FROMb button to read the disk's product list.
5. Select Required Support Files from the list.
6. Click Install to begin the installation (three disks).
8. Insert the SQL*Net Disk 1.
9. Press the FROM button to read the disk's product list.
10. Select sQL*Net and click Install to begin.
11. Insert the Oracle TCP/IP adapter Disk 1.
12 Press the FROM button to read the disk's product list.
13. Select oracle TCP/1P Adapter and click Install to begin.
At the Which TCP/IP vendor promp£
Select Windows NT TCP/IP via WinSock and click Select
Click oK at the message about JSB driver files
Click OK at the message about TCP_Vendor.
14‘. Click Exit from the File menu to close the Oracle Installer.
Adding NetTét
To add NetTest to the Oracle program group, complete the following steps:
1. Gotothe 6racle program group. .
2.  Open the Program Manager,
3. Clickonoracle, File, New, and then Item.
The following prompts will be displayed

Description:  NetTest
Command:’ C:\ORAWIN\BIN\NetTest.exe

Installation is complete, and the SQL*Net will be tested after the FEMIS database is
installed.
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Installing Oracle ODBC

To create an ODBC Setup walkaround disk, perform the following steps:

1. Inserta clean, formatted floppy disk in drive A:

2. Copy all files from the ODBC directory of the COTS distribution media.
Then go to each PC that will be using FEMIS and perform these remaining steps:
1. Place the ODBC Setup walkaround disk in drive A:.

2. RunAa:\setup.exe

3.  Select the ORACLE7 driver and click OK to begin installation. The system loads the
drivers and creates an ODBC program group. Skip the Data Sources screen.

4. Click Close to exit from ODBC Setup.
Adding ODBC Test

A test program can be installed to verify that the Oracle setup for SQL*NET and ODBC are
correct. To add ODBC Test to ODBC program group, complete the following steps:

1. Go to the ODBC program group
2. ClickonFile, New, and then Item,
The following prompts will be displayed

Description: ~ ODBC Test
Command: C:\WINNT35\system\odbctst.exe,

3. Click ox to exit.

The ODBC Installation is complete.

Installing ArcView

To install ArcView 2.0b, complete the following steps:

Using the ArcView installation disks, complete the following steps:

1.  Start the Setup. éxe, and the ArcView 2 Setup screen will display.
2.  Check only the ArcView 2.0b and Tutorial item.

3. = Click on the options button.
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4. Uncheck all of the data boxes.
5. Click continue.
6. Click continue.

Note: You will be prompted for paths. Do not change any of the paths. Use the
default path.

7. Click continue.

8. Check whether the $HOME environment variable is set to a valid directory. To set the

3.1.6

SHOME variable to a valid scratch directory (c: /TEMP), open the Control Panel
under the Program Manager. Then open the System option and set the variable using
the boxes at the bottom of the form.

9. Run ArcView from the Program Manager to register the application for each new
installation on a PC.

Installing Novell GroupWise

Before installing the GroupWise Client, the server portion of Novell GroupWise E-mail
must have been installed and configured (see Section 2.1.4, Installing Novell GroupWise.

Note: FEMIS must be installed on the PC.

To install the GroupWise Client, complete the following steps:

1. Verify drive 1: is connected to the FEMIS data server mail directory.

2. Runl:\setupwin.exe to mstall the GroupWise Client.

To configure the GroupWise icons, complete the following steps:

1. Select thé GroupWise icon in the GroupWise program group.

2. Choose Filé | Pr'opértiés from the Program Manager menu.

3. Add the parameter /@u-? at the end of the command line. This parameter forces
GroupWise to prompt the user for a User ID (i.e., mailbox name) when entering mail,

rather than defaulting to the NT username.

4. Repeat Steps 1 ﬁrough 3 for the Notify icon.

5. Runc:\FEMIS\FIXINI.EXE.
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Installing Microsoft Project

MS Project 4.0 should be installed using the standard product installation notes provided

with the software.

Installing Other COTS

The following COTS products should be installed using the installation documentation for

each product.

Word processor

(if desired)

Use the standard product installation notes provided with the software.

Spreadsheet

(if desired)

Use the standard product installation notes provided with the software.

Graphics Presentation

(if desired)

Use the standard product installation notes provided with the software.

3.2 Installing the FEMIS PC Software

This software is for the PC workstations that are connected to the FEMIS data server and
contains the FEMIS client software and a collection of GIS theme files. The installation of
the FEMIS client software assumes separate installations of the necessary COTS software
have been completed.

The FEMIS client software can be installed over the network from a UNIX server onto any
FEMIS PC workstation. The client software contains over 120 files representing more than

20MB of file space. For the Utah site only, another 280 MB of space is needed for about
160 files supporting the GIS functions and another 100 to 500 MB of space is needed for
GIS data. Check the Release Notes for actual space required for your site. :

The primary programs are

assign.exe
£ _romgr.exe

Used by Microsoft Project in planning mode.
Facility/Resource manager

fcasevac.exe Casualty/Evacuee manager
fdatamgr.exe Database administrator
femis.exe Main FEMIS program ‘

- femischk.exe Checks VBXs and DLLs for the correct version
fexrmgr.exe Exercise manager ‘
fixini.exe Automatic FEMIS.INI fixer.
fmd2i.exe FEMIS D2PC plume model interface.
fmevac.exe FEMIS ESIM evacuation interface
fmodsb.exe Model results status board
frsddes.exe

Site Defined Status Board designer
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faysmgr.exe - FEMIS System Admin utility.
funitevt.exe - FEMIS Unit converter.

fxcommpc.exe - FEMIS-MET server.

mksetup.exe - -  Setup program creator.

picklist.exe - Used by Microsoft Project in planning mode.
setup.exe - FEMIS Setup program

switchdb.exe - Change default EOC.

d2pci.exe - D2PC model program

instsrv.exe - Installer for NT Services.

metsim.exe - MET simulator

pardos3i.exe - PARDOS model program

reg2ini.exe - Copy data to FEMIS. INI

srvctl.exe - Installer for NT Services

sysenv.exe - Add system environment variables
winecho.exe - Give Messages from a NT-DOS box.
xntpd.exe - Network Time Protocol client

Files will be loaded to the following locations:

Your current WINDOWS directory
In the sSYSTEM subdirectory

In the FEMIS directory

ORAWIN directory.

el e

Connecting FEMIS Network Drive
To connect the FEMIS network drive, complete the following steps:

1.  Obtain the path \\<hostname>\ /<partition>/home/femis from your System
Administrator.

2.  Open the Windows File Manager.

3.  Click on the Disks item on the menu bar, and a pull-down menu appears. -

4. Select Connect Network Drive, and the Connect Network Drive window appears.
5. Drive field: Select drive letter I.

6. Path field: Type \\<hostname>\/<partition>/home/femis.

7. Connect As field: Type ft_;amisrun.

8. Click 0K, and the Enter Network Password window appears.

9. Password field: Type femisrun.

10. Click oK, and the Enter Network Password window disappears.

A new File Manager window will appear when the connection is successful.

3-10
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3.3 Configuring the FEMIS Setup Program
the: Configure the FEMIS Setup Program before the installing on the first PC.

The FEMIS Setup program uses a configuration file to determine what to install, where to
find and install files, and the defaults for the installation. To simplify the installation
process, it is useful to edit the I:\PC\FSETUP. INI file so that the defaults used by the
setup program will be correct and you will just have to click oK without changmg any
options.

The first section of the INI file is the only one that should be edited. Starred items (*) are
those that you should edit.

TimeZoneOffset Minutes this time zone is from GMT. This is not currently used.

Site* Default site code. This should be changed to be your site code
(Uppercase.)

EOC* Default EOC code. This should be changed to be your EOC code
(Uppercase.)

DBPassword* ~ Default EOC's database password. This can be changed to be the
database password.

Note: If there are any security concerns, DBPassword should not be used (change
it to blank). The FSETUP. INI file will be copied to all PCs during installa-
tion and would contain an unencrypted password. If DBPassword is blank,
you will have to enter the password in the SETUP program on each PC.

SourceDir Default installation source directory. Normally should be leftas I:\
DestDir , Default installation destination directory. Normally should be left as
© C:\FEMIS\ :

Install* Default installation type. Should be changed to either Full or
Upgrade, depending on the type of installation that should be the
default for each PC.

InstallConfigd* If Upgrade, whether the Install Configuration Files checkbox should
be initially checked (¥ or N)

InstallGIS* Whether or not Install GIS files checkbox should be initially checked

(x ot N)

e
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DevIcons Include development icons for some extra sub programs. Normally
should be N.

In the £setup. ini file, verify in the [Configd] section that the ODBD.INI and

TNSNAMES .ORA. lines are not commented out with semicolons. If commented out, remove

the semicolon and the blank File000#=1ine for the same number.

The remaining sections in FSETUP. INT include lists of files to be copied and some batch

files to be executed. These should not normally be changed at all, and should only be done

by someone who is familiar with FEMIS and FEMIS directory structures.

To add more files to be copied, add to the end of the list with the next increasing number:
File####=(source path for file) (destination path for file)
Leave a single blank space between the source and destination files.

To remove files, remove all the information after the equals “=" sign. Do not remove the

entire line or the setup program will think it is done and not copy any files after the removed

number.

To execute a command, use the following:

Run##=(command) To execute a command and wait until it finishes
before continuing.

Shell##=(command) To execute a command and continue with the rest of
setup without waiting for it to finish,

For all the above commands in FSETUP. INI, the following variables will be replaced in the
command before it is executed.

Note: All directory variable replacements will end in a backslash (1).

Variahl Descrinti . E le of ren] I
%SITE% Current Site TEAD, UMDA

%EOC% Current EOC CTQO, ORST

%DESDIR % Destination CA\FEMIS\

%SRCDIR % Source ' I\

%WINDIR % Windows CAWINNT3S

% WINSYSDIR % Windows\System C:\WINNT35\SYSTEM\

%WINSYS32DIR % Windows\System32 CA\WINNT35\SYSTEM32\
%ORACLE_HOME% Oracle SQL*Net C:\ORAWIN\
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The following shows which of the sections in the INI file are used by the different setup

options.

Full [FEMIS EXEs], [FEMIS Misc], [Configd], [FEMIS System] -

Upgrade @~ [FEMIS EXEs], [Configd] (if “Copy Configuration Files” checkbox is '
checked)

MetSim [Met Simulator]

MetServer [Met Server], [Configd]
Config Files  [Configd] :
GIS [GIS] (if “Install GIS” checkbox is checked)

3.3.1 Configuring Files

Several other files must be configured for your site or EOC. These files should have been
configured by the FEMIS UNIX installation script, but should be verified before installing
on the FEMIS PCs.

Note: Directories specified below are from the PC. You will need to use the
UNIX version of these directories if you are editing files from the UNIX
server. See instructions above for connecting the I: drive.

3.3.1.1 I:\CONFIGD\HOSTS
The HOSTS file needs to be configured with the correct host names and IP addresses.

3.3.1.2 I:\CONFIGD\TNSNAMES.ORA

The TNSNAMES . ORA file needs to be configured with the correct database names, listeners,
and IP addresses. For each listener on each server, this file should contain a section like the
following. These will be used as the “Server” in the oDBC. INT file. (The parts in
Italics are what should be changed):

fi_ctoo =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS =

(COMMUNITY = TCP)
(PROTOCOL = TCP)
(HOST ctoosun.utah.gov)
(PORT 1521)

)

) -
(CONNECT DATA =

(SID = fi_ctoo)
)

3-13
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3.3.1.3 I:\CONFIGD\ODBC.INI

The obBc. INI file needs to be configured with the correct database names, listeners, and
driver paths. Each EOC code for a site should be listed under the [ODBC Data Sources]
section. And each EOC should have it’s own section that contains a Driver, Description and
Server. (The parts in Ttalics are what should be changed):

{ODBC Data Sources]
CTOO=Oracle?7

CT00)
Driver=C: \WINNT35\SYSTEM\SQORA7.DLL
Description=Tooele County EOC
Server=fi_ctoo

The driver path should be left asvnriver=c: \WINNT35\SYSTEM\SQORAT7.DLL so the
setup program will fix it to be the correct directory for the PC being installed.

The description is a name for the EOC.

The server is the instance name of the Oracle listener. Every server specified in the
oDBC. INI file should have an entry in the TNSNAMES . ORA file.

3.3.1.4 I:\CONFIGD\NFSFEMIS.BAT

The NFSFEMIS.BAT file needs to be éonﬁgured with the correct host and partitions for
connecting to the L: and M: NFSs drives.

The lines beginning nfs link 1: and nfs link m: must have the correct server name,
partition, and directory. (Parts in Halics are what should be changed):

nfs link

m: \\<hostname>\/<partition>/home/femis/user [l:s
nfs link 1:

\\<hostname>\ /<partition>/apps/grpwise/po /l:s

3.3.1.5 I:\CONFIGD\NTP.INI .
The NTP. INTI file needs to be conﬁgured with the correct IP address for the time server.

The line beginning server must have the IP correct address for the NTP server.

Note:  If the line driftfile c:\ntp\driftfile is not changed, it will be
fixed by the setup program to be a valid directory on the PC.
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Installing FEMIS Client Software

All files needed by the installation process should have previously been copied from the
release tape or CD to the server. The files specified above should have been configured or
verified that they are configured correctly for the site and EOC.

These instructions assume familiarity with normal windows operations (using menus,
buttons, etc).

3.3.2.1 Preparation

To prepare for starting to install FEMIS:

1. Login to Windows NT as Administrator or an account that has administrator
privileges, or some of the steps, such as starting the NTP service to synchromze the
PC’s time and creating common program groups, will not work

2. Verify that all COTS needed by FEMIS are installed on the PC. At the minimum, the
following should be installed (the setup program will also verify that these are
installed). You should also consult the FEMIS Bill of Materials (BOM) and verify that
the correct versions of the software products are installed.

Beame and Whiteside NFS
ESRI ArcView GIS
Microsoft Project
Microsoft Windows NT
Oracle SQL*Net

Oracle ODBC.

3.3.2.2 Connect Network Install Drive

To connect the FEMIS network drive to the install directory, complete the following steps.
(Parts in Jtalics are what should be changed):

1. Obtain the path \\<hostname>\ /<partition>/home/femis from your System
Administrator.

2.  Open the Windows File Manager.

3. Select on the Disks->Connect Network Drive menu option, and the Connect
Network Drive window appears.

4. Drive field: Select drive letter I.
5. Pathfield: Type \\<hostname>\/<partition>/home/femis.
6. Connect As field: Type femisrun.

7. Click OK, and the Enter Network Password window appears.
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8. Password field: Type femisrun.

9. Click oK, and the Enter Network Password window disappears. A new File Manager
window will appear when the connection is successful.

3.3.2.3 Setup Program

The FEMIS Setup program installs and configures most files for use with FEMIS. You will
be given the option to select the type of installation to perform on this machine (Full vs.
Upgrade), and you can also make this machine a MET Server or MET Slmulator by using
these same steps and selecting those options from the Setup program.

It will not cause problems to run the setup program multiple times on the same PC.
1. InFile Ma@gér, select the I: drive (connected above).

2.  Select the PC directory.

3. Run the SETUP.EXE program.

4,  Verify that the defaults shown on the “FEMIS Setup Options”window are correct (the
online help describes the options). If you configured the FSETUP. INT file correctly
then all the default options should be correct (you may need to enter the database

password)

This is the only point at which an Upgrade of an existing FEMIS PC installation and a
Full installation on a new FEMIS PC are different. For Full vs. Upgrade, the
appropriate option should be selected on this window. If you are installing an upgrade
you may wish check the checkbox to recopy all the configuration files (NTP INI,
ODBC.INI, TNSNAMES.ORR, and HOSTS.)

Click ok if all the options on the Setup form are correct.

If any are not correct either change them here, or click cancel and change them in
the I:\PC\FSETUP.INI file.

5.  The setup program will determine if enough disk space is available to install all the
options selected. If enough space is not available, you will be allowed to cancel (so
you can free up disk space) or continue anyway. Otherwise, files will be copied.

6. The setup program will take several minutes to copy all the files. The GIS data (if you
selected to copy it) will be copied in the background and can take up to an hour to
copy. It will be visible as an MS-DOS icon labeled “FEMIS GIS Installation” running
at the bottom of your screen.

7.  You will next be shown a window to select which FEMIS programs should have icons
in the Program Manager. Select the options desired from the “Program Icons”
‘screen. You should at least leave the default options selected, but you may wish to
have additional icons for FEMIS programs. When you have the options desired, click
oK. Clicking cancel will add no icons, but the setup process will continue.
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8. The setup program next will take several minutes to configure the PC. You may
receive prompts or setup may wait for confirmation before performing some items.
Watch and click OK or press return as needed.

e Updates the FEMIS. INT for the PC name and COTS paths.
¢  Updates the ODBC. INI to have the correct paths.
~e  Updates the NTP. INT to have the correct server.

e  Starts the NTP service to synchronize the time with the server.

e Sets up the system to use FEMIS's own GLOBAL . MPT file with Microsoft
Project.

*  Updates the FEMIS. INI file for the directories where FEMIS was just installed.
e  Updates the FEMISDB; INI file for the default EOC database selected.

*  Removes any obsolete files from older FEMIS installations.

e Attaches the local database so Microsoft Project can be used in planning mode.

e  Verifies required COTS packages are installed.

e  Prompts the user with the current time zone so that they can verify it is correct.
(If the time zone is not correct, use Control Panel-> Date/Time to fix it.)

e  Adds FEMIS environment variables, if needed.

3.3.2.4 Startup Group in Program Manager

The setup program is not able to guarantee that the batch file to connect the NFS drives
(Run FEMIS Setup Files) will be added to the correct Startup group in the Program
Manager. This item should be in the common Startup group, not a personal Startup group.

1. Lookatthe Startup (Common) group in Program Manager. If it contains an icon
for “Run FEMIS Setup Files” skip to the next section.

2. Ifthe startup (Common) program group does not exist, select the File->New
menu option within Program Manager.

3. Select Common Program Group from the New Program Obj ect window that
appears and click oK.

4, Enter startup as the description of the new program group at the Common Program -
Group Properties window and click OK.

5. Move the Run FEMIS Setup Files icon from the Sstartup group to the startup
(Common} group.

3-17
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3.3.2.5 Verify Temporary Directory and Environment Variables

The GIS and other programs need a directory to store temporary files. Use the following

steps

1.

7.

to verify that this process was completed correctly by the Setup program.

The directory c: \ TEMP should exist on the PC. (It should have been created by the
Setup program if it did not already exist.) ‘

From the Program Manager, select Control Panel.
Select the System option.

If a TEMP=something (usually C:\TEMP) does not exist in the System Environment
Variables box at the bottom of the System window, enter TEMP in the upper box and
C:\TEMP in the lower box and click the set button.

Determine the directory where Oracle SQL*Net software was installed on this PC.
(Usually ¢: \ORAWIN). Verify that in the System Environment Variables box the
ORACLE_HOME=something (usually c: \ORAWIN) is the correct directory where
Oracle SQL*Net is installed. If not, select it and change the value in the bottom
boxes, then click set.

Verify that a FEMISTOPDIR=something (where FEMIS was installed) environment
variable exists in the System Environment Variables box. If not, create it the same
way described above.

Note:  If you change anything, you must Jog out of NT and log back in.

Click oK to exit the System Configuration in the Control Panel.

3.3.2.6 Verify Clock Settings and Time Zone Settings
To set the date format preferences so that FEMIS can process the date correctly:

1.

2.

3-18

From the Program Manager, select Control Panel.
Select the International option.
Set your date format order to MDY (Month Day Year).

Verify that you are either using a 24-hour clock or that you have the labels for a
12-hour clock set to AM and PM (not case sensitive).

If time zone was not correct, from Control Panel, select the Date/Time option.
Select the correct time zone and click OK.
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3.3.2.7 Finish
The following are the final steps for the FEMIS installation:

|

If this is an upgrade installation, you may wish to clean up any old icons from the
program manager. These may include old icons for the FEMIS program and old icons
for running the startup batch files in the Startup group.

Log out of Windows NT.

Note:  If you saw a message about environment variables being added or added
system environment variables by hand, you will need to log out of NT and
log back in so the changes to the environment variables take effect
correctly.

Note: If the GIS files were selected to be copied, wait for a message to appear
saying that the GIS files are finished copying (or the FEMIS GIS
Installation icon has disappeared) before loggmg out or all the GIS
data files will not be copied.

Log into Windows NT as the appropriate user account. Run FEMIS.

First PC: The installation of the first PC should be verified (see Section 3.4,
Validating the FEMIS PC Installation) before any more PC installations are started. If
you must edit any of the configured files (ODBC.INI, TNSNAMES.ORA,), copy the
corrected file back to the server and install again to be sure that it will work correctly.

3.3.2.8 Setting a MET Simulator PC

If a PC is only going to be a MET simulator and will not run other FEMIS programs, you
only need to perform the following parts of the above steps:

el ol A S

| Preparation (if this is a Windows NT machine)

Connect Network Drive.

Run the Setup program and Select the MET Simulator option.
Verify clock and time zone settings.

Finish,

If this PC will be both a normal FEMIS PC and a MET Simulator, just run the setup
program twice, once for Full or Upgrade to install FEMIS and a second time to install the
MET Simulator files.

3.3.2.9 Setting a MET Server PC

If a PC is only going to be a MET Server and will not run other FEMIS programs, you only
need to perform the following parts of the above steps:

PN~

Preparation

Connect Network Dnve ‘ »
Run the Setup program and Select the MET Server option.
Startup Group in Program Manager
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5.  Verify clock and time zone settings
6. Finish.

If this PC will be both a normal FEMIS PC and a MET Server, just run the setup program
twice, once for Full or Upgrade to install FEMIS and a second time to install the MET
Server files.

Updating all PCs at an EOC with New Files

In case there is a need to update all the PCs with a new file (such as a new ODBC. INI file
or new GIS data files) all FEMIS PCs are configured to execute a batch file automatically if
it exists in a specific directory on the server. This batch file can copy files as needed to
update the PC. '

The NFSFEMIS.BAT file which connects to the L: and M: network drives when a user logs
into Windows NT will execute a file named M: \FUPDATE . BAT if such a file exists. This
will allow an administrator to update all PCs by editing a batch file and then just logging into
each PC. ' :

Note: This M: \FUPDATE. BAT file should only be editable by an administrator.

A template called FUPDATE . TPL file will be in the M:\ and I:\CONFIGD\ directories. It
uses the following structure to run an update only once per machine. Only running an
update once is especially important if the update is copying large GIS data files which can
take a long time to copy. '

:3**Do patch #1 if hasn't been done already.
set patchxx=%femistopdirspatches\patchOl.txt
if exist %patchxx% goto SKIP_PATCHO1l

Echo * * * MSG: Doing Patch 01

Copy m:\xxxx $windirs\xxxx

Echo "Did Patch"™ > %patchxx%
:SKIP_PATCHO1l

This method will allow you to edit the FUPDATE. BAT file so it can contain many patches
and will only run those that need to be run on a PC.

3.4 Validating the FEMIS PC Installation

To run correctly, FEMIS software relies on many integrated components: the FEMIS
database, commercial and government supplied software products, the FEMIS application,
and system support services. Therefore, it can be difficult to determine if the FEMIS
system is fully operational. This section is intended to assist the system manager in
validating that the FEMIS system has been properly installed and is operating correctly.
The three major components to consider when validating a FEMIS installation are the
server, the external communications, and the PC clients.
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The first component, the server, consists of the FEMIS host software. For FEMIS to run, a
set of UNIX executables must be installed and operate properly. These executables include
the Command Server and the Notification server. The FEMIS database is also considered

- part of the host software installation.

The second component is the External Communications. Validation includes checking the
EMIS/FEMIS Data Exchange Interface (DEI), the Met system, and the integration of the
Electronic Mail system.

The third component is the PC clients. Validating the PC clients includes ensuring that all
of the COTS software packages are properly installed and accessible by the FEMIS client
software; the FEMIS client application is properly installed; the FEMIS client application
has access to the FEMIS database, notification server, and command server residing on the
UNIX host, and the integration of the E-mail services provided by the external
communications.

The FEMIS Validation Checklist includes items that need to be checked to ensure that the
FEMIS system is operating properly. These items are tested from the PC to ensure access
and integration into the FEMIS application. This document provides procedures to validate
that the Server and External Communications are properly installed. An extended list is also
provided which contains a suggestion or reference on the best way to validate the item,

Also included are some of the most likely problem(s) if the feature is not working properly.

FEMIS is running, you need to make sure that the correct set of buttons are being used for
the Matrix Navigator. Under the Utility menu, select Modify Matrix. Click Reset
to FEMIS Defaults and then click OK.

Note: This process should be done for each EOC database.

3.4.1 FEMIS Validation Checklist

FEMIS PC Configuration

FEMIS Login

FEMIS Database Connection
FEMIS Notification Server
FEMIS D2

FEMIS GIS

FEMIS Electronic Planning (Planning Mode) .
FEMIS Help

FEMIS System Administration
FEMIS Database Manager
Facility/Resource Manger

FEMIS Printer

Met Simulator, for Exercise Mode
FEMIS E-Mail

Site Defined Status Boards
Current FEMIS Navigation Matrix
COTS Word Processing Software
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COTS Spreadsheet Software

COTS Mail Software

COTS GIS Software

COTS Project Management Software
EMIS/FEMIS Data Exchange Interface

3.4.2 FEMIS Validation and Troubleshooting Notes
O Checking the Configuration

Check that the PC clock is using either a 24-hour clock or a 12-hour clock set to AM
and PM. From the Windows Control Panel (should be in the Main program group),
click on the International icon to verify your date format order is MDY (Month,
Day, Year). Make sure you are using either a 24-hour clock or have set the labels for
a 12-hour clock to AM and PM (not case sensitive).

Troubleshooting:
If you get an error when hitting a Now button in Event Declare, Work Plan, or Status
Boards, then your clock is probably not configured correctly.

O Check Network Time Protocol (NTP) Service

To verify that NTP bas synced with the server, wait 5 minutes after installing the NTP
service and open the Event viewer in the Administrative Tools program group and
check the Application Log for a message. Double-click the latest message and look for
the text synchronized to xxx.xxx.xxx.xxx, where xxx.xxx.xxx.xxx is the IP
address of the time server.

O Check Link to M: Drive

Open the File Manger in the Main program group and verify that drive M: is displayed
under the menu bar.

Troubleshooting:
If you get the error "D2 case not able to be logged," then the network configuration is
bad.

O Check Link to L: Drive

Open the File Manger in the Main program.group and verify that drive L: is displayed
under the menu bar.

O FEMIS Login
Validate the ability to access the FEMIS application by double clicking on the FEMIS
Version 1.2 icon in the FEMIS Version 1.2 program group. Enter the

usercode/password assigned to you by your System Administrator. The FEMIS
Navigation screen should display.
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Troubleshooting:
If the FEMIS Login screen does not work there may be many causes. The best fix is
to review the installation section and validate that all of the steps have been completed.
The following is a list of the most likely causes:
e The EOC table in the database has not been updated to include the name of your

server.

e The FEMIS database Listener is not active. See Section 2.3, Create the FEMIS
Database.

. You have not moved the TNSNAMES file to the C: \ORAWIN\NETWORK\ADMIN
directory.

The usercode/password is not valid.
Your ODBC data source does not have the proper connection information. See
PC installation section and rerun the ODBC connection utility.

*  You are not pointing to the correct default EOC. Rerun Define Default
Database to identify the default EOC for your workstation.

¢ Verify that the FEMIS program item in the Program Manager has the correct
working directory. Go to the Windows Program Manager. Find and select the
FEMIS program item. Select Properties under the menu bar File item. Ensure
that the Command Line path is c: \FEMIS\FEMIS EXE and the Working
Directory path is C: \FEMIS.

OO0 FEMIS Database Connection

After logging in select the operations Mode button. Again access the Current
Information item under the Help menu. You should see the types of information
associated with your operational information. Click on the Site and EOC Data tab
to see how you are interfacing with the FEMIS system. Select the ops Tracking
button under the Setup Phase. The Operations Tracking screen should display with
information and colored boxes. Selecting different EOCs from the EOC list menus
should change the values and colors of the screen. This will validate FEMIS is
connected to your EOCs database and is recelvmg rephcated information from other
EOCs.

Troubleshooting: .

If this screen is grey and empty or error messages appear the followmg items are

suspect.
The databases at the effected EOC are not active. Review FEMIS database
installation section. _

®  The Oracle Replication functionality is not working properly. Review
Section 2.3, Create the FEMIS Database.

¢ No data has been added to the other EOCs,

Connection to Oracle Database Problems

If FEMIS is unable to connect to the Oracle database on a single PC, but other PCs
connecting to the same server are working fine, it is likely a problem with the PC or the
network connection to the single PC. Try the following:

1. Log out of Window NT and log back in. In most cases FEMIS will now run correctly.
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2. Shutdown the PC, verify that the network cable is connected (and check that network
cable is “live” if you have the equlpment) Reboot and try again.

3. Run the FEMISCHK program on both a machine that works and the mabhine that does
not work and see if there are any differences. If there are differences, you can copy
the changed file(s) from the machine that works to the one that does not work.

4. Reinstall FEMIS INTI files. Run Setup program, select only configuration
Files option. Reboot and try again

5.  Asalast resort, completely reinstall FEMIS. Run Setup program, select Full option.
Reboot and try again

If all PCs start getting Oracle errors at the same time, it is either a problem with the UNIX
server, the Oracle database, the Oracle listener, or the network. See other sections in this
gmde for information about checking some of these items.

General Protection Fault (GPF) and Other Errors

A specific window in FEMIS does not work on one machine (usually will give a General
Protection Fault [GPF] or other error) but works fine on other machines or worked fine
before some other software was installed. .This problem can be caused by another program
being installed on the PC which overwrites a file used by FEMIS with a different version of
the file.

Run the FEMISCHK program on both a machine that works and the machine that does not
work and see if there are any differences. If there are differences, you can copy the
changed file(s) from the machine that works to the one that does not work.

O FEMIS Notification Server

Leave the Operations Tracking screen active during the testing of other FEMIS
functionality. As the functions are complete you should get a blinking icon which
looks like a package. This is the Notification server passing messages to your PC that -
FEMIS data notifications are being sent.

Troubleshooting:

If you get an error message that states "Orphan DLL detected” and the FEMIS

Notification Service icon (a blue circle with an exclamation mark) is not active on your

desk top — DON’T Panic. This can happen two or three different ways.

¢  The Notification server is out of sync with your PC. This usually occurs after
you exit FEMIS and immediately re-enter FEMIS. The PC did not have time to
disconnect the Notification application from the socket on the server before
running the FEMIS application again. Exit FEMIS. Double-click the
background portion of your NT desk top to bring up the Task List screen, and
ensure that the Socket Message Window task has ended. If the task has ended
you should be able to rerun FEMIS without any problems.

e  If you have exited FEMIS and the Notification icon is still present, double
click the icon, and then close the window. This will end the Notification task.
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¢  The FEMIS Notification Service truly is corrupted and has become confused at to
which socket it is supposed to connect to on the PC and Sun server. This will
usually happen after you get a General Protection fault or some other significant
PC error. The easiest way to fix this is to log out and re-enter windows. This
will fix the problem 95% of the time. As a reminder, it is always a good
practice to re-enter windows after a General Protection Fault or some other
significant Windows error.

If you get an error message that states “Unable to establish notification link with

<your server name> in 10 seconds,” check the following:

e - The UNIX server is down. Check the server and restart it if necessary.

¢  The Notification server name or port number are not valid. Check the EOC
table in your FEMIS database and make sure the notification server name and
port number are correct.

®  Your network is down or unusually busy. Tell FEMIS to keep trying to connect
with the Notification server or close FEMIS and try again.

o  If the problem persists, check with your System Administrator. You may need to
increase the MaxSocketWait value in your notification configuration file.

O FEMIS D2

The easiest way to check D2 is to hit the Run Hazard (D2 cell) button from the
FEMIS Navigation screen. Be patient while the initial connection is made to the D2
application and the FEMIS database. D2 should come up with a default case and be
ready to run. From the Run menu, select the Run Model item. You should quickly
get a user interface screen containing the results of the D2 run.

Click the EQit option, verify the Log Runs, and verify the checkbox is checked.
Rerun the D2 case. If you receive an error message, your network drives are not
configured correctly for your PC.

Troubleshooting:
If an error message occurs that states "The D2 run cannot be logged," it means either

1. The femis.ini file is not printing to the proper place on the server to log D2
runs

2. The PC did not connect properly to the server during startup (no m: drive)

3.  The user does not have the proper privileges on the UNIX server to log the D2

O FEMIS GIS

The eaéiest way to check that the FEMIS GIS is installed properly is to pick the Map
icon from the FEMIS Toolbar. The ArcView application should be initiated and you
should see a base map displayed within an ArcView window.

To check the link between FEMIS and the GIS, select the Database item from the

Data menu. Click on Resource Assignments and view the locauons of various
facilities and resources on the GIS map.
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Troubleshooting:

¢  The MAP button on the FEMIS Menu Bar is grayed out. This implies that either
ArcView has not been installed or the path provided in the FEMIS. INT file to
access the ArcView executable is incorrect.

*  ArcView runs but it keeps asking where files are and putting up a directory

screen. This implies that the data provided in the FEMIS install was not properly
copied to the FEMIS GIS directory. Make sure all of the GIS files and
directories sent are copied down to each PC.

FEMIS Electronic Planning (Planning Mode)

To run FEMIS Electronic Planning in the Planning Mode you must have Microsoft

. Project on your PC and a FEMIS Access Database properly ‘attached.’ The easiest

way to validate this is to go into Planning Mode from the FEMIS Navigation screen
and select a dataset. Examine the Plan Tracking screen to be sure a Plan has been
selected. Hit the Edit Plan button from the FEMIS Navigation screen. This should
bring up Microsoft Project and read in the FEMIS Plan into a project screen. If you

. can do this without any errors or messages the FEMIS Planning software should work

properly.

To ensure that the drop-down list is properly attached, go to the Microsoft Project
screen. Select an Emergency Support Function (ESF) attribute cell and click the
miner’s pick icon. The drop-down list should come up. Hit the Fill List button,
and note the ESFs appear in the drop-down list. Double click an item, and note it

- appears back in the plan. Check that the GIS is properly linked to the plan by selecting

either the location or location type cell in the project. Invoke and drop-down list, and
fill. A 'Select Location' interface similar to the one in D2 should appear. Selecta
location from the interface. Click ok from the GIS interface to see the location
entered into the drop-down list. Trigger the ‘Set MSP Value’ button to get the location
entered into the plan. Test the resource interface by clicking the resource icon (two
faces). The resource assignment form should appear. The Project calendar should be
set to a 24-hour clock and a 7-day calendar. Verify by clicking on File and then

-Summary Info. The Calendar field should display "All Working" which is

Trou
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equivalent to a 24-hour clock and a 7-day calendar.

bleshooting:

¢  Cannot find Microsoft Project. You did not install the software or your
FEMIS. INI file has not been updated to provide the proper path to the software.

®  OLE Error when reading the database. You are only able to run the plan
generation software from your default EOC. Check the Current Info item in the
Help Menu to ensure you are logged into your default EOC. If you are logged
into your default EOC you must have an Access Database ‘attached’ to the
Oracle database for your EOC. This was supposed to be done during the PC
installation. Review the Installation section to determine if your PC has been
attached to your local database. If you are not sure or you want to change default
EOCs, run the Change Default Database program. This is only done once
when you define the default EOC to be connected to the PC.

*  An OLE 40 error will display if you do not have the C: \FEMIS\GLOBAL .MPT
file copied to C: \WINPROJ. ;

e
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*  Drop-down list does not work. This is generally caused by a Microsoft Project
error. You will need to: 1) logout of FEMIS and try again, or 2) log off the NT
and re-login. If you can see the pick icon you should have access to the
capability.

¢  Calendar not based on 24-hour clock, 7-day a week schedule. You will need to
recopy the GLOBAL.MPT from C: \FEMIS to your MS Project windows directory
(c: \WINPROJ).

O FEMIS Help

Use the Help icon (a lifesaver) on the D2 Toolbar to check that the Help subsystem is
active.

0 FEMIS System Administration

Select Utility from the FEMIS Menu Bar and then select System Admin. to
validate the access to System Administration functionality.

Troubleshooting:
¢ Error occurs in starting up System Administration. The FEMIS Install was not
performed properly. Make sure FSYSMGR.EXE is in the FEMIS directory.
*  The System Administration item is grayed out. You do not have the pnvﬂege to
access System Administration functionality.
O FEMIS Database Manager

Select bata from the FEMIS Menu Bar and then select Administration to validate
the access to the FEMIS Data Administration functionality.

Troubleshooting:
®  Verify that a mode has been selected.
e  Error occurs in starting up Database Administration. The FEMIS Install was not
performed properly. Make sure FDATAMGR. EXE is in the FEMIS directory.
¢  The data Administration item is grayed out. You do not have the privilege to
access data Administration functionality.

O FEMIS Facility/Resource Manager

Select Data from the FEMIS Menu Bar and then select Databases to validate the
access to the FEMIS Facility/Resource Administration functionality.

Troubleshooting:
¢ Verify that a mode has been selected. ‘
®  Error occurs in starting up Facility/Resource Administration. The FEMIS Install
was not performed properly. Make sure F_RMMGR.EXE is in the FEMIS
directory.
¢  The data Administration item is grayed out. You do not have the privilege to
access data Administration functionality.
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0O FEMIS Printer

Select the Printer icon from the FEMIS Toolbar and then select Current Screen.
This step should provide a printout of the FEMIS screen to the default printer.

Troubleshooting:
The site System Administrator is responsible for configuring the printer to the PC and
Sun server. Contact them for assistance.

O Met Simulator for Exercise Mode

Select the status icon on the FEMIS Toolbar and then select Met Conditions. A
window containing the most current Met data should appear on the screen.

Troubleshooting:
The contents of the window are empty or the values are old and not changing. This
would imply that the Met system has not been installed and the Met simulator is not
operating or the Met system is loading data into the wrong exercise. See Section 7.0,
FEMIS Met Application Suite to install and configure the Met system.

0O FEMIS E-Mail

Select the MAIL icon from the FEMIS Toolbar. This should bring up the GroupWise
electronic mail software.

Troubleshooting:
e The button is grayed out. The software has not been installed and/or the
FEMIS.INI file does not give the correct path to the vendor supplied software.

¢  If mail notification does not display, check to see if the user can access mail
directly from the GroupWise application. If it does not, the user is not valid and
needs to be added to GroupWise.

[0 Site Defined Status Boards

Select the site Defined item from the Status icon on the FEMIS Toolbar. A
selection window should come up which allows the user to identify the Site Defined
Status Board they wish to access.. To generate the layout for a Site Defined Status
Board select the Status Board Designer item from the FEMIS Utilities Menu
Bar.

Troubleshooting:
e ‘There are no names in the Status Board Name field. The site System
Administrator has not generated any site defined status boards.
e  If you cannot select a Site Defined Status Board, this is usually because you do
not have privileges set for that Status Board. See your System Administrator for.
the privileges.
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O Current FEMIS Navigation Matrix

To ensure that you have the most current Navigation Matrix select the Modify Matrix
item from the FEMIS Utility Menu Bar. Select the Reset to FEMIS Defaults
button at the bottom left of the form and hit ok. This should reset the Navigation
Screen to its default setting and send a message to the users that the Navigation Screen
has changed. This is only done once for each database.

O COTS Word Processing Software

Select the Word Processing item from the Utility Menu Item. This should bring up the
WordPerfect word processing software.

Troubleshooting:
The button is grayed out. The software has not been installed and/or the FEMIS. INI
file does not give the correct path to the vendor supplied software.

O COTS Spreadsheet Software

- Select the spreadsheet item from the Utility Menu Item. This should bring up the
Excel spreadsheet software.

Troubleshooting:
~ The button is grayed out. The software has not been installed and/or the FEMIS. INI
file does not give the correct path to the vendor supplied software.

O COTS Mail Software

Select the Mail item from the Utility Menu Item. This should bring up the GroupWise
electronic mail software. -

Troubleshooting:
The button is grayed out. The software has not been installed and/or the FEMIS. INI
file does not give the correct path to the vendor supplied software.

O COTS GIS Software

Select the GIS item from the Utility Menu Item. This should bring up the ArcView 2
GIS software. :

Troubleshooting: ,
The button is grayed out. The software has not been installed and/or the FEMIS. INI
file does not give the correct path to the vendor supplied software.

O COTS Project Management Software

Select the Project Management item from the Utility Menu Item. This should bring up
the Microsoft Project software.
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Troubleshootmg*
The button is grayed out. The software has not been installed and/or the FEMIS.INI
file does not give the correct path to the vendor supplied software.

O EMIS/FEMIS Data Exchange Interface

Note:  The definitive description of this interface can be found in Section 8.0,
FEMIS Data Exchange Interface.

Click the status icon in Operations mode and the select Met Condition. If
the current Met data appears in the table, then the DEI is probably running.

Troublshootmg
If there is no data or outdated Met information, the EMIS/FEMIS interface may not be
properly installed.




4.0 FEMIS Monitor

This section describes how to detect system errors by utilizing the FEMIS Monitor utility
which runs on the UNIX file server. The FEMIS monitoring system was expanded in
FEMIS Version 1.2, and it can now be run to provide the status of the site network and
FEMIS databases by the general FEMIS user. This process is done as a secured manner
that will not allow any FEMIS user to invade the FEMIS network via the monitoring system.
Significant effort was made in Version 1.2 to ensure that only a privileged FEMIS System
Administrator could start, halt, or otherwise alter the execution of the FEMIS support
applications.

4.1 Background

Due to network problems and unpredicted events such as power failures resulting in server
shutdowns, critical functions including the Oracle databases may cease to operate.
Distributed processing in FEMIS relies on all EOC servers working properly and on the
network interconnecting them to be reliable. As a result, the system should be monitored
regularly to detect any abnormal conditions. The FEMIS Monitor, developed to check the
status of critical server functions, will detect most problems.

4.2 How to Detect System Problems

In the morning and at least several other times during the day, the system administrator
should observe the FEMIS Monitor output on the server monitor. If the monitor is not
running, then start it by logging in as femis and typing femismon.sh. The monitor
periodically (default is every minute) checks the status of major system interfaces, including
the database, on each server. An example of typical output generated by the monitor under
normal operating conditions is shown below.

* * * MSG: —-— FEMIS Process Monitor --
* * * MSG: /home/femis/bin/femismon.sh
®# * * MSG: Fri Apr 5 13:46:38 PST 1996
* * * MSG:

* % * MSG: -- FEMIS Processes Status —--
* x % MSG: virus

* * * MSG: femis_event : up

* *x * MSG: # cmdserv : 0

* % * MSG: femisdei t up

* * * MSG: # Oracles s 51

* * * MSG: locusts

* * * MSG: femis_event :

up
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* % * MSG: # cmdserv : 0

* * * MSG: # Oracles s 3

* * * MSG:

* * * MSG: —-- Oracle Database Status --

* * * MSG: DB and Listener : ok (tead on virus)

* * * MSG: Snapshot account: ok (utst on virus)

* % * MSG:

* * * MSG: Sleeping...

The monitor first checks the status of all EOC servers at the site. In case a server was
unavailable, a standard UNIX error message is displayed along with another warning
message. These errors are due to complete network failure or server shutdown and should
be uncommon. If a server failure is detected, try to determine the cause by contacting the
system administrator for the EOC. For example, if the server was down, the following
messages would be displayed

* * % MSG: virus
* * * ERR: Server not respond:.ng' virug #**kkkkkw*

If the server is available, the monitor then checks the femis_event process which is the
notification service. If the process is operating normally, the message: femis_event
_sok is displayed; if problems are detected the message: femis_event : down is shown.
Refer to Section 5.0, FEMIS Notification Service, for dJagnosmg and fixing notification
problems.

The next check is on the number of FEMIS Command Service daemons running.

The monitor then checks on the femisdei (the FEMIS/EMIS Data Exchange Interface).
The normal condition shows femisdei : ok but errors will display femisdei : down..
This check is only performed on the server that supports the FEMIS DEI interface. Refer
to Section 8.0, FEMIS/EMIS Data Exchange Interface for diagnosing and fixing problems
with this interface.

Next the number of current Oracle client processes is shown. If this number is over 100,
serious problems have caused database sessions to abort - NOTIFY YOUR SYSTEM
ADMINISTRATOR.

The monitor’s last check is on the Oracle database. The first step is to see if Oracle is
running. The other items to check are the status of the local and any remote accounts for
other EOCs. Normally, no errors will be present and a listing similar to the previous
example will be d13p1ayed '

If any database errors are detected, the process will attempt to identify the probable cause
according to the following precedence:

1. If the local Oracle Listener process has failed on a server, the following message will
be displayed:

* * * ERR: DB or Listener : down (tead on virusg) **x*xkkkax*
* % * ERR: Oracle Listener on virus down
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2.  If the local Oracle database instance has failed, the following message will be

displayed:
* * * ERR: DB or Listener : down (tead on virug) #*x*xx&ikkkx
* * * ERR: Oracle Database on virus down

3.  If the network is unavailable or any other types of errors are present, the following
message will be displayed:

* * * ERR: DB or Listener : down (tead on virusg) #*xxx*xxrxx
* * * ERR: Probable Network error

4.  If Oracle Replication errors are detected, the followixig message will be displayed:
* * * ERR: Snapshot account : down (utst on virug) #***kkkkkds
When database errors are reported, contact your Database Administrator.

For site-wide monitoring, you can run the FEMIS Monitor with the -al1 option, which
shows the status of all Oracle accounts on all servers.




5.0 FEMIS Notification Service

5.1 UNIX Host Notification Service

5.1.1

The COTS applications are developed by software companies that seldom, if ever,
collaborate on the issue of data portability. Thus, when multiple COTS applications are
brought together as in FEMIS, there is the question of how they should work together. The
job of the Application Manager is to ensure that all the FEMIS applications can work with
one another without user intervention. The inter-task Notification Service is a process for
dissimilar applications to communicate with one another during operation. Applications can
post and receive event notifications within the FEMIS system with the support of the
Notification Service residing on the UNIX host server and on client workstations.

Each workstation hosting the FEMIS client software uses the Notification Service to
coordinate activities and data at three levels. The purpose of the Notification Service is to
communicate status among active processes on a given workstation; between workstations
on the same server; and among workstations on other servers. The Notification Service
does not communicate data, but notifies active processes of the availability and location of
relevant data in a timely fashion. It is the responsibility of the interested processes to
retrieve the data. Likewise, processes which produce, manipulate, or transform data can
notify affected processes of the new state of the data.

The Notification Service also resides on the UNIX host server. Its purpose is to receive and
forward notification events to other servers. Workstations connected to this server may emit
notification events destined for workstations connected to other servers. These events can
be forwarded between servers where the local Notification Service can determine the final
destination. The UNIX host server utilizes a relational database for the organization and
storage of the enterprise data. The DBMS and any other server process can also use the
Notification Service to coordinate activities.

Query, manipulation, and update of data are performed by applications residing in FEMIS
workstations. These applications have the responsibility to notify other applications that
require the same data of any data changes. This event is communicated via the Notification
Service, which serves as the single point of contact that manages the distribution of the event
to relevant receivers. When necessary, the Notification Service will propagate the event to
distant workstations connected to other servers.

UNIX Notification Service

This section describes the Notification Service residing on the UNIX platform, which serves
as the host server. The PC version of the Notification Service is included in the installation
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of the FEMIS client software. Both versions have identical functions. The UNIX function
that implements the Notification Service is called femis_event. The function of
femis_event is to provide PC users of the FEMIS event notification system a communica-
tion path for the sharing of event information with each other. Events posted at one PC are
sent to other PCs on the network by communicating with one or more notification servers.

Local events posted at one PC client workstation are received at the notification server
running on LAN, and then sent out to all clients that have expressed an interest in that event.

Global events posted at one PC client workstation are received at the notification server
running on LAN, and then sent out to clients on that LAN and also to other notification
servers on wide area network (WAN).

The femis_event is normally run as a background daemon tnrocess. Scripts that are used
to startup the FEMIS system also invoke the notification server.

As do all sockets servers, femis_event utilizes a predefined service port on which to
listen for client connection requests. By default, the service port is obtained from a
definition in /etc/services, the standard UNIX data file of Internet services and aliases.
The standard service name of the notification server.is femis-notify. The standard port
for the notification server, in FEMIS Version 1.2, is 9020.

5.1.1.1 Executable Binary Files
Two executable binary files are in the UNIX notification subsystem:

/home/femis/exe/femis_event : notification server executable
/home/femis/exe/fev : a test client for UNIX environment

5.1.1.2 Service Ports Data File

For the notification server to utilize its default service ports, they must be defined in the
standard UNIX service ports data file, /etc/services. The following lines define the
four new service ports (command, notification, and Met data servers) needed to operate

FEMIS:

femis-command 9015/tcp fxcommand # femis command server
femis-notify 9020-29/tcp fxnotify # femis notification server
femis-metdata 9037/tcp £xcommd # femis met server
femis-monitor 9040/tcp fxmonitor # secure femis monitor

These four service ports must be unique on the host being configured. If for any reason,
one or more of the three service port numbers are already in use, contact Pacific Northwest
National Laboratory immediately and configure the host using different service port
numbers.
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Scripts should be used to start or restart the notification server daemon. The following
script will successfully start and restart the command and notification servers:

# sh /etc/init.d/femis {start or stop}

5.1.2.1 Command Line Options

5.1.2 Notification Server Configuration Options

The command line options of program femis_event that are defined in this section are

femis_event
femis_event
femis_event
femis_event
femis_event
femis_event
femis_event
femis_event
femis_event
femis_event
femis_event
femis_event
femis_event
femis_event

-d

FFFF
FFFF
FFFF
S88S8

~p PPPP

variable PPPf

femis_event
femis event
femis event
femis_event
femis_event
femis_event

~t secs
nnnn

host

host host
~r hostfile
# host host

G5 68 8 8 s 00 N6 G660 se U e % w0

°s se e s o0 eo

executes in foreground

executes a clone in background

report the current version

report the current + rcs versions

quiet mode

really quiet mode

executes with many diagnostics

executes with only a few diagnostics
write a verbose log file named FFFF
write a brief log file named FFFF
write an error only log file

specifies service name for getservbyname
uses service name femis-notify if found
gets port number from environment

RESERVED - NOT IMPLEMENTED (see note)
use port nnnn instead of standard
connect to named server

connect to named servers (see note)
gets hosts list from file (see note)
port number # and a list of hosts

Normally, only fémis _event =-c host will be needed to start executing a notification
server. However, the additional options can be mixed to provide logging, dxagnosucs, and
nonstandard service port usage,

5.1.2.2 Clone Process in Background Option

‘When this option has been included anywhere on the command line, the femis_event
program clones itself and then the parent exits, leaving the child process to carry onas a
background daemon process.

if (fork ()
exit (0);

LI I

1= 0)

Example: femis_event -c
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5.1.2.3 Display Version Options

Including -v or -V anywhere on the command line with femis_event, causes the current
version or the current version with RCS version to be displayed. Example:

% femis event -v
' FEMIS_EVENT - Version 1.0.11 - Wed Dec 14 15:19:49 PST 1994
% femis_event -V
FEMIS_EVENT - Version 1.0.11 - Wed Dec 14 15:19:49 PST 1994
Copyright © 1994 Battelle Memorial Institute. All Rights Reserved.
RCs: $Id: femis event.cc,v 1.2 1994/12/14 23:17:08 d31033 Exp
d31033§

The femis_event version is the current code version, not the FEMIS nor the RCS
version. The date and time indicate when the executable was compiled and linked.
5.1.2.4 Diagnostic and Quiet Modes

Using -4 causes diagnostics to be printed out when running in foreground mode, i.e., not
using option -c. Including ~q or -Q with ~d limits the amount of diagnostic information
printed out. Options -~q and -Q mean quiet and real quiet respectively. Using -d alone
produces verbose diagnostics. Using -d -q limits the diagnostics. Using -d —Q limits all
but severe diagnostics. Examples: '
% femis_eirent -q : quiet mode

% femis_event -Q : really quiet mode

% femis_event -d : executes with many diagnostics
% femis_event -q -d : executes with only a few diagnostics

5.1.2.5 Service Port Name Option

Including this option lets you specify the service port name on the command line rather than
using the default name, femis-notify. Example:

% femis_event -¢ -8 evtserv-test-3-eoc

For this command to work correctly, the service name evtserv-test-3~eoc must have
been entered in the /etc/services data file.

Using option -5 causes the standard service port name to be invoked.

5.1.2.6 Service Port Environment Option

Using this option lets you specify service ports in environment variables as in the following
example:

% setenv MY FEV_PORT 9027
% femis_event -p MY FEV_PORT -c

54
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5.1.2.7 Enable Log Files

These options let you enable log file output from femis_event. The -e option creates an
errors-only log file. Option -1 produces a brief diagnostic log file. Option ~L generates a
verbose log. Place the desired file name in the argument following -e, -1, or ~L.
Examples:

% femis__eveht -e errors-only.log.l12~-24-94 ~-c
% femis_event -L femis_event.log.12~25-94 -c -p XMAS PORT
% femis_event -1 /home/femis/log/femis_event.log date +%yim%d.%HM"

5.1.2.8 Nonstandard Port from Command Line

The notification server can be started with a nonstandard service port without the need for
changes in /etc/services (which requires root access) or changing the environment
variables simply by including the desired port number on the command line (specify only
once). Example: .

% femis_event -c 9920
% fev - 8920

5.1.2.9 Connecting to Other EOC's Notification Server

To have the notification servers at multiple EOCs connected together, include the names of
the other EOC server hosts on the command line. Example:

gerverl: s femia_event -c server2
server2:% femis_event -c serverl

5.1.2.10 Getting Remote Hosts from File

Rather than including the names of the remote EOC hosts on the command line, edit the
names into a file and use the ~r option.

5.1.2.11 Multiple Remote EOC Servers Limitation

At the time of FEMIS Version 1.2 release, no special server-to-server algorithms for

routing had been implemented in the notification server. Smart routing algorithms may be

implemented in a future version. Also, the -t option, a part of multi-host, is not
_implemented.

If you specify only one remote host, you get the optimal routing, which is host-to-host with
no alternate conditions or routes. ’

If you specify two or more remote hosts, the local server connects with all the remote hosts
you named. Global event messages are then relayed to all specified remote hosts, even
though that may not be necessary. As a result, global messages may be sent to a remote
host more than once,
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5.1.2.12 Server To Server Connection

The FEMIS UNIX Notification Server (femis_event) supports a network of multiple
notification servers. Any number of server programs can interconnect with each other, and
the purpose of this interconnection is to provide a media for communicating global event
messages, provided that topology of the network is not a concern.

In a later release, an enhancement will be made that will optimize FEMIS notification server
performance to the topology of the WAN.

To establish connection to other servers, a list of notification servers can be included on the
command line. The syntax to designate a notification server connection is as follows:

host name (uses default service port)
In the following lines, all servers use the same default service port number. Example:

tfemis_event ~c countyeoc stateeoc
%femis_event -c irzcountyeoc pazcountyeoc stateeoc

Multiple notification servers can be executed on the same host by using a different service
port number for each instance. The syntax to designate multiple notification server
connections is as follows:

$port number>@<host name>

In the following lines, two notification servers are started and each is cross connected to the
other. Example:

$thiseoc: /home/femis/exe/% femis_event -c 9021 9022@thiseoc
$thiseoc: /home/femis/exe/% femis_event -c 9022 9021@thiseoc

In the above example, service ports 9021 and 9022 are used rather than the default service
port 9020. Server 9021 is connected to server 9022, and Server 9022 is connected to
server 9021, These connections are on the same host.

In the current FEMIS release, both concepts above have limitations. First, event routing is
not optimized for more than two notification servers. Thus, a single event declaration will
be sent multiple times on inter-network links.

A network of notification servers can be started by implementing exact topology in a series
of startup commands. Example:

posteocs femis_event -c 9020 5020@countyeoc 9020@stateeoc
countyeocs femis_event —c 9020 9020Q@posteoc 9020@stateeoc
stateeoc% femis_event ~c 9020 S020@posteoc 9020@countyeoc

The above example starts notification servers on three hosts: posteoc, countyeoc, and
stateeoc. Each is capable of sending global event messages to the other two. No regard
is given to topology, i.e., each server sends events to the other two servers, even if having
one of the others do a relay would accommodate more efficient use of network bandwidth.
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An alternate way to start the servers is to start one, then add one to the network, and later
add the third. Example: :

posteoct femis_event -c 9020
The above established a single notification server. Next enter:
countyeoct femis_event -c 9020 9020@posteoc

We now have a two-node event server network: countyeoc connects to posteoc, which
learns of the new server-to-server connection. We now have a two- node event server
network. Next enter:

stateeoct femis event -c 9020 9020@posteoc 9020@countyeoc

‘We now have a three-node event server network. Stateeoc connects to both posteoc.
and countyeoc and each learn of the new server node.

Graceful removal of nodes from the notification server topology and optimization of
topology for saving network bandwidth have not yet been implemented. These will be done -
in future FEMIS releases. '

5.1.2.13 Which Service Port to Use

Which service port the notification server uses is determined as follows: from the following
list, the first service port that produces a valid service port number is used as the service
port method for this daemon server.

. If the port number is included on the command line, then that port is used even if the
methods below also produce a valid service port number. Example:
femis_event 9975

e  If a service name is included on the command line (via -~s or -S), then that service
name is used in a getservbyname () call. If that service name returns a valid
service port from the /etc/services data file, then that port is used. Example:
femis_event -s FEMIS ShellServer

e  If an environment name is included on the command line, then that environment name
is translated into a service port number. Example:
setenv MYPORT 7120 ; femis_event -p MYPORT

®  The default service name, femis~notify, is tried in a call to getservbyname().
If that returns a valid service port, then that port number is used.

The default environment name FEMIS_EVENT PORT is translated. If that name is
defined and translates to a valid port number, then that service port is used.

e  Ifall the above fail, femis_event terminates with an error.
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Normally, you can just use the standard service port number from the /etc/services
file. However, for testing and diagnostics, additional methods have been included for
running additional notification server modules that use a nonstandard port number, so there
is no interference with normal operations.

5.1.3 Notification Server Utilities

5.1.3.1 UNIX Test Cliens - fev

The notification server subsystem includes a test client for the UNIX system environment.
The UNIX client can be used to test features of the command server, both new and old, and
to perform certain diagnostics.

Note: This client is not an integral FEMIS system component.

The file name of the test client is fev. The UNIX test client is installed at the same
subdirectory as the notification server (see Section 5.1.1.1, Executable Binary Files).

5.1.3.2 UNIX Test Client Command Line Options

Valid command line options for fev have the same format and usage as the notification

server. Example:

% fev host nnnn # 'nonstandard port and host from command

% fev - nnnn # nonstandard port local host (testing only)’
% fev -p PPPP # nonstandard port from environment variable
% fev -s SSSS # nonstandard port from /etc/services file

$ fev -S # use standard service name femis-notify

% fev -I IDNUM # specify notification client id number

% fev -x # don't exit on eof from standard-input

See descriptions of these options in Section 5.1.2, Notification Server Configuration
Options.
5.1.3.3 Client ID Number

You can simulate what happens when a notification system client crashes and then comes
back online. In that case, the PC/client needs to receive the same client ID number that was
assigned to that PC during the previous session. The notification server handles that
scenario correctly, but during testing on a single development host, you need to tell the test
client which client is connecting by specifying the client ID from the previous session (see o
command reply). :

Syntax: fev -I IDNUM

5.1.3.4 Test Client Protocol

To run the notification server test client, do the following:

% set path = (/home/femis/exe §$path)
% fev # connect to local host, standard port
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$ fev <remote host> # connect to a remote host

% fev - <port> # connect to nonstandard port on this host

% fev <remote host> <port># connect to nonstandard port on remote
host

The notification server test client provides several shorthand commands to the actual
notification server protocol, as follows:

: sends cpen-link message (NS_MT_OPENLINK)

o
: reply message contains the client's link id

¢ : sends close~link message (NS_MT CLOSELINK)

i EEEE : sends register-interest message (NS_MT REGISTER_INTEREST)
r EEEE : sends remove-interest message (NS_MT_ REMOVE_INTEREST)

e EEEE : sends declare~event message (NS_MT EVENTMSG) (nonglobal)
g EEEE : sends declare-global message (NS_MT EVENTMSG &

NS_EF._GLOBAL) :
tl : bombard server with multiple NS_MT EVENT testing
t2 : bombard server with multiple NS_MT EVENT testing

5.1.3.5 Test Client Example
Example:;

serverl:% femis_event -c 9920 server2
FEMIS_EVENT port is 9020

server2:% femis event -c 9920 serverl
FEMIS_EVENT port is 9020

server3:$ fev serverl 9920

FEMIS EVENT port is S020

o

<<<<<< received OPENLINK-reply: client-id = 2
i TestEvent

i GlobalEvent

serverd4:>%fev serverl 95920
FEMIS_EVENT port is 3020

o

<<<<<< recejived OPENLINK-reply: ...
client-id = 3

e TestEvent

<<<<<< received notification: event=TestEvent

c
“D

serverd4:% fev server2 9920

o

<<<<<< received OPEN-LINK-reply: ...
client-id = 2

e TestEvent

g GlobalEvent

<<<<<< received notification: event=GlobalEvent
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c
“D
c

“D

In the example, the operator runs the notification server on two hosts, serverl and server2;
they connect to and communicate with each other because the other’s host name is on the
command line.

Next, the client is run on server3, connecting to serverl, a link is opened, and interest is
declared in two events, TestEvent and GlobalEvent. Also, the client is run on server4,
connecting to serverl, a link is opened, and event TestEvent is declared. Because server3's
client has declared interest, a notification message is delivered and reported there.

The client on server4 is next terminated (via close link and control-D). The server4 client is
rerun, this ime connecting to server2, and the link is opened. The event TestEvent is then
declared at server2. Nothing happens at server3, as it is global (not local) to the server on
server2.

Finally, the client on server4 declares a global event (GlobalEvent), and the client on
server3 is notified. The path is server4 to server2, server2 to serverl, and finally serverl to
server3. ' ' .

Both test clients are then terminated via close link and Control-D.

5.1.3.6 Test Client Diagnostics

The test client fev has features whereby it can spy on what notification servers are doing
and what the status of each connection is. The two commands are

$I : sends back information aﬁd statistics
'$s8 : sends back socket connections information

5.1.3.7 Test Client Information Diagnostic $I

Entering $I at the fev test client's terminal causes statistics information to be returned to
the client. Example:

% fev serverl

FEMIS_EVENT port is 9020

S$I

FEMIS_EVENT - Version 1.0.11 - Wed Dec 14 15:54:18 PST 1994
started time . . . . . . Sat Dec 17 03:00:09 1994

current time . . . . . . Mon Dec 19 13:51:59 1994

pid . . . . « < . . . . 23473

ppid 1

uid . . « . ¢ o ¢ o o o 30508

gid . .. . ¢ .. . . . 30508

dir . . <« ¢« ¢« ¢ « » +» . fhome/femis/exe

home . « « « « « « « « « fhome/femis/sunos/home/femisuser
host '« . . . ¢« « + « . . serverl ‘
port . . . .+ « . . o . 9020

.
.
.
°
.
*
.
.
.
*
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background . . . . . . . Yes

accepts8 . . . . o . . . 192
connects . « .« o o . o o 1
reconnects . . « . « o . O

messages rcvd . . . . . 11826
characters revd . . . . 513556
messages sent . . . . . 1274
characters sent . . . . 85600
malloc arenafused . . . 61448 35416
evtbuf cur/tot/peak . . 2 9 9
evtbrd cur/tot/peak 292
intlist cur/tot/peak . . 288 2607 306

From the display above, you know the following information about the notification server
daemon: has been up for 2 days, was started at 3:00 a.m. on Dec 17, is the Dec 14 version;
the process ID is 23473, the sever is in background (because ppid == 1); its uid is 30508
(femis account); user's home is /home/femis/sunos/home/femisuser; the host's name is
serverl; the service port number is 9020 (the standard port); the notification server is
running as a clone in background; and the server currently has 35416 bytes of dynamic
memory allocated.

Furthermore, the server has accepted 192 connections, has established one connection itself
(to the other server), has done no reconnects (because of connection termination), has
received 11826 messages containing a total of 513556 characters, and has transmitted

1274 messages containing a total of 85600 characters. Using either received or transmitted,
the average message length is approximately 42 characters.

For event library statistics evtbuf, evtbrd, and intlist, also reported are current, total, and
peak.

Character and message counts utilized in the diagnostic messages overhead are not included
in the totals displayed.

5.1.3.8 Test Client Socket Connections Diagnostic $s

Entering $s at the fev test client's keyboard causes socket connection information to be
sent to the test client’s display. Example:

% fev serverl

FEMIS_EVENT port is 9020

$s

The heading of the display which follows contains:

ii : index number in femis_event's internal database

lisn : 1 if socket is the server's primary listening socket
acpt ¢ 1 if connection was accept()-ed on this socket

conn : 1 if connect() was established on this socket

stio ¢+ 1 if this is one of the standard i/o files

svrc : 1 if accept or connect is to another server

chan : the channel number '

host : name of the host to which this socket is connected
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IP : the IP address to which this socket is connected

t 32 bit hardware id number - derived from IP address
anid : the notification system client id number

s+ when (date and time) when connection was established
number of messages and number of characters received
number of messages and number of characters transmitted

g

Example display of first 11 parameters:

ii lisn acpt conn stio svrc chan : host : IP : hwid : anid :
310000 3 : serverl.pnl.gov : 130.20.76.45 : 82144C2D : O :
4010004 : serverS.pnl.gov : 130.20.28.29 : 82141C1D : 19 :
5010015 : server2.pnl.gov : 130.20.242.31 : 8214F21F : O :
6010006 : 130.20.28.131 : 130.20.28.131 : 82141C83 : 71 :
7010007 : server6.pnl.gov : 130.20.60.103 : 82143C67 : 47 :
8 01000 8 : serverd4.pnl.gov : 130.20.92.71 : 82145C47 : 69 :
9010009 : server3.pnl.gov : 130.20.92.87 ¢ 82145C57 : 0 :

10 01 0 0 0 11 : server7.pnl.gov : 130.20.92.39 : 82145C27 : 53 :

Example display of final 5 parameters:

when ¢ rcv ¢ xmt

"Sat Dec 17 03:00:12 1994 : r 0 0 : x 0 O

Mon Dec 19 09:50:29 1994 : r 255 11115 : x 7 473
Sat Dec 17 03:00:24 1994 : r 0 0 : x 4 319

Mon Dec 19 10:47:17 1994 : r 91 3896 : x 8 547
Mon Dec 19 10:27:49 1994 : r 259 11303 : x 8 547
Mon Dec 1% 10:45:24 1994 : r 56 2335 : x 2 117
Mon Dec 19 11:14:17 1994 : r 13 13 : x 0 0O

Mon Dec 19 10:29:36 1994 : r 56 2335 : x 2 117

From the above display, we can say that 5 clients currently have active connections, that
client ID numbers range from 19 to 71, and that one client bas no entry in the local name
table (IP address 130.20.28.131).

Socket 3 is the listening socket. Socket 5 connects to the notification server on server2.
Socket 9 is the client doing diagnostics.

Character and message counts utilized in the diagnostic messages are not included in the
totals displayed.

5.1.3.9 Test Client Auxiliary Connect Informétion Diagnostic $aux

Entering $aux at the fev test client keyboard causes the auxiliary connect information to be
sent to the test client's display. Example:

% fev serverl
FEMIS_EVENT port is 95020
Seve
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The heading of the display which follows contains:

ii : index number in femis event's internal database
conn : connect mode = L C A

svrc : server circuit = 0 1

auxtype : aux connection type S C U

host : name of host to which this socket is connected

hwid : 32 bit hardware id number - derived from IP address
port : port number of server/client at remote.end

pid : process id number of server/client process at remote end
cid : client id number of server/client process at remote end
Example listing:

5L 0 : U : virus.pnl.gov : 8214F20A : 9020 : 14415 : O

6 C1l: S : locusts.pnl.gov : 8214F20B : 9020 : 12093 : O
7A0:U: :0¢:0:0: 46 .

8 C1l: s : temblor.pnl.gov : 8214F20C : 9020 : 19831 : O
9A0:U: :0:0:0: 38 '

10A0:U: :0¢:02: 0: 48

11 A0:U: 20:0:0: 43

12aA0:C: : 82145C57 : 9020 : 2593 : O

hattrick

5.1.3.10 Test Client Remote Servers Diagnostic $rem

Entering Srem at the £ev test client keyboard causes the remote connect information to be
sent to the test client's display. Example:

$ fev serverl
FEMIS_EVENT port is 9020
Srem

The heading of the display which follows contains:

RemoteServer : Port number @ host name of the remote notification
server

IPAddress : IP address of the remote host

Address : 32 bit hardware id number - derived from IP address

Example listing:
RemoteServer : IPaddress : Address

9022@virus.pnl.gov : 130.20.242.10 : 8214F20A
9021€@temblor.pnl.gov : 130.20.242.12 : 8214F20C

5.1.3.11 Test Client Event Board Diagnostic $eve

Entering Seve at the fev fest client keyboard causes the server's event board information to
be sent to the test client's display. Example:

fev - test client for femis_event server
FEMIS_ EVENT port is 9020
Seve
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The heading of the display which follows contains:

EventName : name of the event
ExerID : exercise id

Parl : first parameter

Par2 : second parameter

Par3 : third parameter

GMT : date/time event declared
RecID : record id

Example listing (abbreviated):

EventName : ExerID : Parl : Par2 : Par3 : GMT : RecID

CSEPPEvent : 0 : 10000299 : s ALL OVER : 18:25 : 37
MD2 ¢ 1295 : Operations : ¢ UPD:10001 : 18:38 : 41
PLN:PlanChanged : 0 : 10000107 : K : 18:17 : 33
PLN:TaskChanged : © ¢ 10000006 s 21 : s 16:17 ¢ 23
RSB:EventLoghAdd : 0O s J : AckEvent : : 18:25 : 39
RSB:EventLogAdd : 1295 : J : D2:10001 : s 18:37 : 40
UDept t 0 H : : ¢ 15:19 : 18
UFacility : 0 : : : : 15:16 : 18
ULocallD : 0 : TEADTEAD s alstuff ¢ 15:48 : 43
UPerson :t 0 : H H s 16:48 : 24

5.1.3.12 Test Client Synchronize Action $sync

Entering $sync and a qualifier at the fev test client keyboard causes the server to send the
same message back to fev, which can utilize reception of known dollar-sync messages to
synchronize certain events and actions.

The test client uses the command "$sync exit™ to synchronize forced exit while running
in script mode. This must be used in conjunction with the -x option.

Example script:

#i/binfecsh ~£
#
fev -x virus 9020<<ecd
o
‘g My-Event 1 "par one" par_ two par3
g My-Event 123 "" - 999.000
g Your-Event 99 - - -
. c
\$sync exit
eod

The above script runs fev, opens a link, declares the three events, closes the link, and
synchronizes a forced exit. Fev does
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5.2 PC Notification Service

5.2.1 PC Notification Service Overview

5.2.1.1

This section describes the PC Notification Service, which serves as the PC workstation
component of the FEMIS Notification Service. The PC Notification Service is designed to
provide a path for sharing notification information between PC applications, PC work-
stations, and UNIX notification servers. Events posted by applications within a PC work-
station are first sent to all notification clients on that PC, then forwarded to a UNIX -
notification server for distribution to other workstations and other notification servers.

The PC Notification Service operates in the background and provides services to PC
applications through function calls and window messages. There is no direct user interface
except the Notification Service log window, which displays diagnostic messages as the
service is running.

The PC Notification Service is implemented as a dynamic link library (DLL) rather than a
stand-alone service. The Notification Service DLL is automatically activated when client
applications are started and remains active until all clients have been closed. There are no
separate startup or shutdown procedures. Instead, notification startup and operations are

.controlled through configuration files and client function calls, not through command line

options.

Executable Binary Files

The PC Notification Service has one executable binary file:
FNOTIF1.DLL Notification Service function library

This file is normally located in the WINNT\SYSTEN directory but may be placed elsewhere,
as long as it can be found on the system search path.

5.2.1.2 Notification Service Startup

5.2.2

Since the Notification Service is implemented as a dynamic link library, there is no user
control over startup operations. Instead, startup parameters are read from a configuration
file and can be adjusted to suit the needs of a particular installation.

PC Notification Service Configuration Options

The PC Notification Service can be customized by modifying one or more configuration
parameters. These parameters allow you to change notification service behavior to
accommodate client needs and special requirements. For instance, a remote user connected
thru a modem may need to increase the timeout limit for notification server connections, or
a stand-alone installation might want to disable all network monitoring. Each of these
requirements can be satisfied by adjusting the configuration parameters to fit the client's
needs. :
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5.2.2.1 Configuration Parameters

Each configuration parameter has a unique name and most have a default value. For
Version 1.2, the available configuration parameters are as follows:

Parameter Purpose Default Value
RunAsStandAlone StandAlone flag (True/False) . False
SocketMaxWait Socket timeout vaiue (seconds) 10
LostConnCheckinterval | Lost connection check (seconds) 30
LostConnRetryInterval Lost connection retry (seconds) 30
EventQueueSweeplnterval Queue sweep interval (éeoonds) 1
DefaultNotifServerHost Default server host name none
DefaultNotifServerPort Default server port none

If the default value for a parameter is not satisfactory, you can assign a more suitable value.
However, you must be careful that the new value is reasonable and does not have an adverse
effect on Notification Service operation.

5.2.2.2 Notification Service Configuration File

Notification Service configuration parameters are specified in a configuration file,
FEMIS.INI, usually located in the Windows NT home directory. Each configuration
parameter is specified by a key and its associated value, grouped under the [Notification
Service] section.

A typical INT file might look like this:

[Notification Service]
;~—-~Notification configuration parameterg—-—--
;RunAsStandAlone = False

LostConnCheckInterval
LostConnRetryInterval

10
€0

To create an entry for a configuration parameter, insert a new line that specifies the
parameter's name and its new value, separated by an equals sign (=). Key names are not
case-sensitive and all blank padding is ignored.

To disable an entry, put a semicolon as the first non-blank character in the entry. This
causes the line to be treated as a comment and ignored in all parameter processing.

5.2.2.3 Command Line Options

Since the PC Notification Service is not a stand-alone unit, there are no command line
pptions.
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5.2.2.4 Environment Variables

No environment variables are used by the PC Notification Service.

5.2.2.5 Host Server Name and Port

information.

support multiple servers.

5.2.3 PC Notification Service Operation
Operation of the PC Notification Service is discussed in the following sections.

5.2.3.1 Notification Service Window

minimized, its icon indicates the current Notification Service status:

Stand-alone - blue icon with red border
Connected to server -  blue icon with black border
Lost connection - blue icon with red slash across it

FEMIS Notification Service
Status Help

i CommStartup: Successful Netlnit.
I NetOpenServerLink: host = 'virus’, port = 3020
INS_MT_OPENLINK_REPLY received: clientlD = 150
i Comm_Registerinterest: |JournalChanged|888]

i Comm_Registerinterest: |Eventl1]1]

i Comm_Registerinterest: [JournalChanged]888|

| Comm_Registerinterest. |[Event1|1]

Federal Emergency Management FEMIS System Administration Guide
May 1996

UNIX host server name and port number are set by client function calls and are not directly
controlled by configuration options. However, clients can use the DefaultNotifServerHost
and DefaultNotifServerPort configuration parameters to store server identification -

Note: Version 1.2 does not support concurrent connections to multiple notification
servers — only one server can be connected at a time. Future versions may

- The Notification Service window enables a user or administrator to view information about
* notification system operations. This window provides information about the system status
and current version, along with a log of recent diagnostic messages. When this window is
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For status information, select System Status under status on the menu bar. This
activates the Status window, which displays information about local and server status, client
count, event count, server host name, and server port number. However, the status window
does not update itself automatically, so its information may be incorrect if the window is left
open for any length of time. '

For version information, sclect About Me under Help on the menu bar. This activates the
About Me window, which contains version and copyright information.

For diagnostic information, consult the main Notification Service window. This window
displays recent diagnostic and error messages, including network messages to and from the
server and attempts to restore lost server connections.

5.2.3.2 Lost Connections

Lost connections with the UNIX notification server are a common problem and occur for a
variety of reasons. The PC Notification Service is designed to automatically detect and
restore lost connections, with minimal impact on FEMIS software operations.

Whenever a lost server connection is detected, the PC Notification Service sends a
diagnostic message to the log window, activates the Lost Connection icon, and goes into
restoration mode. Every few seconds, as specified by the LostConnRetryInterval
value, the Notification Service attempts to contact the server and restore the connection.
During this time local notification still occurs but all messages to and from the server are
lost and cannot be recovered. When the server finally answers, the connection is restored
and the Notification Service returns to normal operation.

As discussed in Section 5.2.3.1, Notification Service Window, you can use the status icon or
status window to monitor lost connections. However, the status window does not update
itself automatically, so its information may be incorrect if the window is left open for any
length of time. «

5.2.4 PC Notification Test Client

5.2.4.1 PC Test Client - NOTITEST.EXE

The PC Notification Test Client, NOTITEST.EXE, is included in the FEMIS installation and
can be used to test notification functions and diagnose notification problems. This program
can enables a user to manually post notification events, monitor events generated by other
applications, and force notification errors for testing purposes. See the Section 5.2.4, PC
Notification Test Client Functions for more information.

At startup, NOTITEST automatically establishes a notification client link and registers an
interest in the "Event() 1 : 1" event. It also enables notification loopback so it can receive
its own events. However, NOTITEST starts in stand-alone mode, without connecting to a
UNIX notification server. Use the Open Server Link function if you wish to open a link to
your notification server. :
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5.2.4.2 PC Test Client Configuration

The PC Test Client has no configuration options or other means to customize its default
behavior. However, the test functions (below) can be used to change client behavior at
runtime.

5.2.4.3 PC Test Client Command Line Options
The PC Test Client has no command line options.

5.2.4.4 PC Test Client Functions

The PC Test Client offers a variety of functions for testing the Notification Service. These
functions are accessible through command buttons on the test client user interface screen.

Open Client Link

The Open Client Link function opens a notification client link, allowing the test client to
register interests and post notification events. This function is enabled only if there is not an
existing client link. :

Close Client Link

The Close Client Link function closes the existing client link to the Notification Service,
disabling client notification and discarding all interests registered by the client. This
function is enabled only when there is an existing client link.

- Open Server Link
The Open Server Link function opens a link between the PC Notification Service and a
named notification server. The user is prompted for the server name and port number.
When the user clicks the OK button, the Notification Service closes the previous server link
(if any) and sends a connection request to the new nofification server.
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If the server is available, a connection is established and this server becomes the notification
server for this PC. If the server is not available, the Notification Service will ask whether
you wish to retry the connection. If you select Yes, the Notification Service will treat the
problem as a lost connection and go into restoration mode. Otherwise, the Notification
Service will go into stand-alone mode and operate without a server connection.

This function is enabled at all times and is useful for testing server connections and
simulating lost connections.

Register Interest

The Register Interest function enables the test client to register an interest in one or more
notification events. The user is prompted for an event name and exercise number that
uniquely identify a notification event. When the user clicks the OK button, the test client
registers an interest in the specified event and begins to log all notifications for that event.

This function is very useful for troubleshooting notification problems because it allows the
user to monitor notification events posted by other applications. For instance, if an
application is not responding to a specific sequence of notification events, the test client
_program can register an interest in those events and verify that the events are being sent in
the correct order.

This function is enabled only when the test client has a valid client link.

Remove Interest

The Remove Interest function enables the test client to remove an interest in one or more
notification events. The user is prompted for an event name and exercise number that
uniquely identify a notification event. When the user clicks the OK button, the test client
removes its interest in the specified event and is no longer notified about that event.

This function is enabled only when the test client has a valid client link.

Post Event

The Post Event enables the test client to post a notification event and simulate events posted
by other applications. The user is prompted for the event name, exercise number, and three
event parameters, along with control flags that determine how the event will be processed.
When the user clicks the OK button, the test client sends this event to the Notification Service
for distribution to other local and remote clients.

This function is very useful for troubleshooting notification problems because it allows a
user to simulate notification events posted by other applications. For instance, the test client

can post a specific sequence of notification events and verify that other applications respond
correctly to that sequence. ’

This function is enabled at all times.
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Popup On Event

The Popup On Event option is used to alert the user each time the test client receives an
event notification. This allows the test client to function as an event monitor by displaying a
popup message box whenever an event is received. This function can also test the
Notification Service queuing functions by introducing a user-comrolled delay into the event
processing system.

Popup On Errors
The Popup On Errors option facilitates error-handling tests by d1splay1ng a popup message
each time an invalid notification message is received.

5.2.4.5 PC Test Client Diagnostics

The PC Test Client does not include any diagnostic functions in Version 1.2,

5.2.5 Notification Server Troubleshooting

The notification server is very stable; however, this program runs in a network environment
and, thus, is prone to any and all failures which can occur in network computing and
distributed data management systems.

5.2.5.1 Check Notification Server Active

To check if the notification server is active, log in to the UNIX server and issue the
following command: . -

% I grep femis_event
Jusr l ucb I pPs axw

' If the notification server is active, you will get a reply such as:

17739 pe S 0:00 femis_event -c serverl -e
femis_event.e. log.941219 1140

1073 pe S 0:00 grep femis_event

If the notification server is not active, only the second line above will be displayed. The pid
of the femis_event notification server is the first number shown, e.g., 17739.

5.2.5.2 Check Notification Server Communication

To check the notification server communication, run the UNIX test client either from the
server host or from another UNIX system. You should be able to run fev and issue
notification server instructions. Example:

% cd /home/femis/exe
fev
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If the notification server is not active, you will get a reply such as the following and then be
returned to the command line processor:

fev - test client for femis event server

FEMIS_EVENT port is 9020

connect failed: Connection refused

%

If the notification server is active, you should get a reply such as the following:

fev - test client for femis_event server
FEMIS_EVENT port is 9020

After receiving the above reply, you can issue an instruction to the UNIX test client.
Example:

o

This is the test client's command to open a link. Next you should see

<<<<<< received OPENLINK~-reply: client-id = nnnn

where nnnn is an open link ID number (could be any positive integer). If you get such a

reply, the notification server is active and communicating. If the notification server is active
and communicating, then the problem is probably either in the network or on the PC side.

5.2.5.3 Aborting Notification Server

If you need to abort the notification server during testing or troubleshooting, you must
manually log in as the user account from which femis_event was started. In FEMIS
Version 1.1.5, that user account is femis, or you can log in as superuser.

You next need to learn the process ID number (pid) of the femis_event server needing to
be killed. There are two ways to learn the pid of a FEMIS server process.

The first is to use the ps and grep commands. Example:

% | grep femis event
/usr I ucb I ps axw

If the notification server is active, you will get a reply such as:
23473 pe S8 0:00 femis_event -c¢ server2 -e
femis_event.e.log.941219.1140

1073 pe § 0:00 grep femis_event

If the notification server is not active, only the second line above will be displayed. The pid
of the femis_event notification server is the first number shown, e.g., 23473.
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The second way to learn the pid of femis_event is to run the test client and use the $1 spy
command. Example:

% fev - # connect to local host
fev - test client for femis_event server
FEMIS_EVENT port is 9020

$I
Pid « « + ¢« « 4 « . . . 23473

From the ST reply, the femis_event pid is 23473.

Now that you have the pid number, you can abort the notification server. The preferred
way is '

% kill -2 23473

Recheck if the server is still active. If the above kill -2 (the graceful exit), did not work,
then use

% kill -9 23473

Using kill -9 will kill the nofification server, but the state of open connections will be lost
~ and possibly may not be recoverable until some long TCP/IP timeout period elapses.

A script file, such as the following, may be used

foreach killnum ( -2 -9 )

pes ef >! ..PS..
set serverpid = ( “fgrep femis_event ..PS.. l awk “{print §$2}' " )

foreach pid ( $serverpid ).
echo kill $killnum $pid
kill Skillnum §$pid

end

end

5.2.5.4 Fixing Notification Port

When running a FEMIS Client Application such as a Visual Basic application, the
application first uses the FNOTIF1. INT file in the Windows directory to get the notification
server's name and port number. If either the name or port number is incorrect, you will get
an error 10054. You could fix the file to avoid this error occurring in the future; but it is
not necessary because the Visual Basic application then lets you login to an EOC and gets a
new notification server name and port number from the FEMIS database. If either the new
name or port number is incorrect, you will get an error 10054. You MUST then correct the
EOC table by changing the values for either the EOC_SERVER_NAME or the EOC~
NOTIFY_PORT fields.
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5.2.5.5 PC WinSock Errors

The following list includes the errors encountered during development and testing of the
notification server software. A complete list of WinSock and UNIX errors can be found in
Windows Sockets, Version 1.1 documentation. '

PC WinSock Error 10022

This error is an internal Windows Sockets error which is caused when a Windows
application crashes/terminates without properly closing down. In doing so, the Windows
application has wasted and lost critical dynamic memory. Error 10022, which means
invalid argument, is reported by mistake. The real problem is Windows running out of a
critical resource. Shut down other Windows applications and reboot the PC.

PC WinSock Error 10024 '

This error is an internal Windows Sockets error which is caused when a Windows
application crashes/terminates without properly closing down. In doing so, the Windows
application has wasted and lost critical dynamic memory. Error 10024, which means too
many files open, is reported by mistake. The real problem is Windows running out of a
critical resource. Shut down other Windows applications and reboot the PC.

PC WinSock Error 10038

This error is an internal Windows Sockets error which is caused by a software error, most
likely manifested from Windows running out of a critical resource. In reaching this error,
an application has tried to reuse an 1/0 channel which was previously connected to a
network socket but has since been closed. Restart the affected applications. If this does not
fix the problem, reboot the PC.

PC WinSock Error 10050 :

This error means the network is down; there is no network communication with the server
host to which this PC is trying to connect with. Report the error to the System
Administration Authority and wait for diagnosis. After all hardware and communication
bugs have been fixed, restart the affected apphcatlons If this does not fix the problem,
reboot the PC.

PC WinSock Error 10053 ,

This error means that connection to the server was aborted and may be because the server
was terminated, either intentionally or by a failure. This error can also mean that
connection was never established because the server is not currently active. Check if the
notification server, femis_event is currently active on the UNIX server. If not, restart it
using scripts described in Section 5.1.1. 3, Daemon Server Startup. The UNIX test client
can be used to check for server health, see Section 5.1.3, Notification Server Utilities.

PC WinSock Error 10054

This error means that the notification server is not acuve ~ Check if the notification server,
femis_event is currently active on the UNIX server. If not, restart it using scripts
described in Section 5.1..1.3, Daemon Server Startup. The notification subsystem UNIX
test client can be used to check on server health, see Section 5.1.3, Notification Server
Utilities.

-
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This error can also mean that the client software on the PC does not have the correct service
port number or server. The default port for the notification server is 9020. Client software

must use this same service port. If the port number is determined to be incorrect, fix it and

restart the client software applications. Reboot the PC if necessary.
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6.0 FEMIS Command Server

Command server on-ﬁﬁe documentation is provided in three man pages on the UNIX
server. Log onto the EOC's server as femis and enter:

% man cmdservd
% man cmdserv.conf
$ man cmdserv

cmdservd is the command server daemon. cmdserv.conf is the command server
configuration file. cmdserv is a UNIX test client for the command server.

6.1 cmdservd - FEMIS Command Server Daemon

6.1.1

6.1.2

6.1.3

SYnopsis

cmdservd [-conf config-file]
cmdservd [-conf config-file] [-v] [-syntax [-show] [~check]]

Availability

The FEMIS Command Server Daemon cmdservd executable, configuration file, test client,
and related files are delivered in the FEMIS distribution tar file on magnetic tape or CD.
The default locations for these files are /home/femis/bin and /home/femis/etc on the
FEMIS UNIX data server, )

Supported UNIX platforms include the following:

Sun Server running Solaris 2.4 or Solaris 2.5
e IBM RS/6000 running AIX 3.2.5 or AIX 4.0.

Description

FEMIS utilizes remote command servers, executing on a UNIX host computer in order that
PC workstation users can launch large mathematical model/simulation codes, which on the
PCs either could not be run at all or would require an unreasonable amount of time and
resources. These include the Evacuation SIMulation (ESIM), a module in the Oak Ridge
Evacuation Modeling System (OREMS).
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A high degree of security is realized in this command server because:

o Secunty problematic command servers such as reh and .rhosts are not used. A
client node need not be a trusted host.

¢ A command server runs only as a non-privileged, non-root process.

e A command server is forked as a child of metd eliminating the need to maintain
socket connections.

e The command server does not execute raw UNIX commands. Rather it looks up
necessary commands in a configuration file and matches parameters with arguments
based on messages from the client.

e  The command server is very limited in what it can do. Only those commands and
functions defined in the cmdserv.conf configuration file can be invoked. Evenifa
cracker were 10 gain access to the cmdservd service port and sockets, it could not be
used to cd around the file system, examining password files, and the like.

¢  Files written are only those temporary and output files written by the target executable.
All communication between command server and forked process takes place via '
memory and unnamed pipes only.

e Passwords and other sensitive data is sent on the client-to-server socket encrypted.
Clear passwords are never sent to the application on the command hne to possibly be
displayed by ps. :

¢  The user and client machine making requests to run programs on a command server
are verified prior to running any entry. Several methods are utilized to block requests
from anyone except authorized users.

6.1.4 Options

The command server has two basic execution modes: daemon and command line. In
daemon mode, execution is started and controlled by the inerd internet daemon and runs as a
detached process. In command line or interactive mode, cmdservd runs in response to a
user entry. Command line mode is used mainly to check on the syntax of new configuration
files. :

The default configuration file name is cmdserv.conf, and its default path is
/home/femis/ete. To change either the configuration file name or path, use the ~conf
option. Possible formats for use with the ~conf option are as follows:

1% cmdservd -conf filename

2% cmdservd -conf subdirectory/

3% cmdservd -conf subdirectory/filename
4% cmdservd -~conf /fullpathname/

5% cmdservd -conf /fullpathname/filename

62




6.1.5

Federal Emergency Management . FEMIS System Administration Guide
Information System (FEMIS) May 1896

Case 1  Syntax contains no slashes (/), and thus no path or directory names. The
argument t0 —conf is the name of a file which resides in the default
configuration directory /home/femis/etec.

Case 2  Syntax is in subdirectory format and contains a slash (/) as the last character.
The first character is not a /, thus a relative path and not an absolute path. The
described syntax tells cmdserva to use the default file name in a subdirectory of
the default path.

Case3  Syntax specifies a subdirectory and file name. The named file is thus located in
the subdirectory of the default path.

Case 4  Syntax specifies to look for the default file name cmdserv.conf in the full path
specified in the option. Both first and last character of the option are slashes (/).

Case 5  Syntax specifies a full path and file name. None of the defaults apply in this
case.

Option -v asks emdservd to display its version information. Example:

virust$ cmdservd -v
cmdservd version 1.0 - Wed Feb 14 14:41:00 PST 1996

Options ~syntax invokes only the cmdservd syntax checker.
Options -show and —check are used in conjunction with -syntax.

The -syntax -check options cause cmdservd to probess the configuration file, checking

for syntax problems. Options -syntax -show cause cmdservd to compile the
configuration file, check for syntax problems, and display the resulting linked structure.

Syntax Check

To check the syntax of a command server conﬁgurauon file, enter the options -syntax
-check to cmdservd, examples:

1% cmdservd -syntax -check # check default
2% cmdservd -syntax -check -conf CFG # check CFG file

The following format is output by -syntax -check. Any line detected wuh suspect
syntax is reported. Output of the listing is of the format:

Line ##: LINE-FROM-FILE
ERROR-MESSAGE
ERROR-MESSAGE

Where ## is the line number, LINE-FROM-FILE is the text from the configuration file at
line ##, and ERROR-MESSAGE is  list of error messages describing the problems.
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Line 13: badnews
invalid block/directive type code

The following list provides all possible error messages and their probable cause:
invalid block/directive type code
A block name or directive name is not one of those allowed. The block names are
ALL, ACCESS, HOST, SITE, and ENTRY. Directive names are site, deny,
allow, executable, directory, password, outfile, errfile,
argument, environment, file, and put.

block requires no parameters

The ALL and ACCESS blocks do not require a list of parameters, i.e., [ BLOCKNAME
parl par2 ...].

block requires exactly 1 parameter

The ENTRY block requires exactly one parameter which is the entry item name, e. g R
"[ENTRY abc), where abc is the name of a program.

block requires 1 or more parameters
The HOST and SITE blocks require at least one parameter which is a list of host or site
names. HOST and SITE cause conditional compile. If the current host or site is the
same as an item in the list, compilation continues. Otherwise, compilation of this
program block is blocked.
directive not valid outside a block
All directives must be contained inside a block.
ENTRY block can not include other blocks
It is invalid for an [ENTRY .. ] block to. contain other blocks (at this time).
directive must be inside HOST block
The site directive is only valid inside a HOST block.

directive must be inside ACCESS or ENTRY block

The allow and deny directives are only valid inside for an ACCESS or ENTRY block.
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directive must be inside ENTRY block

Directives executable, directory, password, outfile, errfile, file, put, and argument are
only valid inside an ENTRY block.

environment must be inside ENTRY ALL SITE or HOST block
The environment directive must be inside of an ENTRY, ALL, SITE, or HOST block.
When inside ENTRY, the variable is evaluated for that entry item only. When inside
ALL, SITE, or HOST, the variable is evaluated whenever the block condition is TRUE,
and not evaluated if the block condition is FALSE.

ACCESS block can only contain deny and allow
An ACCESS block can not contain anything but deny and allow.

gsite requires exactly 1 parameter

Site directive requires exactly one parameter. Zero parameters and two or more
parameters are invalid syntax.

directive requires 1 or 2 parameters

Allow and deny directive requires exactly one or two parameter. Zero parameters and
three or more parameters are invalid syntax.

invalid character(s) in IP address field

IP address field in the deny and allow directives can contain only digits 0-9 and the
period (.) characters. Anything else is invalid syntax. A format specification is not
* valid in allow or deny directives.

invalid character(s) in IP subnet mask

IP subnet mask in a deny or allow directive can contain only dlgxts 0-9 and the period
(.) characters. Anything else is invalid syntax.

invalid IP address
IP address numbers must be in the range 0-255. .
invalid IP subnet mask.

Only the numbers 255, 254, 252, 248, 240, 224, 192, 120, and 0 are valid IP subnet
mask elements. The value 0 must be followed by 0. The value 255 must be preceded
by 255. A value not-0 or 255 can appear only once. For example, 255.255.255.192,
255.255.255.0, 255.255.128.0.

directive requires format [parameters]
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Directives executable, directory, password, outfile, errfile, file, put, argument, and
environment require a format string and an optional list of parameters. Examples:

executable /home/femis/bin/command/xyz
directory /[home/femis/user/$s/ DIRECTORY

only %8 allowed in format

Format strings in this language allow only the $s printf conversion. Conversions,
such as d, %x, %u, are not allowed.

format and number of parameters do not match

The number of parameters included and the number required by the format string do
not agree.

executable path/file affected by client

Structure of the configuration file program that generates the executable path/file string
is affected by external environment variables sent in the client message. Such affects
are illegal. Executable must be developed only from static values and environment
variables local to the configuration file.

password affected by client

Structure of the configuration file program that generates the password string is
affected by external environment variables sent in the client message. Such affects are
illegal. The password must be developed only from static values and environment
variables local to the configuration file.

Installation

The command server is automatically installed by the FEMIS Installation script on the
FEMIS distribution media. This script should be run after loading the FEMIS tar file from
magnetic tape or CD. See the FEMIS System Administration Guide for more details.

The installation process copies files cmdservd, cmdserv, and cmdserv.conf t
directory /home/femis/bin and home/femis/etc. There files are required to be at
this path, unless modifications are made to the /etc/inetd.conf and cmdserv.conf
files. ' .

FEMIS Install adds the following line to the /etc/services file to define the command
server service port name:

femis-cmdserv 9015/tcp fxcmdserv # command server
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FEMIS Install adds the following single line to the /etc/inetd. conf file to add the
command server to the inerd internet daemon:

fxcmdserv stream tcp \
nowait femis /home/femis/bin/cmdservd cmdservd

Protocol

Only TCP connection and reliable messages are ever used in the FEMIS command server
daemon (Femiscomd). UDP is not used.

The FEMIS command server and a client program carry on a two way half duplex
conversation. After successful connection has completed, the server and client exchange
hello messages. The server hello message contains encryption seeds for the session. Client
hello message contains optional mode flags, used to characterize certain server- client
exchanges. ‘

Once hello message have been exchanged, cmdservd then listens for command messages
from the client which contain the necessary parameters and instructions for running a
specific program on the UNIX server.

After receiving a command, the command server looks for that entry in the configuration
file. Actual UNIX commands and the format of arguments come from the configuration
file, not from the socket input.

After completing the set up for a computation, the femiscomd forks and execs the specified
executable and then goes back to listening for client commands. .

Messages

This section describes messages which pass between server and client over TCP socket
connections.

6.1.8.1 Message Format

Messages to/from command server and its client have the following general format:
<Op:OPERATION|...|...|...><NEWLINE>
Every message begins with < and ends with > followed by an end-of-line. Only

characters between < and > have any meaning. The end-of-line character, and anything
between > and < have no meaning and should be ignored by both client and server.

Between < and > are an unspecified number of fields, the first one being the operation
field. Fields are separated by the | character. Fields can contain any number of characters,
or may be empty, i.e., |].

6-7




Federal Emergency Management FEMIS System Administration Guide

Information System (FEMIS)

May 1996

Within a field, four characters are escaped: < > | and \. The back slash \ is the escape

character.

Note: The field séparators < > and | never appear in a correctly encoded field.

The following mappings apply:
Decoded Encoded
< \L
> \R
I \D
\ \E

6.1.8.2 Message Fields

All message field identifiers are two lower case characters followed by a colon. The

identifiers are as follows:

6.1.8.3 Operation Codes

Contents

Operation or function name

Action code: run, status, kill

Password field

Parameter (environment) values

Return code

Error code

Rey #0 for light encryption (not used)
Key #1 for light encryption (not used)
Key #2 for light encryption (not used)
Modes: alert test ... (client hello only)

The current message operation codes currently are implemented in the command server, the
command server's test client, or both:

Code

Description

op:SVRHELLO
op:CLIHELLO
"Op:MISCINFO
op:EOF

op: COMMAND
op:HELP
op:HELPINFO
op:QUIT
op:ERROR
Op:REPLY
Op:ALERT

68

Server hello
Client hello
Miscellaneous info
End-of-file
Command directive
Eelp

Help information
Quit

Error to client
Reply to client
Alert the client
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6.1.8.4 Command Message
<op: COMMAND | ac:ACTION |pw: PASSWD |ev:PARL |ev:PAR2|...>

Where ACTION is run ENTRY, status, or kill; PASSWD is a password string; PAR1 PAR2 are
parameter defines; and ENTRY is the name of an entry in the configuration file.

This message is constructed by the client and sent to the server. It tells the server what .
entry from the configuration file to invoke. It tells the server what values to use for
arguments and environments.

The PASSWD password string should be blank if the entry contains no password definition.
If password is present, it must be a 16+ characters password value. The first eight
characters are the HWID hex value. The next eight characters are the client port hex value.
Following characters are the user's password string.

Parameters are utilized in the command server as environment variables. Each parameter
specification PAR1 PAR2 defines an environment variable, e.g., X=1, CRANK=24-99,
NAME=xyz, DB=CTO0O. The environment variables thus defined are passed to the
configuration file processing and become inputs for building application arguments, input
files, and environment. Also see cmdserv.conf man page.

6.1.8.5 Error Messages
<op:ERROR| er : MESSAGE>

Where MESSAGE is the error message from the command processor. The fdllowing lists
possible errors:

can't access client data

can't access client data: PERROR

= Call to getpeername(socket) failed.

- PERROR is message returned from perror().

config file open failed ;

config file open failed: PERROR

- Open the configuration file failed.

~ PERROR is message returned from perror().

config file syntax error on lines LINELIST

- Execution of command server has been terminated
because there is one or more syntax errors in the
configuration file.

~= LINELIST is a list of line numbers with errors.

- Correct the syntax errors and retry. Use -syntax and
—-check options to see details of the syntax problems.
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access denied

- The configuration file allow and deny directives in
ENTRY or ACCESS block on the server host ban this
command (or all) from client's IP address.

invalid command
- Content of message is not a valid command.

no action
-~ No valid action was specified.

no password .
- A password is required and none was sent.

wrong password prefix
- Either HWID or PORT has wrong value.

unknown action
- Action code in COMMAND message not valid.
- valid actions are run status_kill.

wrong password
- Password supplied is not one required by configuration
file.

can't set directory .

can't set directory: PERROR

- Can not change directory to the one specified.
- PERROR is message returned by perror().

already active
- The command server daemon is already executing a
process. Either kill or wait for alert.

can't execute program )

- Either fork() or execvp() failed. This probably
happened because there's something wrong with the
executable file or the name specified.

no executable
- The named executable file was not found. There may be
something wrong with the path, or the file name.
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6.1.8.6 Reply Messages
<op:REPLY | rc :MESSAGE>

Where MESSAGE is the reply message from the command processor. The following lists
possible replies:

successful
- command completed successfully

finish TIMESTAMP IDENT

- STATUS is execution finished

- TIMESTAMP also used in log file names
-~ IDENT is the UNIX process id number

killed TIMESTAMP IDENT

- STATUS is execution killed

- TIMESTAMP also used in log file names
- IDENT is the UNIX process id number

active TIMESTAMP IDENT

- STATUS is execution still in progress
-~ TIMESTAMP also used in log file names
- IDENT is the UNIX process id number

not active
- No process has been executed.
Alert Message <

<op:ALERT | rc:MESSAGE>
Where MESSAGE is the process completion status:

finish TIMESTAMP IDENT

- STATUS is execution finished

- TIMESTAMP also used in log file names
- IDENT is the UNIX process id number

killed TIMESTAMP IDENT

- STATUS is execution killed

~ TIMESTAMP also used in log file names
— IDENT is the UNIX process id number

6.1.8.7 Message Example .

From server From client

<op:MISCINFO|ITEM1|ITEM2]...>
<op:SVRHELLO|kO: |kl: |k2:>
<op:CLIHELLO|kl:|k2=|mo:a1ert>
<op:COMMAND |ac:run test
pw:]ev:A=73 ev:B=Doglev:x=Cat>
<op:REPLY |rc:active 9602141130 12933>
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: <op: COMMAND | ac:status |pw: >
<op:REPLY |rc:active 9602141130 12933>
<op:COMMAND | ac:status |pw:>
<op:REPLY |rc:active 9602141130 12933>
<op:ALERT{rc:finish 9602141130 12933>

Service Port and Name

The cmdsexrvd service port number currently is 9015. The short name is femis-cmdserv
or fxcmdserv.

6.1.10 Files

6.2

6.2.1

6.2.2

Files utilized during the installation and executioﬁ of the FEMIS command server include
the following: '

- J/home/femis/bin/cmdservd daemon executable

~ [home/femis/etc/cmdserv.conf configuration file

~ [home/femis/bin/cmdserv. test client (UNIX)

- [etc/services service port numbers

- [Jetc/inetd.conf ' internet daemon config

cmdserv.conf - FEMIS Command Server
Configuration File

Availability

The FEMIS Command Server configuration file cmdserv.conf is delivered in the FEMIS
distribution on magnetic tape or CD, The default location of the file is /home/femisg/etc
on the FEMIS UNIX data server.

Supported UNIX platforms include the following:

e  Sun Server running Solaris 2.4 or Solaris 2.5
e  IBM RS/6000 running AIX 3.2.5 or AIX 4.0.

Description

This configuration file provides specific configuration information to the FEMIS Command
Server daemon cmdservd. Unlike problematic remote compute servers such as RSH, the
FEMIS Command Server provides some degree of security through this configuration file.

Security is also realized by placing severe limits on what this command server is allowed to
do. Only those procedures defined in the configuration file are possible to be spawned.
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Even if a cracker were to gain access to the cmdservd service port and sockets, it could not
be used to cd around the file system, examining password files, and the like.

Additional security is realized through an encrypted password mechanism. cmdservd
currently uses simple encryption, with RSA or SSL planned for the future.

The FEMIS project, and a CSEPP site administrator have the ability to configure allowed
and denied clients on a per site basis. Allow and deny directives give the administrator the
ability to allow individual workstations in the local Emergency Operation Center (EOC), or
a remote EOC, but deny all others. Specification of allowed and denied workstations is -
based on IP address.

The processes used in the command server daemon to parse its configuration file is similar -
to how LEX/YACC generated parsers work. In LEX, a parser reads text according user
defined rules. Output of the lex analyzer is handed to the compiler YACC which builds a
complex linked structure. The linked structure provides a simple mechanism for the process
to scan the input program, without having to reread and reparse the input files.

In the command server daemon, the source code is read by a text parser function. This
parser recognizes only two general source constructs: block and directive. Block is the
outer level construct, and directive the inner level. A block can contain other blocks or
directives. Directives are stand alone, do not contain other directives or blocks.

Syntax
A configuration file contains block, directive, and comment syntax constructs.

A line starting with a # character in column 1 is a comment. Any # character, not part of a
string, begins a comment to the end of that line. Example:

# a comment line :
argument %s XYZ # comment to end-line
argument %8 YZX # another comment ...

A block identification begins with the [character and ends w1th] All blocks are terminated
by [END]. General block syntax is as follows: '

[BLOCK] or [BLOCK parameters]

[(END}] (END]

Directive lines begin with a keyword, followed by zero or more parameters. Directive
parameters can be addmonal keywords, or a quoted string. General directive syntax is as
follows:

directive

directive parameter

directive format-string

directive format-string parameters
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General syntax of a command server configuration file is as follows:

# comments

{BLOCK declaration]
directives

more blocks

[END]

more blocks

6.2.4 Block Syntax'

The command server configuration language utilizes five block types: ACCESS, ENTRY,
HOST, SITE, and ALL. A block statement always begins with the [ (left bracket)
character, followed by the block type name. Whether parameters are required is a function
of block type.

The block types and their summary purpose are as follows:

[ACCESS] Begin access specification block
(ENTRY entname] Begin entry block (conditional)

[HOST hostlist] Begin host block (conditional on host)
{SITE sitelist] Begin site block (conditional on site)
[ALL) Begin unconditional block

[END ...} Marks end of a block

In AccESSs block, a parameter after the block type is not required nor is one allowed.
Likewise, the ALL block does not require a following parameter, nor is one allowed.

An ENTRY block requires one and only one parameter, the entry name.

The HOST and SITE blocks require a list of one or more parameters, where the parameters
are names of hosts or names of sites.

The END statement must have the characters {ENDxxx ), where xxx is zero or more
unprocessed characters, i.e., the parser scans only for {(END. Characters xxx are only for
commentary purposes, i.e., [END of block]. Every block must be terminated by an
[END] statement, which marks the end of the block.

A simple example of command server configuration file structure follows:

#

# a comment line

#

[HOST princess queen] # if host is princess or queen
[ENTRY travelcost] # then define entry travelcost

LI

[END of travelcost)
[ENTRY distance) # and define entry distance
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[END of distance]}
[END of princess queen]

A detailed description of each block type follows:

6.2.4.1 ACCESS Block

Through an ACCESS block, the FEMIS project or a CSEPP site administrator can configure
allowed and denied access to command server resources on a site's UNIX data server.

Two (and only two) directives are permitted in an ACCESS block: allow and deny. The
ENTRY block also permits allow and deny directives. -

When allow and deny appear in an ENTRY block, they specify what workstations can execute
the specific entry. When allow and deny appear in an ACCESS block, they specify what
workstations can execute any entry in the configuration file. An ACCESS block may be
placed inside of HOST or SITE blocks, thus adding site-by-site conditional use.

The parameter of allow and deny directives are in the form of an IP address. This
parameter can be in the form of an specific host address, or a subnet designation.

The parameters of allow and deny can be a full absolute IP address, a partial IP address
with an assumed mask, or an IP address with a mastk. The assumed mask is
255.255.0.0 or 255.255.255.0. A zero in any field of the IP address means wild
card. At this time, only subnet masks 255.255.0.0 and 255.255.255.0 have any
meaning. A zero in any field of the IP address means wild card.

Correct use is to first deny everything via deny 0.0.0.0 and then one at a time allow
subnets and/or specific IP addresses that exist at the site or EOC.,

An address match refers to the client computer's IP address. If the client IP address
Boolean-anded with by the IP mask equals the IP address in the allow or deny directive, the
match is set TRUE. If they are not equal then FALSE.

The following example allows access by all IP addresses in the ISB1 building, except for
workstations wd_millard and merlin. Access by addresses on the PNL Remote subnet
(remote dial-in) are also allowed. The entire world outside ISB1 and PNL-remote is denied

access.
[SITE PNL]
[ACCESS]
deny 0.0.0.0 # deny world, and ...
~allow 130.20.76.0 # isbl-100-pod
allow 130.20.108.0 # isbl-200-pod
allow 130.20.28.0 # isbl-300-pod
allow 130.20.92.0 # isbl-400-pod
allow 130.20.60.0 # isb1-500~-pod
allow 130.20.194.0 # pnl-femis-1
allow 130.20.210.0 # pnl-femis-2
allow 130.20.226.0 # pnl-femis-3-
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allow 130.20.242.0 # pnl-femis-4
allow 192.101.108.0 # pnl-remote
deny 130.20.92.40 # deny wd_millard
deny 130.20.76.40 # deny merlin
[END of ACCESS]

[END of PNL}

6.2.4.2 HOST Block
The format of a HOST block declaration is as follows:

{HOST hostl host2 host3 ...)
Where: hostl host2 is a list of one or more host names.

The HOST block is a conditional block which is compiled only if the server host, on which
the command server daemon cmdservd is executing, is contained in the list of permmed
hosts, i.e., the HOST block parameter list.

The following example defines the site to be PNNL, only if the name of the command
server host is virus, locusts, temblor, or mirage. The example code fragment also sets up
access for the site.

[HOST ' virus locusts temblor mirage}l.
site PNNL # site name is PNNL
[END]

[SITE PNNL]

[ACCESS]

deny 0.0.0.0 # deny whole world

. allow 130.20.92.0 # allow isbl-400-pod subnet
allow 130.20.194.0 # allow pnl-femis-1 subnet
allow 130.20.210.0 # allow pnl-femis-2 subnet
allow 130.20.226.0 # allow pnl~femis-3 subnet
allow 130.20.242.0 # allow pnl-femis—~4 subnet
[END]
[ERD]

6.2.4.3 SITE Block
The format of a SITE block declaration is as follows:
[SITE sitel site2 ...])
Where: sitel site2 is a list of one or more site names.
The SITE block is a conditional block which is compiled only if the server host, on which
the command server daemon cmdservd is executing, is within one of the sites listed.

Specific site is determined by the site directive.

In the following example, the ENTRY definitions are compiled only of the local host is in one
of the named sites: PNNL, TERD, and UMDA,
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[SITE PNNL TEAD UMDA]
[ENTRY import]}
(END]
[ENTRY execute]
[(END]
[END]
6.2.4.4 ALL Block

The command server configuration file syntax rules require that all directives be contained
inside of a block. Thus, a directive can not be placed at the outer most level, as only blocks
are allowed at that level.

In most cases, directives are not needed except inside blocks. However, there are special
cases where placing a directive at the outer most block is necessary. The aALL block
effectively allows that case. The ALL block is like a conditional block that is always TRUE.
It might be used where a BEOST or SITE block would be used, however the ALL block
always compiles.

One special case that requires an ALL block is definition of global environment variables.
Consider the following example:

(ALL]

environment DATABASE £fi7
[END]

[HOST virus]

environment DATABASE fié6
[END]

In the example above, environment database is first defined to be £17, all the time. Then if
the host is virus, DATABASE is redefined to be £i6.
6.2.4.5 ENTRY Block

An ENTRY block defines a block of code that is used in the command server to set up the
execution of a child subprocess. The command, script, or executable to be spawned can be
a compiled program, a Bourne script, a C Shell script, or a PERL script.

The executable directive tells the command server where to find the entry's application file.
Other directives set up arguments, parameters, and data being passed to the application.

The directive types permitted within an ENTRY block are as follows:

executable, dz.rectory, password, outf:.le, errf:.le, argument,
environment, file, put, allow, .and deny.
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The parameter in the ENTRY statement is the entry name, which the command server

matches with the parameter in a run command message from a client. See cmdservd(l) man
page. Example:

<op:COMMAND | ac:run entry-name|...>

Directive Syntax and Semantics

In the command server configuration language, blocks define the structure of a
configuration program, and directives define actions to be executed at some point.

Directives are coded on a single line, which do not begin with the [ (left bracket) or #
comment character. Generally, a directive consists of the directive type name, followed by
an optional format statement, followed by one or more parameters.

Directives utilize a format string which appears much like the format strings of the

C programming language. In this language, only the %s conversion type is valid, i.e., %d
%x %u are not supported and, if included in a format, produce an error. Any number of %s
conversions can appear in a format string. This is the way in which data from the client
program is passed on to the application.

The parameters in a directive statement can be a simple string or the name of an
environment variable. Environment names utilized get their values from the COMMAND : run
messages from a client. In the example below, variables A, B, and C get values 1 r 73,
and 88X. All values are string values. Example:

<op:COMMAND|ac:run xlev:A=1]B=73|C=88Xl...>

- Following is a table of directives in the command server language:

Directive Purpose
site , Define the name of a site
executable Define name of executable file
.directory Define default directory
password Define password
outfile Name the stdout file
errfile Name the stderr file
. argument Specify a command line argument
environment . Specify an environment wvariable.
file Open and write a file
put Put record into opened file
allow Allow access by client
deny Deny access by client

Three methods have been provided in the command server configuration language for
copying input parameters to the application: argument, environment, and file/put.
Argument generates an application command line argument. Environment creates an
environment variable that then gets duplicated in the application. File and put create a file
which can be read by the application,
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6.2.5.1 Site Directive

The site directive defines the name of the site. This site name is then utilized in SITE
blocks to conditionalize other blocks.

The site directive is only valid inside a HOST block. Example:

#

[BOST virus locusts temblor mirage)

site PNL s

[END]

#

[HOST cemsun tcemsun]

site UTAH

[END]

#

(SITE PNL]

environment DATAPATH /files3/home/femis/data/pnl/
[END] '

[SITE UTAH)

environment DATAPATH /filesl/home/femis/data/utah/
(END)

#

{ENTRY xyz]

argument %$s DATAPATH

[END]

Note:  The same thing could be accomplished by using only the HOST block.
However, SITE provides a convenient shorthand way to group a list of
bosts that exist at the different CSEPP sites.

In the example above, the environment variable DATAPATH is changed depending on site
value. Placing the definition of DATAPATH outside the ENTRY blocks helps to decrease the
amount of configuration file code necessary. '

6.2.5.2 Executable Directive

The executable directive provides the command server daemon with the executable file
name. Possible formats are as follows:

executable file-name :
executable format parameter-list

Where file-nameb is an absolute. Only string data type is supported - no integer or
floating data. '

Format is a cmdserv allowed format (see above). Parameter list is a list of internal
environment variable names. The number of environments in the list must match the
number of %s designators in the format string,
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The executable directive requires that the environment variables used to generate the file
name must be internal only. For this directive, external (client) environments are not
allowed. The command server daemon does not allow the client to override the value of a
previously specified environment if that environment is then used in the name of an
executable, which would constitute a significant security hole.

Examples:
executable /home/femis/bin/import.sh

environment EXEPATH /home/femis/bin/esim/
executable %s/import.sh EXEPATH

In examples above, the first example is valid because it is static and does not involve
environments. The second example also is valid, provided the client does not over ride the
value of environment EXEPATH.

6.2.5.3 Directory Directive

The directory directive provides the command server daemon with the path to use for
current directory prior to running the application. See chdir(2) man page. Possible formats
are as follows:

directory path-name
directory format parameter-list

Where path~name is an absolute. Only string data type is supported - no integer or -
floating data.

Format is a cmdserv allowed format (see above). Parameter-list is a list of
environment variable names, which may be either internal and/or external (client

’ generated). The number of environments in the list must match the number of s
designators in the format string.

Tf cmdservd can not set directory to the specified path, it returns an error message to the
client, and does not run the application.

6.2.5.4 Password Directive

The password directive provides the command server daemon with the password to use for
this application. The password string can be blank. If the password directive is omitted, it
is assumed to be blank. A blank password means that password checking is not performed
in cmdservd prior to running the application. Possible formats are as follows:

password password-string
password format parameter-list

Where password-string is the full password speciﬁcaﬁoxi. Only string data type is
supported - no integer or floating data.
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Format is a emdserv allowed format (see above). Parameter-1ist is a list of internal
environment variable names. The number of environments in the list must match the
number of %s designators in the format string.

The password directive requires that th eenvironment variables used to produce the
password string must be internal only. For this directive, external (client) environments are
not allowed. The command server daemon does not allow the client to override the value of
a previously specified environment if that environment is then used in a password directive,
which would constitute a significant security hole because the client could specify its own
password.

If the password directive specifies a non-blank string, cmdservd then requires the client to
send a password string in the COMMAND message. That password must match the one
generated in the password directive. If a match is not realized, cmdservd returns an error
message to the client, and does not run the application. Examples:

password georgewashington
password Elisabeth-2

environment SPORT Baseball.
environment TEAM SeattleMariners
environment PLAYER KenGriffyJr
password %s-%s TEAM PLAYER.

The first and second examples specify valid passwords because they are static and do not
involve any environments. The third example also is valid, provided the client does not
over ride the value of environments TEAM or PLAYER.

6.2.5.5 Outfile Directive

The outfile directive tells the command servér daemon the file name of where to write the
application's standard output. If no /path is included in the outfile directive, the file will
be written to the default directory.

If outfile and errfile specify the same string, only one file is created and stdout and
stderr point to the same descriptor.

Possible formats are as follows:

outfile file-name
outfile format parameter-llst

Where £ile-name is a full or partial file specification. Only string data type is supported -
no integer or floating data.

Format is a cmdserv allowed format (see above). Paramete~1list is a list of
environment variable names, which may be either internal and/or external (client
generated). The number of environments in the list must match the number of %s
designators in the format string.
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6.2.5.6 Errfile Directive

The errfile directive tells the command server daemon the file name of where to write
the application’s standard error. If no /path is included in the errfile directive, the file will
be written to the default directory.

If errfile and outfile specify the same string, only one file is created and stdout and
stderr point to the same descriptor.

Possible formats are as follows:

errfile file—~name
errfile format parameter-list

Where file-name is a full or partial file specification. Only string data type is supportcd -
no integer or floating data.

Format is a cmdserv allowed format (see above). Parameter-1list is a list of
environment variable names, which may be either internal and/or external (client
generated). The number of environments in the list must match the number of %8
designators in the format string.

6.2.5.7 Argument Directive

The arghment directive tells cmdservd to copy the directive parameter(s) to the
application's command line arguments in the order given. See execve(2) man page.
Possible formats are as follows:

argument argument-string
argument format parameter-list

Where argument-string is one full argument in string format. Only string data type is
supported - no integer or floating data.

Format is 2 cmdserv allowed format (see above). Parameter-1list is a list of
environment variable names, which may be either internal and/or external (client
generated). The number of environments in the list must match the number of s
designators in the format string. Examples:

argument -x
argument inputfile.dat
argument %s-%s TEAM PLAYER

6.2.5.8 Environment Directive

An environment directive tells ecmdservad to define an environment variable in cmdservd
process space. See setenv(1) and putenv(3) man pages. Environment variables can be used
to generate the other application attributes, i.e., arguments, directory, file names.
Environment variables also are inherited by the chﬂd process, and thus can be used to
transmit data to the application.
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In some cases, this method of transmitting input parameters to the child has an advantage
over using the argument directive. Those situations include when security is an lssue,
because using UNIX can make arguments visible via the ps command.

Possible formats are as follows:

environment env-name env-value-string
environment env-name format parameter-list

Where env-name is the environment variable name. Env-value string is the environment
variable value. Only string data type is supported - no integer or floating data.

Format is a cmdserv allowed format (see above). Parameter-1list is a list of
environment variable names, which may be either internal and/or external (client
generated). The number of environments in the list must match the number of %s
designators in the format string.

Note: Environment variables, subsequently used in executable or password
directives, which are affected by the client message, are not allowed. The
command server daemon terminates the entry, and does not run the specific
application, because to do so would constitute a security hole. In other
words, the client can not specify its own password nor its own executable
file. Only the configuration file can do that. ~

Examples:

environment OPTION -x

environment SPORT BBall

environment TEAM ChicagoBulls
environment PLAYER Jordan

environment TEAMPLAYER %s8.%8 TEAM PLAYER

6.2.5.9 File Directive

The file directive instructs cmdservd to create and open a new file to receive records.
Records are written to the file via the put directive.

~

Possible formats are as follows:

file file-name
file format parameter-list

Where £ile-name is either a full or partial file specification. If a relative file name, the
default directory is utilized as the starting point.

Format is a cmdserv allowed format (see above). Parameter-list is a list of
environment variable names, which may be either internal and/or external (client
generated). The number of environments in the list must match the number of $s
designators in the format string. Examples:
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file /home/femis/user/evlog/10000745/e0/
file /home/femis/user/evlog/%s/e%s/pf CASE EXER

In the first example, the file directive uses a full path specification involving no variables.
The second example utilizes two variables CASE and EXER, assumed to be sent by the client.

A command server configuration file entry can utilize multiple file directives, in which case
multiple files are created.

6.2.5.10 Put Directive

The put directive instructs cmdservd to copy one ‘record into the file created and opened by
the most recent file directive.

Possible formats are as follows:

put record-text ‘
put format parameter-list

Where record-text is the actual and full record text to be copied into the currently opened
file.

Format is a cmdserv allowed format (see above). Parameter-1list is a list of
environment variable names, which may be either internal and/or external (client

- generated). The number of environments in the list must match the number of %s
designators in the format string, Examples:

put "The quick brown fox jumped over the lazy dog."
put %£8-%s8 CASE EXER

environment ANIMAL elephant. :
put "The quick brown fox jumped ofer the %s." ANIMAL

‘The first example copies a fixed static string into the file. The second utilizes a format
string and two environment variables. The third example uses a quoted string as the format
and one environment variable. The ANIMAL value could be provided in a message from the
client.

6.2.5.11 Allow Directive

A description of the allow directive is also included in AccEss block documentation,
Combinations of allow and deny can be used in ACCESS and ENTRY blocks to describe the
permitted users of the command server.

Syntax of the allow directive is the keyword allow, followed by an IP address or subnet,
followed by an optional subnet mask, followed by an optional comments.

Format of IP address and subnet mask currently is four decimal numbers, in the range
0-255, separated by decimal point. Allowed IP address elements are 0-255.
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Allowed IP subnet elements are 0, 128, 192, 224, 240, 248, 252, 254, and 255.
Subnet mask must be in the format 255...%XXX.0..., where 255 can appear one, fwo Or
three times, O, can appear one, two, or three times, and XXX (not 0 or 255) can appear only
one time. Examples:

allow 0.0.0.0 # world

allow 130.20.0.0 255.255.0.0 # pnl net
allow 192.101.108.0 255.255. 255 0 # pnl-remote
allow 130.20.92.131 # workstation
allow 201.8.44.64 255.255.255.224 # subnet

6.2.5.12 Deny Directive

A description of the deny directive is included in the ACCESs block documentation.
Combinations of allow and deny can be used in ACCES and ENTRY blocks to describe the
permitted users of the command server.

Syntax of the deny directive is the keyword allow, followed by an IP address or subnet,
followed by a subnet mask, followed by optional comments.

Format of IP address and subnet mask currently is four decimal numbers, in the range
0-255, separated by decimal point. Allowed IP address elements are 0-255.

Allowed IP subnet elements are 0, 128, 192, 224, 240, 248, 252, 254, and 255.
Subnet mask must be in the format 255. . .XXX.0. .., where 255 can appear one, two or
three times, 0, can appear one, two, or three times, and Xxx (not O or 255) can appear only
one time, Examples

deny 0.0.0.0 # world
deny 196.104.8.0 # subnet
deny 130.20.92.87 # workstation
deny 201.8.44.32 255.255.255.224 # subnet
deny 201.8.44.96 255.255.255.224 # subnet

6 3 cmdserv - FEMIS Command Server Test Client

6.3.1

6.3.2

(UNIX)

Synopsis

cmdserv [-v] [-h] [-D] [IPaddr] | | [hostname] | [-] [port)
Availability

Program cmdserv is a test client for use with the FEMIS Command Server Daemon
cmdservd. The command server, test client, and related files are delivered in the FEMIS

distribution tar file on magnetic tape or CD. The default locations for these files are
/home/femis/bin and /home/femis/etc on the FEMIS UNIX data server.
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Supported UNIX platforms include the following:

- Sun Server running Solaris 2.4 or Solaris 2.5
- IBM RS/6000 running ATX 3.2.5 or AIX 4.0.

Description

FEMIS utilizes remote command servers, executing on a UNIX host computer in order that
PC workstation users can launch large mathematical model/simulation codes, which on the
PCs either could not be run at all or would require an unreasonable amount of time and
resources. These include the Evacuation SIMulation (ESIM), a module in the Oak Ridge
Evacuation Modeling System (OREMS). '

The command service consists of a client and server. The client runs on a Windows NT
workstation. The server runs on UNIX and is capable of spawning processes at the request
of a remote client.

This program is a client for use on the UNIX platform. It's purpose is mainly for testing

the command server, for testing of new configuration file scripts, and for testing
executables.

Options

The command server test client —v option produces a listing of current version information.
Example: '

virus% cmdserv -v
cmdsexrv version 1.0 - Wed Feb 14 14:41:00 PST 1996

The cmdserv -h option produces a help listing:

virus% cmdserv -h
usage: cmdserv [-hvD] [IPaddr | host] [port]

-V ¢ display version information

=h : display help messages

-D : display diagnostic messages

IPaddr : host IP address, e.g., 130.20.92.87
host : server's host name, e.g., cemsun
port : service port number, e.g., 9015

The cmdserv -D option turns on diagnostics.

Normally, the destination port is 9015, the standard service port for the FEMIS command
server. Certain testing activities may require changing the cmdserv port number, thus the
option to place it on the command line.

The destination host must be specified either as anIP address, or as a host name. One or

the other must be specified, but not both. The local host can be designated as the command
server daemon by including minus-sign (~) in place of the IP address or host name. .
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Examples:

virus% cmdserv locusts
virus% cmdserv virus

cemsun$ cmdserv tcemsun
cemsun% cmdserv cemsun
virus% cmdserv -

virus% cmdserv 130.20.92.87
locusts% cmdserv 130.20.28.43

Installation .

See the cmdservd(l) man page.

Protocol

See the cmdservd(l) man page.

Operation

Run the command service test client by entefing cmdserv. cmdserv first tries to connect
with the command server daemon, cmdservd. Generally, any I/O error during execution
of the test client will cause it to terminate. The possible eérrors during client operation are as
follows:

cmdgserv: create socket failed: PERROR
- . Call to socket() library function to create a socket
failed with the error indicated.

cmdserv: convert IP address failed: PERROR
~ Call to inet_addr() library function failed with the
error indicated. -

cmdserv: HOST — unknown host: PERROR
- cCall to gethostbyname() library function failed with
the indicated error.

cmdserv: HOST-OR-IP - connect failed: PERROR
- The connect() library functlon call failed because
of the indicated error.

cmdserv: HOST-OR-IP - can't get socket info: PERROR
- Call to getsockname() library functlon failed because
of the indicated error.

cnmdserv: read failed: PERROR

- Call to recv() library function to receive a message
on a socket failed with the error indicated.
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cmdserv: send failed: PERROR
- Call to send() library function to transmit a message
on a socket failed with the error indicated.

Where HOST-OR~-IP will be either the destination host name or the destination IP address
depending on how the command line was entered. And PERROR represents an error
message returned from perror ().

Once cmdserv receives control from the shell, it opens a connection to the specified
destination host, and prompts for an action:

Action

Prior to entering anything, wait for the server and client hello messages to be exchanged.
cmdserv displays two to three messages. Example:

Received
<op:MISCINFO

program argv cmdservd]
program argc : ll
current dir : /fileso/home/larryg/femis/command/log]
config file : \LNull\R[
daemon uid @ 1033|
getpeername : clen : 16|
getpeername : gpre : 0|
client port : 2377]
client host : hattrick.pnl.gov|
client IPadd : 130.20.92.87]|
hwid number - : 82145C57
server key ¢ \LNull\R
client key : \LNull\R
process id  : 10332]
parent id : 146>

Received

<op:SVRHELLO | F2BBE247 l kkk kKRR l kkhkrkkkhkD
Sending

<op:CLIHELLO|***##x %% [*x*x*+%%|mozalert test >
Action
At this point, enter one of the following:

run X : runs entry X from configuration file
status : returns status of current application
kill : kills the current application

After entering run X, cmdserv prompts for a password.
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Password

Either enter the password required by the configuration file or just enter return if none is
required. Also see the configuration file cmdserv. conf{5) man page..

Cmdserv next prompts for any number of parameters. Parameters must be of the form
VARIABLE=VALUE, where VARIABLE is the name of a variable in the command server, and
VALUE is the value to be assigned.

Note: All values are string values. Numeric, integer, or floating point data is not
supported in this implementation.

Once all parameters have been entered, type return or ~D.

As soon as the command server processes the command and starts the application, it sends a
message back to cmdserv, which is displayed:

Received
<Op:REPLY |rc:active TIMESTAMP PROCESS>

Where TIMESTAMP is a 10 character time stamp, e.g., 9602071334, and PROCESS is the
PID of the child process.

While the application is executing, entering status acquires status of the application process.
Once the application has terminated, the command server sends an alert message and
cmdserv displays:
Received

<op:ALERT|rc:finish TIMESTAMP PROCESS>

Where TIMESTAMP and PROCESS are the same as above.

Now enter another command or exit via “C or “D.

Messages

Any of the possible command server daemon (cmdservd) error messages and reply
messages can be received in the test client and thus be dlsplayed on its standard output. See
the cmdservd(l) man page.

Configuration File

See the cmdserv. conf{5) man page.
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6.3.10 Service Port And Name

The cmdserv service port number currently is 9015. The short name is femis-cmdserv
or fxcmdserv. '

6.3.11 Files

Files utilized during the installation and execution of the FEMIS command server include
the following: -

/home/femis/bin/cmdservd daemon executable
/home/femis/etc/cmdserv.conf configuration file
/home/femis/bin/cmdserv test client (UNIX)
/etc/services service port numbers
/etc/inetd.conf internet daemon config.




7.0 FEMIS Met Application Suite

The FEMIS Met Application suite gathers meteorological data for FEMIS.

7.1 Overview

7.1.1

7.1.2

The FEMIS Met Application Suite consists of a number of programs on several different
computers. Starting from the source of the met data, there is either a Handar Met
Collection System or the FEMIS PC Met Simulator program (METSIM.EXE), which runs on
a normal DOS computer. Both of these arrangements send the met data through a serial line
to the FEMIS PC Met Server program (FXCOMMPC.EXE), which runs on a normal FEMIS
Windows computer. It, in turn, sends the met data through a socket to the FEMIS UNIX
Met Daemon program (£xcommd), which runs on the FEMIS Onpost UNIX computer.

This program sends the data to the FEMIS UNIX Met Loader program (fcmet1d), which
also runs on the FEMIS Onpost UNIX computer. There is also a FEMIS UNIX Met
Simulator program (fxcomdrv) which runs on the FEMIS Onpost UNIX computer and can
be used to validate the installation of the FEMIS Met Application Suite on the UNIX
computer.

Software Components

The software components consist of the following:

FEMIS PC Met Simulator - METSIM.EXE
FEMIS PC Met Server - FXCOMMPC.EXE
FEMIS UNIX MetDaemon - fxcommd
FEMIS UNIX Met Loader - fcmetld
FEMIS UNIX Met Simulator - fxcomdrv

Hardware Components

The hardware components consist of the following:

Handar Met Collection System

FEMIS Met Simulator PC - DOS -

FEMIS Met Server PC - Windows NT or Window For Workgroups
FEMIS Onpost UNIX computer - Solaris 2.4 or AIX 3.2.5

Serial null modem cable to connect Handar/Simulator to Server.
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7.2 .FEMIS PC Met Simulator - METSIM.EXE

7.2.1 Overview - METSIM.EXE

The FEMIS PC Met Simulator program reads captured raw met data from a file and sends it
over a serial line to the FEMIS Met Server PC which runs the FEMIS PC Met Server
program, FXCOMMPC.EXE. Itis intended to be used for testing or exercise purposes, since
the Handar Met Collection System will be sending the actual real-time met data.

METSIM.EXE can be run on essentially any dedicated PC platform that can support an MS-
DOS (version 3.3 or higher) environment. On the low end, it has been tested on a PC-XT
Clone with a 4.77 MHz 8088 processor running DOS 3.3. On the high end, it has been
tested on a 90 MHz Pentium machine running Windows NT 3.51. METSIM.EXE requires a
serial port (RS-232C) to send data to the platform running FXCOMMPC. EXE, together with a
null modem cable.

_METSIM.EXE requires two files to run. One of these is the tower configuration file
(mettower.dat), which contains the configuration details of the Handar Met Collection
System during the time the tower data file was generated. This file must be the same as the
mettower.dat file on the FEMIS Onpost UNIX computer. The other required file is the
tower data file (met .dat), which contains captured raw met data generated by the Handar
Met Collection System configured as defined in the mettower.dat file.

METSIM.EXE runs as follows:

1. Process command line options to determine communication Settings and conﬁguraﬁon/
data files. If you do not specify the tower configuration file, the default is
mettower.dat in the current directory. If you do not specify the tower data ﬁle the
default is met . dat in the current directory.

2.  Set the communication parameters. The defaults are as follows:

Delay - 900 seconds (15 minutes)
Port - Com2

Baud - 1200

Data Bits - 8

Stop Bits - 1

Parity - NONE.

3. Process the tower conﬁguranon file (mettower.dat) to determine the number and ID
of each tower.

4. Process the tower data file (met.dat) by reading a block of data from the file and
sending a tower data block at a time over the serial port to the FEMIS Met Server PC.
After sending data for each of the towers, wait a bit to simulate the actual Handar Met
Collection System, which sends data every 15 minutes. Then send more tower data
blocks. This process continues until all data in the file has been transmitted.
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Installation - METSIM.EXE

To install the FEMIS PC Met Simulator

1.  Run the FEMIS Setup program. -

2. Specifya diréctory on a clean floppy disk on to which to copy the files.
3. Select the. Met Simulator option. |

4. Specify a site code.

Note: There is currently captured met data for only Utah (TEAD) and Kentucky
(LBAD).

5. Move to the FEMIS Met Simulator PC and copy the files from the floppy to the hard
disk using the following command.

XCOPY /S RA:\*.* C:\

The FEMIS PC Met Simulator program is now installed.

Directories and Files - METSIM.EXE

‘The FEMIS PC Met Simulator program requires three files, which can be placed anywhere

on the FEMIS Met Simulator PC, though €: \FEMIS\MET is the recqminended location.

METSIM.EXE - FEMIS PC Met Simulator program
MET.DAT - input data file
METTOWER.DAT - input tower configuration file.

You might also create a METSIMGO. BAT file to run METSIM.EXE.

Command Line Options - METSIM.EXE
METSIM.EXE accepts the following command line options:
-b Specifies the baud rate. The default is 1200.

-c  Specifies the Com port number (1 or 2). The default is 2.

- =a Specifies the number of data bits (7 or 8). The default is 8.

-p Specifies the parity (E=even, O=o0dd, N=none). The default is none.

-8 Specifies the number of stop bits (0, 1, or 2). The default is 1.
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-w Specifies the wait in seconds between tower data blocks. The default is 500
(15 minutes).

-f Specifies the complete file name of the input file with the met data. The default is
met.dat.

-g Specifies the complete file name of the conﬁgurauon file. The default is
mettower.dat.

-u Displays the available command line options.
-t Test mode: Initialize and exit. This is not the default.

-v Verbose mode: Show all data sent to the port. This is not the default.

METSIMGO.BAT Driver Script - METSIM.EXE

You might want to create a METSIMGO. BAT file which has the settings you will normally
use when running METSIM.EXE. The single command will be something like:

c:\femis\met\metsim.exe -b9600 -c2 -d8 —pN -sl -w900
-fc:\femis\met\met.dat -gc:\femis\met\mettower.dat

If you put the file in a directbry which is in the path, you will be able to run the PC Met
Simulator from any directory.

Then type METSIMGO to run the PC Met Simulator. It will start sendmg data to the PC Met
Server.

Troubleshooting - METSIM.EXE
The two major classes of METSIM.EXE problems are
1. Missing or invalid input files

2. Invalid communication parameters.

7.2.6.1 Cannot Find Input Data File

* * * MSG: Opening input file: file
file: No such file or directory

You specified an invalid input data filename with the —£ option or the met.dat file is not in -
the current directory.
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7.2.6.2 Cannot Find Input Configuration File

* * * MSG: Opening config file: file
file: No such file or directory

You specified an invalid configuration filename with the —~g option or the mettower.dat
file is not in the current directory.

7.2.6.3 Invalid Configuration File

* * * ERR: Reading tower configuration file
There was an error reading the configuration file.

7.2.6.4 Invalid or Empty Configuration File

* * * ERR: & Towers: O

The configuration file was empty or had an invalid format. Only records which begin with
TOWER_ID followed by a tower id are used. This error will occur with a variety of other
errors which will give you more information.

7.2.6.5 Out of Memory

% * * ERR: Realloc error
There was not enough memory (low RAM) to load the entire configuration file.

7.2.6.6 Invalid Communication Parameters

* % * MSG: Status from setting coM port=STATUSCODE
* * * ERR: Initializing. Aborting...

You will always see the first message, but you will only see the second message if
STATUSCODE is not zero. This occurs if there is an error initializing the COM port. Check
all the settings by looking at all the messages which follow "Initializing com port...".

7.2.6.7 Non-Metsim Errors Involving Communications

If FXCOMMPC. EXE is running but does not indicate that it is receiving any data, then you
might think the problem is in METSIM.EXE. However, if METSIM.EXE is running and
shows normal status messages, then the communications parameters are probably incorrect
in either FXCOMMPC . EXE or METSIM.EXE. To correct the problem, stop both programs,
noting what communication parameters FXCOMMPC.EXE is using. Then start METSIM.EXE
using the —v (verbose) option and note what values are used for the communication
parameters (baud rate especially). Verify that both programs are using the same values
(except for possibly Com port). Next, on the FEMIS Met Server PC, start the Windows
Terminal program, and configure its communication settings to be the same as in
FXCOMMPC.EXE. You should start receiving data from METSIM.EXE in the window. If
not, then the cable may have a broken wire or it may not be a null modem cable. Once you
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correct that problem and the data from METSIM.EXE starts appearing in the window, then
you can stop Terminal and restart FXCOMMPC.EXE, setting the communication
parameters, and clicking the Run button. Data should start appearing in the window.

Note: Some of the captured met data is bad — it does not match the defined format
— so even if METSIM.EXE sends it, FXcoMMPC. EXE will ignore it and not
display it in the window. Historically, about 10% of the data is bad.

7.3 FEMIS PC Met Server - FXCOMMPC.EXE

7.3.1 Overview - FXCOMMPC.EXE

The FEMIS PC Met Server program, which runs on the FEMIS Met Server PC, receives
raw met data from either the Handar Met Collection System or from the FEMIS PC Met
Simulator program. After parsing and validating the data, it sends the data via socket to the
FEMIS UNIX Met Daemon on the FEMIS Onpost UNIX computer. '

FXCOMMPC . EXE requires a platform that provides serial port (RS-232C) connectivity, a
network connection with WinSock compatibility, and a Windows (3.11 or 3.51) environment
within which to run. The minimum processor recommended is an Intel 80486 processor,
minimum 33 MHz with MS-DOS 6.22 or better. The platform should also have at least
4MB of extended RAM and a hard disk drive with at least 1MB of available disk space.
The RS-232 serial connection to the METSIM. EXE platform requires only pins 1 (Hardware

. ground), 3 (DTE RxD), and 7 (Data ground) to be connected (a null modem cable). This
application only receives; it does not transmit. No hardware handshakmg is used or

required.
FXCOMMPC. EXE runs as follows:

1.  Process the configuration file, FXCOMMPC.CFG in the current directory, if it exists,
and set the communication parameters. Otherwise, use some default values, probably
not valid for your site, and you will need to set serial parameters and TCP parameters
before clicking RUN.

2.  Once the form pops up, you must configure the Serial or TCP patameters Any
 changes you make will be saved to the configuration file.

3. If you have configured everything to your satisfaction, click the RUN button and the
program sits there waiting for data to come through the Com port. The program needs
no further action from you.

4.  After receiving some data, parse and validate it, before sending it via a socket to the
FEMIS Onpost UNIX computer where it will be loaded into the FEMIS Onpost Oracle
database by the Daemon and Loader programs.

5. Wait for more data.
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Installation - FXCOMMPC.EXE

To install the program, run the FEMIS Setup program and select only the Met Server
option. Remember to create an icon for the program.

The FEMIS PC Met Server program is now installed. You should be able to double click
the icon for FXCOMMPC . EXE and run the program. '

Directories and Files - FXCOMMPC.EXE

The FEMIS PC Met Server requires five files, which can be placed anywhere on the
FEMIS Met Server PC, though c: \FEMIS\MET is the recommended location.

FXCOMMPC.EXE - actual program

VBRUN300.DLL - VB Runtime library

MSCOMM.VBX - Communications controls

WSK.VBX - Socket controls (developed at PNNL) _
FXCOMMPC.CFG - Configuration file, created and updated during execution.

Configuration - FXCOMMPC.EXE

The main form contains two menu items, File and Configure. File has the Exit option to
quit the FXcoMMPC application. Configure contains two submenu items, SerialPort and
TcpPort. There are also two buttons, Run and Stop. Run establishes the connection to
the remote server, opens the serial communications port, initializes the 4 hertz timer, and
enters the processing loop. The Stop button stops sending data.

The SerialPort submenu item loads the form to allow setting serial port parameters. The
parameters that can be set are Baud Rate, number of Data Bits, number of Stop Bits, Parity,
and Com Port. In the current version, only Com1: through com4: are valid options. It also
supports only one serial port at a time. Future versions may include the capability of a
serial port multiplexor board.

The TcpPort submenu item loads the form to allow setting the Local Host Name (that is,
the name of the host running FXCOMMPC. EXE), the Remote Host Name (the name of the
host running the FEMIS UNIX Met Daemon), and the TCP port number that is being
serviced by the daemon. The SerialPort and TcpPort submenu items are disabled
when the Run menu item is selected. ' .

The main form contains several areas:

*  Run Button - Opens the network connection and seﬁds data

s  Stop Button - Closes the network connection

* A frame containing text fields that show the Remote Host Name, the Port Number in
use, and the State of the network connection (Disconnected, Connected, Listening)
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* A frame containing the text fields that show the Com Port in use, the serial port
Settings of the selected Com Port, and the State of the Com Port (OPEN, CLOSED)

* A text box that displays the entire contents of each tower data block that has been
successfully parsed. The previously parsed tower data blocks can be seen by scrolling
in the text box.

Note: Known Bug: Until you select either of the options from the Configure
menu and click OK on the form, FXcoMMPC will not run, even though it
appears that all the settings are correct. '

7.3.5 Troubleshooting - FXCOMMPC.EXE

The two major classes of FXCOMMPC. EXE problems are
s  Problems receiving data from Handar/Simulator
*  Problems sending data to the daemon.

- 7.3.5.1 Communication Problems with METSIM.EXE
See Section 7.2.6, Troubleshooting METSIM.EXE, for details on communication problems.

7.3.5.2 Cannot Connect to Remote Host

When you click the Run button, if the State does not change from Disconnected to
Connected, then FXCOMMPC . EXE is not able to send data to the daemon. The first thing to
do is verify that the Remote Host and Port Number are correct. You may also need to
check the /etc/services and /etc/inetd.conf files on the FEMIS Onpost UNIX
computer. If the settings are correct, then you may need a hosts file on the FEMIS Met
Server PC, possibly c: \bwtcp\hosts. This setup is not required on any FEMIS PCs, but
may be required on other PCs.

7.4 FEMIS UNIX Met Daemon - fxcommd

7.4.1 Overview - fxcommd

The FEMIS UNIX Met Daemon, fxcommd, runs on the FEMIS Onpost UNIX computer -
and passes data it receives via a socket to the FEMIS UNIX Met Loader program,

fometld. fxcommd is an inetd-compliant daemon. It has a dedicated TCP port through
which it receives messages from the platform that runs the FXCOMMPC . EXE application.
Because £xcommd runs as a background process, there is no user interface associated with
it. To load the met data into the FEMIS database, £xcommd creates a data file and then
uses the system function "execl” to create a process that runs the executable fcmetld. This
operation is accomplished by a forked child process; therefore, if any error occurs, it will
not affect the running of the £xcommd process. Because fxcommd creates a log file,
/home/femis/log/fxcommd.log, any error messages from £xcommd, plus some from
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femetld, will be in it for tracking down problems. If there is an error trying to call the
fcmet1d program, usually because there are too many processes running already on the
system, then fxcommd will create an error file, /home/femis/log/f.*.err.

Use of an inetd daemon provides several benefits. If a fatal error is encountered, the
process will terminate, but it will be invoked again automatically when the next connection
request arrives at the network port. As with all inetd processes, the socket coding is
transparent to the application developer. Reads-from and writes-to the sockets are
accomplished by reads from stdin and writes to stdout, respectively.

Installation - fxcommd

All the files associated with £xcommd are installed in the prdpet location by the FEMIS
UNIX Install script. '

/home/femis/bin/fxcommd
/home/femis/etec/fxcommd.cfg
/etc/services
/etc/inetd.conf.

Directories and Files - fxcommd

fxcommd uses the following default directory structure and files:

/home/femis/bin/ - executable
/home/femis/etc/ - configuration file
/home/femis/log/ - output data files
/home/femis/bin/fxcommd - executable program

/home/femis/etc/fxcommd.cfg - configuration file
/home/femis/log/fxcommd.log - output log file
/home/femis/log/f.*.dat - output data file
/home/femis/log/f.*.err - output error file,

Configuring System Files - fxcommd

fxcommd requires an entry in /etc/services, such as:

fxcommd 9037 /tcp

It also requires an entry in /etc/inetd.conf, such as:

fxcommd stream tcp nowait femis /home/femis/bin/fxcommd

These system configuration file entries register the £xcommd daemon with the network

daemon inetd. The file specification shown above for the entry in /etc/inetd.conf must
contain the correct path to the £xcommd executable.
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These files are both modified during installation by the FEMIS UNIX Install scnpt. You
may not need to change them later.

Restarting inetd - fxcommd

If you change an entry in the /etc/inetd.conf file, then you must force the inetd

~daemon to reload the file to make those changes take effect. This is done by restarting the

daemon by performing the following procedure.
1. Login as root. |
2. Find the process ID of the inetd daemon
% /bin/ps -ef | grep inetd
3. Restart the daemon with the HUP signal
% kill -HUP pid
The pid is the process ID of the daemon.

Note: If you use the ps command again, it will appear that daemon has not
restarted (the date and time did not change).

Command Line Options - fxcommd

£xcommd accepts a few command line options, even though it is run from the
/etc/inetd.conf file. These options are as follows:

-i <configuration file> Specifies a non-standard (not
/home/femis/bin/fxcommd.c£fg) configuration file.
This is provided to allow non-standard installations of femis
(not in /home/femis) and multiple instances of met, one
loading real data and the other exercise data.

~help Show the command line options and exit.
-v Show the version of £xcommd and exit.
-v ' Show the version and RCS version of fxcommd and exit.

Invalid command line options are flagged but ignored.

Note: You can run fxcommd from the command line and specify the -v, -v,
and -help options.
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Cdnfiguration File - fxcommd

fxcommd requires a configuration file, the default being
/home/femis/etc/fxcommd.cfg. You can override the default by using the -1
command line option in the /etc/inetd. conf file.

Note: The file is aﬁtcimaﬁcal]y configured during installation, but you may need to
change it later.

fxcommd. c£g contains the following settings:

1. PATH < path variable > ,
(recommend /home/femis/bin: fusr/bin: SORACLE_HOME/bin)

2. ORACLE_SID <sid>
3. ORACLE_HOME <directory for Oracle>
4. ORACLE_BASE <top directory for Oracle>

These Oracle environment variables should be set as in the ~“femis/.oraclerc file,
though the FEMIS UNIX Install script should set them in this file automatically.

5. FXLOGFILE  <log file for fxcommd>
(recommend /home/femis/log/£fxcommd. log)

File in which £xcommd writes status and error messages. It is also the file in which
femet1d will put startup error messages that can occur before it opens its own log
file. '

6. FCEXEFILE <name of fcmetld program>
(recommend /home/femis/bin/fcmetld)

Name of the fcmetld program that £xcommd will execute. The only reason this
would ever be different is because femis was not installed under /home/femis.

7. FCCFGFILE  <name of fcmetld configuration file>
(recommend /home/femis/etc/femetld.cfg)

Name of the configuration file for femetld, which fxcommd will pass if it is not the
default. This is the means by which one can have more than one installation of the met
software, one loading real data, the other loading exercise data. fxcommd and
fcmetld would simply use different configuration files.

8. METDIR <met directory>
(recommend /home/femis/1log)

*  The directory in which £xcommd places data files which femet1d will load.
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Note:  If you changed the directory structure for fcmet1ld (using the METDIR
option), you must also change it to be exactly the same for £xcommd.

9. DEBUG <number>  or NODEBUG
(reconimend NODEBUG) '

The debug level (of£, 0-2), which controls the detail of messages in the log files. If
met is loading fine and has for days, then use NODEBUG. If it will not load at all, then

use DEBUG O to find the general reason. To U'ack the problem down further, you may
need DEBUG 1 or even DEBUG 2.

Note: Blank lines and lines beginning with "#" are treated as comments and ignored.

7.4.8 Troubleshooting - fxcommd
The three major classes of £xcommd problems are
1. Missing or invalid configuration file
2. Too many processes
3. Problems reading from the socket.

7.4.8.1 NON-FATAL: Invalid Command Line Option

* * * ERR: Invalid command line option

This is a non-fatal error which you will only see if you run £xcommd from the command
line. However, it is useful to verify that the command specified in the /etc/inetd.conf
file will work. v
7.4.8.2 FATAL: Invalid -i Command Line Option
* * * ERR: No config file specified with -i option
You will only see this error if you run £xcommd from the command line. However, it is
useful to verify that the command specified in the /etc/inetd.conf file will work. It
means that the -i option was specxﬁed on the command line but no configuration file was
specified after it.
7.4.8.3 FATAL: Cannot Find the Configuration File
* * » ERR: n Opening config file
You will only see this error if you run £xcommd from the command line. Either the

/home/femis /etc/ fxcommd. c£g file or the file specified with the ~i option cannot be
found.
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7.4.8.4 FATAL: Cannot Fork Before Calling the fcmetld Program

* * * ERR: Fork failed with errno=n
* * * ERR: Fork failed with pid=pid

This may occur if there are too many processes already running on the machine. While
fxcommd may continue to run, it means that some of the met data will not get loaded.

7.4.8.5 FATAL: Cannot Call the fcmetld Program

* * * ERR: Exec failed with errno=n

This may occur if there are too many processes already running on the machine. While
fxcommd may continue to run, it means that some of the met data will not get loaded.

7.4.8.6 FATAL: Cannot Find the fcmetld Program

/home/femis/bin/femetld: Command not found

This may occur if the FEMIS UNIX Met Loader program cannot be found. Either the file
really does not exist, or the f£xcommd. c£g file is incorrect. While £xcommd will continue
to run, none of the met data will be loaded. You need to fix the configuration file or find
the missing program and then kill the £xcommd process. When it restarts, it may be able to
find the fcmetld program.

7.4.8.7 FATAL: Error Re.ading Data from the Socket

* * * ERR: Reading (len): rc=n

OR
* * * ERR: Reading (buf): rc=n

The program was expecting some data and something happened while trying to read from
the socket. The accompanying error message may give more information.

7.5 FEMIS UNIX Met Loader - fcmetid

7.5.1 Overview - fcmetld

The FEMIS UNIX Met Loader, fcmetld, runs on the FEMIS Onpost UNIX computer and
‘loads met data into the Oracle database from files created by fxcommd. Itis run from the
FEMIS UNIX Met Daemon, £xcommd, via a system "execl” call. £xcommd passes the
timestamp (-t option) which is used to calculate the name of the input data file created by
fxcommd and the output log file created by fcmetld. fxcommd may also pass a
configuration file (-i option) on the command line, whlch fcmetld will use instead of the
default one.
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fcmetld requires the configuration files fcmetld.cfg and mettower.dat. The
femetld. cfg file controls where the files are located and how to put the data into Oracle.
The mettower.dat file tells fcmet1d how to interpret the actual met data (what kind of
data from which sensor). It MUST be exactly the same as the mettower.dat file that is
used by the FEMIS PC Met Simulator or the Handar Met Collection System.

fcmetld also needs a data file created by £fxcommd, named something like
/home/femis/log/£f.*.dat, where * is the time in seconds and microseconds since
01/01/70 00:00:00 (SSSSSSSSSS.MMMMMMMMMM). These files are generated by the
fxcommd daemon for each block of tower data received from the FEMIS PC Met Server or
the FEMIS UNIX Met Simulator.

fcmet1d creates a log file corresponding to each data file named
/home/femis/log/f.*.log.

Note: Periodically, the files in /home/femis/log should be archived and
deleted. If there are 10 met towers, each sending data every 15 minutes,
there will be 2x10x4x24 =1920 files per day or about 15,000 per week (and
750,000 per year). Each of the files will be small, especially if debugging
is turned off, but that is still a lot of files. You may want to cleanup the old
files at the same time you archive the data in the Oracle tables (using the
archive.sh program).

Installation - fcmetld

All the files associated with fcmet1d are installed in the proper location by the FEMIS
UNIX Install script.

/home/femis/bin/fcmetld
/home/femis/etc/fcmetld.cfg
/home/femis/log/

Directories and Files - fcmetid

The fcmetld program uses the following default directory structure and files:

/home/femis/bin/ : o - executable
/home/femis/etc/ - configuration file
/home/femis/log/ _ - input data and output log files
/home/femis/data/met /xxxx/ - tower configuration file
/home/femis/bin/fcmetld - executable program
/home/femis/etc/fcmetld.cfg - configuration file
/home/femis/log/fxcommd. log - output log file
/home/femis/log/f.*.dat - input data file
/home/femis/log/f.*.log - output log file

/home/femis/data/met /xxxx/mettower.dat - tower configuration file.
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Command Line Options - fcmetld

fcmetld accepts a few command line options, even though it is run from fxcommd. These
options are as follows:

-t <timestamp> Timestamp used to name data file. The format is
ssssssssss.mmmmmmmmumm, which is the time in seconds and
microseconds since 01/01/70 00:00:00. fxcommd passes ~t
when it calls fcmet1d. The data file will be in the METDIR
directory and named. f.<timestamp>.dat. The log file
created by fcmetld be in the same du'ectory and named
f.<timesgtamp>.log.

-f <data file> The actual full name of the data file to load. The -f£ option is
only provided for test purposes, since £xcommd does not use it.
The name for the log file created by £fcmetld will be <data
file>.logq.

-i <configuration file> Specifies a non-standard (not
. /home/femis/etc/femetld. c£g) configuration file. This is
provided to allow non-standard installations of femis (not in
/home/ femis) and multiple instances of met, say one loading
real data and the other exercise data.

~help Show the command line options and exit.
-v Show the version of fcmetld and exit.
-V Show the version and RCS version of £cmet1d and exit.

Invalid command line options are flagged and fcmetld will quit.

Configuration File - fcmetid

fcmetld requires a configuration file, the default is /home/femis/etc/femetld. cfg.
The configuration file for £xcommd actually specifies the name of the configuration file for
femetld using the FCCFGFILE option. If it is not the default, then £xcommad passes the
name of the file to fcmetld using the -i command line option.

Note: The file is automaucally configured during installation, but you may need to
change it later.
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femetld. c£g contains the following settings:
1. ORACLE <username/password >

The Oracle database account username/password should be for the FEMIS onpost
database.

Note: The password is not encrypted.

2. CONFIG <tower configuration filename >
(recommend /home/femis/data/met/tead/mettower.dat)

The name of the tower conﬁgurétion file, which tells which sensors go with which
towers. Currently, the only other file available is
/home/femis/data/met/lbad/mettower.dat.

3. METDIR <met directory>
(recommend /home/femis/log)

The directory in which £xcomma places data files that £cmet1d will load. It is also
the directory in which femetla will place log files.

Note: If you changed the directory structure for £xcommd (using the METDIR
option), you must also change it to be exactly the same for fcmet1ld.

4. TOWERS <# of towers>

The number of towers to process in both the mettower.dat and data from the
Handar Met Collection System or the simulator programs. Up to 20 towers can be
processed. ’

5. EXERCISE <number>

The exercise into which the met data will be loaded in the Oracle database. Since the
incoming data does not say whether it is real or exercise, you must set this value to
control it.

Note: Exercise number O is real data. This means that if you want to load both
real and exercise met data, you would need two sets of met configuration
files on the FEMIS Onpost UNIX computer.

6. DEBUG <number> or NODEBUG
(recommend NODEBUG)

The debug level (of£, 0-2), which controls the detail of messages in the log files. If
met is loading fine and has for days, then use NODEBUG. If it will not load at all, then
use DEBUG O to find the general reason. To track the problem down further, you may
need DEBUG 1 or even DEBUG 2.
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NOWTIME or REALTIME
(recommend NOWTIME)

The time used for the data collection time for the met data. NOWTIME says to use the
current system time, whereas REALTIME says to use the time the met data was actually
collected. Note that REALTIME is what EMIS uses.

DOTZ or NODOTZ
(recommend DOTZ)

Controls whether the data collection time is converted from local time to GMT before
storing it in the database. You would only use NODOTZ if you have a version of
FEMIS before version 1.1.7. :

Note: Blank lines and lines beginning with "#" are treated as comments and
ignored.

7.5.6 Troubleshooting - fcmetid -

The five major classes of femet1d problems are

1.
2,
3.
4,

5.

Invalid command line or configuration file options
Errors connecting to Oracle -

Errors reading any of the input files

Invalid met data

Errors updating the database.

7.5.6.1 Invalid Command Line Options

* * * ERR: Invalid option

You or £xcommd specified an invalid command line option. Use =h to see the valid
options.

7.5.6.2 Missing Command Line Option

* * * ERR: -t or -f option is required

You or £xcommd did not specify the -t or -f command line option, one of which must be
used. Use ~h to see the valid options.

7-17




Federal Emergency Managemaent FEMIS System Administration Guide
Information System May 1996

7.5.6.3 Trouble Opening the Configuration File
* * * ERR:t n Opening config file
The specified configuration file probably does not exist. Either you specified a bad filename

with the -1 option, or £xcommd pass a bad filename because the FCCFGFILE entry in the
fxcommd. c£g file is wrong.

7.5.6.4 Missing Oracle Entry

* * * ERR: Oracle username/password not set
The ORACLE entry is not specified in the fcmetld.cfgq file.

7.5.6.5 Missing Tower Configuration File Entry

* *“* ERR: Tower Config file not set
The CONFIG entry is not specified in the fcmetld.cfg file.

7.5.6.6 NON-FATAL: Missing Tower Count Entry

* * x ERR: # Towers not set -- using 20
The TOWERS entry is not specified in the fcmet1d.cfg file.

7.5.6.7 Not Enough Memory to Load Tower Configuration File

* *# * ERR: n Allocating Tower Info
There was not enough memory to load the tower configuration file.

7.5.6.8 Trouble Opening the Tower Configuration File
* * * ERR: n Opening config file

The specified tower configuration file probably does not exist. The CONFIG entry in the
fcmetld.cfq file is probably wrong.

7.5.6.9 Trouble Réading the Tower Configuration File

* * * ERR: n Reading config file

There was some sort of error reading the tower configuration file, probably because it was
empty or missing some required entries.

7.5.6.10 Trouble Opening the Tower Data File

* * * ERR: n Opening Tower Data file

The specified tower data file probably does not exist. Either you specxﬁed an invalid -t or
-£ option, or £xcommd passed an invalid -t option.
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7.5.6.11 Empty Tower Data File

* * * ERR: No data records in tower data file

The tower data file was empty or included only information for sensors which FEMIS
ignores.

7.5.6.12 Tried to Process Information for an Unknown Tower

'* * * ERR: Invalid tower -

OR

* * * ERR: Tower not in configuration file

The met data is for a tower that the tower configuration file does not define.

7.5.6.13 Could Not Connect to Oracle

* * * ERR: n Connecting
This is the single most likely error you will see. The probable causes are
* Oracle entries in fxcommd. c£g are incorrect
®  Oracle is not running,

7.5.6.14 Trouble Determining Tower Name

* * * ERR: n Getting tower name

The incoming met data includes a tower ID, but the FEMIS Oracle database uses a different
value (a tower name) to identify the tower. fcmetld was unable to determine the name by
looking into the met tower table, given the ID. '

7.5.6.15 Trouble Getting Current Time

* * * ERR: n Getting current date/time
The SQL query to determine the current time was not successful.

7.5.6.16 Trouble Converting Date from Julian

* * * ERR: n Converting Julian day

The incoming met data includes the date the information was collected as a Julian day. It
must be converted to the actual date (mm/dd/yy) before being stored in the database, but
there was some sort of error trying to convert it.

7.5.6.17 Trouble Changing Current Met to Historical Met

* * * ERR: n Changing current met to historical met for tower.

When met data is added to the database, the most recent met data is changed from current to
historical. There was an error doing that.
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7.5.6.18 Trouble Adding the Met Data to Oracle

* * * ERR: n Adding met data for tower

There was an error inserting a record for the new met data into the met condition table,

7.5.6.19 Trouble Committing the Database Updates

* * * ERR: n Disconnecting

There was an error committing the database updates, so the data may have been added to the
database, or it may not have been added.

7.6 FEMIS UNIX Met Simulator - fxcomdrv

7.6.1 Overview - fxcomdrv

The FEMIS UNIX Met Simulator, £xcomdrv, uses a file created by the FXCOMMPC.EXE
program, and sends one tower of met data at a time through the specified port to the
specified UNIX computer. It can be used for testing the installation of the FEMIS Met
Application Suite on the UNIX computer.

fxcomdrv is a simple socket-based data driver for use in testing £xcommd and fcmet1ld.
It uses a data file that has been created by the PC application FXCOMMPC.EXE. This data
file contains parsed and formatted met data. f£xcomdrv makes a socket connection to
fxcomdrv and then sends individual tower data blocks across the socket with delays
between each tower data block. .

7.6.2 Installation - fxcomdrv

All the files associated with £xcomdrv are installed in the proper location by the FEMIS
UNIX Install script.

/home/femis/bin/fxcomdrv
/home/femis/bin/fxcomdrv.sh
/home/femis/data/met /xxxx/*
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Directories and Files - fxcomdrv

The fcmet1d program uses the following default directory structure and files:

/home/femis/bin/ - executable and configuration file
/home/femis/data/met/*/ _ - tower configuration and data files
/home/femis/bin/fxcomdrv - executable program
/home/femis/bin/fxcomdrv.sh - driver script

/home/femis/data/met/*/fxcommpc.out - data file
/home/femis/data/met/*/mettower.dat - tower configuration.

Command Line Options - fxcomdrv

" The following command line options are accepted by £xcomdrv:

-v : Show the version of £xcomdrv and exit.

-V ! Show the version and RCS version of fxcomdrv and
exit.

-hélp Show the command line options and exit.

-purge Cleanup the files in the /home/femis/log directory
and delete the log file, ’

/hone/femis/log/fxcommd. log.

Note: The /home/femis/log directory is exactly what £xcomdrv uses.

~zeropass Normally used with ~debug 2 to show settings. It

“does not actually send any data to the port.

-[no}onetower Send a block of data for a single met tower and then
exit. The default is multi-tower (~noonetower).

-[no]onepass Send all the data in the input data file and then exit or
restart. The default is multi-pass (~noconepass),
which is an infinite loop. When it reaches the end of
the file, it restarts from the beginning,

-[no}jdebug <level> The debug level (off, 0-2) controls the detail of
messages in the log files. If met is loading fine and
has for days, then use NODEBUG. If it will not load at
all, then use DEBUG O to find the general reason. To
track the problem down further, you may need
DEBUG. 1 or even DEBUG 2. The default is

NODEBUG.
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~-file <data file> Name of the file which contains captured met data
from the Handar Met Collection System as processed
by the FEMIS PC Met Server. In other words, it is
the output file from FXcoMMPC.EXE. The defaultis
_/home/femis/data/met/tead/fxcommpc.out.

-sleep <seconds> The interval between groups of blocks of data. When
sending data for a tower, if it has been sent already in
this group, then wait that many seconds. This
simulates the Handar Met Collection System sending
data for a tower every 15 minutes. The default is 900
seconds (15 minutes.)

-ip <IP Address> The IP address of the FEMIS Onpost UNIX
' computer. The default is 130.20.28.43.

-port <port> The port to which the data will be sent for the
‘ fxcommd program to read. “You should use whatever
. is specified for £xcommd in /etc/services. The
default is 9037.

7.6.5 fxcomdrv.sh Driver Script - fxcomdrv

The £xcomdrv program can be run from the driver script,
/home/femis/bin/fxcomdrv.sh, which attempts to pass the correct command line
options to fxcomdrv. You may need to edit the file and set the options you wish to
pormally use, especially -file, -sleep, -ip, and -port.

Note: You can specify the ~sleep option from the command line. Normally,
fxcomdrv runs in an infinite loop, sending all the data in the
fxcommpc.out file, and then starting over from the beginning. If you
specify anything for the second command line option, then £xcomdrv will
only run through the data file once.

To use the driver script, login as femis and type £xcomdrv.sh. If you want to sleep
5 seconds between groups of data and only run through the file once, type

fxcomdrv.sh 5 1.

7.6.6 Troubleshooting - fxcomdrv
The two major classes £xcomdrv problems are
1. Problems setting up the socket communications

2. Missing or invalid input data file.
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7.6.6.1 Invalid Command Line Option

* % * ERR: Invalid option: s

You specified an invalid command line option. Use the ~help option to see what options
you can use. :

7.6.6.2 Tfouble Connecting to Socket

* * * ERR: Setting IP address

OR :
* * * ERR: Setting socket

OR

* * * ERR: Connecting to socket
You may have specified an invalid IP address or an invalid port number. If they are
correct, then the FEMIS UNIX Met Daemon may not be installed properly. In other words,
the inetd daemon may not be listening on the port.

7.6.6.3 Trouble Opening or Reading Data File

* * *» ERR: Opening data file
OR
‘ * * * ERR: Reading data file

The most probable cause is that the input data file does not exist or is empty.

7.7 Operation
The FEMIS Met Application Suite has three possible conﬁgurations.
e The Handar Met Collection System can be providing real met data.
¢ The FEMIS PC Met Simulator can be providing captured met data.
*  The FEMIS UNIX Met Simulator can be providing captured met data.

One or more of these configurations can be running at one time, but for simplicity, they are
discussed separately in the following sections.

Note: In the near term, EMIS will be providing all of the real met data to FEMIS,
which does not involve the FEMIS Met Application Suite.

7.7.1 Operation - Handar Met Collection System

If the Handar Met Collection System is providing real met data to FEMIS, then the
following components of the FEMIS Met Application suite are required:
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Software:

. FEMIS PC Met Server
. FEMIS UNIX Met Daemon
»  FEMIS UNIX Met Loader.

Hardware:

*  FEMIS Met Server PC
*  FEMIS Onpost UNIX computer.

The Handar Met Collection System will send met data over a serial line to 2 Com port on
the FEMIS Met Server PC, where the FEMIS PC Met Server program will be running. It
will detect the data on the port and send it to the FEMIS Onpost UNIX computer, where the
inetd daemon will detect data on the socket, start the FEMIS UNIX Met Daemon program, -
and send it the data. It will create a data file with one tower's worth of met data and then
call the FEMIS UNIX Met Loader program. It will load the data into the FEMIS Onpost
Oracle database. It will replicate the data to the FEMIS offpost Oracle database(s).

Notice that once you start the FEMIS PC Met Server program, this entire process requires
no human intervention. It is automatic.

‘Operation - FEMIS PC Met Simulator

If the FEMIS PC Met Simulator is providing captured met data to FEMIS, then the
following components of the FEMIS Met Application suite are required:

Software:

e . FEMIS PC Met Simulator

. FEMIS PC Met Server

. FEMIS UNIX Met Daecmon
. FEMIS UNIX Met Loader.
Hardware:

¢ FEMIS Met Simulator PC
¢ FEMIS Met Server PC
*  FEMIS Onpost UNIX computer.

You will run the FEMIS PC Met Simulator on the FEMIS Met Simulator PC, which will
send met data over a serial line to a Com port on the FEMIS Met Server PC, where the

- FEMIS PC Met Server program will be running. It will detect the data on the port and send

it to the FEMIS Onpost UNIX computer, where the inetd daemon will detect data on the

. socket, start the FEMIS UNIX Met Daemon program, and send it the data. It will createa

data file with one tower's worth of met data and then call the FEMIS UNIX Met Loader
program. It will load the data into the FEMIS Onpost Oracle database. It will replicate the
data to the FEMIS offpost Oracle database(s).
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Notice that once you start the FEMIS PC Met Server program and then the FEMIS PC Met
Simulator, this entire process requires no human intervention. It is automatic.

Operation - FEMIS UNIX Met Simulator

Tf the FEMIS UNIX Met Simulator is providing captured met data to FEMIS, then the
following components of the FEMIS Met Application suite are required:

Software:

FEMIS UNIX Met Simulator
. FEMIS UNIX Met Daemon
FEMIS UNIX Met Loader.

Hardware:
e FEMIS Onpost UNIX computer.

You will run the FEMIS UNIX Met Simulator on the FEMIS Onpost UNIX computer,
which will send the met data to the socket on the same computer. The inetd daemon will
detect data on the socket, start the FEMIS UNIX Met Daemon program, and send it the
data. It will create a data file with one tower's worth of met data and then call the FEMIS
UNIX Met Loader program. It will load the data into the FEMIS Onpost Oracle database.
It will replicate the data to the FEMIS offpost Oracle database(s).

Notice that once you start the FEMIS UNIX Met Simulator program, this entire process
requires no human intervention. It is automatic.

7.8 Setting Up for Exercise Data

It is possible to setup the FEMIS met system so that incoming data will be treated as real or
exercise met data. If you want only one or the other, not both, it is a simple matter of
changing. the fcmet1d. c£q file and specifying the exercise number you wish to use.
Remember that exercise number 0 is real data.

On the other hand, if you want to load both types of data at once, real data from the Handar
Met Collection System and exercise data from the FEMIS PC Met Simulator, then you need
two met setups on the FEMIS Onpost UNIX computer. For example, assume you will use

. the normal setup to load the real data. Then you need to do the following to load exercise

met data. :
1. Create the met exercise directory tree (for example)

/homé/femis/logx
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2.  Setup the configuration files (for example)
/home/femis/etc/fxcommdx.cfqg
o point t0 /home/femis/logx and fcmetldx.cfg
/home/femis/etc/fcmetldx.cfg
. point to /home/femis/logx

3.  Setup the /etc configuration files, adding another entry for the second daemon on
port 9038. Remember to restart the inetd daemon. .

/etc/services

e use port 9038

/etc/inetd.conf

. specify the -i /home/femis/bin/fxcommdx.cfg option

4, Setwpandruna FEMIS Met Simulator, using port 9038.

7.9 Setting Up the femis Account

The £xcommd and fcmet1d programs, like most of the FEMIS UNIX programs, require a
properly configured femis home account. For example: :

1. Username is femis

2. Home directory is /home /fenis

3. Standard shell is c-shell (/bin/csh)
4, Oracle environment variables must be set:

SORACLE_SID
$ORACLE_BASE
SORACLE_HOME

5.° PATH environment variable includes
/home/femis/bin

Jusr/bin
$ORACLE_HOME/bin
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8.0 FEMIS Data Exchange Interface
(DEI)

The FEMIS/EMIS Data Exchange Interface (DEI) system is used to support the transfer of
data from EMIS to FEMIS.

8.1 Overview

The FEMIS/EMIS Data Exchange Interface system consists of one main program
(femisdei) for processing data sent from EMIS and a utility program (fprofdei) for

. maintaining the encrypted password file for FTP. Both programs run on the FEMIS onpost
UNIX computer, the former usually as a background process.

From the EMIS perspective, IBS and FEMIS are essentially indistinguishable. The files are
sent from EMIS via FTP to an IP address and some files come back from them in a

particular directory. At most, two changes need made to EMIS, both on the UNIX
computer.

1. The setup.ini file may need to be changed to specify the EMIS UNIX user account
for incoming files (and the account created if it does not exist). The recommendation,
however, is to continue using the current account used for communicating with IBS.

2. The template file in the EMIS UNIX user's home directory needs to be changed to
point to the new IP address, FEMIS UNIX user account, and password.

EMIS will then communicate with FEMIS instead of IBS.

8.1.1 Software Componenfs

FEMIS/EMIS Data Exchange Interface program - femisdei
FEMIS/EMIS FTP Profile Manager - fprofdei

8.1.2 Hardware Components

*  FEMIS Onpost UNIX computer
e EMIS computers (PC and UNIX).
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8.2 Program Detail - femisdei

8.2.1

8.2.2

The femisdei program processes files received from EMIS in a manner similar to the
EVENT program in IBS. Itis a PRO*C program which connects to an Oracle database and
loads data into various tables. The program has three distinct phases of operation: startup,
processing loop, and shutdown.

Startup Phase

During the startup phase, the program sets some default configuration items, processes the
configuration file and overrides the default setup, and then processes the command line
options which override all previous settings. If everything is OK so far, it connects to the
Oracle database. If able to connect, it then checks to see if the specified FEMIS exercise
exists. If not, the program displays a warning message and continues. Then, if you want it
to run as a background process (the ~clone command line option or the CLONE configura-
tion file option) like normal, it moves itself into background.

Processing Loop Phase

Next, the program begins the processing loop, where it waits for a transfer list file,
xferlist.dat, to appear in the /home/femx directory. When the file appears, it reads
the header and determines whether the accompanying files are real or exercise data. It then
reads and processes the entries one file at a time. Next, it sends the notifications of new
data to the FEMIS Notification Server via the fev client. Then it moves the EMIS files to
the 'from’' directory and sends a KEY.DAT file back to EMIS using FTP acknowledging
receipt of the filés. Then it waits for another transfer list file.

Generically, processing a data file consists of:

Reading the file header
Adding an entry to the FEMIS journal that the file was received from EMIS
Reading the data in the file
Converting the data into FEMIS terms
Putting the results into the Oracle tables
Adding entries to the FEMIS journal that the file was successfully processed
Adding entries to the notification list
- Adding an entry to the acknowledgment key list
Sending the acknowledgment back to EMIS.

OO NAADLWD =

EMIS can send many types of files, but femisdei only loads the data in a few of them.
These are: NOTIFY.DAT, D2INPnnn.DAT, WORKPLAN.DAT, and WEATHER.DAT. A
KEY.DAT file with a Please Echo key or a PAR key will also be processed properly. All
files from EMIS will be acknowledged, though the files that femisdei ignores will always
be said to be OK (DATA_OK). The other files may or may not be OK based on the contents
of each file.
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NOTIFY.DAT: If the transfer includes a Notification file, femisdei processes it first. It
reads the entire file and then determines whether this is a new event, an update to an
existing event, or closes one or all EMIS events.

To determine if one or more EMIS events are to be closed, the END EVENT Classification is
used to close the specified event, and END ALL OPER EVENTS or END ALL EXER
EVENTS is used to close all EMIS events. If only closing a single event, then the event in
FEMIS with same EMIS Event Id is ended. Otherwise all EMIS events in FEMIS in the
proper mode (operations or exercise #n) are ended.

The new versus update notification is determined by looking at the EMIS Event Id and the
Notification Reason field. If there is an event in FEMIS with the same EMIS Event Id, then
this is an update. Otherwise, it is a new event. Then get the current operational D2 case
from the Local Config table. Next, add a record for the event to the CSEPP Accident table.
Then, if it is a update, change the CAI Status Code flag for all previous records for that
event, leaving just the new record as the 'current’ one.

D2INPnnn.DAT: After processing the notification file, femisdei processes the D2 Input
file, if sent. First, it calculates the D2 case number by extracting it from the name of the
file (the nnn). Then it renumbers or deletes any D2 cases in the database which have the
same D2 case number. (The first available number greater than 1000 is used). If the
FEMIS workplan points to an old D2 case with that number, the program makes it point to
the new D2 case. Then it adds an empty record in the database for the new D2 case. Next,
it processes the file, loading the values into the various D2 tables. If the D2 case is a real
one (not Reference or What-If), then it updates the Local Config table to point to the new
D2 case. (In other words, the D2 case sent from EMIS becomes the current operational
onpost case in FEMIS.) Next it copies the 'Operations’ record in the Local Config table to
the 'OperOnpost' record. Then it updates the Sendof fpost flag in the Val List table,
which has something to do with notification. Finally, it adds an entry to the Case
Management table for the new D2 case.

WORKPLAN.DAT: For the first activity in the Workplan file, the program removes the
existing workplan from the FEMIS database. Then for each activity in the Workplan file, it
reads the data from the file. The program determines whether this is a completely new
activity, or whether it is similar to an activity in the Work Plan Activity table, which is a
library of activities. If it is a new activity, a new entry will be added to the Work Plan
Activity table, and a new entry MAY be added to the Potential Accident table, which
contains a list of all Local IDs. Local IDs are based on D2 source term information, but the
Workplan file only specifies agent and munition. If no Local Id exists with the specified
agent and munition, then a new Local Id will be created. Next, it adds a record to the Work
Plan Act table, which contains the activities for the current workplan. Note that a number -
of the fields will be missing information, since it is not supplied by EMIS. When done
processing the file, it copies the workplan records in the database from ID 2 to ID 1. Then
it updates the 'SendOffpost' flag in the Val List table, which has something to do with
notification, '
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WEATHER.DAT: For each entry in the Weather file, it reads the record, finds the tower
name associated with that tower ID, makes all 'current’ met records for that tower not '
'current’, and adds the new record, making it 'current’. Note that the current date/time is
used, not the date/time the reading was taken, since the latter is not really supplied by
EMIS. :

8.2.3 Shutdown Phase

The final phase, shutdown, usually will not occur. In fact, it can only occur if you run
femisdei in One Pass mode, if you ‘kill’ it with the kill file, femisdei.kil, if Oracle
goes down, or if femisdei crashes. The kill file causes femisdei to shutdown nicely,
committing all outstanding database updates and disconnecting from Oracle. While you can
use the UNIX kill -9 command, it simply stops femisdei dead in its tracks and does
not force database commits or the database disconnect to occur. That means two bad things
could happen. First, not all the data from EMIS will be saved in the Oracle database.
Second, the Oracle connection MAY not immediately go away. This could prevent
femisdei or other programs which access Oracle from getting a connection. Therefore, to
stop the femisdel program, always use the femisdei -kill option.

8.3 Program Detail - fprofdei

The fprofdei ¢ program is used to maintain the FTP profile file. This file is usually
named /home/femis/etc/femisdei.prf. It contains the hostname, username, and
encrypted password for the EMIS UNIX computer to which femisdei will send
acknowledgment files via FTP. It is analogous to the template file which EMIS uses to
transfer files to IBS or FEMIS.

8.3.1 Installation- femisdei, fprofdei

The UNIX programs and support files are in the indicated locations, which is where they are
placed when loaded from tape. You should not have to do anything else with them.

/home/femis/bin/femisdei
/home/femis/bin/fprofdei
/home/femis/etc/femisdei.cfg
/home/femis/etc/femisdei.prf

. 8.4 Configuring the Programs

The FEMIS UNIX installation scripts configure DEI automatically, you should not need to
do anything. However, if you do need to configure the programs, the following procedures
detail the configuration procedures for the femisdei and £profdei programs.
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8.4.1 Configuration - femisdei

The femisdei program requires the following directory structure:

/home/femis/bin - directory for executables
/home/femis/etc - configuration files
/home/femis/log - log files

/home/femx - incoming files from EMIS

/home/femx/dei/send - outgoing files to EMIS
‘/home/femx/dei/from - saved files from EMIS

Note: ALL of the above directories are configurable, but this is the recommended
setup.

8.4.1.1 Configuring the femis Home Account

The femisdei program, like most of the FEMIS UNIX programs, requires a properly
- configured femis home account. The configuration is

Username is femis

Home directory is /home/femis

Standard shell is c-shell (/bin/csh)

Oracle environment variables must be set as follows:

BN

SORACLE_SID
SORACLE_BASE
SORACLE_HOME

5. PATH environment variable must include the following:

/home/femis/bin
Jusr/bin ‘
$ORACLE_HOME/bin

8.4.1.2 femisdei UNIX User Account

femisdei requires a UNIX user account for receiving files from EMIS. The
recommended setup is:

1.  Username is femx
2. Home directory is /home/femx
3. Directory structure is as follows:

/home/femx/dei/from
/home/femx/dei /send

4. The femisdei program must be able to read files from the /home/femx directory
5. The femisdei program must be able to write files to the /home/femx/dei/from
and /home/femx/dei/send directories
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8.4.1.3 femisdei FTP Profile File

The femisdei program requires a FTP profile file, usually named
/home/femis/etc/femisdei.prf. Itis maintained with the fprofdei utility, to
which you should refer for more information.

8.4.1.4 femisdei Configuration File

The femisdei program requires a conﬁguranon file, usually named
/home/femis/etc/femisdei.cfg. This file is automatically configured durmg
installation, but you may need to change it later. Comments lines (blank or beginning with
#) are ignored. Refer to the sample configuration file in Table 8-1 at the end of this section.

PATH (recommend /home/femis/bin: /usr/bin): $ORACLE_HOME/bin
UNIX PATH environment variable. Should actually be set correctly before
femisdei starts. This variable may not work correctly.

ORACLE SID . '
- UNIX Oracle environment variable. This variable should actually be set correctly
before femisdei starts. This variable may not work correctly.

' ORACLE_HOME
UNIX Oracle environment variable. Should actually be set correctly before
. femisdei starts. This variable may not work correctly.

ORACLE BASE
UNIX Oracle environment variable. Should actually be set correctly before
femisdei starts. This variable may not work correctly.

ORACLE_USER
Oracle username/password. It should be the same as the FEMIS onpost database as
specified in the EOC table. Note that the password is not encrypted. It can be
overridden with the ~ora <user/pass> command line option.

DEIPATH (recommend /home/femx/dei/)
Top-level directory under which the 'from' and 'send' directories must be located
where femisdei puts files from EMIS or files it sends to EMIS. Make sure to
include the / at the end. It can be overridden with the ~dei <path> command line
option.

EMISPATH (recommend /home/femx/)
Home directory of the 'femx" user, and directory where EMIS put its files. Make sure
to include the / at the end. It can be overridden with the —ep <path> command hne
option.

PROFILEFILE (recommend /home/femis/etc/femisdei.prf)
Name of the FTP Profile file which contains the hostname, username, and encrypted
password of the EMIS account to which femisdei will FTP files. It can be overridden
with the -p£ <£n> command line option.

8-6
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HALTFILE (recommend /home/femis/log/femisdei.hlt)
Name of the halt file which will cause femisdei to hdlt. When the file disappears,
femisdei will continue processing. This is also the file that gets created with the
femisdei -halt command. Note that 1f the file exists when femisdei starts, it
- will halt.

KILLFILE (recommend /home/femis/log/fémisdei.kil)
Name of the kill file which will cause femisdei to exit gracefully. This is also the
file that gets created with the femisdei -kill command. Note that if the file exists
when femisdei starts, it will immediately exit, deleting this file.

' LOGFILE (recommend /home/femis/log/femisdei.log)
Name of the output log file. It can be ovemdden with the -log <fn> or -nolog
command line options.

FEVHOST, FEVPORT
Name of the FEMIS UNIX Onpost computer and port number for use by the ‘fev’
client for sending notifications of new data to the FEMIS VB applications. It can be
overridden with the -fev <host> <port> command line option.

FTPHOST, FTPUSER, FTPPATH (recommend ./}
Name of the EMIS UNIX computer, username, and path where femisdei will FTP
files. It can be overridden with the -ftp <host> <user> <path> comma.nd line
option. _

EXERCISE
Exercise number into which exercise data from EMIS will be loaded. The exercise
number does not necessarily have to be a valid exercise in FEMIS - the data will be
loaded anyway. It can be overridden with the ~exercise <n> command line option.

SLEEP (recommend 1)
The time interval that femisdei waits between checking for the xferlist.dat file
from EMIS. It should not be more than 10 seconds. It can be overridden with the
- -sleep <seconds> command line option.

DEBUG (recommend NODEBUG) '
The debug mode, which controls the detail of messages from femisdei. After you
get femisdei running properly, you should run in nodebug mode, which just lists
the name of each file from EMIS as it gets processed. Debug level 0 gives slightly
more detailed messages, and debug level 2 gives very detailed messages, which would
be useless to anyone but the developer. It can be overridden with the ~debug, -
debug 1, —-debug 2, and -nodebug command line options.

CLONE (recommend CLONE)
Controls whether femisdei runs as a foreground or background process. For testing
purposes, you may want to run it in foreground, but that means when you want to
logout, the process will have to be killed. Normally, femisdei should be run as a
background process. It can be overridden with the ~clone and -noclone command
line options.
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CLEAN (recommend CLEAN)

Controls whether temporary files and files are deleted or left around. Both fev.csh
and £tp.csh are temporary files created and executed from the
/home/femx/dei/send directory. ftp.csh contains the password for the EMIS
account, so the file should be deleted. That means that during normal operations,
femisdei should clean temporary files. It can be overridden with the ~clean and
-noclean command line options.

SAVEEMIS (recommend NOSAVEEMIS)

-Controls whether files from EMIS are saved by renaming them to include a time

stamp, or whether they are simply deleted. It can be overridden with the -saveemis
and -nosaveemis command line options. If there is a problem with the EMIS to
FEMIS interface, then you should turn this option on. Otherwise, turn it off and run
DEI with the ~purge option to clean out the directory.

Note: The /home/femx/dei/from directory will become very, very large if
you leave this option on for long, simply because of the Met data every
15 minutes.

DOTZ (recommend DOTZ)

Controls whether dates are converted from local time to GMT. It can be overridden
with the ~dotz or ~nodotz command line options. There is no reason you should
ever need to use the -nodotz option. It is only used for testing purposes.

KEEPD2 (recommend KEEPD2)

Controls whether D2 cases from EMIS which have the same number as the new.case
are saved (renumbered) or deleted. It can be overridden with the -keepd2 or
-nokeepd2 command line options. If you want to keep every case that EMIS sends,
then use the ~keepd2 option, bearing in mind that it will eventually fill up the
database.

EMISSITE (recommend NOEMISSITE)

8-8

Controls whether EMIS site codes are converted to FEMIS site codes. It can be
overridden with the ~emissite and -noemissite command line options. For the
current version of FEMIS, you should use the ~ncemissite option, or else some of
the notification services will not work properly. If you use the —~emissite option, the
conversions are as follows: '

EMIS Site Code =~ FEMIS Site Code

TOCA TEAD
ANCA ANAD
UMCA UMDA
PUCA PUDA
ECA APG

NECA NAAP
PBCA PBA

BGCA BGAD
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NEWLOG (recommend NEWLOG)
Controls whether log messages are written to a new log file (see LOGFILE) or -
appended to an existing one when you restart femisdei. It can be overridden with
the ~newlog or —nonewlog command line options.

Configuration - fprofdei |

The fprofdei program requires no configuration.

8.5 0peraﬁon

8.56.1

8.6.2

The operating instructions for the femisdei and fprofdei programs are discussed in the
follow sections.

Operation - femisdei

First, a configuration file is required. If you do not specify one, the default is

. /femisdei.cfg. Ifit does notexist, /home/femis/etc/femisdei.cfg is used. If
that file does not exist, femisdei will not run. A properly setup configuration file means
that femisdei can be run as follows:

% femisdei

However, even if the configuration file exists, femisdei may not run. When testing, you
can override most of its settings with command line options. See Table 8-2 at the end of this
section for a list of femisdei command line options. '

Operation - fprofdei

The first step when running £profdei is deciding where you are going to put the FTP
profile file. If you do not specify the name of the file on the command line, it will
create/modify the femisdei.prf file in your current directory. However, the
recommended location is /home/femis/etc/femisdei.prf. If you put it elsewhere,
you must modify the DEI configuration file, /home/femis/etc/femisdei.cfg.

Next, you need to know the hostname, username, and password of the EMIS UNIX account
to which femisdei will FTP files to. You can use the same account as used by IBS, which
is specified in the file IEMIS$SYSF:POST_SYSTEM.DAT on the county VAX. The
password in that file is not encrypted.
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You are now ready to run fprofdei.

Note:  fprofdei is automatically run during the FEMIS installation process by
the FEMIS UNIX installation . sh script, which creates the appropriate
.pr file.

Syntax : fprofdei [-f <profilefile>] <hostname> <username>
[<password>)

Where: <profilefile> = name of the profile file. If not specified, the default
is . /femisdei.prf. The recommended name:
/home/femis/etc/femisdei.prf.

Where: <hostname> = name of the EMIS UNIX computer ,
Where: <username> = username of the account on the EMIS UNIX
computer

Where: <password> password of the account on the EMIS UNIX

computer. If you do not specify it, you will be
prompted.
Example:
fprofdei -f /home/femis/etc/femisdei.prf tadsunl ibsxfer ibsx

The specified host, user, and password (encrypted) will be placed in the FTP profile file. If
you run fprofdei more than once for the same host and user, it will replace the earlier
entry with the new one.

While the FTP profile file can have multiple entries, the femisdei program only uses the
one entry which corresponds to the EMIS host from which it receive files. It determines the

EMIS host by extracting the name from the header of the transfer list file, xferlist.dat,
which accompanies all files from EMIS.

8.6 Troubleshooting

The troubleshooting instructions for the femisdei and £profdei programs are as follows.

8.6.1 Troubleshooting - femisdei

. Make sure femis account is correct
. Make sure femx account is correct
. Make sure Oracle is accessible

8..6.2 Troubleshooting - fprofdei

Problem: Does not add entry to the recommended FTP profile file,
/home/femis/etc/femisdei.prf.
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*  If you used the - £ option, you probably did not specify the correct file name.

¢  If you did not use the -f

option, then you were probably not in the

/home/femis/ete directory when you ran the program.

Table 8-1. Sample femisdei.cfg File

PATH
ORACLE _SID
ORACLE_HOME
ORACLE BASE
ORACLE_USER
DEIPATH
EMISPATH

' PROFILEFILE
HALTFILE
KILLFILE
LOGFILE
FEVHOST
FEVPORT
FTPHOST
FTPUSER
FTPPATH
EXERCISE
SLEEP
NODEBUG
CLONE

CLEAN
NEWLOG
SAVEEMIS
DOTZ
KEEPD2
NOEMISSITE

/home/femis/bin:/usr/bin:/apps/oracle/product/7.1.6/bin
fi6 .

/apps/oracle/product/7.1.6

/apps/oracle

tead/tead

/home/femx/dei/

. fhome/femx/

fhome/femis/etc/femisdei.prf
/home/femis/etc/femisdei.hit
/home/femis/etc/femisdei. kil
/home/femis/log/femisdei.log

virus
9021
calamity
femx

J

1

1
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" Table 8-2. femisdei Command Line Options

Use: femisdei <options>...

-[nolkeepd2

-[no)dotz

-{no]onepass
-[no]clone
-[no}clean
-[{no]saveemis
~[nolemissite
-[no]newlog

-~—[no]log

—={no)debug

-sleep
-exercise
_pf

-fev -
-ftp

-dei

-ora

<config file>

<log file>

<level>

<seconds>

<number>

<emis path>
<profile file>
<host> <port>
<host> <user> <path>
<dei path>
<user/pass>

0 60 06 00 00 40 00 46 60 00 S0 00 04 25 40 00 S0 66 66 85 28 28 80 0% e e

configuration file name

zero pass (just show settings)

show version of FEMISDEI

show RCS version of FEMISDEI

show help messages )

halt other version of femisdei

kill other version of femisdei

delete saved files from/to EMIS

keep vs delete existing D2 cases [keep D2]
convert times to GMT [convert to GMT]
one pass (process one file) [multi-pass]
clone a background process [do not clone]}
cleanup temporary files [do not cleanup]
save EMIS files [do not save]

use EMIS site codes [do not]

create new log [append to log]

name of log file [no log file (screen)]
debug level (0,1,2) [no debug]

number of seconds to sleep

exercise number

directory for incoming EMIS files
profile file name

fev host port

ftp host username path

top~level directory for DEI output files
Oracle username and password




9.0 FEMIS GIS Database

The FEMIS spatial data resides both on the UNIX server and on each PC that is running
FEMIS. The master copy of the spatial database resides on the server and contains the static
GIS themes (layers), the FEMIS ArcView project file (FEMISGIS.APR), the GIS
initialization file (FEMISGIS.INI), and an initial version of the dynamic GIS themes.

When FEMIS is first installed on each PC, the spatial database files for the relevant hazard
site are copied from the server to the \FEMIS\GIS directory and associated subdirectories
on the PC. During subsequent FEMIS version upgrades, selected spatial data files may be
copied to a PC as necessary to apply changes or additions to the spatial data.

The following paragraphs discuss the components of the spatial database and the methods
used to configure, customize, maintain, backup, and troubleshoot the spatial database.

9.1 Spatial Data Description

The FEMIS spatial database is made up of a number of themes or layers. Each theme
contains data (location information and descriptive attributes) representing a collection of
geographic objects of a particular type (e.g., roads, political boundaries, meteorological
towers, emergency protection zones). The spatial database adlso contains a customized
ArcView project file, an initialization file that tells ArcView what themes are to be loaded
into the project file and how to display them, and an optional legend file associated with
each theme that provides additional information on how to display the theme’s data on the
map. For detailed descriptions of the individual FEMIS spatial data themes, please refer to
Section 3.3, Building Spatial Data, in the FEMIS Data Management Guide.

9.2 Spatial Data Maintenance

The static spatial data themes are built from various data sources. These themes normally
change quite infrequently, and such changes are made either by regenerating the entire
theme from new or updated data sources, or by making minor editing changes in the existing
theme data. For detailed information on how to maintain or upgrade the static data themes,
please refer to Section 5.0, Managing Spatial Data, in the FEMIS Data Management
Guide.

As FEMIS is being run, the data in the relational database that corresponds to the dynamic
spatial data themes (e.g., facilities) may occasionally be altered through the addition,
modification, and deletion of information by users that have the appropriate FEMIS
privileges. As necessary during its operation, FEMIS automatically regenerates the spatial
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~ data files for these dynamic themes on each PC based on the data in the relational database.
No additional action by the system or data administrator is necessary to maintain these
themes under normal circumstances.

9.3 GIS Configuration

When you install FEMIS and select the full installation option or check the GIS option on an
upgrade installation, the complete GIS directory structure and all of its spatial data files will
be copied from the server to the \FEMIS\GIS directory on your PC’s system disk. If you
do not select the GIS option on an upgrade installation, only the files that are known to have
changed from the previously installed FEMIS version (typically the FEMISGIS.APR and
FEMISGIS. INT files) will be copied to your PC.

The \FEMIS\GIS directory contains a number of subdirectories, each subdirectory
containing the spatial data files for a specific theme. Also in the \FEMIS\GIS directory are
two files that determine the configuration of the spatial database: FEMISGIS.APR, the
ArcView project file; and FEMISGIS. INI, the GIS initialization file. A special
subdirectory, \FEMIS\GIS\APR, contains the empty (unloaded) APR file and may also
contain several alternate INTI files and several Avenue script files (Avenue is ArcView's
scripting language). The alternate INTI files together with the unloaded APR file can be used
to regenerate the FEMISGIS.APR file under several different configurations. For example,
some users may wish to install all of the raster maps for a site, while other users may have
limited disk storage space and may only be able to install a subset of the raster map files.

You can further customize the content and appearance of the FEMIS map by editing the
original FEMISGIS. INI file or any of the alternate INI files to create a custom
FEMISGIS.INTI file which can then be used to create a custom APR. You can add new
themes; delete existing themes; change the minimum or maximum scale display thresholds;
modify the color and size of line or point map features; change the legend names; designate
the label and, if applicable, classification fields; and control which themes are visible by
default when the GIS is first started. A detailed description of the fields in the

FEMISGIS. INI file, an example file listing, and suggestions for editing the file can be
found in the FEMIS Online Help topic FEMISGIS. INI.

To alter the default appearance of the FEMIS map, do the following:

~Stepl  Copy or rename the original \FEMIS\GIS\FEMISGIS.INI file to another name
(e.g., FGISORIG. INI) and store it in the \FEMIS\GIS\APR directory so that
_ you can retrieve it and use it later if necessary. Do the same with the original
APR (e.g., copy it to \FEMIS\GIS\APR\FGISORIG.APR). Then make another
copy of the original INT file or one of the alternate INI files and edit the copy to

1. remove lines defining existing themes that you want to exclude
2. add lines to define new themes
3. modify the appropriate display parameters of existing themes as desired.

Then copy the edited INT file to \FEMIS\GIS\FEMISGIS.INI.
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Step2  Copy the empty project file, FGISEMPT.APR, that is stored in the
\FEMIS\GIS\APR directory to a different file name in the same directory or in a
working directory of your choice. This file will become your customized APR,
so give it an appropriate name, for example FGISANAD.APR. The last four
digits of the first part of the name will eventually appear as part of the ArcView
main window title to identify the APR. Now run ArcView on this file (double
click on the file name in the Windows File Manager). When ArcView has
loaded, bring the View window to the front, if necessary, by invoking the Viewl
line in the Window menu.

Step 3 Click the L button on the ArcView tool bar to load the customized set of themes
using your \FEMIS\GIS\FEMISGIS.INI file. Make a note of any error
messages that may appear during the loading process. If no errors occurred, the
message "Themes loaded without error” should appear after all themes are
loaded. After acknowledging the message, click the F button to switch from the
standard ArcView graphxcal user interface to the custom FEMIS GIS graphical
user interface.

Step4”  Examine the theme legends to see that the correct set of themes was loaded and
the correct ones are visible. Then examine each theme to see that it displays
correctly (check the checkbox in the legend to make visible the themes that are
invisible by default). If some themes are not displayed correctly, recheck the
INI file. If necessary, exit ArcView, edit the INT file to make corrections, and
then repeat Steps 2 and 3. :

StepS  Bring the Project window to the front, if necessary, by double-clicking on the
. <filename>.APR line in the Window menu. Use the save As option under
the File menu of the ArcView project window to save the loaded project. You
may use the same APR file name that you created, or you may choose to save it
to a new file name.

Step6  Exit ArcView and copy your APR file to \FEMIS\GIS\FEMISGIS.APR,
replacing the existing APR. Use the file manager to set the FEMISGIS.APR file
access properties to "read only.” The FEMISGIS.INI and FEMISGIS.APR files
you just created will be used each time the FEMIS GIS is started.

9.4 Backup Procedures

The installation directory for the spatial data on the UNIX server is /home/fenis/gis.
This is the current operational GIS data that gets copied to the PCs when FEMIS is installed
or upgraded. Itis recommended that a tar tape of this directory be made each time a new
version of FEMIS is received. The tape should be labeled “FEMIS GIS data” with the date
and FEMIS version number included. If the GIS data on the server should become
corrupted or deleted, the spatial data can be restored from the backup tar tapc without -
having to perform a reinstallation of FEMIS on the server.
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If a site customization of the spatial data and/or the APR and INI files is to be done, the
original GIS data directory should first be copied to another directory (e.g.,
/home/femis/data/v<x.y>/gis, where <x.y> is the FEMIS version number
associated with the released data. A second tar tape of the GIS directory should be made
following the completion of the GIS customization.

9.5 Troubleshooting

There are a number of factors that can cause errors in loading or displaying the spatial data
themes, or undesirable display behavior or appearance. Some of the more common
problems are listed below, along with some suggestions for finding and correcting the
problems.

1. “Zoom to Theme” may cause displayed themes to shrink to a very small portion of the
display screen, or to disappear entirely. This is typically caused by the active
(selected) them having one or more objects with “improper” latitude/longitude
coordinates, e.g., (0,0) or any point that is far from the “area of interest” surrounding
the hazard site. If the theme is a point theme, you can check the attribute table
associated with the theme (activate the theme legend and click the Table button in the
ArcView button bar). Search the latitude and longitude columns for values that are
noticeably different from the majority of objects in the theme. Attempt to verify the
correct coordinates for points that are suspected to be outside the area of interest.

2. Error messages similar to “Unable to Access Theme” or “Index Out of Range” may
occur when attempting to access the GIS. These errors are most often caused by
improperly defined themes, such as an empty theme (a theme with zero map objects).
Check the text file (. evt file) associated with all event themes to make sure each
theme contains at least one data line in addition to the header (column names) line.

3. “Classification” errors may occur when attempting to load theme data into an empty

APR. They can occur on themes with legends that classify and display the map objects
. based on a column in the theme’s attribute table (e.g., zones are classified and

displayed by zone type - Depot, PAZ, IRZ, etc.). The error could be caused by the
wrong column being designated as the classification field in the FEMISGIS. INTI file.
Check the attribute table of the offending theme in the APR. (Note: The far left
column, normally “Shape”, is column 0, the next column is column 1, etc.) Make
sure that the number of the column that should be used to classify the theme is
correctly set in the FEMISGIS. INTI file for that theme. The error could also be
caused by a new data value for the classification column that was not included in the
values defined in the theme’s legend (. leg) file. You may need to manually
regenerate the theme’s classification legend using ArcView’s legend generator form,
and then save the legend, replacing the pre-defined . leg file in the theme’s directory.

4. Display refresh delays may occur during zooming. For example, the GIS may take an
inordinate amount of time to refresh the map display when zooming into a very small
area of the map. These lengthy delays can usually be attributed to one or more of the
larger themes (map images or vector themes with a large amount of data) that does not
have an appropriate lower display limit. To check the display limits of a theme,

9-4




Federal Emergency Management FEMIS System Administration Guide
Information System May 1996

activate the theme legend, then select Properties under the Theme menu, then click
Display. The minimum scale should never be less than 10 for themes with a large
amount of data, such as roads, streams, census block boundaries, or raster map
images. A larger minimum scale (e. g 100) may help to reduce the zoom-in redisplay
time significantly. :

5. The appearance of raster map images may be degraded and may detract from the
viewing of other themes if displayed at an inappropriate scale factor. Follow the
procedure described in Item 4 above to check the display limits of a map image theme
and set the limits to appropriate values for the map scale at which the original scanned
map was created. If the image is allowed to be viewed at scales that are too small
compared to the map’s base scale (e.g, 1:200,000 for a 1:24,000 scale quad sheet
map), the image will appear too small to be readable and will clutter the display. If
the image is allowed to be viewed at scales that are too large (e.g. 1:1,000 for a
1:24,000 scale map), the individual pixels of the digitized map will be enlarged so

- much as to give the portion of the map being viewed a “blocky” and unfocused
appearance. The “best” scale range will vary depending on the resolution and quality
of the scanned image, but a general guideline is that the scale value (denominator of
the scale ratio, e.g., 24000 for a scale of 1:24,000) should have its minimum set to
about 20 percent of the map’s base scale value (e.g., around 5000 for the 1:24,000
example) and its maximum set equal to or slightly larger than the base scale value
(e.g., around 30000 for the 1:24,000 example). A greater range may be used if the
map image is of very high resolution and quality.
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10.0 FEMIS Oracle Database

10.1

The relational database in FEMIS is managed by Oracle7, a commercial DBMS. The
distributed processing features of Oracle are utilized to produce a multi-server distributed
data architecture. Data replication is widely used to provide a local copy of most shared
tables. This replication is important because it allows an EOC to operate autonomously in
case the links to other EOCs are not operational. Also, performance is enhanced because
the local tables are located on the local database.

In FEMIS, over 180 tables comprise the FEMIS relational database. Four logical data
models (Main, Spatial, Evacuation, and D2) describe graphically what information is
present and how the data objects are interrelated. The Main data model represents a large
collection of general purpose tables, the Spatial data model contains tables used by the GIS,
the evacuation (Evac) model contains evacuation model tables, and the D2 model contains
tables used by the dispersion model. Additional information about the data models is

available in the FEMIS Data Management Guide.

Based on design efforts and testing results, each relational database table is local to an EOC
or shared with the other EOCs. Data in the local tables can be accessed only from users
logged in to that EOC. The data in shared tables is available to several EOCs. Details of
data placement are made transparent to the FEMIS users, so the FEMIS database appears to
be a single, unified collection of tables. This physical design of the Oracle-database is
provided as a part of database implementation and should be applicable to all CSEPP sites.
More details about the DBMS are provided in the FEMIS Data Management Guide.

Data Description

When creating the first database for a new site, or when making major database
modifications, it is necessary to create the database structure from scripts and load basic
data so the FEMIS application can operate. For most situations, the new database will be
created in a development facility and then packaged so it can be delivered to the operational
site. Section 2.3, Create the FEMIS Database, describes how a new database is installed at
the site. '

For cases where the FEMIS software is updated to a new release, the existing site database
can be updated if necessary to support new capabilities. In this case, one or more scripts
are developed to make the data structure and/or data content modifications. Instead of
recreating the database, the scripts are run to make it compatible with the new FEMIS
version of software.
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10.2 Replication

Oracle provides several ways to share data between EOC servers in a distributed, multi-
server environment. When the site environment is not tightly controlled by one group, it
makes sense to operate in a mode where operations can proceed in each server independent
of what the other servers are doing. To make this happen, data sharing has to be
asynchronous so that data changes in one server are not dependent on making similar
changes in the other servers in the same transaction.

In Oracle Version 7, data record changes can be propagated to other servers using read-only
snapshots. This is the method that FEMIS currently uses since it is asynchronous and
flexible. The server where the change occurs creates a log of the change and waits for
remote servers to request updates. If the remote server is up, it periodically sends a request
for these updates. In FEMIS versions before 1.2, requests were made on most tablesona 1
minute rate and on the D2 tables at a 20 sec rate. This method of data sharing works well
with four or fewer servers but due to constant polling, develops a load on the servers and on
the network.

In Version 1.2, a new method of data sharing is available for multiple servers. This method
is an event driven scheme that still is asynchronous but is less demanding on the servers and
network. The new design uses change logs as before but signals the remote servers to
refresh their snapshots as the change is made. This reduces the pollmg overhead at the
remote sites and the request traffic on the network.

The current method uses a replicated update table that indicates when a group of snapshots
needs to be refreshed due to changes in one or more tables in the group. A local periodic
Oracle process monitors the local snapshot of this table to determine when to refresh the
snapshots in the groups. Only the new update table is refreshed periodically rather than all
of the tables. This allows the number of servers per site to increase to allow each EOC to
have a dedicated server.

When the database is installed at a site, either a configuration with all EOCs on a single
server or a configuration of each EOC on its own server is chosen. In the former case there
is no replication since the data is shared by Oracle views. If the multiple server option is
used, then scripts delivered with the database are ran to create the data sharing objects.
Section 2.3 describe the steps to do this.

Once the distributed objects are created, replication can be initiated by running the
start_up scripts also provided. Before doing this, establish that the other servers at the
site are in a ready state to be able to participate in data sharing. If a local site is going to be
down for several hours or more, replication can be stopped at the other servers by running
the stop scripts.

10.2.1 Add Facility Type to FEMIS FACILITY_TYPE Table
The facility_ type table is a CSEPP global database table and is not shared between
EOCs. If a new facility type is added to an EOC database it needs to be added to the
FEMIS database at all EOCs at the site.
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Identify the "type' of new facility you wish to add to the FEMIS database. For this
example, we will add a new facility type called Prison.

Enter the FEMIS application with a user code that has the privilege to access the Database
Administration functionality. This privilege is usually only given to the FEMIS
administrator. It does not matter what mode you are in since updating the FACILITY_TYPE
table is global across operations and exercises. As such, when a new facility type is added it
will be seen by all of the existing FEMIS functionality across operations and exercise.

On the FEMIS navigator screen pull down the Data menu item and select Database
Administration.

In the FEMIS Database Manager enable the 'Grid (Read Only) button, select the local
EOC's FACILITY_TYPE table, and openit. A non-editable snapshot view should be
opened that will allow you to examine all of the existing facility types. Make sure that the
facility type you want does not already exist in the FACILITY_TYPE table with a different

spelling or a synonym.
Note:  Proceed only if you really need to add a new facility type.

Enable the Form (Editable) button, then re-sclect the local EOC's FACILITY_ TYPE table,
and re-open it. An window containing an editable dynaset for the eoc.FACILITY_TYPE
will open. Select the Add button and enter the new Facility Type (Prison) and Facility Type
Description (Prison) into the empty database administration form. For consistency you
should enter the facility type in lower case. When you are done select the Update button.
The new facility type is added to the EOC's FACILITY_ TYPE table. Close the update
form.

Review the contents of the table from a grid. Check to see that the new facility type has
been added to the database by accessing the FEMIS Facility Management utility, selecting a

facility, going into Edit mode, selecting a facility, and pulling down the Facility Type list.
The new facility type should be present.

Note:  You Are Not Done Yet!
To ensure that the new Facility Type is also accessible to the GIS, you need to add the new
type to the GIS tables as well.
Edit the FEMIS oBJECT_SUBTYPE Table to Link the New Facility Type to the GIS.
Go back to the FEMIS Database Manager, set the Viewing method to Grid (read only),
select the local EOC's Object Subtype table eoc.OBJECT_SUBTYPE, and open the table.
Be sure that there is no record whose LOCATION_TYPE is "facility” and whose
OBJECT_SUBTYPE and FEMIS_OBJECT_ DESCRIPTION match the new facility type you
just added.
If the new facility type is not in the table, close it and re-open the OBJECT_SUBTYPE table

using the editable viewing Form.
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In the form, select the Add button to enter the new facility type into the table read by the
GIS. Make the following entries:

LOCATION_TYPE: The text "facility” (must be lower case)

FEMIS_OBJECT_SUBTYPE: The same facility type you entered in the
FACILITY_TYPE table. Be sure they are EXACTLY
the same.

OBJ_SUBTYPE_DESCRIPTION: The same facility type description you entered in the:
FACILITY_ TYPE table. Be sure they are EXACTLY
the same.

Use the Update button to commit the new facility type to the OBJECT_SUBTYPE table.
This table is used by the GIS to list the types of facilities that can be located by the GIS.

10.2.2 Testing the Addition of a New Facility Type

After the FACILITY_TYPE and FEMIS_OBJECT_SUBTYPE tables have been updated to
contain exactly the same facility type and description they need to be tested to ensure that
they are working properly with the FEMIS application.

To test the new facility type entry in the FACILITY_TYPE table enter the Facility Manager
from within FEMIS. You may want to be in Exercise Mode to ensure that any new _
facilities you create can be deleted. Select the Add button to create a new facility using the
facility type you have just entered into the FEMIS validation tables.

In the General tab: ‘

1. Enter the name of the facility

2.  Select the new facility type from the Type pull-down list. If the new subtype appears, -
the FACILITY_TYPE table was properly updated.

3.  Use the map button to provide a longitude/latitude for the new facility, either by
entering values directly or using the GIS to pick a point..

4. Click OK to get the new facility into the database.

To test the new facility type entry from the GIS enter the task status board and edit a task.
When the Edit Task window appears click on the Get Location button on the General
tab. The Select Location form appears:

1.  Select Facility_from the Type pull-down list (All should appear).

2.  Select the new facility type you have just added from the SubType pull-down list. You

should see the name of the facility you added in the Name list. If the name of the new
facility you added appears everything is proceeding along nicely.
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3. Use the Map Object button to pick the facility you added to ensure that the GIS also
returns the new facility.

4.  If this works properly, everything is fine and you are done.

10.2.3 Coordinate the Change to All EOCs

Be sure to have the other EOCs add the new facility to their EOC databases to ensure that
the facility information is transferred properly from EOC to EOC. If this is not done,
FEMIS will work properly BUT there will be some inconsistencies in the FEMIS database
and user interface screens. Facilities replicated with the new facility type will be plotted on
the GIS map and will appear in the spreadsheet of the Facility management interface.
However, if the receiving EOC does not have the new Facility Type in its FEMIS database,
the type will not appear in the Type menu for the EOC. It will be left blank because that
facility type does not exist at that local EOC.

If a user selects another EOC's facility that contains a Facility Type (from the GIS map via
the Select Location interface) which is not in the local EOC's Facility Type table, the facility
type returned to the Select Location interface will be (All) instead of the proper facility type.
Thus, the changing of facility types should be coordinated with other EOCs and should be
performed at the same time.

10.3 Backup Procedures

The relational database in FEMIS contains much of the information that is used in all modes
of operation. Therefore, the database is a critical part of the system and has to be reliable
even when problems occur. To insure that the database can be recovered in case of
hardware, software, or human error, it is backed up on a regular basis. Several options are
available in the Oracle database to recover from problems but all rely on proper backups.

The Oracle backup procedure is integrated with the file system backup procedure to make
sure the proper data files are copied to tape and saved for sufficient time. The file backup
procedures are described in Section 14.2. The Oracle DBA should be familiar with file
backups and know how to restore files from the backup tapes. The site system
administrators have flexibility to tailor file backs and database backups to their own
requirements.

The backup policy is to do a complete backup of the Oracle database once a week and save
the files that allow the DBA to restore the database to a point in time, including the last time
the database was operating normally. For example, if a disk containing a database file had a
media error, the database could be recovered by loading the last full backup of the file and
recovering all transactions related to that file up to the time the file was lost. Sometimes it
is desirable to restore the database to the way it was several days ago. An example would
be when testing creates unwanted data and all effects of the testing need to be removed. In
this case, a point in time recovery is necessary.
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The Oracle database is backed up during off use times by performing a hot backup that does
not require the database to be shutdown. Each datafile is put into backup mode and then
copied to a save area. After that the Oracle control file is copied to the save area. At this
point the database is backed up and the files in the save area can be copied to tape as part of
the file system backup process. When all files are safely backed up to tape, the online
Oracle redo logs are removed so the file space is available for the next set of logs.

Another method of backup is also provided to enable the DBA to restore the database to a
previous state. This uses the Oracle export utility tool to make a consistent copy of the
database to a file. Exports are done immediately preceding a full backup and during each
incremental file system backup. Therefore five exports are normally done each week. The .
Oracle import tool is used to regenerate the database in case of major failures.

10.4 Perfbrmancé Maintenance

The local Database Administrator should observe the output of the FEMIS monitor in the
morning and at least several other times during the day as described in Section 4.0, FEMIS
Monitor. Besides the tests done by the FEMIS Monitoring tasks, the local Database
Administrator should also check daily on the status of Oracle to ensure file usage is normal
and backup procedures are operating correctly. Over time, each Database Administrator
will develop their own set of activities to perform these tasks.

10.4.1 Check the Alert Log

The Oracle Alert log is a file maintained by Oracle that documents database activities
including errors. This log can be used to monitor backup and replication processes, and
identify and resolve database error conditions and/or operational issues. Entries made to the
log are appended to the file located in Oracle directory called alert_<SID>.log, where
SID is the Oracle instance name. A typical entry consists of the date and time of the
occurrence and a brief description of the activity and/or error. Because the alert log
continuously adds information, it should be edited to delete old information when it grows to
1 to 2MB in size.

The log should be examined daily to monitor the database's performance for the previous

day (or weekend). Under normal operating conditions the log will consist of only redo log
“entries occurring every hour or so, depending upon the system configuration and user

activity.

A common error is an occasional Replication refresh error. These do not usually require

any corrective action, however, if these errors are occurring frequently, it is suggested that
replication's status be checked as described Section 10.5, Troubleshooting the Database.

10.4.2 Check the Nightly Exports

Full backups are performed once a week, with incremental backups on the other four week
nights (Wed-Sat). Backups, which start at 00:00, are done from a root cron job,
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- [/var/spool/cron/crontabs/root, which runs shell scripts in the
SORACLE_HOME/bin directory. When the backups are complete, a mail message is sent to
root which is then forwarded to femis. An incremental backup requires one script to be
run from the cron job, db_incremental at midnight.

To check the nightly exports examine the size and creation time of the .dmp and . log files
in the SORACLE_HOME /bin/exports directory, use the following commands:

. % cd SORACLE_HOME/bin/export
% 1ls -la

The .dmp files for one day should be about the same size as those for previous days. The
same is true for the . log files. They all should have been created just after 00:00.

Also examine the . log files for any error messages by using the following command:
% grep -v 'exporting table' xxxx yyyymmdd.log

Old export files are removed each week after the files are copied to the tape as part of the
complete file backup process.

10.4.3 Check the Disk Usage

Maintaining adequate disk space is crucial to proper database operation. If any disk is low,
space should be made available by moving and/or deleting unnecessary files.

The command
% df -k

shows how much space is used and available on each disk. If Oracle tracing is active, the
trace file will grow and will need to be deleted when tracing is deactivated.

10.4.4 Check Mail in the Root Account

The backup process sends mail to root to verify the backup performed cdrrectly and checks
the messages in the root mail box file. We recommend you save all the mail message.

10.5 Troubleshooting the Database

—— Note Carefully ——

Before attempting to fix database problems, consider these factors:
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1.  Are users in this EOC performing critical duties that would be impacted if the database
is modified? Since the fix may take about 5 minutes, it may be appropriate to delay
repairs until users are able to tolerate database aberrations.

2. The network and remote server(s) must be up and capable of performing reliable data
exchanges. If network communication is not reliable or remote servers are down, do
not try to fix Replication since additional problems may result.

10.5.1 Check for Network Problems

Perform the following steps to check for network problems:

Step 1.

Step 2.

Check a remote server and data link to it by typing this command:
$ping -s tcemsun 2000 20

This sends 2000 byte packets 20 times to the remote server across the data link.
If more than 90% of the packets are delivered, the server and data links are OK.
If no packets or less than 90% are delivered, do not proceed to the next step or
try to fix Replication at this time.

. The status of other cooperating servers and the Oracle database on them must be

known. If a remote server is not available, trying to fix Replication may cause
additional problems. Check Oracle at the remote server by typing this command:

$s8glplus tead/tead@fié

This checks Oracle and the Listener by starting up the query tool using the SQL
Listener interface. If this command hangs, the remote Listener needs restarting.

If the message "Oracle is unavailable” is displayed, either Oracle or the remote
server needs to be started by the Database Administrator responsible for that
server. If this message is not displayed and SQL*Plus starts, Oracle is OK and
Replication can be fixed at this time. If any errors were encountered, have the
remote System Administrator correct them because the problem may be due to
some activity in progress at the remote EOC.

10.5.2 How to Fix Oracle Database Replication

If it is established that replication of one or more servers is down and that the problems that
caused replication to fail have been corrected, attempt to fix using the following procedures.
The scripts are executed using SQL*PLUS, the Oracle utility program.

To fix Replication at your EOC, perform the following steps.
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1. Log into your server using the femis account and change directories to
/home/femis/database/eocdba. Startup the SQL*PLUS tool with this
command:

$sqlplus/tead/tead

2. The system will respond with the prompt SQL>. Enter the following command to fix
replication for the TEAD EOC :

execute tead update.fix

3.  This will result in a series of messages indicating the Oracle objects are being
" refreshed. When the script completes, exit SQL*PLUS by typing the following:

SQL>exit -
If the fix commands do not complete properly, contact the Database Administrator — there
are additional problems that must be resolved.

Other scripts are available to the Database Administrator to rebuild Replication in case the
fix commands described above do not solve the problem. They are
fix_<EOC>_ snaps.sql. These scripts are intended for Database Administrator use only.




11.0 FEMIS Evacuation Applications

The FEMIS evacuation interface (fmevac. exe) is written in Visual Basic and resides on
the PC. The Evacuation SIMulation (ESIM) model resides on the UNIX server and is
invoked by the evacuation interface via the FEMIS command server. See Section 6.0,
FEMIS Command Service, for more information about the FEMIS command server.
Import, export, and post processing utilities also reside on the UNIX server to pass
information between the ESIM model and the FEMIS database. These utilities are written
in PRO FORTRAN and, like ESIM, are invoked by the evacuation interface through the
FEMIS command server.

11.1 FEMIS Command Server

The command server is used by the evacuation interface via the following three paths:

File-->Import... (Uses fmevacim utility on the UNIX server)

File-->Export... (Uses fmevacex utility on the UNIX server)

File-->Run Case (Uses fmevacex, fmevacrn (ESIM), fmevacpp utilities on
the UNIX server).

11.1.1 Import Function
The import function allows the user to import an existing ESIM or IDYNEYV evacuation

case into the FEMIS database. Once it is in the FEMIS database it may be run, modified,
and/or exported. :

11.1.2 Export Function
The export function allows the user to export an existing evacuation case from the FEMIS
database to a flat file. This evacuation input file may then be imported elsewhere.
11.1.3 Run Case Function
The run case function extracts input information from the database to create an ESIM input

file, runs ESIM, and places the model output into the FEMIS database for
reporting/animation.
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11.1.4 Operation Status

If the command server is invoked for any of the above operations, a wait bar will appear in

. the evacuation interface. When the operation is complete, the command server notifies the
evacuation interface and the appropriate message is displayed to the user. In addition to
waiting for a response from the command server, the evacuation interface polls the
command server for a status every eight seconds. If the process is still running, the wait bar
is updated. Therefore, if the wait bar is updating about every eight seconds, then the
function is still operating.

11.2 Directories and Files

Each FEMIS evacuation case has its own directory on the UNIX server. This directory may
contain input and output files for the case as well as command server logs for the case.

Most of these files may be accessed via the evacuation interface from the File-->View
Output Reports path. Below are lists of possible import and export/execute files for
each case on the UNIX server:

Import Files:

nnnnnnn.rni Output log for import program
nnnnnnn.ini Control file for import program
nnnnnnn.eri Log file from command server for import

Export/Execute Files:

nnnnnnn.in Input file created by export

nnnnnnn.1  ESIM output link statistics

nnnnnnn.2  ESIM output signal information

nnnnnnn.3  ESIM output centroid information
nnnnnnn.4  ESIM output loading information

nnnnnnn.5  ESIM output summary statistics

nnnnnan.6  ESIM output network-wide vehicle statistics
nnnnnnn.7  ESIM output error report

nnnnnnn.grf ESIM output link statistics (unused)
nnnnnnn.out ESIM output cumulative link statistics (unused)
nnnnnnn. inx Control file for export

nnnnnnn.rnx Log file from export program

nnnnnnn. inr Control file for model

nnnnnnn.rnr Log file from model

nnnnnnn.inp Control file for post processor

nnnnnnn.rnp Log file from post processor

nnnnnnn.erx Log file for command server for export
nnnnnnn.exrr Log file for command server for run
nnnnnnn.erp Log file for command server for post processor
nnnnnnn.ere Log file for command server for execute
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The directory for a particular case may be found by starting at the directory referenced by
FemisUserTopDirNFS in the FEMIS. INI file. From here the case should be in the
subdirectory /evlog/<case id>/e<exercise number>. If you wish to find the case
ID for your current case, you will find it in the header of any of the output files available
under File-->View Output Reports with the exception of the one listed as Error
Report. The exercise number is zero for real planning or real operations and user selected
for exercises. :

11.3 Evacuation and the GIS

Evacuation network information is stored in the database. If users wish to view this
information on a particular PC, they must click the create Network option under the
 File menu. The Create Network option uses the most recent graphical information for
your current evacuation case to create a network diagram in the GIS. Once Create
Network has been selected for a particular case on a particular machine, it does not need to
be repeated unless the network is updated on a different PC. When you first open a case,
you will be told if you need to run Create Network or if you need to execute the case.

11.4 Show Status

To check the status of your current case, click the Show Status button on the main
evacuation screen. A message will appear saying whether or not your local copy of the
- evacuation network is current and whether or not the case has been run.

11.5 Oracle Tablespace

Evacuation data requires a significant amount of tablespace in the database. It is
recommended that you closely manage the evacuation cases in the database. For example,
delete cases which you do not want to keep, and do not copy evacuation cases into exercises
unless absolutely necessary.
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12.0 Electronic Mail Service

12.1

This section discusses accessing position mailboxes, tips for using GroupWise Notify and
GroupWise security.
Accessing Position Mailboxes

Requests to access a position mailbox are only kept for one session, so Steps 1 through 3
will need to be repeated each time a user logs in unless the workaround below is used.

1. Log in to your personal mailbox.

2. Click thc File|Proxy menu item. The proxy mechanism is what wxll be used to
access the position mailboxes from your personal mallbox

3. Enter the name of the position mailbox for the User ID that you want to access.
Otherwise, click the Users button, click on a position name in the list, then click OK.
Repeat Steps 2 and 3 for each position mailbox you need to access.

Note: If you attempt to establish a proxy connection to a position mailbox that has
not given you permission to access it, you will receive a message saying,
Access to user denied. See your E-mail System Administrator if
you should have been given access to that position mailbox.

Once Steps 1 and 2 are completed, users can switch between their personal mailboxes and
authorized position mailboxes by using the proxy button in the bottom left corner of the
screen. The button is labeled with a person icon. Clicking on it will cause a menu to
appear containing the user's own mailbox name and the names of the position mailboxes that
were requested in Step 3.

Workaround - To keep the proxies from disappearing on logout:
Having completed Steps 1 through 3, open the InBox for each proxy. Drag the icon in
the upper left corner of each InBox to the white "shelf space” area in the GroupWise
main screen, and then close all of the InBoxes. The File|Properties menu item
can be used to change the label on the resulting icons to reflect the proxy name. There
are two drawbacks to this workaround. First, shelf space settings are stored by
GroupWise per system, not per user. If another user, that does not have access to the
same proxies, tries to log on to mail on that system, the message access denied is
displayed for each unauthorized proxy. However, the user is allowed to logon and use
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authorized proxies. Second, in some cases, renaming the icons causes the icon to
disappear leasing only the icon label. Clicking on the label is sufficient to access the
mailbox. This is a GroupWise bug with the Windows operating system.

12.2 Tips for Using Notify

GroupWise Notify, the application that notifies the user when there is new mail, does not
tell the user which mailbox received the new mail. However, the user is given an indication
new mail is in their personal mailbox or in a proxy mailbox. Clicking on the subject line of
a new message listed in Notify will cause the Read button to be enabled if the mail is in the
personal mailbox and disabled if the mail is in a proxy mailbox. Alternatively, you can have
Notify beep the user. The user can then go directly to GroupWise and use the proxy button
menu to quickly scan the InBoxes.

12.3 GroupWise Security

. The user databases, including both messages and attachments, are encrypted with the
GroupWise format which prevents the viewing and editing of mail without the GroupWise
client. However, since the GroupWise client requires write access to the mailbox and notify
directories, it is possible for an unknowing user to remove files and directories from within
the post office directory structure. The following steps have been take to minimize the
impact of this type of situation:

1. The client connection to the network drive is connected at the post office directory
level to separate the GroupWise domain files from the user.

2. The FEMIS install will modify the GroupWise configuration when the FEMIS files are
configured. The install will assign the femisrun group to all files and directories
in the post office directory structure. This allows non-privileged FEMIS users
to read mail without the ability to change GroupWise domain parameters.

3. Local system administrators are fully responsible for the security of their
systems. Actions such as changing file protections or removing passwords
jeopardize security and leave open the possibility of malicious and/or naive
actions by users that could seriously affect the ability of the EOC to respond to
an emergency. '
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13.0 FEMIS PC Workstations

The FEMIS client software permits emergency management personnel to perform their
jobs. It consists of a user interface which provides a variety of functions necessary for
managing an emergency. This software interfaces seamlessly with the installed COTS
applications and the network software. It is a user interface that brings together the
familiarity of the COTS software and the power of client-server computing and emergency
management information interchange. :

The FEMIS client software is delivered on UNIX-compatible media. This media contains
the user interface software and its supporting programs and files required to configure a
standard IBM-compatible PC into an emergency management workstation. These files
should be loaded on to the FEMIS UNIX server.

The recommended PC platform should have a Pentium central processing unit (CPU) with
32MB of RAM, and 1.2GB of disk space. It is recommended that the target PC
workstations be configured with the standard SVGA video drivers. The minimum display
resolution is 640x480 pixels, using 256 colors.

FEMIS will run on an 80486 platform that features 60 megahertz (MHz) or better CPU,
32MB RAM and a 800MB hard disk (recommend 1.2GB) but performance in graphics
applications will be unacceptably slow. To increase GIS performance, remove the raster
image maps from the GIS. Users who need FEMIS GIS or graphics funcuonahty should
select the preferred Pentium-equipped, faster PC platform.

The preferred PC Client platform is the Pentium-equipped PC configured as follows:

Intel Pentium Microprocessor PC
60MHz or better
32MB RAM
1.2GB Disk
32 bit, 30 (or better)MHz Local Bus
32 bit (or better) graphics accelerator card, Local Bus design
Internal CD ROM drive :
1.44 3.5" internal floppy drive
1 parallel / 2 serial ports
3COM (3C509, 3C509-TP) Ethernet Adapter card (10MBits/sec, 10Base2)
17" color VGA monitor (SVGA capable)
Standard 101 key keyboard
Mouse.
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COTS Software

The COTS software that needs to be installed prior to installing the FEMIS software are the
following:

ArcView v2.0b GIS .
BW-Connect: NFS Client for Windows NT x86 v3.6
Microsoft Office v4.3 including:-
Microsoft Excel v5.0 or better
Microsoft PowerPoint v4.0 or better
Microsoft Project v4.0 for Windows
Microsoft Windows NT Workstation (CD-ROM edition), v 3.51 ®
Oracle SQL*Net v2.0
Oracle TCP/IP adapter v2.0
WordPerfect for Windows v6.0 or better.

Note: :
1.  The version specified includes documentation. Additional licenses may be obtained
without documentation by procuring the Windows NT License Pack.

Refer to the COTS software manuals to install the software.

13.2 FEMIS Software

See Section 3.2, Installing the FEMIS PC Software, for details on installing and configuring
the FEMIS client software.

13.3 Backup Procedures

Software backups and archiving are highly recommended as part of normal system
administration, operations, and management. The EOC and site System Administrator
should become familiar with a backup utility and practice those procedures to comply with
their information system policies. Window NT provides a backup utility for archiving data
to tape.

13.4 Troubleshooting

See Section 3.4, Validating the FEMIS PC Installation.




14.0 FEMIS UNIX Server

'The FEMIS UNIX server software provides notification between servers, the transfer of
data between EMIS and FEMIS, the capability to gather meteorological data, and the ability
for PCs to use the server resources for large mathematical model/simulation codes. The
UNIX software consists of the FEMIS Host Notification Service, the FEMIS Command
Server, the FEMIS Met Application Suite, and the FEMIS Data Exchange Interface (DEI).
These services combined with the UNIX COTS applications provide the structure for the
FEMIS software. ‘

14.1 Maintenance of the FEMIS UNIX Server

Consistent server maintenance is essential for FEMIS operation. The following steps should
be taken regularly to monitor and maintain the server.

14.1.1 Monitor Oracle and FEMIS

The FEMIS Monitor can be used to monitor critical FEMIS functions. These functions
include the FEMIS Notification Service, the FEMIS Command Server, the FEMIS DEI, the
number of Oracle PC Connections, the Oracle Listener, and Oracle Replication. For more
information on the FEMIS Monitor, see Section 4.0, FEMIS Monitor. For further Oracle
maintenance, see Section 10.4, Performance Maintenance. )

~14.1.2 Perform System Backups

System backups are critical to data recovery. It is highly recommended that each EOC
establish backup procedures. For more information on oracle backups, see Section 10.3,
Backup Procedures and for information on server backups, see Section 14.2, Backup
Procedures.

14.2 Backup Procedures for the FEMIS UNIX Server

Software backups and archiving are highly recommended as part of normal system
administration operations and management. Example scripts are delivered to perform these
tasks. The EOC and site System Administrator should become familiar with the examples
and make any modifications necessary to comply with their information system policies.
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The backup files are located in the install/backup_template directory and include the
following:

README .backup

backup.sh - The script which performs backups.

backup.sh.1 - The backup.sh man page.

backup_system_full - The control file template for full backups.

backup full data_file 1- The data file template for tape 1 of the full backup.

backup full data_file 2- The data file template for tape 2 of the full backup.

-backup_system_inc - The control file template for incremental backups.

backup_inc_data_file_1 - The data file template for tape 1 of the incremental
backup.

backup_check.sh - The script to check for successful backups and call

the Oracle export and archive log removal script.

To customize the backup templates for your site, complete the following
~ steps: ‘

1. Create the /fapps/backup directory.

2.  Copy the backup files to /apps/backup.

3. Conﬁgure the backup templates for the system. Each backup data file will write to one
tape. If more than two full or one incremental backup tapes are required, create a new
data file and add the new data file to the appropriate control file.

To run an Oracle archive removal script:

1. Uncomment the backup_check. sh line in the backup_system full file.

2.  Edit the backup_check. sh script to verify the EXPECTED_LOGS variable is
accurate. '

3. Modify the ORACLE_REMOVE variable to call the Oracle file removal script.

To run an automated backup, load the appropriate number of tapes and add the following to
the root crontab:

#

¥ Backups

#

35 0 * * 2 /apps/backup/backup_system full > /dev/null 2>&1
30 0 *» * 3-6 /apps/backup/backup_system inc > /dev/null 2>&l
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To perform backups manually, load the appropriate number of tapes and run the following
commands:

Full backup - performed Monday evenings:
# /apps/backup/backup system_ full &
Incremental backups - performed Tuesday-Friday evenings

# /apps/backup/backup_ system_ inc &

14.3 Troubieshooting the FEMIS UNIX Server

The following items are provided for the System Administrator to aid in the administration
of FEMIS. For more information on the COTS products, please refer to the documentation
provided by the vendor.

14.3.1 FEMIS Troubleshooting

If FEMIS processes are down the following commands may be used to stop and restart all
FEMIS processes.

# sh /etc/init.d/femis stop
# sh [fetc/init.d/femis start

14.3.2 Oracle Troubleshooting

In the event of an abnormal server shutdown, while attempting to start, the Oracle Listener
may return an error similar to “Network name not unique on network.”

To resolve the problem, remove the /var/tmp/o/s<SID> file and restart the listener.

For further Oracle troubleshooting see Section 10.5, Troubleshooting the Database.

14.3.3 Beame and Whiteside NFS Authentication Daemon
PCs may receive the following error when trying to connect to the server.
““Network Timeout or BWNFSD/PCNFSD not running on Host.”
This error message typically occurs for one of three reasons, the bwnfs deamon is not
running, the daemon has become hung, or the nfs locking daemon has become hung To
resolve the problem perform the following steps:

Stop the bwnfs daemon if it is running and then restart the daemon.
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If the error continues it may be necessary to stop and restart the server locking daemon.

Stop the bwnfs daemon if it is running
Stop lockd :

# sh fetc/init.d/nfs.client stop
Restart lockd

# sh fetc/init.d/nfs.client start
Restart the bwnfs daemon

144




15.0 System Management

15.1

This section includes information on the authorization of FEMIS users, user login, access
privileges, FEMIS usage and user interface; and system manager utilities, which includes
maintepance of user accounts and site profiles.

Note: = FEMIS system security is provided through the FEMIS system
administration utilities and is the responsibility of the System Administrator.

Authorization

The purpose of authorization is to provide the FEMIS system with a means to validate user
authorities as they pertain to the access of functions and information. The objective is to
provide this service at the workstation level of the system architecture. This approach
depends on a user profile which stipulates the user roles and information access authorities.
Given this, it is possible to construct a session authorities profile. This is in turn used to
configure the user interface and limit the range of functions and information available to the
specific user.

To ensure that access to information is given through proper authorization procedures,
access validation works in conjunction with login, control points, and user session profiles to
grant access permissions. This is implemented as a local validation engine which knows all
the authorities associated with the current user's session. This engine is called upon to
validate privileges required to pass beyond a control point within the user interface software.
This validation matches required privileges with those of the current user. The current
user's privileges are contained in a session profile which was constructed during logon.

Any query for validation is handled by matching the required authorities with a subset of the
current user's authorities.

The control points provide a measure of control in how much information is available to the
user at a given time. They also provide a measure of security in the access of the system.
Information presentation is controlled by limiting the availability of functions at the user
interface. The control points are used to enable or disable menu 1tems buttons, and other
means that activate functions that provide data.

15.1.1 FEMIS Users

Titles, numbers, and responsibilities of EOC personnel vary from site to site. In smaller
organizations, several roles are played by a single person; while in larger organizations
related responsibilities may be assigned to more than one person. It is also common for
many positions in the local EOC to be filled by volunteers during emergency response. The
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descriptions that follow are intended to be as generic as possible. These descriptions are not
comprehensive of all possible functions of an EOC. They describe functions to which
FEMIS expects to make a positive contribution.

15.1.1.1 Decision Maker

This person or group of persons must rely on information provided by their staff to make
decisions regarding protective action decisions, deployment of resources, and public
communication. FEMIS support to decision makers will be clear presentation of
information including geographic representations (maps), resource and task status
information, and communication from other EOCs. /

15.1.1.2 EOC Operator

On a day to day basis, this person will use FEMIS to perform (or confirm) hazard analysis,
make protective action recommendations or decisions (Such decisions will have been
considered and approved for this situation by the decision makers ahead of time), check
resource availability, and confirm their jurisdiction's ability to respond in the pre-agreed
manner.

15.1.1.3 EOC Director of Operations

In an event, this person is in charge of the EOC. While the director may not actually be
touching the keys, it is important that this person be thoroughly familiar with FEMIS so that
the information FEMIS is able to provide is properly used.

~15.1.1.4 Communications Officer

Most EOCs currently have a person in charge of communication traffic. The communica-
tions officer's responsibilities include routing and logging of messages received by phone,
fax, and radio. FEMIS allows more widespread access to information than was previously
available. Control of this information, including assurance that the information gets to its -
proper destination and the information is managed to prevent overload, is an issue of
concern to both the EOC personnel and FEMIS developer.

15.1.1.5 Agency Coordinator

During an emergency, representatives from other agencies such as police, fire, Red Cross,
department of natural resource, and department of education come to the EOC to provide
liaison between the emergency management organization and their organization. They need

~ to provide their agency with current information in order to provide support to the
emergency effort.

15.1.1.6 Planner

On a day to day basis, the emergency planners are the most intense users of FEMIS. Itis
the planner's responsibility to preplan the agency's response. This response includes
assessing potential hazards, writing plans, arranging for availability of resources, and
coordinating plans with other responding agencies. During response to an emergency, the
planners can be expected to use FEMIS (because of their in-depth knowledge of the system)
to obtain the information requested by decision makers in the EOC.
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15.1.1.7 Training/Exercise Coordinator

This person is in charge of ensuring that members of their agencies are trained appropriately
for their responsibilities. One training method often used in emergency management that
must be supported by FEMIS is to "exercise” response to a specific hazard under specified
conditions.

15.1.2 User Login

Users logging in to FEMIS are identified by their user ID and password, which are
predefined in the FEMIS database by your System Administrator. When users login at a
FEMIS workstation, they are asked for their user ID and password This is validated

: agamst the database, and a session is established. ‘

The database uses the user ID to retrieve the privileges defined for this specific user. This

set of privileges is forwarded to the workstation where it is kept as part of the user’s session.

When the FEMIS software is initialized after a successful login, the session privileges of the
- current user disable certain access to functions in the user interface.

15.1.3 Privileges

Applications executed by the current user programmatically validate access privileges
through the use of control points. Control points define and validate the privileges required
to pass beyond the current point in the user interface. Other information, accessible through
functions, can be further restricted based on the user's information access privileges.

Access privileges are provided to grant or deny the viewing and/or changing of the
information held in the FEMIS system. The four catégories of privileges are Use, Browse,
Edit, and Create, and they are in an ordered precedence relationship. This means that a Use
privilege is a singular privilege, while Edit subsumes Browse and Use pnvﬂeges ‘Create is
therefore the highest privilege and subsumes all others.

Privilege Guidelines:
1. Each modé listed below has a set of privileges
® real_world/operations
. real__worid/ planning
e exercise/operations
. exercise/planning

. exercise contrel.
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2. The privileges established for a user in the Planning mode are applicable to ALL
planning.

3. The privileges established for a user in the Exercise mode are applicable to ALL
exercises.

4. Privileges are hierarchical in that a user with Edit privileges will be able to Browse the
information and Use the subsystem and/or module. The user will be able to have the
following privileges for each FEMIS decision control point:

Use - Allows the user access to the subsystem or module, but this user may not
have direct access to information. Whatever limited functionality to information
exists for this user is indirectly supported.

Browse - Allows the user to view data directly but cannot edit any viewed
records. Subsumes Use.

Edit - Allows the user to view data directly and modify any viewed records.
Subsumes Use and Browse.

Create - Allows the user to create new data records and can read or edit any
records already written. Subsumes Use, Browse, and Edit.

5. There are cases where the linear precedence relationship among the privileges will not
be adequate. These cases will be documented and handled on a case-by-case basis.

15.1.4 FEMIS Usage

Permission to display information to the current user must be validated. Any interaction
with the displayed information must likewise be validated and could be manifested as
disabled or enabled menu items or other controls. During the course of using the FEMIS
system, the user access functions provides by the user interface. Whenever a control point
is encountered, a check with the user session is made to ensure valid access to the
information. If valid, the user's privileges are used to configure the next window prior to its
display. Appropriate buttons and other controls are disabled according to the current user's
privileges as stipulated by the session. The system will propagate the authorities for the
functions and authorized information in whatever form is compatible with the ultimate
provider of the functions and information (e.g., the FEMIS database). The objective is to
provide a user with enough capabilities at the user interface to permit effective performance
of the emergency management roles and to protect others from unexpected results.

15.2 System Administration Utilities

The system administration utilities of the FEMIS software provide functionality to define
and modify user accounts, maintain the site profile, and clear locks on databases. This
portion of the document will provide instructions for the operation of the system
administration utilities of the FEMIS software.
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The FEMIS client software supports, among other functions, the maintenance of user
accounts. To perform FEMIS system administration, select System Administration
from the Utilities pull-down menu.

A System Administration window will display with the following choices:
User Accounts
Site Profile
Clear Locks on Database
Click the User Accounts button to perform the following activities:
Add a User
Delete a User
User Information
Set user Privileges
Click the Site Profile button to edit the EOC objectives and to Define Positions.

Click the Clear Locks on Database button to clear either single-user or all locks on
FEMIS functions. '

15.2.1 User Accounts

This form enables you to add, delete, and edit FEMIS user accounts. From The System
Administration window, click the User Accounts button. The FEMIS User Accounts
window will display.

Note: - When your privileges are changed by your System Administrator; you must
log out and log back in to FEMIS for the new privileges to take affect.
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EMIS User Accounts

15.2.1.1 Operation

The select Account section at the top of the window has two drop-down lists. The
Personnel list contains a list of all the people in the FEMIS Personnel database. New
people can be added using the Add button.

Note: The Add button allows you to add the minimum information about the
person (their name.) To add complete information or to delete people from
the Personnel database, use the following sequence
FEMIS->Data->Databases->Personnel,.

The FEMIS Account (s) for person list contains a list of either all the FEMIS user
accounts or the FEMIS user accounts for a selected person. Selecting an item in this
drop-down list will enable you to edit the information about this account, such as the FEMIS
login password, whether the account is enabled or disabled, and the privileges for this
account.

Selecting an item from the Personnel drop-down list will show only the user accounts in
the lower drop-down list that are owned by the selected person. Selecting an account from
the FEMIS Account (s) for person drop-down list will select the person from the
upper drop-down list that owns the selected account.

You can both add or delete user accounts by clicking the buttons next to the FEMIS
Account (s) for person drop-down list.

When adding accounts, complete the following steps:

1. The person selected from the Personnel drop-down list is the owner of the account
(one person may own many FEMIS accounts.)

2.  The default password is the same as the account name. (The account JSMITH will be
given the default password JSMITH.)
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3. The account name must not have already been used.
4. The account will have no privileges after it is created.

The lower part of the FEMIS User Accounts window enables you to change information
about a selected account.

Password: The password must consist of only the characters A-Z, 09, and _
(underscore). The maximum password length is eight characters.

Status: The status radio buttons enable you to disable (or enable) an account so no
' one can log into the account. The account is not deleted, so information
about privileges, etc. is not lost.

Privileges: The Privileges button enables you to edit the privileges for the selected
“account.

Save: Saves changes, but leaves the form open so you can select other accounts to
edit. »

OK: Saves changes and also closes the form.

Cancel: - Discards changes made to the User Accounts form (but does not affect

changes to privileges) and closes the form.

15.2.1.2 Privileges

Privileges are used to control access to certain portions of FEMIS. If you lack the privilege
to perform some activity, the menu item or button will be either disabled (grayed out) or
invisible. To access: Select System Admin from the Utility pull-down menu. Click the
User Accounts button. Click the Privileges button on the FEMIS User Accounts
window.

If a menu item or button that you expect to be enabled or visible is not, contact your System
Administrator, who can give you the required privileges by using the System Administration
function in FEMIS.

Complete the following steps to Assign Privileges:

1. Click the Assign Privileges button on the User Accounts window. The Set
Privileges window will display.

The user information you entered or previously selected will be displayed in the User
Information fields. User's positions are defined in the Add Person module of the

personnel database. Any positions assigned to the user will be displayed in the User's
Positions Iist.
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Assign Privileges

<Al

CSEPP Coordinator
Casualty Coordinator
Evac Coordinator
Hazard Analyst
Janitor

Minimal

Operations Officer
Planner

2.  When this window displays, <all> available control points and their descriptions are
displayed in the checkbox grid. The current privileges given to the user for each
control point is shown as a red check in the applicable checkbox for each mode.

To view only the control points assigned to a specific position and the level of
privileges given as the default for that position, select the position from the Default
Position Privileges drop-down list. The grid will then display only those
control points that have privileges assigned for that position. The level of privilege
assigned to the position is indicated by an x next to the applicable checkboxes. The
actual privileges assigned to the current user still display as a red check in the
checkbox. To again view all of the possible privileges, select the <all> option from
the Default Position Privileges drop-down list.

3.  Use the drop-down menus in the Copy Privileges From section of the window to
copy the privileges of a selected Position(s) and/or User(s) to the account. You can
copy privileges from a position and another user simultaneously. You can also select
the mode(s) you want the privileges to be copied to from the To Mode drop-down list.
Click the copy button to copy the privileges from the position(s) or user(s) selected.
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4. Copy each applicable position's privileges that are necessary for the account being set
up or modified. The position privileges are defined in the Site Profile section of
this document. :

5. Select the appropriate level of privileges for each control point. The highest to lowest
privileges are as follows: Create, Edit, Use, and Browse. Create enables you to
create, edit, browse and use the files. Edit means you can open, edit, browse, and use
the files. Use means you can read and use the files for other activities, but you cannot
save, edit or delete them. Browse means you can only read the files.

6. Click the save button to save your privilege settings and the User Accounts window
will redisplay. To exit without saving the settings, click the Close button.

7.  Click the OK button to save the account information and the System Administration
menu will redisplay. To save the account information and remain at the User
Accounts window, click the save button. To exit without saving the settings, click the
Cancel button, '

8. The system will display a message similar to the following: Account Information
Saved. Click the oK button. The System Administration window will redisplay.

15.2.2 Site Profile

FEMIS supports the maintenance of site profiles. After you click the site Profile
button in the System Administration window, the Site Profile window will display.

You can perform the following site account maintenance activities from this window: edit
the EOC Objectives and to Define Positions.

Note:  You must have the correct privileges to edit the Site Profile.

Site Profile

15.2.2.1 EOC Objectives

From the Site Profile window click on the EoC Objective button to display the EOC
Objective Settings window.
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The EOC Information displayed in the upper half of the window is view only and cannot be
changed from this window. ‘ '

‘The EOC Policy Settings can be edited and changed to reflect the policy of your EOC,
Change the various times, description, and dosage level as required. To save the changes,
click the ok button. To exit without saving, click the Cancel button.

AR e gt 205

Aunp Depot EGC

Army Depot North EGC

15.2.2.2 Define Positions

From the Site Profile window click on the befine Positions button, The Define
Positions window will display. To define positions, perform the following procedures.

1. The Edit Positions window enables you to Add Position and Delete Position
and to Assign Privileges to positions.

2. Toadd a position, click the Add Position button. The Select a Position to Add
window will display. Select a position from the Available Positions list or type
in a new position code and position name in the Create a New Position section. Click
the create New Position button to add the new position to the Available Positions
list. After adding the position, highlight the position in the Available Position list, then
click Add to add the position to the EOC's list of defined positions. Click the Close
button to return to the Define Positions window.
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{Emergency Aid Organization Representative
Emergency Medical Personnel
] Emergency Suppaoit Coordinator
{Emergency Team Captain
EMIS System Manager
Engineering Assistant
Environmental Branch Bepresentative
4 Environmental Protection Agency Representative
| EOC Coordinator
]ECOC Coordinator/Director
EOC Operations Dificer

Select the position from the Positions Listed for This EOC list. The position will
display in the Current Position field. Type the position E-mail Address, Phone, and
Description in the fields available. Click the Assign Privileges button to assign
privileges to the new position. ’

" Define Positions

City Government Representative
Communications Coordinator

1 Communications Representative

County Govemnment Bepresentative

The Set Privileges window will display with the name of the selected position in the
Position Information Name field. You can compare the default privileges for other
positions by selecting a position from the View Privileges As Default Position
Privileges drop-down list.
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Option A. Select the level of privileges for each control point by clicking on the check
boxes under the type of privilege you want. The available privileges are Use, Browse
Edit, and Create (lowest to highest level).

Option B. You can also elect to copy privileges from a Position or User by selecting
from the drop-down lists at the bottom of the window. Click the Copy button to copy
the privileges over to the current position. These privileges will display as red checks
in the privilege grid. '

5.  Click the save button to save the privileges and remain at the Edit Privileges window.
Click Reset to reset the privileges to any preexisting defaults. Click clear All to
remove all privileges. Click Close to return to the Define Position window.

6. Click oK or cancel to close the Define Position window and return to the Site Profile
window.

15.2.3 Clear Locks on Database

FEMIS provides several locking functions to protect data being edited by one user. There
are times when you may want to break a lock on a particular item.

15.2.3.1 Clear Locks Function

A person with System Administrator privileges can use the system administration program
to cleanup locks for either specific users or all users.

Notiﬁcaﬁons_will be sent for locks that are deleted.

15.2.3.2 Locking in Overview

Locking is designed to minimize the possibility of several users editing the same item at the
same time within FEMIS. On most forms when you click the Edit radio button or
otherwise switch to edit mode, FEMIS will lock the data for you to edit.

If someone else is already editing that data, on many windows you will be prompted to
indicate if you want to break their lock. If you break their lock, two or more users
(including yourself) are probably editing the same thing at the same time. This will cause
problems if both of you attempt to save the data.

Note: It is not recommended procedure to break a lock on a FEMIS function.
Breaking locks will cause problems if both of you attempt to save the data
but may be necessary during emergency situations.

In addition, the user whose lock is broken will be notified by FEMIS with a message
indicating which lock was broken and the person who broke it. If possible, call up the
person who is credited with breaking your lock and check to see who requires precedence.
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15.2.3.3 Cleaning Up Locks
Locks are cleaned up by several methods (in case of a system crash while you have thmgs

locked):
1.  When most FEMIS sub-prograins start or exit, they clean up any locks from the
current user at the current machine for the program that is starting.

2. 'When FEMEIS starts or exits, it cleans up any locks from the current machine for the
current user from all FEMIS programs (It will also ask about cleaning up locks from
the current user on all machines if needed.) Since these are your own locks bemg
broken, there is no notification message sent.

3. A System Administrator can use the Clear Locks function described above.

Lock Cleanup




16.0 FEMIS PC Utilities

16.1

The FEMIS PC Utilities include the following programs:

WINECHO
FIXINI
SRVCTL
CMDWIN
SYSENV
FEMISCHK
REG2INI
SETUP.

WINECHO

. This program is for use by NT-DOS batch files running under Windows NT and allows a

batch file to give a message to the user in a normal Windows message box. This utility is
used by several batch files used by the setup program.
%* .

Usage:
WINECHO message text.
WINECHO [/Beep] [/Info] [/Warn] ([/Stop] /Msg:message text.

Parameters:

/Beep Beep the speaker

/Info Use the information icon in the message box

/Warn Use the warning icon in the message box

/stop Use the stop icon in the message box

/Msg: Any text following /Msg: will be shown in the message box. If any
other parameters /Beep, /Info, etc are specified, then /Msg: must
be specified.

16.2 FIXINI

This program fixes the FEMIS. INT file by determining the PC name and setting the correct
paths and filenames for all the COTS packages used by FEMIS. This utility is used by the
setup program to fix the FEMIS.INT file, '

If any command line parameters are specified, then the program exits immediately after
fixing the file. Otherwise it will wait for the user to click OKk.
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16.3 SRVCTL

This program allows starting and stopping of Windows NT services from the command line.
This program is used by the setup program to start the NTP service to synchromze the PC’s
time with the server.

Usage:
-8 ServiceName Starts service "ServiceName"
-e ServiceName Stops service "ServiceName"”

Note:  The ServiceName passed is case sensitive. It must be entered exactly as it
appears in the Control Panel.

16.4 CMDWIN

This program allows a NT-DOS window running under Window NT to control how its
window is displayed. This utility is used by several batch files used by the setup program.

Usage:
cmdwin [options] /title:Window Title
/title: Some text that will be found in this window’s title. Best used with the
TITLE command to set the title of the NT-DOS window to some

specific text.
Options:
/min Minimize the window
/max Maximize the window
/norm Restore to original size
/show Bring window to front
/top On top of all other windows
/notop No longer on top of all other windows
/flash Flash the window a bit to attract attention.

16.5 SYSENV

This program allows you to set and delete Windows NT system environment variables from
the command line. You must log out of NT and log back in for changes to take effect, and
you must have Administrator privilege for the program to work. This program is used by

the setup program.

Usage:
sysenv /?  View Help/Instructions
sysenv x y Setvariable x equal to value y
sysenv x Delete variable x.
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16.6 FEMISCHK

This program determines if any of the DLLs or VBXS installed on the computer may not be
the ones expected by FEMIS. Incorrect versions of DLLs or VBXs may cause FEMIS to
work incorrectly. :

If you are having strange problems on one PC, especially if the problems started after

installing some software onto the PC, use this program to see if the installation may have
changed some file expected by FEMIS. :

16.7 REGZ2INI

This program copies the time zone information from the Windows NT registry into the
FEMIS. INI file and is used every time a FEMIS program starts. You should change your
time zone information for FEMIS using Windows NT’s Control Panel- > Date/Time, not by
changing the entry in the FEMIS. INI file.

16.8 SETUP

See Section 3.2, Installing the FEMIS PC Software.
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