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SOTERIA: Automating Software Supply Chain Risk Management 

➢ 45% of organizations will experience an attack 

on their software supply chain by 2025 (Gartner)

Expert Analysis

SMEs apply manual analysis only 

for the highest tiers of risk

Filter

SOTERIA’s automated risk profiles allow 

low risk software to be accelerated 

through org approvals

Risk Screening

Many software risks can be vetted 

by non-experts using indicators 

collected by SOTERIA 

SOTERIA enables SME-centric security 

practices to scale through automation.

Composition Analysis
Visibility into software’s internal 
components (open source/COTS libraries).

Behavior Analysis
Indicators of suspicious behavior identified 
as the software runs.

Publisher Analysis
Insight into commercial publishers, such as 
foreign ownership, key foreign employees, 
and indicators of poor cyber hygiene.

Software Risk Profile/Score
A deep, multi-faceted risk assessment displayed in an 

intuitive view that can be easily understood.

Configurable weighting of risk based on multiple factors

Combined to create

See how an app’s 
risk evolves with 
update releases

Sandia’s SOTERIA capability 

delivers a consistent, holistic 

view of software and 

publishers to enable data-

backed risk decisions.
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