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TRILEVEL INTERDICTION PROBLEM

2

Network Designer
Minimize load shed
Choose how to divide networks in 
communication system, respecting 
communication system structure 
and investment budgets

Cyber Attacker
Maximize load shed by attacking 
subnetworks and compromising all 
components controlled by relays 
he accesses.

Defender
Redispatch on the remaining 
components, solving capacitated 
network flow and minimizing load 
shed.



EXAMPLE 
ATTACK



SCADA NETWORK
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PRE-SEGMENTATION WORST-CASE ATTACK
Attack budget: 7
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Total Load Shed: 119.2 MW



NETWORK 
DESIGNER 
DECISIONS



WHAT IS THE NETWORK DESIGNER ALLOWED TO DO?

• Divide a balancing authority, control center, or substation node:
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• Divide a balancing authority, control center, or substation node:

• Its children must be assigned to one of the subnetworks (but not to a new parent entity).



WHAT IS THE NETWORK DESIGNER ALLOWED TO DO?
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• Divide a balancing authority, control center, or substation node:

• Its children must be assigned to one of the subnetworks (but not to a new parent entity)
• This can be done more than once.



WHAT IS THE NETWORK DESIGNER ALLOWED TO DO?

• Divide a balancing authority, control center, or substation node:

• Its children must be assigned to one of the subnetworks (but not to a new parent entity)
• This can be done more than once.
• When subdividing a substation, its subnetworks must have different parents.
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WHAT IS THE NETWORK DESIGNER ALLOWED TO DO?

• Divide a balancing authority, control center, or substation node:

• Its children must be assigned to one of the subnetworks (but not to a new parent entity)
• This can be done more than once.
• When subdividing a substation, its subnetworks must have different parents.
• There are two budgets for number of new subnetworks, one for balancing authorities and 

control centers combined, the other for substations.
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EXAMPLE 
NETWORK 

SEGMENTATION



SEGMENTED SCADA NETWORK
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• Attack budget: 7
• Balancing Authority and Control Center budget: 3
• Substation budget: 1 



WORST-CASE ATTACK ON SEGMENTED SCADA NETWORK
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Total Load Shed: 75.4 MW

• Attack budget: 7
• Balancing Authority and Control Center budget: 3
• Substation budget: 1 



SOLUTION 
METHODS



GENERAL BILEVEL ALGORITHMS
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Follower Optimality 
by Generating 
Cutting Planes
• Start from high-point-

relaxation, add cuts to 
remove suboptimal 
follower decisions

• Bilevel Branch and Bound 
(Fischetti et al. 2017, 
Tahernejad et al. 2020)

Response Function 
Methods
• Benders-like: 

Progressively build model 
of follower response to 
leader’s decisions

• Convex follower (Wood 
2011)

• Interdiction with integral 
follower (Tang et al. 2016, 
Lozano and Smith 2017)



TRILEVEL INTERDICTION ALGORITHMS
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Two-Stage Robust 
Optimization
• Second player’s feasible 

region does not depend 
on first player decision

• Column and constraint 
generation (Zeng and Zhao 
2013)

• Assume defender can 
make assets invulnerable 
to attack (Alderson et al. 
2011)

Recycled Bilevel 
Algorithms
• If inner problem convex, 

dualize and combine to 
form bilevel. Otherwise 
apply bilevel algorithm in 
nested fashion

• Covering Decomposition 
(Israeli and Wood 2002)

• Implicit enumeration 
(Scaparra and Church 
2008)

Backwards sampling approach 
(Lozano and Smith 2017b)



TRILEVEL INTERDICTION ALGORITHMS
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WE REMOVE TWO ASSUMPTIONS FROM PRIOR WORK
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• Unrealistic: Designers really just make attackers’ jobs harder (e.g., riskier, more 
expensive)

• Especially for cyberattack, no way to make a network impenetrable

1. Designer can make assets invulnerable to attack

• This is a result of not assuming 1: If assets can be made invulnerable, they can be 
“attacked,” but no damage is done in innermost problem. 

• We need dependence because they designer (implicitly) changes the cost of the 
attacker’s options, making some of them infeasible because they are too expensive

2. Feasible region of attacker does not depend on designer decision



COVERING DECOMPOSITION ALGORITHM
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COVERING DECOMPOSITION ALGORITHM
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COVERING DECOMPOSITION ALGORITHM: LOWER BOUND
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COVERING DECOMPOSITION ALGORITHM: UPPER BOUND
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Drop the only hard thing in DCOPF: 
Ohm’s Law
• i.e., relax inner problem to capacitated 

network flow

The result is a restriction of the original 
bilevel problem.
• We’ve lost nothing: All we had was a lower 

bound anyway because we don’t know 
valid bounds on the dual variables of 
DCOPF!

NETWORK FLOW RESTRICTION

Attacker

Defender

24
E.S. Johnson and S.S. Dey, “A Scalable Lower Bound for the Worst-Case Relay Attack 
Problem on the Transmission Grid,” INFORMS Journal on Computing 2022 34:4, 2296-2312 



COVERING DECOMPOSITION 
ALGORITHM, VERSION 1

Until bounds close, alternate 
between:
• Solving for a new design and a 

lower bound, and
• Finding the worst-case attack 

on that design and an upper 
bound

25

Solve the lower-
bounding problem

yesno

yes

no



THIS ISN’T COVERING DECOMPOSITION… YET
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COVERING DECOMPOSITION 
ALGORITHM, VERSION 2

Until such a design does not 
exist, alternate between:
• Finding a design which blocks all 

the attacks generated so far
• Finding the worst-case attack on 

that design and an upper bound
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27

yes

no

yes
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RESULTS
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ALGORITHM PERFORMANCE: 2000-BUS CASE
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ALGORITHM PERFORMANCE: 500-BUS CASE
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The covering decomposition algorithm is scalable for realistic grids and moderate attacker 
and defender budgets

Increases in the substation budget do not help the network designer significantly, and come 
at high computational cost

Preprint available on optimization online: https://optimization-online.org/?p=18421
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CONCLUSIONS



Solving the feasibility problem with a MIP solver is likely misguided: Trying constraint 
programming makes sense

For very large networks, the attacker problem is also still difficult. Benders decomposition or 
other techniques from bilevel optimization might be beneficial

Version 1 of the algorithm could provide nontrivial lower bounds for problems where solving the 
disjunctive problem was reasonable (and if the algorithm and/or initialization was modified to 
include suboptimal attacks.) This could allow terminating early, with a gap.

34

FUTURE DIRECTIONS
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