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TRILEVEL INTERDICTION PROBLEM

—+

Network Designer

Minimize load shed

Choose how to divide networks in
communication system, respecting
communication system structure
and investment budgets

L]

Cyber Attacker

Maximize load shed by attacking
subnetworks and compromising all
components controlled by relays
he accesses.

Defender

Redispatch on the remaining
components, solving capacitated
network flow and minimizing load
shed.




EXAMPLE

ATTACK
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PRE-SEGMENTATION WORST-CASE ATTACK
Attack budget: 7
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NETWORK
DESIGNER

DECISIONS




WHAT IS THE NETWORK DESIGNER ALLOWED TO DO?

Divide a balancing authority, control center, or substation node:

Balancing
Authority

Co
Cen

7 7% 7 5 7 %
k4




WHAT IS THE NETWORK DESIGNER ALLOWED TO DO?

- Divide a balancing authority, control center, or substation node:

Balancing
Authority

Co
Cen

Substation Substation Substation  Substation
4 5 6 7

* |ts children must be assigned to one of the subnetworks (but not to a new parent entity)




WHAT IS THE NETWORK DESIGNER ALLOWED TO DO?

- Divide a balancing authority, control center, or substation node:

Balancing
Authority

Substation Substation
4 =

CT T

* |ts children must be assigned to one of the subnetworks (but not to a new parent entity)

 This can be done more than once.




WHAT IS THE NETWORK DESIGNER ALLOWED TO DO?

Divide a balancing authority, control center, or substation node:

Balancing
Authority

Substation Substation
4 =

CT T

Its children must be assigned to one of the subnetworks (but not to a new parent entity)

This can be done more than once.

When subdividing a substation, its subnetworks must have different parents.

10




WHAT IS THE NETWORK DESIGNER ALLOWED TO DO?

- Divide a balancing authority, control center, or substation node:

Balancing
Authority

Substation Substation
4 =

CT T

* |ts children must be assigned to one of the subnetworks (but not to a new parent entity)
« This can be done more than once.
«  When subdividing a substation, its subnetworks must have different parents.

* There are two budgets for number of new subnetworks, one for balancing authorities and
control centers combined, the other for substations.
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EXAMPLE
NETWORK

SEGMENTATION




SEGMENTED SCADA NETWORK
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WORST-CASE ATTACK ON SEGMENTED SCADA NETWORK
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SOLUTION

METHODS




GENERAL BILEVEL ALGORITHMS

Follower Optimality Response Function
by Generating Methods
Cutting Planes - Benders-like:

: : Progressively build model
+ Start from high-point- of follower response to

relaxation, add cuts to leader’s decisions

remove suboptimal
follower decisions

- Bilevel Branch and Bound

(Fischetti et al. 2017,
Tahernejad et al. 2020)

- Convex follower (Wood

2011)

+ Interdiction with integral

follower (Tang et al. 2016,
Lozano and Smith 2017)
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TRILEVEL INTERDICTION ALGORITHMS

Backwards sampling approach
(Lozano and Smith 2017b)
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TRILEVEL INTERDICTION ALGORITHMS

Backwards sampling approach
(Lozano and Smith 2017b)
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WE REMOVE TWO ASSUMPTIONS FROM PRIOR WORK

1. Designer can make assets invulnerable to attack

+ Unrealistic: Designers really just make attackers' jobs harder (e.g., riskier, more
expensive)

+ Especially for cyberattack, no way to make a network impenetrable

2. Feasible region of attacker does not depend on designer decision

» This is a result of not assuming 1: If assets can be made invulnerable, they can be
‘attacked,” but no damage is done in innermost problem.

+ We need dependence because they designer (implicitly) changes the cost of the
attacker's options, making some of them infeasible because they are too expensive

19




COVERING DECOMPOSITION ALGORITHM

Write general trilevel interdiction problem:

min max_ min_f(x)
deD acA(d) xeX(a)

Where the following hold:

- Assumption 1: We have relatively complete recourse at every level. That is, given d € D,
A(d) # @, and given a € A(d), X(a) # O.

« Assumption 2: The set D is finite, as is A(d) for alld € D.

» Assumption 3: The function f is bounded below by some number. This can be any
number, but we'll use 0 in this talk.

This means we can list all the attacks:

(al,a?, ..., a"} = U A(d)

deD
Let the set of indices be K = {1,2, ..., H}

. 0




COVERING DECOMPOSITION ALGORITHM

Then we can rewrite the trilevel problem as:

YV = min

deD,éeRneRHA x1,.. . xHeRN o
S.t. «,; = Ni Vk € K
_le - f(xk)- -0
xk e X(@@)|v ke = vk € K
ak ¢ A(d)
ak e A(d) |

By our assumptions, we can write this as a MIP.
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COVERING DECOMPOSITION ALGORITHM: LOWER BOUND h
AN

If we replace K with a set K € K then we have a relaxation and hence a lower N\
bound on v:

V2 min
deD,feERneRA x1,.. . xHeRN

S.t. fZT]k Vk € K

=G
k k 77k—

x* e X(a") V[ Vk € K

ak e AWd) |
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COVERING DECOMPOSITION ALGORITHM: UPPER BOUND h

\\

For any feasible design d € D, we can get an upper bound on v by calculating N\
the worst-case attack on that design:

D= 2% 2Bl T

We know this isn’t always an easy problem, but in our case we use a network
flow restriction, which scales well in practice.

23




NETWORK FLOW RESTRICTION

Drop the only hard thing in DCOPF:
Ohm's Law

* i.e., relax inner problem to capacitated
network flow

L J

The result is a restriction of the original
bilevel problem.

« We've lost nothing: All we had was a lower
bound anyway because we don't know
valid bounds on the dual variables of
DCOPF!

E.S.Johnson and S.S. Dey, “A Scalable Lower Bound for the Worst-Case Relay Attack

s.t. Y 6 <U
rER
Z&le—ﬂk Yh e K
reTRy,
> 6 >1-u Yg€G
rERg
Y 6= 1-w, whe B
Attacker |— reRe
d = 1 — Yk e K,re Ry
& <1 —uy Vgeg,reR,
O < 1 — uy Yhe B,r e Ry
4, € {0,1} VreR
ok € {0,1} vk e K
ug € {0,1} Yge G
 wp e {0, 1} vbe B
B ka—ZfHZngﬁ:Db vbe B
kel kel gEG(b
s 0 — Pay) £ =T Yk e K
= o) — Bagky) — =) vk e K
Defender | - Dy(1 —wp) < 1y < Dy vhe B
— Fruy < Je < Frop Yk e K
= il vbe B
0 < py < Pyuy Vg e G
. =0 vbe B
24
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COVERING DECOMPOSITION Initialize: k = 0,K = @,L = —o0,U = oo
ALGORITHM, VERSION 1

Letd® € D
Until bounds close, alternate
between;
* Solving for a new design and a
lower bound, and

* Finding the worst-case attack Fixd = d* and I

on that design and an upper solve the upper-
bound bounding problem.

Design d* and
optimal value L

— Attack a* and Solve the lower-
Proposition: optimal value u(d") bounding problem
Under our assumptions, the
algorithm converges in finite
time with an e-optimal

solution d*

Update set
of attacks:
K< Ku{k}
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AN

THIS ISN'T COVERING DECOMPOSITION... YET N
Observation: A\
In the covering decomposition algorithm from the previous slide, . = 0

until the iteration the algorithm terminates, and the returned solution will
be exactly optimal regardless of the value of e.

This is because the designer will choose the second disjunct for all & (i.e.,
block all the attacks) for as many iterations as he can:

niZ}j;Exgv e =9 ] vk € K
X a -
ke | @ EAD

The first iteration where this is impossible, the bounds will meet.
So we don't ever need to solve the disjunctive version...
Define D(K) = {d € D:a* ¢ A(d)Vk € K}

. .




COVERING DECOMPOSITION Initialize: k = 0,K = @,U = o
ALGORITHM, VERSION 2

Let d* € D(K)

Until such a design does not

exist, alternate between:

 Finding a design which blocks all
the attacks generated so far Fix d = d* and

- Finding the worst-case attack on solve the upper-
that design and an upper bound bounding problem.

Attack a” and
optimal value u(d*)

Update set
of attacks:
K« KuU/{k}
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Attacker Budget

30-Bus Arguello et al. Topology: Percentage of Total Load
Shed with 0 Added Substation Enclaves

30-Bus Arguello et al. Topology: Computational Time
with 0 Added Substation Enclaves
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Attacker Budget
L2 - n [=5] b | oo w0
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Attacker Budget

L = Mmoo W

2 3 4 5 6 7 +]
New Enclave Budget for Balancing Authorities and Control Centers

30-Bus Arguello et al. Topology: Percentage of Total Load
Shed with 1 Added Substation Enclave

Attacker Budget

2 3 4 5 & 7 8
New Enclave Budget for Balancing Authorities and Control Centers

30-Bus Arguello et al. Topology: Computational Time
with 1 Added Substation Enclave

14.1 415.
2.29 11.0 512 5.81
297 2.93 178. 86.0
0.840 14.0 31.2 409.
5.98 8.47 84.3 185.
4.86 5.96 9.22 11.1 30.0 15.2 32.0
0.970 1.39 257 404 4 82 6 67 134

1 2 3 4 5 6
New Enclave Budget for Balancing Authorities and Control Centers

30-Bus Arguello et al. Topology: Percentage of Total Load
Shed with 2 Added Substation Enclaves

Attacker Budget

1 2 3 4 5 6
New Enclave Budget for Balancing Authorities and Control Centers

30-Bus Arguello et al. Topology: Computational Time
with 2 Added Substation Enclaves

1 2 3 4
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Mew Enclave Budget for Balancing Authorities and Control Centers 29



2000-Bus Case with 2 BAs and 5 CCs: Percentage of Total Load
Shed with 0 Added Substation Enclaves

N A

2000-Bus Case with 2 BAs and 5 CCs: Computational Time
with 0 Added Substation Enclaves

15 15 263. 602. 958.
14 14.6% 14.0%* 14 105. 695. 824.
13 13.1% 13.1% 11.5%* 13 95.8 442. 3280.
512 13.1% 11.3% 10.5% 9.8% 512 101. 2240. 3760.
11 13.1% 10.5% 9.3% 8.7% 8.1% 11 119. 3450. 2700.
Z10 10.5% 8.1% 7.4% 7.2% 6.1%* a10 121. 1950. 2860.
9 8.1% 6.4% 5.8% 5.7% 4.7% = 9 128. 587. 2160.
x 5.7% 5.3% 4.4% 4.2% 4.1% £ 8 319, 553. 1280.
= 4.1% 3.6% 87 219. 552. 1500.
< < g 105. 439 p48.
5 181. 484. 1030.
4 76.5 291. 677. 1100. 2520.
3 66.6 90.5 131. 320. 337. 372.

5 1 2 3 4
New Enclave Budget for Balancing Authorities and Control Centers

1 2 3 4
New Enclave Budget for Balancing Authorities and Control Centers

2000-Bus Case with 2 BAs and 5 CCs: Percentage of Total Load
Shed with 1 Added Substation Enclave

2000-Bus Case with 2 BAs and 5 CCs: Computational Time
with 1 Added Substation Enclave

15
14
13 13.1%
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< g
5
4 4180.
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1 2 3 4
New Enclave Budget for Balancing Authorities and Control Centers

1 2 3 4
New Enclave Budget for Balancing Authorities and Control Centers
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ALGORITHM PERFORMANCE: 2000-BUS CASE

Algorithm 2 on 2000-Bus Case with Attack Budget 5, BA and CC Budget 5, and SS Budget 0: Time per Iteration

6001 mmm LB Solve Time
[ UB Solve Time
soo HEE Overhead Time

400

3001
200
100
° 30 40 50 60 70

lteration

Time (s)

Algorithm 2 on 2000-Bus Case with Attack Budget 12, BA and CC Budget 4, and 55 Budget 0: Time per Iteration

16004
[ LB Solve Time

14004{ B UB Solve Time
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1000 1

800 -

Time (s)

800
400 A

200

LIRS TR TR

0

Ilteration
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ALGORITHM PERFORMANCE: 500-BUS CASE \
N\

Algorithm 2 on 500-Bus Case with 2 BAs and 6 CCs with Attack Budget 9, BA and CC Budget 5, and S5 Budget 0: Time per Iteration

5001 mmm LB Solve Time
[ UB Solve Time
H Overhead Time
4001+
E 300
L]
£
|_
200
) IIH‘HHH‘H‘HHHH HH
ﬂ'
0 20 40 60 80 100

lteration
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CONCLUSIONS N\
\

The covering decomposition algorithm is scalable for realistic grids and moderate attacker \
and defender budgets

Increases in the substation budget do not help the network designer significantly, and come
at high computational cost

Preprint available on optimization online: https://optimization-online.org/?p=18421
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FUTURE DIRECTIONS N

\\
Solving the feasibility problem with a MIP solver is likely misguided: Trying constraint \
programming makes sense

For very large networks, the attacker problem is also still difficult. Benders decomposition or
other techniques from bilevel optimization might be beneficial

Version 1 of the algorithm could provide nontrivial lower bounds for problems where solving the
disjunctive problem was reasonable (and if the algorithm and/or initialization was modified to
include suboptimal attacks.) This could allow terminating early, with a gap.
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