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Tracer FIRE 12 Story Development

Abstract:
The objective of Tracer FIRE story development is to work with the attack and 
networking teams to identify applicable APTs (Advanced Persistent Threat), generate a 
narrative to structure the scenario around, and generate forensic artifacts using an LLM. 
The main part of the research has been conducted by referencing the MITRE ATT&CK 
framework. By referencing the MITRE framework and various other security firms, a total 
of 5 APTs have been identified across 3 source countries. These APTs have then been 
used to guide attack development and story artifact generation.

Introduction:
The goal of story development is to create a single cohesive story line that ties together 
all the various attack chains and story subjects involved in the final Tracer FIRE 
simulation. This means researching real-life examples of the attacks being simulated in 
order to promote realism and provide guidance for their implementation in the 
simulation.  Additionally, important aspects for the simulation such as story artifacts and 
correspondence “white noise” need to be generated in order to more closely resemble 
real-world corporate communication. This narrative is extremely important for organizing 
the incident simulation and to ensure that the attack chains can be solved and 
understood by competitors.

Tracer FIRE is a Forensics and Incident Response Exercise designed by Sandia National 
Labs for training and educational purposes. One of the major responsibilities of the Tracer 
FIRE development team is creating a cohesive story that guides the incident simulation 
and overall competition development. Research is done to ensure that, to some extent, 
real threat actor behavior is included in the simulation.
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Methods:
In order to most efficiently select the APTs for basing the attack chain simulations on, we 
first consulted with Irbis Gallegos, an APT research expert on how to identify the best 
APTs for the existing Tracer FIRE storyline. Using this advice, we collaborated and 
consulted the MITRE APT database to determine the best fit APTs for the story. 
Additionally, we used the following frameworks to guide our decision making and create 
our APT threat cards.

Several frameworks were used to organize story research and development.  
• The MITRE ATT&CK framework (pictured left) was used  to help frame the attack 

chain story beats
• Real APTs (Advanced Persistent Threats) were found and used as a base for story 

chain logic
• Story artifacts were generated with a Large Language Model. 
• Brainstorming activities were done to facilitate the creation of story elements that 

required more imagination than fact to craft.
• The Diamond Model of Intrusion Analysis
• A timeline (example above) was developed to organize the information 

Results:
A set of 5 APTs were found across 3 source countries. No attributions are made in the 
final product, but Tactics, Tools, and Procedures (TTPs) that these APTs use inspired 
guidance of  attack development.  An overall timeline of events (example above, to 
right) was developed to give the attack team an idea of what order the attacks should 
occur in and further utilized to help organize a general plan of when story posts are to 
be deployed in relation to the attacks that occur. Using brainstormed character details 
and the LLM, posts were generated and then refined to further suit the story.

Discussion:
The identification of threat actors to model the attack chains to more closely resemble 
real-world attacks has allowed for a far more realistic and compelling set of forensic data. 
Publicly available research such as the MITRE framework should be taken advantage of 
by the developers of CTFs or other security competitions more often. Since Tracer FIRE 
is designed to train cybersecurity incident responders, modeling from the real world is 
key. We hope that in future iterations, the development influence of identified APTs can 
be a greater force in modeling the training simulations 

The MITRE ATT&CK Framework

Fig 1:  MITRE ATT&CK chain, obtained from the official MITRE website at: https://attack.mitre.org/matrices/enterprise/

Fig 2: Example Timeline. Showcases the style of timeline used in deployment
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