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0 Collaboration challenges
e What is Azure B2B?
e Sandia’s approach to B2B
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/~ Collaboration Requirements

Must vet all users

Requires trusted identity source (OnelD)

@ Access must use an approval process

Q Two-factor authentication must be verifiable (CBA)

@ Guest access is granular and must be timebouna

B Guest access must be validated daily




What is Azure B2B?

Microsoft Provides two forms of B2B Collaboration

Azure B2B Collaboration Azure B2B Direct Connection

+ Allows external users to use their own identity (Teams Shared Channel)
provider such as Azure AD. Applications registered
with your Azure AD tenant can be made available for
access. A guest account will be created in your
tenant.

+ A mutual two-way trust relationship between Azure
AD tenants that allows seamless collaboration. No
guest account is created in the resource tenant. The
feature only supports Teams shared channels.

Azure B2C - Allows the creation of a tenant to support a SaaS or custom app to collaborate with external
users. All accounts used for collaboration are guest accounts in the Azure B2C tenant.
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Sandia’s approach to B2B

Self-Service Model

+ The design must be self-service

OnelD Integration

- Use OnelD as a trusted source

Micro-segmentation

+ Access Packages provide granular access




/" Onboarding Process
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Sandia

uh!égggalms Sandia External Collaboration

Collaborate with Sandia National Laboratories

Please login with your work account in order to request access to Sandia resources.

About Sandia News Research Partnerships Careers

Q Locations
& Contact Us
@ Employee Resources

© Security Toolcart

Sandia National Laboratories is a multimission laboratory managed and operated by National Technology and
Engineering Solutions of Sandia, LLC., a wholly owned subsidiary of Honeywell International, Inc., for the U.S. Department fv ol in RN
of Energy’s National Nuclear Security Administration under contract DE-NA-0003525.

Learn about the Department of Energy's Vulnerability Discl e Program



//Onboarding B2B Accounts
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B® Microsoft
Sign in

vrsilva@sandia.gov

Can't access your account?

Next

Q Sign-in options




rd
2

/ Onboarding B2B Accounts

rd

e

\Welcome to Sandia External
Collaboration

Verification Needed

o Login e Werify User e Accept Invite o Complete

In order to collaborate with Sandia, we need to verify your account which includes making sure you are a valid
DOE user authorized to use this site,

1. Click the button below to start the verification process
2. Upon successful completion of the verification process we'll provide you with a link to an invitation.

3. Click the invitation link and follow the steps to create an account,




P / Onboarding B2B Accounts

@) Success:
Verified user successfully

\Welcome to Sandia External
Collaboration

Accept Invitation

Lagin Verify User Accept Invite Complete
QD @ veity © rooer (4]

1. Navigate to the link provided below and sign in with your site's credentials.
2. Upon acceptance of the invitation, you will be redirected back to this site,

3. If you were unable to provide consent for Sandia to read your basic user information, please wait an hour and
visit the site again to accept a new invitation.

Accept Invitation




/ Onboarding B2B Accounts
Vs

/ @ Sandia National Laboratories

vrsilva@sandia.gov

Permission requested by:

Sandia National Laboratories
sandialabs.onmicrosoft.com

By accepting, you allow this organization to:

v/ Receive your profile data
Your profile data means your name, email address, and
photo
Collect and log your activity
Your activity data means your access, usage, and content
associated with their apps and resources
Use your profile data and activity data

This data may be used with your access and use of their
apps and resources, as well as to create, control, and
administer an account according to their policies

You should only accept if you trust Sandia National Laboratories. Sandia
National Laboratories has not provided a link to their privacy statement .
for you to review. You can update these permissions at
https://myaccount.microsoft.com/organizations

Learn More

This resource is not shared by Microsoft.




/ Onboarding B2B Accounts
/
d 0
/4

Welcome to Sandia
External Collaboration

Thank you for collaborating with Sandia!

What to expect:

e Look out for an email from noreply-ecs@sandia.gov within the next hour with instructions detailing how to access
Sandia resources.

 If you were unable to complete the entire invitation process, please wait an hour and visit this site again to
generate a new invitation.




P / Onboarding B2B Accounts

Your Collaboration Account With Sandia Is Ready

: : : Reply | %) ReplyAll | —> Forward
Enterprise Collaboration Services 3 Reply | € Reply orar &
To @ Silva, Valerie Thu 6/15/2023 11:25 AM

Hi Valerie Silva,

We have created your Collaboration Account with Sandia National Laboratories. Please log in to the My Access Portal and select the appropriate package(s)
to request access to Sandia resources. Your requests will be reviewed by the appropriate parties prior to approval.

For questions or concerns, please work with your Sandia contact to initiate a request for support or address package specific questions.

Thank you,
IT Services at SNL

@ IT Services




/ Onboarding B2B Accounts

Welcome to Sandia External
Collaboration

o VYour collaboration account is ready!

Login Verify User Accept Invite Complete
o o o o

Please visit the My Access Portal [7]: to start collaborating!
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CBA Configuration

4
74 " Certificate Mapping on Guest Accounts

Username hinding

Select user attribute to create binding. The first certificate field has the highest pricrity in the username binding.

Certificate field User attribute

© RFC322Name

© PFrincipalName

© subjectkeyldentifier | certificatelserlds

O sHA1PublicKey

certificatelserlds | me
certificatelserlds | me

N | e
certificatelserlds | me

Authorization info

Mebergall, Christopher

Name Value







P User Flow and Exchange Contacts

Email addresses that are associated with Exchange contacts can't onboard during user flow

% Microsoft

Pick an account

This account does not exist in this organization.
Enter a different account or create a new one.

Silva, Valerie

vrsilva@sandia.gov

Connected to Windows

—I— Use another account

B® Microsoft

Create account

Enter the email you'd like to sign up with.

vrsilva@sandia.gov

Back

Next

1. User attempts sign in
and is prompted to
Create account

2. User starts account
creation process

B¢ Microsoft
Add more details

You ané already registenad, plesie prasd the back Buttan and
5190 N Irsteac

fou can use this email to sign in next time.

wrslvadisandia.gay

S

3. User is informed their

account is already created




P Certificate Based Authentication

 Certificate can only be tied to one account
* There are many people across DOE Complex with two or more accounts

Audit Log Details

Activity Target(s) Modified Properties

Target Property Name Old Value New Value
CertificateUserlds i 500:<PN-

Included Updated Properties "CertificateUserlds"

"Microsoft.Online.DirectoryServices.DirectoryUni
quenessException”

MethodExecutionResult.

Targetld.UserType "Guest"




User Lifecycle

The re-verification process runs every 4 hours to ensure the user is
up-to-date in Azure AD

Update User Function .

Get users
updated > 4 Get users info from
hours ago from OnelD
AzureAD

Update User in
AzureAD

User Active?

Deactivate
User In
AzureAD




P UX Struggles

« Sign In permission page can't be modified

« Users redirected between our site and Microsoft sign in process
« User might not accept permission

* Timing issues

vrsilva@sandia.gov

Permission r :
e- Login a Verify User 0 Accept Invite ﬁ Complete ermission requested by

Sandia National Laboratories
sandialabs.onmicresoft.com

By accepting, you allow this organization to:

~ Receive your profile data

Your profile data means your name, email address, and
photo

B » Collect and log your activity
B® Microsoft

Your activity data means your access, usage, and content
associated with their apps and resources

. . ; .
' ; . e . ; ~ Use your profile data and activity data
Slg nin In order to collaborate with Sandia, we need to verify your account which includes making sure you are a valid - yourp ) ¥ .
DOE user authorized to use this site. This data may be used with your access and use of their
apps and resources, as well as to create, control, and
\.rrsil\.ra@sand]a_go\.r administer an account according to their policies

1, Click the buttan below to start the verification process

You shauld enly accept if you trust Sandia National Labarataries, Sandia

. e et . . . . e Mational Labaratories has nat provided a link to their privacy statement
Can't access your account? 2. Upon successful completion of the verification process we'll provide youw with a link to an invitation. for you to review. You can update these permissions at
3. Click the invitation link and follow the steps to create an account. hm":'r"'\:“""m”"""‘m””“w"m’""""”"‘
Learn More

Verify This resource is not shared by Microsoft.




P Support for External Audience

 Failure could occur in our application or in home tenant
*  Where should people submit service requests?
« Can't route external users to internal support

— ®
| - & - 5 -
@ — —

Error Service Bus Logic App Teams Channel







< Future State
7/

e

Access package creation self-service
Expand beyond Office 365 applications

Expand beyond DOE Complex users







