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ABSTRACT

This project developed a novel statistical understanding of compression analytics (CA), which has
challenged and clarified some core assumptions about CA, and enabled the development of novel
techniques that address vital challenges of national security. Specifically, this project has yielded
the development of novel capabilities including

1.
2.

Principled metrics for model selection in CA,

Techniques for deriving/applying optimal classification rules and decision theory to
supervised CA, including how to properly handle class imbalance and differing costs of
misclassification,

3. Two techniques for handling nonlocal information in CA,

A novel technique for unsupervised CA that is agnostic with regard to the underlying
compression algorithm,

. A framework for semisupervised CA when a small number of labels are known in an

otherwise large unlabeled dataset.

The academic alliance component of this project has focused on the development of a novel
exemplar-based Bayesian technique for estimating variable length Markov models (closely
related to PPM [prediction by partial matching] compression techniques).

We have developed examples illustrating the application of our work to text, video, genetic
sequences, and unstructured cybersecurity log files.
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NOMENCLATURE

CA Compression analytics; the use of file compression algorithms for machine learning (ML).
DFT Discrete Fourier Transform.

ML Machine learning.

NCD Normalized Compression Distance.

NID Normalized Information Distance.

PPM Prediction by partial matching, an adaptive statistical compression technique.



1. INTRODUCTION

Compression Analytics (CA) refers to the use of file compression algorithms for machine
learning. One of the foundational papers in this field ([22]) establishes the use of file compression
to construct a similarity/distance metric between bytestreams as a way to approximate the
Kolmogorov complexity [23]. This allows any distance-based machine learning technique
(nearest-neighbors techniques, hierarchical clustering [9], etc) to be used. The goals of this
project are two-fold: (1) seek to explain and extend these and other results in the field of CA,
specifically, by developing a statistical interpretation of CA, and (2) extending CA techniques to
handle nonlocal relationships.

Section 2 of this report reconsiders the assumptions underpinning this construction in light of
optimal classification theory [3], and offers a novel formulation of CA for provably optimal
classification and the use of CA with decision theoretic techniques. Section 3 offers a novel
statistical interpretation of the common compression algorithm Prediction by Partial Matching
(PPM; [10]), allowing for uncertainty quantification of PPM predictions. Section 4 describes
multiple approaches for extending CA techniques to handle scenarios where the probabilities
underlying the structure of a categorical sequence change slowly over time. Section 5 extends the
results of Section 2 and describes the derivation of general algorithms for unsupervised and
semi-supervised cluster analysis using any arbitrary compression algorithms. Section 6 describes
extensions to PPM that allow for modeling relationships between windows of tokens much larger
than traditional PPM analysis allows. Section 7 describes the use of dimension reduction in
conjunction with CA approaches for analysis of video. Section 8 describes the use of Bayesian
context trees for modeling categorical sequences, and a novel model for flexibly estimating
parameters governing tree behavior. Finally, Section 9 offers concluding remarks.
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2. OPTIMAL CLASSIFICATION WITH CA

2.1. The Main Idea

Normalized Information Distance (NID) The foundational development of compression
distance is based on Kolmogorov complexity (see [23]). For a binary string x, we define K (x) as
the length of the shortest binary program x* to reconstruct x on a universal Turing machine. We
similarly define the conditional Kolmogorov complexity of x given y as K(x | y), which denotes
the length of the shortest binary program to compute x if y is given [22].

The normalized information distance (NID) is defined by Li et al. [22] as

_ max{K(x|y*),K(y|x")}

d(x,y) = (D
max{K (x),K(y)}
However, in that paper, various alternatives are described and rejected on arguments based on
properties of the associated distance metrics. One alternative formulation given is
K(x|y)+K(y|x*
d(xy) = KD LRO]Y), @)

K(x,y)

At least five other alternatives are mentioned, based on taking Equations (1) and (2) and replacing
the denominator with either K(x,y), max{|x|, [y|}, or |x| + [y|. Ultimately, Equation (1) is adapted
for compression analytics and reasonable justification is given, but ideally we would be able to
select a distance metric based on statistical first principles (more on this upcoming).

Normalized Compression Distance (NCD) Equation (1) is adapted for real-world
computations by using the compressed length of x, denoted C(x), as an approximation for K (x):

Clxy) —min{C(x),C(y)}
max{C(x),C(y)}
where C(xy) denotes the compressed length of the concatenation of x and y. Note that the form of

NCD compared to Equation (1) is somewhat different due to the substitution of terms using
well-known identities, with the aim of avoiding practical limitations of computing C(x | y)'.

d(x,y) = NCD(x,y) =

3)

If we seek to classify a string x into either class A or B, we can build a classifier by comparing
dy = NCD(x,s(A)) and dg = NCD(x,s(B)), where s(A) denotes a representative string” from
class A. The decision rule involves classifying x into class A if dy < dp. >

The NCD has proven to be a useful tool for compression analytics (CA), but, as we show below,
an improved alternative formulation for NCD is available. For example, the NCD-based decision

IC(x|y) is certainly computable in theory, but most implementations of compression algorithms do not offer conve-
nient ways to compute these quantities.

2Depending on the data available and goals of the project, the representative string may be a collection of documents
from class A, or a single document.

3Ties can be handled by allocating into class A with probability 0.5.
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rule does not yield a probability of class membership, a method for handling prior probabilities of
class membership, nor access to decision-theoretic tools. We first introduce some necessary
concepts, and then offer this improved alternative decision rule based on established optimal
classification theory [3].

Link Between Compression Distance and Probability We know from Shannon’s
Source Coding Theorem [28] that the expected length of an optimal code for a random variable X

is contained in the interval
( H(X) H(X) )
; +1
log,(a) " log,(a)
where H(X) denotes the entropy of X and a denotes the alphabet size used for encoding. This is
based on the fact that H(X) = E[Ix(X)], where Ix (x) = —log, Px(x) denotes the information
content in the observation X = x, that is, the number of bits needed to optimally encode x when

the distribution of X is known. Px(x) denotes the probability distribution of the random variable
X as a function of manifestation x.

Compression as an approximation to information Compression algorithms work
because they are generally able to approximate the information content of input files. Following
this fact, and in a similar spirit to ([22]), we can approximate Ix (x) by considering the number of
bytes required to compress x by a compression algorithm C that has been trained* on a sufficiently
large sample from X (which we denote X):

Ix (x) = C(x | X), )

where C(x | X) denotes the compressed length of x given by compression algorithm C that has
been trained on X. The information content is a lower bound on the compressed length of x, so in
fact Ix (x) < C(x | X). Some of the subsequent derivations rely on the assumption that

C(x | X) —Ix(x) ~ 0. Poor choice of a compression algorithm C can violate this assumption.
While tools for compression analytics often contain implementations allowing the calculation of
C(x | X), most standard implementations of compression algorithms do not contain an option to
separate training and application of a compression algorithm. To accommodate these latter cases,
we may further suppose that C(x | X) can be approximated as the difference between the
compressed length of concat (X, x) and X:

Ix(x) = C(concat (X, x)) — C(X), Q)

4Here we use the term “train” in the typical machine learning sense. However, this might not be immediately
apparent when used in the context of CA. The training process in CA involves building a compression model
from the training data as if we were compressing the training data set. The testing process involves using this
compression model to compress the testing data without updating the internal state of the model. Since this latter
step is not always feasible using off-the-shelf file compression tools, and approximations such as those in Eq. (5)
are often used. Note that the information required from CA might not require the actual full file compression
algorithm to be run; indeed, approaches have been developed (e.g., [4]) that eliminate some of these steps that are
superfluous from a CA perspective.
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where the simplified notation C(z) := C(z | z) denotes a compression model both fit and applied to
z. Note that these expressions are agnostic to the particular compression algorithm used.
Selection of the appropriate compression model to use is analogous to the standard statistical
problem of selecting the appropriate model for Py.

2.2 Optimal Classification Rules with Compression Analytics

Following these relationships, we consider the optimal classification rule ([3]) for classifying an
observation x into class k out of K possible classes. We allocate x to class k if

mP(x | classk) > m;P(x | class j), Vj e {1,2,...,.K}, j#k.

where 7, denotes the prior probability of class a, and P(x | classk) denotes the probability of x
conditional on x being drawn from class k. More discussion on the definition and usage of prior
probabilities is given in Sect. 2.4. Given the approximations above, and taking the log of both
sides, we can rewrite this as

log, M — Clx | Xy) > logy 7 — C(x | Xj), Vj #k, (6)

or
log, my — C(concat (Xy,x)) + C(Xy) > log, mj — C(concat(Xj,x)) + C(X;), Vj#k, (7)

where X, denotes a sufficiently large sample of data from class k.

We can further generalize this to accommodate decision rules that minimize the expected cost of
misclassification (adapted from Theorem 6.7.1 in [3]). In this theorem, we partition our sample
space into K exhaustive and mutually exclusive regions R, R», ..., Rk, and allocate an observation
x into class k if x € Ry. These regions are constructed as

K K
Ry = {x: Z 7 P(x | classi)cost(k | i) < Z 7y P(x | class€)cost(j | 6)} ,Vi=1,2,.. K, j#k,
i=1 /=1

where cost (k | i) denotes the cost incurred by classifying an observation into class k if it was truly
drawn from class i. This accommodates scenarios where cost (k | k) # 0.

Using the approximation given in Eq. (4), this decision rule can be approximated as

Rk%{ ZnZ ClX;) cost(k | i) <Z7r2 xmcost(j\ﬁ)},Vj:1,2,...,K,j;ék, (8)

which follows because P(x | classi) can be approximated by 2-CUXi) | This is no longer a strict

equality due to the approximation error in using compression length as an estimate for
information; as mentioned above, a poor choice of compression algorithm will result in poor
approximations to the optimal classification rules. Note that due to the summations, we can no
longer take the log transformation of both sides as in Eq. (6), and must rely on exponentiating the
approximate information as given by Eq. (5).

13



Similarly, using the approximation given in Eq. (5), this decision rule can be approximated as
K
Ry ~ {x . Z ;20 ) = Cleoncar(Xi)) ot (k | i) <
i=1

K
Z n.g2C(X@)—C(concat(xf,x))Cosl(j | g)} JVi=1,2,..,K, j#k, (9
(=1

which follows because C(x | classi) can be approximated by C(concat(X;,x)) — C(X;).

2.3. Probabilities of Class Membership

In addition to deriving optimal classification rules, we can use the relationship in Eq. (4) to derive
posterior probabilities of class membership. We begin with the probability of an observation x
drawn from random variable X conditional on (given) membership in class i,

P(X =x|x€eclassi):=P(X =x|C=i).

We seek the probability of class membership conditional on our observation, P(C =i | X = x).”
We proceed with a generic application of Bayes’ rule to obtain what we want (P(C | X)) from
what we have in hand (P(X | C)):

. PX=x|C=iP(C=i)
P(C_z!X—x)—ZjP(X:x|c:j)P(C J) o
27C(X|Xi)n'l~

Y, 2—C(XIX/')7;J.

where the summation is over all classes in the training set.

2.4. A Note on Prior Probabilities and Class Imbalance

The prior probabilities of class membership, 7;, denote the probability of observing a member of
class i before observing your data. For example, if we are classifying (diagnosing) individuals
based on the presence or absence of a pathogen, the priors would reflect the overall prevalence of
the disease. Priors play an important role in deriving probabilities of class membership by
enforcing the need for stronger evidence for identification of rare categories. In terms of Eq. (10),
this means we require a higher P(X = x | C = i) for classifying into class i if P(C =1i) := m; is
low. In cases where the true prior probabilities are highly imbalanced, it is critical to use methods
that take them into account for valid classification probabilities.

In practice, priors may be obtained from subject matter expertise, estimated from a random
sample from the population, or simply set to be equal in the absence of any relevant knowledge.
Note that the priors in Egs. (8) and (10) cancel out if they are all equal.

3The distinction between P(X = x | C = i) and P(C =i | X = x) is a critical one; the latter is the quantity we must
obtain to calculate “class membership probabilities.”

14



2.5. Comparison with Prior Work

A commonly used (but flawed) classification rule (e.g., Sect. 6 of [5]) is to allocate an observation
x to class k such that

k = argmax P(x | classi)
i

~ argminC(x | X;).
1
In contrast to Eq. (6), this classification rule implicitly assumes that all classes are equal, i.e.
7 = --- g. This assumption can be correct in some circumstances, but in many others
(particularly when the classes are imbalanced) it will lead to sub-optimal classification decisions.
Additionally, this decision rule cannot be used to minimize cost of misclassification as described
above.

Equation (5) is similar in spirit to expressions used in [22], particularly the compression
distance
C(concat(x,y)) —min{C(x),C(y)}.

In fact, these expressions are identical if we set y = X. The primary difference is that Eq. (5)
assumes that X is a large representative sample from a random variable X, whereas [22] assumes
x and y are two comparable samples. The reference [22] goes on to normalize this difference by
max{C(x),C(y)} in order to construct a distance metric that can be used to quantify the similarity
between x and y. Our Eq. (5) is instead adapted for classification.

15
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3. A STATISTICAL INTERPRETATION OF PPM

3.1. A Statistical Interpretation of PPM Probabilities

In this document, we show that PPM probabilities can be properly understood as Bayesian
estimates of multinomial parameters with specific Dirichlet priors. We further show that the
probabilities in the original PPM paper are only recoverable with mutually exclusive choices of
prior parameters, suggesting a minor inconsistency in the original formulation. Finally, we
discuss the implications of this finding, in particular, that it offers a statistically defensible way to
incorporate UQ and informative prior information into PPM calculations.

3.1.1. The Core Derivation

In the 1984 paper [10] by Cleary and Witten describing PPM, they consider estimating the
probability of a character that has never been seen. Specifically, in the second-to-last equation of
their paper, they describe “the estimated escape probability of a novel character occurring relative

to order m” as
1

1+ Gy
where e, gives the escape probability of interest, and C,, is the total count of observed characters

whose highest context is of length m. For example, if for the context ab (m = 2) we have observed
{abc,abd,abe}, then C,, = 3, we would escape if we attempt to predict on abf, and e,, = 0.25.

€m

We can reformulate this in terms of a statistical Markov model. Consider a sequence of characters
Xi—m,Xi—m+1,---,Xi, In which X; denotes a categorical random variable taking on a finite set of &,
possible values A,,. For simplicity, consider A,, = {1,2,...,k;, }. Consider the problem of
estimating the distribution of X; given a fixed history

H=A{Xi—m = Xi—m, Xi—mt1 = Xi—m+1, -, Xi—1 =Xi_1},

that is, we would like to estimate
Pr(Xi=¢|H),

where we stay (somewhat) consistent with [10] by using ¢ to represent the next character in a
sequence.

A standard approach is to model X; using the multinomial distribution with n = 1 (AKA the
categorical distribution) and probability vector p:

Xi|H ~ Multin(n =1, p),
which leads to the MLE (maximum likelihood estimator) for

A._Cm<¢:j’H>
PI=c,(1m)

17



where we extend the notation (¢, and C,, from [10]) to allow for additional precision of notation
as follows. The quantity ¢,,(¢ = j|H) denotes the count of the number of occurrences j whose
highest context length m consists of state H, and

Fon
Cn(-|H) = ;cm(cb = Jj|H).

We now move to a Bayesian inferential scheme for p using the (conjugate) Dirichlet prior
Dir(oy, 0, ..., o), where ¢; denotes pseudocounts for category j. The posterior distribution on p
also follows the Dirichlet distribution with parameters updated as

oj+cen(¢=Jj|H), Vj=12,... Kk,
that is, the posterior distribution is
ﬁ|a>XiaHNDir(Cm(¢ =1 ‘H)—f—a],cm((]) :2|H)+a27"'7cm(¢ :k’H)+ak) (11)

Using basic properties of the Dirichlet distribution, this leads to conditional expectations

- Cln(¢:j|H)+O‘j
Elp;| &, X;, H) =
pile | Yi_icm(9 =L|H)+ oy
:Cm(¢:j|H)+aj
Cul [H) 2L, o

For particular values of the & prior parameters, we can recover the original expressions in [10] as
expectations of the Dirichlet distribution. The probability of a particular character ¢ = j (notated
as pm(¢) in the appendix of [10]) is recovered if we set o i =0 and Z’g‘:] oy =1:

cm(9 = j|H)+0

Elpjlo X H = =0 T+
m

and the escape probability (e,, in the original) is recovered for a ¢ = j which has never occurred
for history H (that is, ¢,,(¢ = j|H) = 0) if we set &; = 1 and all other &’s to zero:

1

em =E[pj|a,X;,H] = o [H 41

Thus, we see that while we can recover the exact probability estimators presented in [10], they
require incompatible prior specifications. These incompatible settings result in an algorithm that
uses different levels of prior uncertainty for identical data depending upon whether an unrelated
character has been observed. It would be more consistent to set all alphas equal to 1 or 1/k, for
example. While these observations are interesting from a mathematical perspective, the nature of
the potential corrections is not expected to have a large effect on PPM probabilities, with the
possible exception of cases where inferences must be drawn from a very small training dataset.

18



Informative priors: More impactful would be to use this Bayesian framework to incorporate
informative prior information into a PPM analysis. For example, the & parameters could be
derived based on counts from a relevant corpus, resulting in a compressor that is highly tuned to a
particular domain (e.g., an algorithm that is already tuned to handle English language journal
articles, Swedish blog posts, C++ source code, etc.). This setup could be used to implement a
transfer learning framework, in which information from a large semi-relevant corpus is built into a
PPM compressor which is then further trained on a smaller dataset of high interest.

3.2 Uncertainty Quantification: Credible Intervals on PPM Probabilities

Here we consider using the posterior Dirichlet distributions to derive credible intervals (CI) on the
individual probability estimates, and consider extending this to products of the probability
estimates. Here we may search for equal-tailed CI, or HDR (highest density region), which will
be different since the Dirichlet distribution can be asymmetric.

Let us initially consider calculating the covariance of p from equation (11):

i= j}E[pi| - E[pi|E|p]]

Covipi,pjla,X,H] = LY o
0 O

Using established techniques, CI or HDR can be derived. Exploring trade-offs of differing
approaches here is beyond the scope of the current project.

3.2.1. Delta Method for Products of Binomial Probabilities

Individual probabilities are rarely of interest in PPM; rather, we must aggregate probability
estimates across a document (where document refers to some aggregated sequence of tokens).
Here we seek a method for deriving confidence intervals for a product of the k binomial
probabilities 6 = Hif pi that emerge from this setting. Here, p; = X;/n;, where X; ~ Binom(n;, p;),
with X; L X; for i # j°.

Interestingly, the product of Bernoulli random variables is itself Bernoulli. However, binomial
random variables are more complicated. An approach for kK = 2 was described in [6].

We first appeal to the multivariate delta method, which states that
Va(h(B)—h(B)) 2 MVN (0.Vh(B) '=Vh(B))

. . o .o . D
for an arbitrary function 4(-), where MV N denotes the multivariate normal distribution, —

denotes convergence in distribution, and X = Cov(). An approach based on using the delta
method to derive the asymptotic distribution of the sum of log probabilities (e.g., [1]) results in
the a x 100% confidence interval

éexp(izl—(a/z)@n(é)),

®Here we use L to denote statistical independence.
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where 8 = Y'X_ log(p;) and

(1=pi)/(pini)

(I, —P)N~'P~ 11, (12)

>
§QN
=
>
=
I

Il
—_ ‘ﬁ
»4' Ll

where P = diag(p;), N = diag(n;), I; denotes the k-dimensional identity matrix, and 1x denotes
the one vector of length k. Note the similarity between this and confidence intervals for relative
risk in standard use.

A similar approach using the multivariate delta method on the product of probabilities directly
yields
Vh(p)'LVh(P) = |PI*T; (I~ P)N"' P71,

in(0) (3)
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4. MODELS FOR SLOW TIME-VARYING TRENDS

4.1. General Problem

The problem we investigate here is modeling Markov-style transition probabilities that vary
gradually over time. For a time-ordered sequence of tokens X; € {1,2,...,Q}, we seek to
model

Pr(X, =1 ’ X1, X2, -Xt—c) = Pir

for some context length ¢, where pj; is the probability of observing token i given the history at
time point 7.

4.2. DFT of Categorical Sequential Data

Fourier analysis is one approach to measure linear dependence in sequential data. It is most
commonly applied to real-valued time series, but there has been some research in the
bioinformatics community and elsewhere to develop methods for Fourier analysis of categorical
data [30, 29]. In this section, we apply Fourier methods to categorical data in an attempt to
discover any non-local dependence.

The basic idea is to take a sequence of tokens, encode each token as a numerical value, then take
the discrete Fourier transform (DFT) of the real-valued sequence. Peaks in the DFT can indicate
dependencies in the original sequence; the frequency axis in this case represents cycles per token.
The sequence must be weakly stationary in order for the DFT results to have meaning. Extensions
to non-stationary sequences using the short-time DFT are possible, which are very helpful when
dependencies can change over the length of the sequence.

The choice of encoding method is fundamental to this idea, and the results of any Fourier analysis
will depend on the encoding technique. A unique, optimal encoding scheme can be obtained for
some applications, but optimal encoding methods are not available in general; this is an area of
open research. We provide a few examples below to illustrate the concepts of Fourier analysis of
sequences of tokens.

Example 1 A single strand of DNA consists of many linked, smaller components called
nucleotides. Each nucleotide is one of four possible types designated by the letters A (adenine), T
(thymine), C (cytosine), and G (guanine), so that any fragment of DNA can be represented by a
string of these 4 letters.

Single DNA strands tend to form double helices with other single DNA strands. The pair of
strands are complementary to each other because each nucleotide of one strand is linked to a
nucleotide of the other strand by a chemical bond: A is linked to T and vice versa, and C is linked
to G and vice versa. An encoding scheme that takes advantage of these relationships is [2]

A—1+1 C——-1-—1i
T—1-—1i G— —1+1 (14)
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Parts of the DNA fragment

Nucleotide
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Index, k

Nucleotide

Figure 4-1 Parts of the DNA fragment Yh1F5 taken from [31].

Encoded fragment

Amplitude

14
L
o
2 * Real part
g. Imaginary part
14 . . . . . . . . . s see .
T T T T T T T T
1280 1290 1300 1310 1320 1330 1340 1350 1360 1370

Index, k

Figure 4-2 DNA fragment illustrated by Fig. 4-1 encoded according to Eq. (14).

where i = +/—1 is the imaginary unit. By Eq.(14), (A, T) and (C, G) are encoded as complex
conjugate pairs.

To illustrate, we consider the Y-chromosonal DNA fragment Yh1F5 [31], consisting of 4,156
nucleotides. Parts of this fragment are illustrated by Fig. 4-1; the corresponding encoded version
according to Eq. (14) is illustrated by Fig. 4-2. The short-time DFT of the encoded DNA
fragment is illustrated by Fig. 4-3. There is a clear peak in the amplitude of the short-time DFT
near positions k such that 3,100 < k < 3,400; this peak indicates some structure in this region of
the DNA fragment.

Example 2 Next, let g; be a token, and let &7 = {a,...,a,} be a set of distinct tokens, i.e., an
alphabet. One approach to encode the tokens in .7 is simple integer encoding, i.e.,
ar—0,ap—2,...,a, — n—1. Now define

—1 k
xk:{”z (1—1—005(2%%))—‘,k:O,...,m—l, (15)

to be a sequence of length m, where |z] denotes the nearest integer to real-valued number z, and
p > 0 is a parameter. By construction, {x;} is an integer-valued cosine wave that takes values in
{0,...,n—1} with period p.
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STFT of DNA fragment
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Figure 4-3 Short-time DFT of the Y-chromosonal DNA fragment Yh1F5.
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Figure 4-4 DFT of the sequence of tokens defined by Eq. (17).

The DFT of {x;} is given by

m(n—1) mp mp
x, ="M= (25 k 5(k——> 5(k —)) k=—m/2,...m/2—1, (16
where 6(z) is the Dirac delta function, equal to one if z = 0 and equal to zero otherwise. If we
interpret {x;} defined by Eq. (15) to be the encoded version of an underlying sequence of tokens
from .7, then Eq. (16) defines the Fourier amplitudes of this sequence of tokens.

o ={A,...,Z,a,...,z}
be an alphabet with n = 52 tokens. The sequence
zzyyxwvtrpnljgebZWURPNKJHFECBBAAAABCDEFHILNPSUXZce. .. 17)

can be encoded by Eq. (15) with p = 1/10. The DFT of this sequence is illustrated by Fig. 4-4;
there are peaks at frequencies 0 and +p according to Eq. (16).

Despite the open questions regarding how best to conduct the integer-coding step described
above, we think this approach could be a promising technique for identifying periodicity in
categorical data. We prioritized most development work on other thrusts during this project, but
future work should continue to assess this technique for handling categorical sequences with
slowly evolving dependence structures.
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4.3. Multinomial Regression with Sinusoidal Basis Functions

Let X; denote a random variable describing token observed at time 7, with X; € {1,2,...,Q}. This
idea involves modeling the transition probabilities with a collection of multinomial regression
models with a fixed set of sinusoidal basis functions as covariates, that is,

- ST
Pr(X; =i|Xi—1,Xi—2,...Xi—c) = pir = softmax(w, B;),
where f3; is a vector of unknown feature weights corresponding to outcome i, and wy is a vector of

sinusoidal basis functions _ _
. [ 7j(t —min)
wj =sin | ———= |,
max — min

where j = {1,2,3,...}, min is the earliest time point in the dataset, and max is the latest time
point. The above equations show the Oth order model. The full form of this model would need a
separate B weight vector for each combination of items in the history:

PrX, =i|Xi—1—j,Xi—2 —ky... Xs—c — 2) = pir = softmax(W, Bijx....),

which could potentially be quite messy to implement.

Example We implemented the Oth order model in R, with a simple usage example shown here.
We constructed a string of 1000 characters drawn uniformly at random from the lowercase
English alphabet. We then replaced a random 20% of the letters in the middle 50% of the string
with the letter “b” (see Figure 4-5). Using a small set of sinusoidal basis functions (see

Figure 4-6), we modeled the presence of each of the 26 letters using the Oth order model as
described above. As is typical in standard multinomial regression, a baseline category must be
specified — the character “a” in this case. Results are shown in Figures 4-7 and 4-8. Inspecting the
fitted model parameters, we see that the model correctly predicts a higher likelihood of the
character “b” at the center of the string (Figures 4-7), and gives reasonable-looking estimates for
other characters (Figure 4-8).
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Where b occurs in test string
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Figure 4-5 Structure of the test string. The index of the string is shown along
the horizontal axis, and the vertical axis shows the presence (1.0) or absence
(0.0) of the character “b”.
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Figure 4-6 Sinusoidal basis for the multinomial regression design matrix.

LP(char = "b")

o —
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Index

Figure 4-7 Linear predictor from fitted sinusoidal multinomial model. This
plot shows the linear predictor estimated for the likelihood of observing the
character “b” at any point along the sequence. This quantity is used by the
softmax function to calculate probabilities of observing a character. Higher
values in the middle 50% of the data correctly reflect the underlying data
structure as described in the text body. Values close to zero reflect probabil-
ities close to the baseline (“a”) in this case.
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(a) Linear predictor for character “c”. (b) Linear predictor for character “d”.

Figure 4-8 Linear predictor from fitted sinusoidal multinomial model. This
plot shows the linear predictor estimated for the likelihood of observing the
characters “c” (left) and “d” (right) at any point along the sequence. This
quantity is used by the softmax function to calculate probabilities of observ-
ing a character. Values close to zero reflect probabilities close to the baseline
(“a”) in this case.
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4.4, Markov Transition Regression with Periodic GP Latent Factors

Here, we assume that
P’”(Xt = i|Xt—1 = ]) :Cijty

with
(X; | Xi—1 = J) ~ Multinomial(n =1,0 = C.j;),

where C; is a time-varying Q x € matrix of transition probabilities C;j;, and each column of C; is
given by
C.jt = SoftMax(Zj;),

where for some kernel (|t —¢'|),

Cov(Zij, Zyjy) =0 Yi#iVj# ]
COV(Zijt,Zij[/) = k(|t —t/|)

i 2 4
k(|t—t'|)zazexp{—28m (”L’z th)} (18)

where p > 0 is the period, and / is the “lengthscale” governing how fast the GP can fluctuate
(independent of periodicity).

4.5. Markov Transition Regression with GP-Varying Transition Matrices

Let X; denote a random variable describing token observed at time 7, with X; € {1,2,...,Q} and
t =1,...,n. Here, we assume that

Pr(X,=i| X,y = j)=Cl/D;; "
W, = logistic(Z;)
7, ~ GP(0,k(|t —1']))
where matrices C = {C;;} and D = {D;;} are not time-varying, and where the kernel k is chosen
to be the periodic kernel defined in Eq. (18). This model has complete data log-likelihood
RN n
((X,Z:C,D) =log[[Pr(X; =i| Xi=1 = ))
=1

agE

(VV, logC,-j + (l — VVt) IOgD,’j>

t=1

Since the likelihood includes random variables W;, we derive an expectation-maximization (EM;
[12]) algorithm for maximizing the likelihood. The E-step is

oo (AR ZCDI] = Y (10g(Ci EIW + log(Dy) (1 — W)
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which can be written as two inner products. The expectation is:

o [ [ o fXIZ,0Y)f(2)
Z‘G):%(t%x[loglstlc(Z)] = //ﬁ /ZOglsnc(Z>ff~-ff(X 17,00 7(7)dy
Z 7

1

where we abuse notation slightly and use f to denote the marginal and conditional density
functions of the variables therein.

While the above derivation was one nonlocal model we considered investigating, we ended up
focusing our efforts on other models due to potential concerns about convergence issues in
handling these GP-based models. It is possible that this approach would be viable, however. We
would also be interested in covariance functions that lead to low-rank covariance matrices (and
ideally low-rank inverse covariance matrices), but did not spend time on this project investigating
that. Also considered for the latent variable were spline basis functions, as well as dynamic linear
models with multinomial observation variables (while some R packages supported GLM DLMs,
none we tested appeared to adequately support multinomial observation variables’).

"We investigated the R packages dlmodeler, KFAS, FKF, and sspir.
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5. GENERAL EM-BASED CLUSTERING

5.1. Introduction

While there are many methods for cluster analysis on continuous numeric features, there are
fewer techniques for clustering mixed-type data (e.g., combinations of continuous, ordinal,
categorical, etc.) [16]. Clustering raw sequence data (e.g., collections of text, DNA sequences,
raw binary blobs, etc.) has received less attention still (e.g., [9]). In this section, we seek to derive
and validate a compression-analytics based clustering algorithm that is specialized for these latter
data structures.

We aim to derive a technique based on the statistical interpretation of compression analytics
described in Section 2.1. Our technique is completely agnostic with regard to the actual
compression algorithm that is used — in fact, any reasonable compression algorithm can be used
interchangeably in our implementation. As described below, the main idea is to derive a
complete-data log-likelihood for a clustered dataset, and then use the Expectation-Maximization
algorithm (EM; [12]) to predict the unobserved cluster labels.

Our method is different from the work of [9], which uses normalized compression distance
(NCD) to build an n x n matrix of distances for n input items, followed by a hierarchical
clustering step. Computation of the distance matrix requires computing (g) =nn—1)/2
distances, and thus requires quadratic time and memory. Our technique, like k-means and
Gaussian mixture models, avoids this by computing distances/similarities between n items and k
clusters (with k < n), resulting in an algorithm that has complexity proportional to i - n - k, where i
is the number of iterations required by the EM algorithm.

5.2. Methods
5.2.1. Model Definition

Define the following quantities:

* X;;, an observed random variable denoting token i from document j, with ¢; tokens in
document j;

* Zj, an unobserved RV denoting class of document j, with d documents in total, and with
Zje{l1,2,..,K};and

* Pr(Z; = k) = m, the prior probability that a randomly selected document is drawn from
class k.

We assume that
Xij | Zj = k,Xio1 jyXi—2,jy .. ~ C(6)),

where C is some sequence model with parameters 6, e.g., a compression model or Markov
model, with PMF

p(x,'j | Zj = k,xi,hj,x,;z,j, .. )
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This can be simplified to

p(xij | zj,hij) = q(ijk),
for notational convenience, where /;; is the relevant history for x;; and ¢(ijk) is the probability for
x;j given z; and h;;.

The complete data log-likelihood can be written as

E(@;X,Z 10g <HHP Xij ’Zn ij )
j=1i
= log (HH(] ijk) )

j=1li

where O denotes the collection of parameters for the sequence models, and X and Z denote the
collections of all observations of X;; and Z;, respectively.

5.2.2. Model Fitting with the EM Algorithm

Define the collection of all unknown parameters ® = {0y, 65,...,60k, T, M, ..., Tk }. Then, the
E-step is defined as

0©]6")= E [0(6:X,2)]
Z|e=60) X
d 1

=YY E_ [logp(xij|Zhij)]

=00 X
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Il
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where ®() denotes the estimate of © at iteration #, and Q(t ) denotes the estimate of g at iteration .
Note that this is a weighted log-likelihood expression with weights w .

The M-step is defined as
6 1) = argmaxQ(© | ).
(C)]
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This step would amount to a weighted maximum likelihood problem, except that most
compression algorithms don’t have a natural way to handle weights on input sequences. Some
options for proceeding with the M-step are

1. Use standard statistical tools with maximum likelihood estimation for §.

2. Approximate the effect of weights by upsampling documents for the training set in
proportion to w ji.

3. Use a hard EM algorithm (similar to k-means) by using modified weights w;k as defined
below. Then, the M-step simply amounts to classifying every item based on w* and
performing standard optimization within these estimated classes. It’s a bit of a leap to
equate the MLE with whatever default optimization is used by the chosen compression
technique, but the consequences of this should be studied carefully. If we use log base 2,
then the Q function involves a weighted number of encoded bits for the full dataset, which
suggests a direct linkage to standard compression goals.

Hard weights can be defined as

(19)

. 1 if wip>wipVk#K

0 otherwise

Note that the {7} can be estimated by simply summing up the “number” of documents in that
class by taking pi, = Z?:l W k.

5.2.3. Methods for Avoiding Within-Cluster Overfitting

We have found in experimentation that the framework as defined above tends to overfit within
each cluster, often in a fairly detrimental way. This leads to each cluster getting “stuck” in local
optima that are substantially worse than the global optimum.

This problem is especially acute when using the hard EM algorithm, which effectively assigns
every document to a cluster based on w*. Using the hard EM algorithm, a document with a rare
sequence will be assigned to a single cluster k. The model representing this cluster will “learn”
the rare sequence much better than the other K — 1 models. That is, 6; will be updated in the
M-step in such a way that the likelihood of the rare sequence will be much higher for the model
that has seen that document before. The effect of the rare sequence on the document’s likelihood
can be so significant that it will be highest in class k due to the rare sequence, even if overall the
document has many more commonalities with documents in one of the other K — 1 classes. As a
result, documents with rare sequences can get “stuck” within whatever cluster the document was
initially assigned when using the hard EM algorithm, and never get re-assigned to a new cluster.

For similar reasons, the EM algorithm with hard weights can sometimes form larger clusters than
are desirable, leaving some of the clusters empty or with very few documents. In this case, the
large cluster “sees” many documents in the E-step (because many documents have already been
assigned to that cluster), which leads to good estimates for 6; which well-capture common
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sequences. These common sequences may not be useful for distinguishing which documents
belong to which cluster, but nonetheless contribute to the documents’ overall likelihood. Thus, all
else being equal, models (clusters) which have “seen” many documents will tend to have a higher
likelihood for a new, unseen document than models which have seen fewer documents. The result
is a self-reinforcing cycle where a large cluster k assigned many documents in the M-step will
have estimates for 6; which better capture commons sequence, which leads to more documents
being assigned to that cluster in the M-step, and so on.

To combat these effects, we employ three strategies: 1. A K’-fold® like approach to fitting in the
M-step, 2. A “cluster reset” step which allows small/empty clusters to learn from documents even
if they are not assigned to that cluster, and 3. Restricting learning from the largest clusters by only
allowing them to learn from some subset of the documents assigned to them.

The K’-fold strategy involves fitting each cluster in a cross-validation like fashion. Under this
procedure, the corpus is partitioned into K’ groups. Only K’ — 1 of these groups are used to fit
each model, with the held out group remaining “unseen.” Cluster assignment for the held out
group is performed using the models fit on the documents from the K’ — 1 other groups. The
hold-out procedure ensures that rare sequences will not be overly influential during cluster
assignment, which alleviates the problem of documents containing rare sequences not changing
clusters.

When using the hard EM algorithm, the cluster reset strategy allows a model to learn from
documents not assigned to the model’s corresponding cluster. Once the total number of
documents assigned to a particular cluster falls below some threshold, the model is allowed to
update 6; using documents not assigned to it. Consider a cluster that has no documents assigned
to it. Such a cluster has no information to use to update 6, leading to poor model fit and low
likelihood values for new documents, regardless of the documents’ content. As a result, in
subsequent iterations of the EM algorithm the likelihood for every document in the corpus will be
small for this model, which again leads to no documents being assigned to that cluster, and so on.
The cluster reset strategy allows this model to use some documents not assigned to it to update 6.
In the E-step, for example, this cluster might treat Z; as if every document in the corpus were
assigned to it. This procedure can “jump start” the small/empty cluster, letting it improve its
estimates of 6 and get some documents assigned to it. After the cluster has been reset and the
number of documents assigned to the previously small/empty cluster has surpassed the cluster
reset threshold, the EM algorithm continues to proceed iteratively in the usual fashion.

The final strategy for avoiding within-cluster overfitting, restricted learning, restricts models
(clusters) so that they may only “learn” from some maximum number of documents M,;. When
using the hard EM algorithm, this corresponds to only using M; documents to estimate 6, even if
the number of documents assigned to that cluster is greater than M. The restricted learning
procedure helps prevent the effect where large clusters get even larger because they have seen
more documents and, accordingly, have better estimates for 6; for many sequences.

Particularly when used in conjunction, these procedures can substantially reduce within-cluster
overfitting. The K’-fold strategy helps mitigate documents with rare sequences not getting

8K’ refers to the number of folds in the common cross-validation strategy named ‘K-folds,” not the K clusters. We

use K’ instead of K to avoid ambiguity.
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Table 5-1 Synthetic text generated from two clusters

re-assigned to a more appropriate cluster, and the cluster reset and restricted learning strategies
encourage better cluster separation. We have seen the benefits of these strategies in preventing
within-cluster overfitting both in simulated datasets where the cluster assignment is known, and in
real world datasets measuring clustering performance using the adjusted Rand Index (ARI;

[19).

As an example, we applied cluster reset and restricted learning to a set of synthetic data generated
using a modified probability model similar to the probability model specific by PPM. Markov
models were built up using seed sentences, and then random sequences of text were generated by
drawing from these Markov models. In this simulated dataset, two seed sentences were used, and
25 random sequences were generated from each seed sentence. Examples of the generated
sequences are shown in Table 5-1. Because the sequences were generated from known probability
models, each sequence can be associated with a known cluster label. In some cases applying the
EM clustering algorithm without overfitting adjustments can result in the sequences being
inseparable, with all 50 sequences falling into a single cluster, as shown in the confusion matrix in
Figure 5-2. Applying either cluster reset using a threshold of zero documents, or restricting
learning to 5 documents results in perfect separability, with the algorithm able to identify the true
cluster labels. We used these strategies using two different compression algorithms, NgramPPM
[4] and zlib [17], and found improvements in the performance of both.

Other strategies we tried to reduce within-cluster overfitting were less successful, including
sampling Z; using weights derived from the model likelihoods, and alternative initialization
schemes.

In our exploration of the EM-based clustering algorithm’s performance and characteristics we
considered two initialization schemes: Random partition, and a method inspired by the Forgy
initialization algorithm for k-means [15]. Of the two, random partition is the simpler method to
initialize the cluster labels. Using random partition initialization each document is randomly
assigned a cluster label by sampling Z; uniformly from {1,2,...,K} before iterating between the
E-step and M-step as usual.

k-means, like our EM clustering algorithm, may use random partition to randomly assign cluster
labels before iteratively fitting the model. The k-means algorithm performs “hard clustering,”
where each datapoint is assigned to a cluster with probability 1, as opposed to “soft clustering”
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Table 5-2 Confusion matrices of predicted/true cluster labels with (right) and
without (left) applying strategies for mitigating within-cluster overfitting

(like a Gaussian mixture model) which assigns a probability or score to each datapoint for
belonging to each of the K clusters. Because it uses hard clustering a commonly observed
phenomenon in k-means is empty clusters containing no data points, depending on the initial
centers assigned to each cluster. To combat the empty cluster problem, [15] developed an
alternative cluster initialization algorithm which assigns the initial cluster centers to locations
chosen by randomly sampling K datapoints from the dataset. The cluster centers are chosen to be
the same as the locations of those K randomly selected datapoints. After initialization the
k-means algorithm then proceeds iteratively as usual, alternatively assigning cluster labels and
moving the cluster centroids. Although the Forgy algorithm does not guarantee global
convergence, it does help eliminate the problem of empty clusters by reducing within-cluster
heterogeneity at the algorithm’s initialization.

We developed an alternative initialization scheme inspired by the Forgy algorithm in an effort to
eliminate empty clusters when using the hard EM algorithm. Under this initialization scheme, K
documents from the corpus were selected at random, and each of the K compression models was
fit to one of these documents. In this fashion, each compression model was allowed to “learn”
from a single document selected at random from the corpus. The initial cluster labels were then
generated by applying the K models, each of which only had learned from a single document in
the corpus, and selecting Z; for each document in the usual way, by assigning the cluster label
according to which cluster had the highest likelihood/best compression ratio (assuming uniform
prior cluster membership probabilities, i.e Pr(Z; = k) the same for all k). By using this
initialization method we hoped to reduce within-cluster heterogeneity and, like the Forgy
initialization for k-means, eliminate or reduce the number of empty/small clusters observed after
applying the EM-based clustering algorithm. Unfortunately we did not observe substantial
improvement in reducing the number of small/empty clusters using this alternative initialization
strategy over the simpler and faster random partition method.

Another method we tried to reduce within-cluster overfitting was sampling Z; using weights
derived from the model likelihoods rather than selecting Z; according to Eq. (19). When the prior
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cluster probabilities Pr(Z; = k) are the same for all K classes the hard weight assignment rule is
equivalent to choosing cluster membership based on which model has the highest log likelihood
for the document under consideration. An alternative scheme is to choose Z; randomly using
weights w i / Y w . Using this procedure a document is most likely to be assigned to the class
for which it has the highest likelihood, but there is non-zero probability that it may also may be
assigned to one of the other K — 1 classes. The motivation for changing the algorithm in this way
when using the hard EM algorithm was that it allows some probability for a document to “escape”
and be re-assigned to a more appropriate cluster. In particular, this change targeted the problem
where documents with rare sequences could get stuck inside whatever cluster they were initially
assigned. In our testing on simulated datasets however, we did not see significant improvement
indicating documents with rare sequences would successfully change labels and join their “true”
clusters.

5.3. Extension to Semisupervised learning

One way to extend the framework from the previous section to accommodate the semi-supervised
paradigm is to assume a partially-labeled dataset. Here we describe what that model might look
like.

5.3.1. Model Definition

In this case, we use the model as defined in Sect. 5.2.1, except that the random variables Z; are
partially observed. Specifically, we assume that Z; is observed for all j € Jy, J; C {1,2,...,d}. Let
Jy denote the unlabeled documents, with J,UJ, = {1,2,...,d}.

5.3.2. Semisupervised Model Fitting with the EM Algorithm

The complete data log-likelihood is the same as above. We update the EM algorithm above in
light of partially observed labels:

0©|8Y)= E [(&;X,Z)
Z|®—®’
i K
= ZZlog @Zi)+ Y. Y Y log(q(ijk))wje
jeJyi= je.lul 1k=1
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5.4. Results

We tested our algorithm on simulated data, and a cybersecurity logfile dataset [33].

The logfile dataset involved samples of Linux, Mac, and Windows host-based logs, and the goal
was to successfully cluster the logs into these three groups based on raw log content alone. We
ran experiments in which the semisupervised algorithm described above was used with two
distinct underlying clustering algorithms, NgramPPM [4] and the Python zlib library, based on
gzip, a Lempel-Ziv-based compressor [17]. Our initial pilot study involved clustering a small
sample of either 30 or 60 unlabeled items, O or 10 labeled items, a varying number of
initializations and iterations, and 10 replicate (duplicate) analyses per factorial combination of
conditions. We quantified the performance of the algorithm by taking the Adjusted Rand Index
(ARI) between the true class labels and the predicted cluster labels [19].

As shown in Figure 5-1, including labeled items improved the results, and the clustering
technique based on NgramPPM outperformed the zlib-based method. Increasing the number of
iterations had the predictable effect of improving the solution, while increasing the number of
initializations had a small effect on performance.

Effect of #lter and #Init Effect of #lter and #Init
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Figure 5-1 Results of semisupervised clustering, initial simulation. These
plots show performance (ARI) of the semisupervised technique for two dif-
ferent dataset sizes (30 unlabeled logs per class, left; 60 unlabeled per class,
right), different numbers of labeled samples (0 versus 10), different numbers
of initializations per run (panel rows), and different numbers of iterations of
the EM algorithm (horizontal axis).

Figure 5-2 shows the effect of increasing the number of labeled samples for two different dataset
sizes. Although the performance of the zlib algorithm is particularly poor without any labeled
samples (ARI close to zero), adding one labeled sample greatly improves its performance. In
these conditions, PPM appears to outperform zlib in most conditions.
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Figure 5-2 Effect of number of labeled samples on performance of the
semisupervised algorithm. This plot shows the effect of increasing the num-
ber of labeled samples on algorithm performance (ARI).

Figure 5-3 shows results on larger dataset sizes (100 and 200 logs per class). Increasing the
number of labels improves performance of both compression techniques in these conditions.
Interestingly, for datasets with 200 logs per class, zlib outperforms PPM.

Due to the fact that the zlib algorithm was about 20 times faster than the PPM algorithm, we were
able to run on larger dataset sizes for the zlib method only. These results are shown in Fig. 5-4; 30
replicates were taken per experimental condition. For smaller dataset sizes (less than about 1000
records per class), more labeled samples predictably improved performance. However,
puzzlingly, including more labeled samples (10 or 50 per class) showed worse performance than
one labeled sample per class for some larger dataset sizes. We suspect this may be related to
unstable algorithm performance (ARI fluctuated between favorable values above 0.5 and below
0.1), and 30 replicates was not sufficient to stabilize the average performance across the
simulations. The unstable algorithm performance appears to be related to an issue we have
observed in numerous scenarios, in which one large cluster may come to capture a large majority
of the dataset. Figure 5-5 illustrates this phenomenon. In this plot, we see that clustering
performance tends to be poorer for increasing size of the largest cluster. This result appears to
hold regardless of the number of labeled samples in the input data.

5.4.1. Results on Simulated Data

We also tested the semi-supervised algorithm on a set of simulated text sequences where the true
probability distributions and cluster labels for each generated sequence was known. These
simulated sequences were generated in the same manner as the data simulation process described
in Section 5.2.3, where sequences were created using Markov model probabilities built up from
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Figure 5-3 Performance of the semisupervised algorithm on moderately sized
datasets.
Cluster Text
1 Sandia National Laboratories is a multimission laboratory
2 Los Alamos Laboratories is a single mission laboratory
3 The quick brown fox jumps over the lazy dog

Table 5-3 Seed sentences used to generate synthetic sequences

seed sentences. Here, we simulated data from three clusters, where two of the clusters
deliberately had similar probability distributions to make disambiguating them more challenging.
The three seed sentences used are shown in Table 5-3. Because of the similarities in the seed
sentences, the generated sequences in clusters 1 and 2 tend to be similar. 25 synthetic sequences
were generated from each of the three seed sentences; some examples of the sequences generated
are shown in Table 5-4.

Figure 5-5 shows the results of applying the EM clustering algorithm using the zlib library
without any labeled sequences. Without any labels, the clustering algorithm incorrectly groups
the sequences from clusters 1 and 2 into a single cluster. By providing some labeled data,
however, it the EM algorithm is able to distinguish these two clusters. Using the semi-supervised
approach we provided labels for 20% of the sequences, chosen at random. After providing these
labels the algorithm is able to correctly identify the true clusters membership of each of the 75
sequences, as shown in the confusion matrix in the right panel of Figure 5-5.
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Figure 5-4 Semisupervised zlib performance with varying dataset sizes and
varying numbers of labeled samples

Cluster Text
Sandia National Laboratoryboratories multimultional La
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Los Alamossingle mingle mis a single single mission la
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Table 5-4 Examples of generated sequences with known cluster labels
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Effect of Cluster Size
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Figure 5-5 Semisupervised zlib clustering performance as a function of the
largest cluster size. This plot shows that clustering solutions in which a
single cluster engulfs the majority of the observations are associated with
poor recovery of true classes.
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Table 5-5 Confusion matrices of predicted/true cluster labels without any la-

True label

Predicted label

beled sequences (left) and with 20% of the sequences labeled (right)
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5.5. Discussion

These results show feasibility of our clustering technique using two very different compression
algorithms. It also shows that using even a small amount of labeled data in the semisupervised
framework can greatly improve cluster separation. Future work should continue to evaluate these
methods, and further understand the relationship between data structure and favorable choices of
compression algorithm.
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6. NONLOCAL CA WITH PPM

6.1. Motivation

Prediction by Partial Matching (PPM) with Arithmetic Coding (AC) [25] is an adaptive statistical
data compression algorithm based on context modeling and prediction. Given a sequence

X=20.--Zj—k---Zi—1%i---Zn,

PPM tries to predict the token z; by estimating the conditional probability p(zi|zi—-..zi—1),
where z;_...z;—1 denotes the context of size k, also referred to as the depth of the PPM model.
For many data types, taking into account the preceding context allows PPM to provide a better
estimation of the token probabilities to the encoder (AC), resulting in better prediction, better data
compression, and better utility for CA.

However, there are certain instances where the immediately preceding (or local) context is
somewhat irrelevant and does not improve PPM performance. For example, in HTML, we often
observe the pattern <. . . >, and in computer code we observe statements like if...else. In
both of these examples, the local context contained within the . . . can vary from one usage to
another, and is not necessarily useful for predicting the > or e1se tokens, i.e., does not
necessarily yield better data compression or utility for CA. Instead, it would be preferable to
estimate the probabilities for the > or e1se tokens using the more distant, < or if, respectively.
We refer to this as nonlocal context. The goal in this section is to account for these nonlocal
contexts, thereby extending PPM for nonlocal CA.

6.2. Methods
6.2.1. Background

PPM-AC has been used as the data compression algorithm for computing the normalized
compression distance (NCD), a pairwise similarity between two data items xp, x,. NCD was
defined by Eq. (3), but is restated here for convenience:

C(x1x2) — min{C(x1),C(x2)}

max{C(x1),C(x2)} ’ (20

d(xi,x) =

where C(x) denotes the compressed size of * after applying a compression algorithm C, and x;x;
denotes x; and x, concatenated. The key term in this expression is C(xx,), the compressed size
of the two items concatenated; the remaining terms are used as normalization factors.
Specifically, if x; and x, are similar, the probabilities learned in x; can be used to encode x; and
the compressed size of the two items concatenated is close to the compressed size of each item
alone and d(x;,x) ~ 0. If instead x| and x; are dissimilar, the probabilities learned in x; cannot
be used to encode x, and the compressed size of the two items concatenated is close to the sum of
the compressed size of each item alone and d(xj,x2) ~ 1.
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Importantly, PPM-AC allows one to extend the application of data compression algorithms
beyond their use in computing a pairwise similarity metric between two data items x; and x;.
Instead of compressing a data item x; using an adaptive context model of the current data item xy,
denoted by C(x}x2), we compress a data item using a fixed, previously-trained context model,
denoted by Cys(x). Here, Cyy is a trained PPM context model that has learned the probabilities
from data items in a training set. This has utility for classification if the training set represents
data items belonging to a common class. That is, for PPM context models, My, ..., M,,, each
trained on a different class of data items, we can define a decision function

$ = argmin Cyz,(x), 20

i=1,....m

which assigns item x the class label y of the PPM context model that produces the best
compression.”

In our work, we use a modification of PPM-AC, called n-gram PPM [4]. Instead of applying AC
to do the actual compression to obtain Cys(x), n-gram PPM uses the PPM context model directly
to compute a score s(x) that indicates how well (or poorly) an item would be compressed using
the probabilities in the model M. By skipping the actual compression step, n-Gram PPM is
significantly faster than PPM-AC while providing equivalent results.

6.2.2. Description of n-gram PPM

In the original n-gram PPM description, the score for a sequence x = zpz; . ..z, is related to the
product of the conditional probabilities for each of the tokens in the sequence, and is defined by

s(x) = —log, [ [ p(zilci), (22)
=0

where the application of —log, converts the probabilities to the compressibility (in bits) for the
sequence. Note that the more likely a sequence is to occur, the lower its score. The probability
p(zi|cix) is the conditional probability of z; given the context cjx = z;_x...zi—1, and can be
estimated from the training data by

N(cikzi)

N(ca) + 17 (23)

p(zilcik) =

where N(x) denotes the number of times * has been observed in the training set.

This expression in Eq. (23) appears straightforward; it would be if the token and its context of
length k had been accumulated by the counter, i.e., observed in the training set. However, this is
not always the case. How do you estimate the probability for something that has not been
observed? PPM handles this problem by combining probabilities from different contexts, until the
token is observed. Specifically, starting from the maximum context length k£, PPM “escapes” to a

9For extensions to this decision rule that can handle prior probabilities of class membership and costs of misclassifi-
cation, see Section 2.
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context of length k — 1, repeating this escape process until it finds the largest context j* < k where
the token is observed. Importantly, the context lengths j > j* before the token is observed are
also accounted for by estimating the probabilities for not observing the token in that context,
referred to as the escape probability.

The probability for a token in Eq. (23) is therefore modified to account for all contributions
starting from a maximum context length k and escaping to lower contexts until the token is
observed in j* < k. This probability can be estimated by
pGilea)= ]  pil@), (24)
]:kvk_lvml*
where the index j starts from the PPM model depth k and is decremented until it reaches j* < k.
The p;(z;) are defined by

p(zilcij) = N(cijzi)/(N(cij)+1) if observed in context, i.e., j = j* and j # 0;
pj(zi) = { plesclcij) = 1/(N(cij) +1) if not observed in context, i.e., j > j* and j # 0;
p(zi)) =N(zi)/XacaN(a) if no context, i.e., j =0,

(25)
where “esc” denotes that an escape event occurs, and A is the alphabet of the training set. The last
condition is an unconditional probability that accounts for the case where the token is not
observed in any context.

Algorithm 1 Compute n-gram PPM token probability.

1: function TOKENPROBABILITY(sequence x, position i, depth k, model)
2 p < list

3 for j=kk—1,...,0do

4 if j # 0 then

5: o < model.count(x[i — j : i+ 1])

6 B < model.count(x[i — j : i)

7 else

8 a < model.count(x[i])

9: B <+ model.total_count > count of all tokens occurring
10: end if
11: if o« > 0 then
12: p-append(a/(B+1))
13: return product(p)
14: else
15: p.append(1/(B+1))
16: end if
17: end for

18: end function

Pseudocode for obtaining the token probability in Eq. (24) is provided by Algorithm 1. The
software library, Romans, developed at Sandia National Laboratories, includes code for
computing the token probability and subsequent sequence score (Eq. (22)). Also included is code
for training multiple n-gram PPM models and utilizing the sequence score for classification.
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Algorithm 2 Compute nonlocal n-gram PPM token probability.

1: function NONLOCALTOKENPROBABILITY(sequence s, position i, depth k, nonlocal model)
2 p < list

3 DPescape < list

4 for j=kk—1,...,1do

5: o < model.count(x[i — j], x[i]]

6 B < model.count(x[i — j])

7 p-append(a/(B +1))

8 pescape‘append(l/(ﬁ + 1))

9: end for
10: if max(p) > O then
11: return max(p)
12: else
13: o < model.count(x[i])
14: B < model.total_count > count of all tokens occurring
15: return max(pegcape) X (¢/(B+1))
16: end if

17: end function

6.2.3. Extension of n-gram PPM to Nonlocal Contexts

As discussed in Section 6.1, there are many applications and corresponding data sets where the
sequences of interest contain nonlocal dependencies. Consider, for example, sequences with the
following structure:

X=...<Ffj_p...ri—1>....

This sequence contains open and closed brackets separated by a random sequence of tokens
Fi—n...ri—1. The best probability for > is not given by the context in the preceding random tokens,
but by the < some distance n+ 1 ahead. This is an example of a nonlocal dependence.

Noting that the local context, in this case the random sequence of tokens r;_, ...r;_, does not
improve the probability for the > token, our general approach is to skip-ahead until we find the
nonlocal context with the highest probability and to use that instead. The definition of the score
for a sequence s(x) remains the same as the definition provided by Eq. (22), except that the token
probability is modified to take the nonlocal context with the highest probability and can be written
as

max p(zilzi—j) if observed in any nonlocal context;
-]: AR
Pronlocal\Zi|Cik) = . . (26)
nontoca (2i[Cit) .n}ax kp(esc|z,; i) X p(zi) if not observed in any nonlocal context.
_]: geeey

The definitions for p(zi|zi—;), p(esc|zi—;), and p(z;) are the same as those given in Eq. (25).
However, instead of counting the occurrences of z; given the full context ¢;;, we count only the
pairwise occurrences of z; given the nonlocal token z; ;. Importantly, because the nonlocal
n-gram PPM model is keeping track of only pairwise counts within some distance k, it does not

48



include the same memory overhead as the standard n-gram PPM model, which needs to keep track
of counts for all contexts up to size k. In practice, the standard n-gram PPM model is generally
limited to k < 10. For the nonlocal n-gram PPM model, the primary computational consideration
for setting k is the time required to accumulate all the pairwise counts within some distance of
size k. Pseudocode for obtaining the token probability in Eq. (26) is provided by Algorithm 2.

The next sections describe the data sets used to explore the utility of nonlocal n-gram PPM for
CA and present the results of our study. We conclude with future work.

6.3. Data Sets
6.3.1. Synthetic Data

To test the nonlocal n-gram PPM context model, a synthetic data set of 1,000 sequences is first
constructed. We consider two classes of sequences. Both classes of sequences are of length 25,
generated by selecting tokens uniformly at random from the alphabet A = [a, b, c,d, e, £, g]
and containing a single occurrence of the pattern <. . . >. The only difference between the two
classes is the distance separating the < and >. Class 1 is separated by 3 tokens; class 2 is
separated by 6 tokens. Examples of class 1 and class 2 are:

1. eedcee<feg>cccdcbbdf

2. cecged<agcdga>dfgaca

6.3.2. Code Snippets

To evaluate nonlocal n-gram PPM on a real data set, a GitHub Code Snippets Development
sample was obtained from Kaggle'®. This data set is a sample of approximately 5% of the full
GitHub Code Snippets data set, also available on Kaggle. The full data set contains over
97,000,000 snippets of code from various GitHub repositories with more than 10,000 stars. For
each repository, snippets were extracted from the default branch by going through each text file
and extracting 5-line chunks of text every 5 lines. File extensions were used to associate snippets
with a programming language. When the language could not be inferred from the file extension,
UNKNOWN is assigned as the language. The following languages are available: Bash, C,
C++, Csv, DOTFILE, Go, HTML, JSON, Java, JavaScript, Jupyter,
Markdown, PowerShell, Python, Ruby, Rust, Shell, TSV, Text,
UNKNOWN, YAML. We choose a random sample of 1,000 snippets from the C and C++
programming languages, and filter to snippets with lengths between between 100 and 200
tokens.

1Ohttps://www.kaggle.com/datasets/simiotic/github-code-snippets-development-sample
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6.4. Results

In addition to comparing the standard n-gram PPM and the nonlocal n-gram PPM classifiers, we
consider a third classifier that combines the standard and non-local models by taking the mean of
the two context models for each token:

Scombined (X) = - 1Og2 H(p (Zi | Cik) + Pnonlocal (Zi | Cik))/27 (27)
i=0

where pgandard (zi) is given by Eq. (24) and pponiocai(zi) is given by Eq. (26). The performances
of the three models are evaluated on the synthetic and code snippets data sets. We use a 5-fold
cross validation split, training on the large split, to evaluate the performance of our models. An
n-gram PPM context model is trained on each class within the train split and applied to sequences
in the test split. The sequences are classified according to Eq. (21), using the sequence score in
place of the actual compressed size of the sequence. The accuracy is reported as a measure of
performance.

A small variation to the nonlocal n-gram PPM is considered. In Eq. (26), the nonlocal context
zi—;j with the largest conditional probability for observing the z; is used for estimating p(z;).
However, it may be the case that a token has a high conditional probability for being observed in a
context, but the probability of observing the context is in itself not very high. Therefore, in
addition to taking the non-local context with the highest conditional probability, we also explore
taking the context with the highest lower bound on its confidence interval. Specifically, we use the
value for the lower bound of the 95 percentile of the Clopper-Pearson interval, which is a
numerical method for calculating the binomial confidence interval and is available in
scipy.stats.beta. The result using the context with the maximum lower bound for its
confidence interval is reported in addition to the result using the context with the maximum
probability.
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Figure 6-1 Comparison of the performance of standard, nonlocal, and com-
bined n-gram PPM on synthetic data. In (a) and (b), different methods are
used for selecting the context for nonlocal n-gram PPM.

Figure 6-1 compares the accuracies of the standard, nonlocal, and combined n-gram PPM context
models on the synthetic data set. Using the probabilities (a), it can be seen that the nonlocal
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n-gram PPM model out-performs the standard n-gram PPM model for k > 4 and then jumps to
near 100% accuracy for k > 7. Using the confidence intervals (b), the nonlocal n-gram PPM
model does even better, achieving near 100% accuracy for k > 4. Recalling that this data set
contains < and > separated by 3 and 6 tokens for the two classes, it makes sense that at these two
context levels, the nonlocal n-gram PPM model is able to use the < token as the context for
predicting the > token. In contrast, the standard n-gram PPM model includes the random tokens
in the context used to calculate the probability for the > token. As a result, the accuracy of the
standard n-gram PPM model is no better than chance (50%). The combined model is able to
leverage the discriminatory power of the nonlocal n-gram PPM model while ignoring the standard
n-gram PPM model.
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Figure 6-2 Comparison of the performance of standard, nonlocal, and com-
bined n-gram PPM on the code shippets data. In (a) and (b), different meth-
ods are used for selecting the context for nonlocal n-gram PPM.

Figure 6-2 compares the accuracies of the standard, nonlocal, and combined n-gram PPM context
models on the code snippets data set. In contrast to the synthetic data set, nonlocal n-gram PPM
does not demonstrate any advantage over standard n-gram PPM. Interestingly, all three models
are comparable, and the performance does not improve with larger values of k. This result
suggests that the best probabilities for predicting a token are obtained in the local context
immediately preceding the token. In general, across a variety of real data sets, we observe this
general trend that most of the predictive contexts are local. This result speaks to the general
success of the PPM data compression algorithm across a wide variety of sequential data types.

6.5. Future Work

There are some potential avenues for future work. First, while we presented on only one real data
set, several real data sets were explored in this study, including graphs, process chains, and natural
language text. While nonlocal n-gram PPM demonstrated success on synthetic data, none of the
real data sets considered showed similar success. Future work could identify alternative real data
sets with more significant nonlocal relationships. Second, the current version of nonlocal n-gram
PPM considers only pairwise nonlocal relationships. Future versions could extend nonlocal
n-gram PPM to consider other types of nonlocal relationships, including higher order nonlocal
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contexts, trends, and seasonal components. A final direction for future work could explore
alternative methods for combining the local and nonlocal models, particularly if additional
nonlocal models are developed.
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7. NONLOCAL CA FOR VIDEO

7.1. Motivation

In Section 6, our approach to handle the nonlocal dependencies was to modify the CA. Here, we
present an alternative approach to handle the nonlocal dependencies that is based on modifying
the data representation that gets fed into the CA, and not the CA itself.

CA techniques are based on data compression algorithms that operate on data types where the
relationships of interest are well-represented by the sequence of bytes; examples include natural
language text, binaries, and time series. These techniques do not immediately extend to higher
dimensional data types such as images and videos, where the temporal and spatial relationships of
interest are not captured by the sequence of bytes. To overcome this limitation, prior work has
explored the application of video compression algorithms for computing the NCD between
images or frames in a video [8]. Another approach is to extract byte sequences from the video that
capture the spatial and temporal relationships of interest. For example, in a FY22-FY23 LDRD,
titled "Identifying and Explaining Anomalous Activity in Surveillance Video with Compression
Algorithms”, the authors converted each spatial region of the video into a temporally ordered byte
sequence of pixel values. However, since each byte sequence knows only about the information in
that local region of the image, this representation fails to capture any nonlocal spatial
relationships.

The motivation for this section is to extend the application of CA to image and video data types
with a specific focus on data representations that capture the nonlocal spatial dependencies.

7.2. Methods

Our approach is based on projecting the spatial features (pixels) of the video into a lower
dimensional space, where each new direction is some linear combination of the original spatial
features. In this way, the new directions represent a non-local combination of spatial features.

7.2.1. Principal Component Analysis

Specifically, we apply principal component analysis (PCA), a linear dimensionality reduction
technique. We use the sklearn.decomposition.PCA () function, available in python’s
scikit-learn library.

Consider a video comprised of 7 f,4,es images or frames. Each frame of the video is described by
a 2-d array of pixel values, which we can flatten into a row vector of length n,;;s. By repeating
this process for the entire video, we obtain an 7 fygpues X npixers data matrix denoted by X, where
each row corresponds to a video frame and each column corresponds to a pixel value.

The principal components of X can be obtained using its singular value decomposition (SVD),
given by X = USW’', where S is an N frames X Npixels T€Ctangular diagonal matrix containing the
singular values of X, and U and W are n,qmes X 1 frames and npixers X Npiyes Matrices containing
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the left and right singular vectors, respectively. The SVD allows us to project the data matrix onto
a new space as

T=XW, (28)

where T is an 7 ¢,gmes X Npixels Matrix of principal scores. Further, we can reduce the dimension of
the new space by truncating according to singular value, i.e., by retaining the p < 1, columns
of W corresponding to the p largest singular values.

7.2.2. CA: Sliding Information Distance (SLID)

Rather than apply CA on the original representation of the data X, we apply CA to T defined by
Eq. (28). Specifically, the Sliding Information Distance (SLID) is a CA for change point
detection[14]. SLID calculates the information distance between two adjacent sliding windows of
a byte sequence. Large values in the SLID score indicate a change.

By applying SLID to the columns of T, denoted by #; for column j, we can investigate how the
principal component scores, which can be thought of as a nonlocal linear combination of multiple
pixel values, change over time from frame i = 1,...,7fqmes. This requires quantizing the
real-valued sequence of scores into bytes:

tj —min(t;)

x; =round X Ny, es) . 29)
! ( () ™"

max(tj) —min

The software library, Romans, developed at Sandia National Laboratories, includes code for
computing SLID.

0.0 25 5.0 7.5 10.0 125

(a) Synthetic video (b) UCSD pedestrian video
Figure 7-1 Example frames from the two video data sets. The synthetic exam-

ple shows the relative position of two objects. The UCSD pedestrian example
shows an anomalous bicycle.
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7.3. Data Sets
7.3.1. Synthetic Video

A synthetic video is constructed with 7,45 = 100; Fig. 7-1a illustrates a single frame. Each
frame is of size 15 x 15 pixels and consists of two 3 x 3 objects defined by pixel values equal to
100. The pixel values in the frame background are randomly generated from a normal distribution
with mean p = 0 and standard deviation 6 = 10. At the start of the video, the two objects are
separated by a vertical distance of |y; — y»| = 4. At each frame, both objects move independently
one pixel in a random direction, i.e., y; =1 and y, &= 1. In the middle of the video, the separation
of the two objects changes instantaneously to |y} —y5| = 9 while the frame-to-frame movement
remains unchanged.The goal is to detect this shift in relative position of the two objects using
nonlocal CA.

7.3.2. Pedestrian Video

A non-synthetic video is also considered. The UCSD Pedestrians data set [24] is a video data set
acquired from a mounted stationary camera overlooking pedestrian walkways on the campus of
the University of California San Diego (UCSD). While most of the activity in this data set
consists of pedestrians on a walkway, there are also non-pedestrian activities such as people
riding bicycles or driving small carts, as well as motion patterns such as pedestrians walking
outside the flow of normal traffic. Non-pedestrian activities are considered anomalies. The goal is
to detect the anomalies in this data set using nonlocal CA.

7.4. Results

For the synthetic video, we run PCA with dimension p = 50. Figure 7-2 illustrates the top 10
principal component directions, after re-shaping the vectors back to images. The first principal
component direction represents the relative position of the two objects in the video, the later
principal component directions represent the background noise. Figure 7-3 (top) highlights the
corresponding scores for the top 10 principal component directions for each frame in the video.
The scores for the remaining 40 principal component directions are shown in gray in the
background. It can be seen that the score for the first principal component direction shows an
abrupt shift at frame 50, indicated by the horizontal red line. This is the frame where the relative
positions of the two objects changes.

Figure 7-3 (bottom) shows the result of applying SLID to the sequence of principal component
scores. For SLID, we have quantized the sequences into ny,.; = 10 and use a window size

w = 10. A large value in the SLID score, particularly for the first principal component score, can
be observed at the frame that corresponds to a change in the relative positions of the two

objects.

The same analysis is repeated on the real video, also using p = 50. Figure 7-4 shows the principal
component directions for the real video. In contrast to the synthetic video, none of the principal
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Figure 7-2 Principal component directions for the synthetic video.
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Figure 7-3 Analysis on the principal component scores for the synthetic
video.

component directions for the real video captures the object of interest, the bicycle. At best, the
components capture the general sense that there are pedestrians on the walkway across the middle
of the video frame. As such, in Figure 7-5 (top) it is not surprising that there is not a single
principal component score that represents the frames with the bicycle, indicated by the red shaded
region. Figure 7-5 (bottom) illustrates that applying SLID to the principal component scores, with
Npyres = 10 and w = 10, fails to identify the frames with the bicycle.

7.5. Future Work

Future work could explore other dimensionality reduction techniques that may be more suitable
for videos. For example, the Population Value Decomposition (PVD) method [11] is a technique
for decomposing a set of images that takes into account the natural two-dimensional structure of
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Figure 7-5 Analysis on the principal component scores for the real video.

the images. Additionally, the current implementation of SLID considers sequences for each
component independently, i.e., considers univariate byte sequences. The resulting SLID scores
are averaged after-the-fact. An alternative approach could be to consider a multivariate version of
SLID that can handle the byte sequences for the principal component scores xg, X1, ... ,X,, defined
by Eq. (29), simultaneously.
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8. BAYESIAN CONTEXT TREES FOR TEXT ANALYSIS

8.1. Main Idea

Compression algorithms involve predicting the next token based on some history; this generally
aligns with the goals of Markov models. For some methods (e.g., PPM [10]), this connection is
more explicit, whereas for others (e.g., run-length encoding or Lempel-Ziv [34]) this connection
is more abstract. Here, we work to extend the capabilities of Markov models to more flexibly
accommodate natural structure in a wide range of datasets. The work of [7] extended Markov
models to handle variable length contexts through the use of trees with branches of variable
length. This allows the modeling of both higher- and lower-order relationships with vocabulary
size n and maximum order m without growing a full n-ary tree of depth m. The work of, e.g., [20]
have extended these initial models to a Bayesian framework, allowing a more flexible
tree-building procedure. Here we describe a novel Bayesian framework that allows parameters
controlling tree growth to be estimated from the data rather than requiring a user-specified tuning
parameter.

8.2. Model

Our goal is to classify documents into different classes, where a “document” is defined to be a
series of tokens. Let X; denote the ith document and let ¥; € {1,...,K} denote the class to which
the ith document belongs. We model X; and ¥; as random quantities.

Given an observed document x, the Bayes classifier for determining the class to which x belongs
is given by
argmax P(Y; =k | X; = x).
k

To implement this classifier we need to figure out how to calculate the posterior probability
P(Y; = k| X;). By the definition of conditional probability,

PY;=k|X)=PX;=x|Y;=k)P(Yi=k)/P(X; =x).
We will assume that the prior probabilities P(Y; = k) are known for all k. We can ignore the
P(X; = x) since it doesn’t affect the classification, because it doesn’t depend on k.

For P(X; = x | ¥; = k), there are many different models to consider (e.g., bag of words, bigram
models) but we will assume a more complex model. We assume that: (1) the tokens of the
document are generated following a variable order Markov chain (e.g., [7]; and (2) for the ith
document there corresponds an unobserved context tree 7; and unobserved probabilities

0; = { 6,5 € T;}. For an alphabet of size m, it follows that

m—1
P(Xl' =X | Yl = k) = H H Ois(j)asx(j)’

seT; j=0

where a,(j) = number of times that token j follows context s in document x.
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If we knew T; and 6; for all of our documents, we could implement the classifier. However, we
don’t know them; to solve this problem, we can take a Bayesian approach. We assume that: (1)
conditional on 7; = T, the 0;, are independent across all s € T'; (2) conditional on 7; = T, for each
seT,0|T;=T,Yi=k~Dir(1/2,...,1/2) for all k; and (3) T; | ¥; = k ~ Gy for some
class-specific prior Gy. Recall that the Bayes optimal classifier is

argmax P(X; =x | Y; = k)P(Y; = k). (30)
k
Because we are assuming that 7; and 6; are random, the likelihood P(X; = x | ¥; = k) equals

/P(Xl:XITiZT,9i=97Yi=k)P(9i=9 | T;=T,Yi=k)P(Ti=T | Y =k)dFg ry,(6,T | Y; =k)

Continuing the derivation, from above we have

PX;=x|T,=T,6; = HH@ sy
seT j=
By assumption,

P(6;=6|T,=T,Y,=k) = T ou(j)-12 = Dom2T -1/2,
(l_ ‘ 1 — 4,47 — >_H ﬂm/ H ﬂm‘T‘/z HH

seT j=0 seT j=

where |T| is the number of leaves of 7. Remember that the dimension of 6 depends on the tree T
through the number of contexts s. Therefore, the likelihood P(X; = x | ¥; = k) equals

(m/2) ‘T‘ v i
/ amIT|/2 161 H 6,(j)*= =12 4 g (T)d0dT,
s€T j=

where g (7T') is the probability mass function of Gy (T'). We know by the form of the Dirichlet

distribution that 1
m—1 . '
/ H es(j)(au(j)—i_l/z)_ldes j=0 F(asx(]>+1/2)
j=0

(Z] 0 avx( )—1—m/2).

It follows that

T(m/2)T Ter I} Tas(j)+1/2)
T2 e DX i "o asc(j) +m/2)

g(T)dT.

H&:MZ:MZ/

If we knew g, (7') for all kK we could now implement the classifier. However, we don’t know the
prior distribution. In the past we’ve been following [20] and assuming that g, (T) takes the
parametric form ocm ! B, IT1=Lo(T) . However, we still don’t know the value of fB; for the different
classesk=1,.. K We tried to estimate the 3; using maximum likelihood on the training

documents in class k but we ran into a lot of computational problems.

To avoid these problems we can approximate g, (7') as follows.
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1. Let .7 be the set of all possible trees in the sample space. Then

Y a(T) =

TeT

and

m—1 .
P(Xl =X | ) = k) — Z F(m/2)|T| HSGT j=0 F(asx(]) + 1/2)

T). (31
TeT aml1/2 HseTF(Z?lz_ol aSX(j)+m/2)gk( )

2. Now we will assume that g;(7) only has zero mass on a relatively small number of trees in
Z . If this number is small enough, then we will be able to calculate the sum explicitly. This
is an approximation to the true g (7).

3. We need to figure out a reasonable set of trees T where we will assume gx(T) =0 for

T ¢ k. One reasonable choice: 7 = {T; : Y; = k}, where T; is the maximum a posteriori
estimated tree using the BCT () function of the BCT package [206].

4. We can now estimate g (7) under this approximation.
a) Our estimate obeys g;(T') equals zero for T ¢ 7.

b) We can estimate g, (T) for T € T using maximum likelihood on all of the training
documents in the kth class:

‘ ‘ HSGT Hm lr‘(asx‘ (]) + 1/2)
TeT)= 1 (m/2) :
(D)€ 7) = wames 3108 L ST ey T ) D)

where ajy,(j) are the counts from the ith document. Note that the summation is over

7. The number of trees in this set equals the number of documents in class k, so this
summation should be manageable.

¢) We can calculate the g;(T') using the EM algorithm. To make the notation cleaner,
define |
T(m/2)7! Tser IT/Zg Tlasx () +1/2)

a2 er F(ZT:()I age, (j) +m/2)
Then each EM iteration is given by

fxiT) =

A1
g(t)(T) _ ; Z gl(ct )(T)f(xi§T)
k Ty, L Alt—1 ’
le(Yl - k) i:Y;=k ):,ngg,(f )(T)f(x,, T)
At the end of this procedure we have an estimate of g (7T') for each class k =1,...,K. We can

then plug these into (31) and (30) to implement our classifier.
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9. CONCLUSION

In this document we have described numerous advances in the field of compression analytics
(CA). We have described a statistical perspective of CA that we have used for improved
supervised classification, as well as improved unsupervised and semisupervised analysis. We note
that our results are relevant for very general data structures — sequences of categorical tokens.
This comprises text, cybersecurity log files, DNA sequences, sequences of musical notes, and
many other data structures. While it is possible in some cases to construct embeddings of such
data structures in a continuous (real-valued) space, any such transformation can run the risk of
discarding information that is useful for the machine learning task at hand. Thus, methods such as
CA that can handle sequences of categorical tokens in a natural manner are desirable.

While we have described a number of techniques aimed at extending CA to handle certain classes
of nonlocal relationships, there are still many nonlocal relationships we have not covered. In the
face of the (possibly uncountably) large number of possible nonlocal relationships imaginable, we
have chosen to focus on a set of nonlocal relationships that are relevant to datasets of interest
commonly encountered. However, future work could focus on nonlocal relationships not
addressed in this report, such as structured nonlocal relationships known to exist across animal
chromosomes.

Future work may consider CA techniques informed by recent advances in large language models
(LLMs; [32]). Any model that can accurately predict a future token based on a history/context can
be used to construct a compression algorithm; therefore, it should be possible to integrate LL.Ms
into a CA framework.

63



64



REFERENCES

[1] K. A. Aho and R. T. Bowyer. Confidence intervals for a product of proportions: Application
to importance values. Ecosphere, 6(11):1-7, 2015.

[2] D. Anastassiou. Genomic signal processing. IEEE Signal Processing Magazine,
18(4):8-20, July 2001.

[3] T. W. Anderson. An Introduction to Multivariate Statistical Analysis, 3rd Edition. Wiley,
2003.

[4] T. Bauer. NgramPPM: Compression analytics without compression. Technical report,
Sandia National Lab (SNL-NM), Albuquerque, NM (United States), 2021.

[5] R. Begleiter, R. El-Yaniv, and G. Yona. On prediction using variable order Markov models.
Journal of Artificial Intelligence Research, 22:385-421, 2004.

[6] R.J. Buehler. Confidence intervals for the product of two binomial parameters. Journal of
the American Statistical Association, 52(280):482-493, 1957.

[7] P. Buhlmann and A. Wyner. Variable length Markov chains. The Annals of Statistics,
27(2):480-513, 1999.

[8] B.J. L. Campana and E. J. Keogh. A compression-based distance measure for texture.
Statistical Analysis and Data Mining: The ASA Data Science Journal, 3(6):381-398, 2010.

[9] R. Cilibrasi and PM.B. Vitanyi. Clustering by compression. /IEEE Transactions on
Information Theory, 51(4):1523-1545, 2005.

[10] J. Cleary and I. Witten. Data compression using adaptive coding and partial string matching.
IEEE Transactions on Communications, 32(4):396—402, 1984.

[11] Ciprian M Crainiceanu, Brian S Caffo, Sheng Luo, Vadim M Zipunnikov, and Naresh M
Punjabi. Population value decomposition, a framework for the analysis of image
populations. Journal of the American Statistical Association, 106(495):775-790, 2011.

[12] A.P. Dempster, N. M. Laird, and D. B. Rubin. Maximum likelihood from incomplete data
via the em algorithm. Journal of the Royal Statistical Society. Series B (Methodological),
39(1):1-38, 1977.

[13] B. Efron and C. Morris. Stein’s estimation rule and its competitors — an empirical Bayes
approach. Journal of the American Statistical Association, Theory and Methods Section,
68(341), 1973.

[14] R. Field, Jr., T.-T. Quach, and C. Ting. Efficient generalized boundary detection using a
sliding information distance. IEEE Transactions on Signal Processing, 68:6394-6401, 2020.

[15] Edward W Forgy. Cluster analysis of multivariate data: efficiency versus interpretability of
classifications. biometrics, 21:768-769, 1965.

[16] A.H. Foss, M. Markatou, and B. Ray. Distance metrics and clustering methods for
mixed-type data. International Statistical Review, 87(1):80-109, 2019.

65



[17] Python Software Foundation. zlib — compression compatible with gzip.
https://docs.python.org/3/1library/zlib.html, Accessed 9-14-2023.

[18] A. Gelman, J. B. Carlin, H. S. Stern, D. B. Rubin, D. Dunson, and A. Vehtari. Bayesian
Data Analysis. Chapman and Hall/CRC, 3rd edition, Updated 2020.

[19] L. Hubert and P. Arabie. Comparing predictions. Journal of Classification, 2(1):193-218,
1985.

[20] I. Kontoyiannis, L. Mertzanis, A. Panotopoulou, I. Papageorgiou, and M. Skoularidou.
Bayesian context trees: Modelling and exact inference for discrete time series. arXiv, 2022.

[21] M. Li, J.H. Badger, X. Chen, S. Kwong, P. Kearney, and H. Zhang. An information-based
sequence distance and its application to whole mitochondrial genome phylogeny.
Bioinformatics, 17(2):149-154, 2001.

[22] M. Li, X. Chen, X. Li, B. Ma, and P. Vitanyi. The similarity metric. IEEE Transactions on
Information Theory, 50(12):3250-3264, 2004.

[23] M. Li and P. M. B. Vitanyi. An Introduction to Kolmogorov Complexity and its Applications.
Springer-Verlag, 2nd edition, 1997.

[24] W. Li, V. Mahadevan, and N. Vasconcelos. Anomaly detection and localization in crowded
scenes. IEEE transactions on pattern analysis and machine intelligence, 36(1):18-32, 2014.

[25] A. Moffat. Implementing the PPM data compression scheme. IEEE Transactions on
communications, 38(11):1917-1921, 1990.

[26] I. Papageorgiou, V.M. Lungu, and I. Kontoyiannis. BCT: Bayesian Context Trees for
Discrete Time Series, 2022. R package version 1.2.

[27] A. Robinson and C. Cherry. Results of a prototype television bandwidth compression
scheme. Proceedings of the IEEE, 55(3):356-364, 1967.

[28] C. Shannon. A mathematical theory of communication. Bell System Technical Journal,
27:379-423, 1948.

[29] D. S. Stoffer and D. E. Tyler. Matching sequences: Cross-spectral analysis of categorical
time series. Biometrika, 85(1):201-213, 1998.

[30] D.S. Stoffer, D. E. Tyler, and A. J. McDougall. Spectral analysis for categorical time series:
Scaling and the spectral envelope. Biometrika, 80(3):611-622, September 1993.

[31] E. C. Whisenant, B. K. A. Rasheed, H. Ostrer, and Y. M. Bhatnagar. Evolution and sequence
analysis of a human Y-chromosomal DNA fragment. Journal of Molecular Evolution,
33:133-141, 1991.

[32] Wayne Xin Zhao, Kun Zhou, Junyi Li, Tianyi Tang, Xiaolei Wang, Yupeng Hou, Yingqgian
Min, Beichen Zhang, Junjie Zhang, Zican Dong, Yifan Du, Chen Yang, Yushuo Chen,
Zhipeng Chen, Jinhao Jiang, Ruiyang Ren, Yifan Li, Xinyu Tang, Zikang Liu, Peiyu Liu,
Jian-Yun Nie, and Ji-Rong Wen. A survey of large language models. arXiv, 2023.

66


https://docs.python.org/3/library/zlib.html

[33] Jieming Zhu, Shilin He, Pinjia He, Jinyang Liu, and Michael R. Lyu. Loghub: A large
collection of system log datasets for ai-driven log analytics. In /IEEE International
Symposium on Software Reliability Engineering (ISSRE), 2023.

[34] J. Ziv and A. Lempel. A universal algorithm for sequential data compression. /IEEE
Transactions on Information Theory, 23(3):337-343, 1977.

67



DISTRIBUTION

Email—Internal

Name

Org.

Sandia Email Address

Technical Library

1911

sanddocs@sandia.gov

68




69



Sandia
National
Laboratories

Sandia National Laboratories
is a multimission laboratory
managed and operated by
National Technology &
Engineering Solutions of
Sandia LLC, a wholly owned
subsidiary of Honeywell
International Inc., for the U.S.
Department of Energy’s
National Nuclear Security
Administration under contract
DE-NA0003525.




	Nomenclature
	Introduction
	Optimal Classification with CA
	The Main Idea
	Optimal Classification Rules with Compression Analytics
	Probabilities of Class Membership
	A Note on Prior Probabilities and Class Imbalance
	Comparison with Prior Work

	A Statistical Interpretation of PPM
	A Statistical Interpretation of PPM Probabilities
	The Core Derivation

	Uncertainty Quantification: Credible Intervals on PPM Probabilities
	Delta Method for Products of Binomial Probabilities


	Models for Slow Time-Varying Trends
	General Problem
	DFT of Categorical Sequential Data
	Multinomial Regression with Sinusoidal Basis Functions
	Markov Transition Regression with Periodic GP Latent Factors
	Markov Transition Regression with GP-Varying Transition Matrices

	General EM-Based Clustering
	Introduction
	Methods
	Model Definition
	Model Fitting with the EM Algorithm
	Methods for Avoiding Within-Cluster Overfitting

	Extension to Semisupervised learning
	Model Definition
	Semisupervised Model Fitting with the EM Algorithm

	Results
	Results on Simulated Data

	Discussion

	Nonlocal CA with PPM
	Motivation
	Methods
	Background
	Description of n-gram PPM
	Extension of n-gram PPM to Nonlocal Contexts

	Data Sets
	Synthetic Data
	Code Snippets

	Results
	Future Work

	Nonlocal CA for Video
	Motivation
	Methods
	Principal Component Analysis
	CA: Sliding Information Distance (SLID)

	Data Sets
	Synthetic Video
	Pedestrian Video

	Results
	Future Work

	Bayesian Context Trees for Text Analysis
	Main Idea
	Model

	Conclusion
	References
	DISTRIBUTION

