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Abstract—Insider threats are perhaps the most serious chal-
lenges that nuclear and radiological security systems face. In-
siders pose such a great threat due to their access, authority,
and knowledge, granting them opportunities to bypass dedicated
nuclear and radiological security elements. For example, in one
of the latest major insider threat incidents to nuclear security,
the Doel-4 nuclear powerplant in Belgium suffered a shutdown,
the threat of nuclear materials diversion, and long-term loss of
tens of millions of dollars. Seven years of investigation concluded
that it was an inside job and attempted sabotage. In this regard,
there is an immediate need for R&D and technology integration
in the domain of modeling indoor Patterns-of-Life (PoL) and
anomaly detection. This can be achieved by using datasets of
facility users’ mobility and activity, which can support the design
of algorithms for insider threat modeling and detection. However,
due to classification, privacy, sensitivity, and safety protocols,
such datasets from real physical nuclear reactor facilities are
not only hard to share but also not feasible to deploy and
collect. Aiming to find an alternate solution, our proposed
demo - MetaPoL, is the first-ever (for the application space)
immersive VR (virtual reality) environment of a real-world secure
facility and allows users to move-and-stay through the designed
indoor physical layout and also encounter NPCs (non-player
characters) that emulate other facility users. In the MetaPoL
an interactive user performs realistic spatio-temporal movement,
dwelling and activities using a Meta Quest Pro VR headset,
and that generates high-frequency (in time) high-resolution (in
space) indoor spatial-temporal datasets that are valuable for
PoL. modeling and anomaly detection research specifically for
insider threat modeling and detection mission. Such generated
realistic, rich in context, and mission specific datasets can boost
Al/Machine Learning based research for modeling and detecting
insider threats in nuclear security and nonproliferation.

Index Terms—Nuclear security, insider threat and sabotage,
insider threat modeling, patterns of life (PoL), anomaly detection,
virtual reality (VR), Metaverse, indoor mobility data, spatial-
temporal data, human-computer interaction (HCI).

I. INTRODUCTION

Nuclear nonproliferation and nuclear security encompass a
vast mission space. Within that, the insider threat detection and
mitigation (ITDM) [6], [9] is a critically important research
and application domain. According to [5], [7], insider threats
are perhaps the most serious challenges that nuclear security
systems face. The insiders with malicious intent can pose a
significant threat to nuclear and radiological security due to

the large scopes of their access, authority, and knowledge
that grant them opportunities to bypass dedicated nuclear and
radiological security elements [3]. Recognizing the interna-
tional community’s need to address the insider threat to nuclear
and radiological security, in 2016 the United States sponsored
Information Circular 908 — Joint Statement on Mitigating
Insider Threats (INFCIRC/908) at the International Atomic
Energy Agency (IAEA). The Joint Statement is now endorsed
by 34 countries and the INTERPOL [3].

One of the recent major insider threats and sabotage
incidents in nuclear security is the Doel-4 nuclear reactor
powerplant incident in Belgium that took place on August
5th, 2014. The unit was automatically shut down following the
loss of oil in its steam turbine. That and subsequent related
outages had an impact of tens of millions of dollars in loss,
and Belgium was left without half of its nuclear capacity
at that time. Inspections revealed a disturbance in the steam
turbine in a non-nuclear part of the complex [1]. Seven year
long investigation concluded that the incident was an inside
job and an act of sabotage carried out by an employee or a
subcontractor who had legitimate access to the area but was
not authorized to operate a valve that triggered the automatic
shutdown of the reactor facility [1].

These real-world unsolved incidents, future potential of
global threats, and recent stress on insider threat detection and
mitigation (ITDM) [3], [6] calls for research and development
advancements in ITDM, patterns-of-life (PoL) and anomalies
detection. These advancements can be satisfied and enriched
by: (a) diverse and rich domain-specific datasets that can be
made available more openly; and (b) designing data-driven
Al/Machine Learning algorithms and also other modeling
methodologies - but all needing rich and relevant datasets. Data
availability and privacy issues remain central issues in the field
of modeling and mitigating insider risk [8]. The classification
levels, privacy, sensitivity and safety protocols surrounding the
ITDM and PoL related datasets from from real-world nuclear
reactor facilities are hard and complex to share with research
community. Also, it is not always feasible to deploy certain
types of sensing and data collection systems in every area
of a nuclear reactor facility. Even more importantly, it is



also not feasible to simulate or emulate diverse anomalous
movements and activity patterns, but if allowed, it could
generate diverse anomaly related datasets. Such datasets can
be extremely valuable to ITDM and POL related data-driven
modeling research. Driven by these needs in this proposed
demo and paper, we present MetaPoL. In our envisioned
bigger picture for MetaPoL i.e., Metaverse for patterns-of-
life (PoL) capabilities and platform, this work is the first
step where it has designed an immersive VR (virtual reality)
based Metaverse for a real-world secure facility. In the current
scope of its Metaverse, interactive users (aimed at nuclear
reactor facility users and insider threat researchers) can stay
and move around the facility virtually using our designed VR
software (designed with Unity [4]) that runs on Metaquest Pro
headset [2]. The interactive user experiences and interacts with
the physical environments and physical layout of the nuclear
facility (currently direct interaction with physical objects is
limited), and also encounters NPCs (non-player characters)
that also move around and represent other facility users (cur-
rently just viewing the NPCs, but no interaction yet). Now all
these indoor spatial-temporal moving/dwelling activities of the
interactive user and also the NPCs in MetaPoL automatically
generate very rich and mission relevant datasets. The datasets
currently being generated are indoor spatial-temporal data in
the form of {user id, x coordinate, y coordinate, floor number,
timestamp }.

II. DETAILS OF MetaPol DESIGN

In this section, we describe the MetaPoL platform and capa-
bility design in some detail. The software development of VR
(virtual reality) based simulation environment has been done
using Unity game engine software [4]. As for the hardware
platform for software deployment (including executing NPCs
movement in the virtual environment), user interaction, data
generation and storage - the Meta Quest Pro VR headset is
used [2]. There are three main components or functionality in
the MetaPoL:

o Virtual immersive environment of real physical environ-
ment of the secure facility of interest.

« Player logic (follow instructions for real users performing
activities in interactive VR).

e Non-player characters (NPCs) performing their move-
ments and activities.

As the first component, the virtual immersive environment
of the actual physical environment of the secure facility
of interest is designed in Unity game engine software [4].
Following the general workflow (with repeated iterations and
frequent testing), an immersive environment was created for
the facility of interest.

« We gathered reference materials for the real space. This
included photos and videos taken only whenever permit-
ted for some areas, observations and notes from facility
tours, and a 2D indoor layout diagram of the permitted
areas. A potential option was directly scanning the 3D of
the physical environment through Lidar (e.g., some are

available in recent iPad versions), but that was not fea-
sible for following the security protocols and restrictions
of the facility of interest.

o Then, we created or purchased (from the Unity Store
unity_asset whenever needed) 3D assets, textures, and
visual effects comparable to the above-mentioned refer-
ences to physical space.

o After that, we created the scene geometries in Unity
software, again based on the above-mentioned references
about the physical space. The 3D modeling and texturing
are done with ProBuilder (Unity plugin) and Quixel
Mixer as a texturing tool.

As a second component, user interaction in the simulation
has player logic integrated, which has instructions (in the form
of a task board) to follow for enacting certain activities in
the interactive VR. All the simulation logic is written in C#
programming for Unity. Although interactive users are not
restricted to move through the virtual facility freely, this task
board based player logic with instructions are meant to guide
the users enacting normal PoL scenario as well as intended
insider threat scenario. Expected interactive users here are the
actual facility users and managers, and also ITDM and PoL
researchers relevant to the facility. Now as the interactive users
perform indoor spatial-temporal movement and activities, the
platform generates and stores continuous data in the format
{user id, x coordinate, y coordinate, floor number, timestamp}.
The resolution for timestamp is default to every 1 second, but
it is configurable as needed.

As third component, non-player characters (NPCs) are
present in the VR scene and represent subset of other facility
workers. The NPCs perform their indoor spatial-temporal
movements and activities based on a pretrained model. The
details of the model is out of scope of this paper.

III. DEMONSTRATION OF USECASE IN INSIDER THREAT

In this section we present the usecase of our designed
MetaPoL. The scenario is a secured facility with physical
security needs, e.g., a nuclear reactor facility. There are two
instances of the scenario generated with MetaPoL’s immersive
and interactive capability: (i) “normal”/PoL, and (ii) “anoma-
lous™.

In the “normal” or PoL (patterns-of-life) scenario there are
six NPCs (non-player characters) spatially-temporally moving
and dwelling (based on a pre-defined spatial-temporal activity
model of normal or PoL behavior). As shown in Figure 1 the
NPCs are labeled with identifiers “PoLNPCO0”, “PoLNPC1”,
“PoLNPC2”, “PoLNPC3”, “PoLNPC4”, “PoLNPC5”. Then
there is one interactive real human user labeled as ‘“PoL-
Player”. That interactive user in this “normal” scenario, moves
and dwells spatially based on pre-defined task list, which is
based on normal PoL behavior (the NPCs’ model also follow
that PoL behavior). Figure 1 visualizes the spatial-temporal
trajectories datasets of the six NPCs and the interactive user
(following normal behavior task list), as generated by our
MetaPoL.
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Fig. 1. Spatial-temporal movement trajectories visualized of the interactive
user (labeled as PoLPlayer) and the six NPCs (labeled POLNPC0O-PoLNPCS5),
all in the “normal”/PoL scenario. (Note: the trajectories and background
facility layout may be a little misaligned, and is not an artifact from MetaPoL
but due to visualization used here.)

Then in the “anomalous” scenario there are same six NPCs
(non-player characters) like in the previous “normal” scenario,
spatially-temporally moving and dwelling (based on a pre-
defined spatial-temporal activity model of normal or PoL
behavior). As shown in Figure 2 these are labeled with “PoL-
NPCO0”, “PoLNPC1”, “PoLNPC2”, “PoLNPC3”, “PoLNPC4”,
“PoLNPC5”. Then there is the interactive real human user
labeled as “PoLPlayer”, moves and dwells spatially based on
pre-defined task list. But unlike in the previous “normal”/PoL.
scenario, here the task list is carefully designed to reflect
insider threat related intent and activities. In the task list here,
the user generally perform same set of order of tasks and
spatial tasks as was in “normal” scenario, except a few times
the user is tasked to perform some anomalous/evasive tasks
as follows. In the anomalous/evasive task related to insider
threat intent, the user enters two rooms/spaces where it is
allowed/authorized but not tasked in the PoL activity. Inside
the order of normal/PoL tasks, the user with insider threat
here enters those two rooms/spaces for short period of time
(to dwell for brief time, emulating performing some malicious
activities), and also notably enter those spaces only when the
NPCs are not around visually in the vicinity. This is a highlight
of our designed MetaPoL capability that this kind of scenario
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Fig. 2. Spatial-temporal movement trajectories visualized of the interactive
user (labelled as PoLPlayer) and the six NPCs (labelled POLNPC0O-PoLNPCS5),
all in the “anomalous” scenario. (Note: the trajectories and background facility
layout may be a little misaligned, and is not an artifact from MetaPoL but
due to visualization used here.)

and dynamics (emulating anomalous activities only when there
is no other facility users around) cannot be easily created
(and repeated) in real-physical nuclear reactor facility (due to
safety and privacy protocols) but can be created (and valuable
datasets generated) in the virtual-physical representation of the
facility like done here. Figure 2 visualizes spatial-temporal
trajectories datasets of the six NPCs and the interactive user
(following anomalous task list, emulating insider threat intent
and hidden activities), as generated by our MetaPoL.

From the “normal”’/PoL and “anomalous” scenarios de-
scribed above, Figure 3 also visualizes just the interactive
user’s spatial-temporal trajectories datasets, as generated by
our MetaPoL. The spatial area of the insider threat related
activities in “anomalous” mode can be recognized here. Also,
another Figure 4 visualizes the temporal nature (besides the
2D spatial nature) of the “normal” and “abnormal” trajectories
of the interactive user.

IV. CONCLUSION

In this demonstration paper, we present MetaPoL - an im-
mersive interactive VR (virtual reality) based platform that can
be used to generate both PoL (patterns-of-life) normal/baseline
behavior dataset and anomalies dataset for secure facilities.



Fig. 3. Spatial-temporal movement trajectories visualized of the interactive
user in the “normal”/PoL and the “anomalous” scenarios. (Note: the trajecto-
ries and background facility layout may be a little misaligned, and is not an
artifact from MetaPoL but due to visualization used here.)

Using MetaPoL an interactive real human user can emulate
normal/PoL activities as well as various anomalous activities
(from a generated task list, or from own facility usage ex-
perience) in the virtual-physical facility. All these generate
valuable indoor spatio-temporal datasets regarding movement
and dwelling patterns in the facility through space and time.
These datasets are very valuable for research and developments
in patterns-of-life (PoL), anomaly detection, and, importantly,
our mission/application focus on insider threats in nuclear
security. To note that MetaPoL also integrated similar datasets
generation capability from NPCs i.e., non-player characters
(following models of spatial-temporal movement-dwelling)
that represent other facility users. In the current stage of
MetaPoL development, interactive real user can respond in
behavior to the presence of NPCs. Future work include:
automatic transition of interactive user in space and in time
(for data generation through longer simulated time); social
interaction between NPCs and interactive real user; allowing
multiple interactive real users (multiplayer).
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