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Abstract— In this paper, we propose two new approaches 

aimed at enhancing the security of industrial control systems (ICS) 

that utilize programmable logic controllers (PLCs) for the control 

of critical processes. The first approach involves the addition of a 

unique digital watermark to the PWM control that adjusts the 

motor speed to control the critical process. This enables efficient 

detection and identification of any unauthorized modifications to 

the sensor signals responsible for controlling the plant. The second 

approach focuses on monitoring the input current (i.e power) 

drawn by the PLC during the execution of critical process control 

tasks. Malicious intrusions to change the PLC parameters and/or 

unauthorized firmware updates can be rapidly detected. Both 

approaches demonstrate a substantial improvement in the 

security of ICS, effectively safeguarding against potential cyber-

attacks. Experimental results from a laboratory scale water tank 

level controlled via PLC showcases rapid intrusion detection 

capabilities.  
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I. INTRODUCTION  

Cybersecurity plays a crucial role in safeguarding industrial 
control systems (ICS) and ensuring the uninterrupted operation 
of nations critical infrastructures. With the increasing 
integration of industrial internet of technologies (IIoT) into 
industrial processes, the reliance on interconnected systems has 
grown tremendously [1], making industrial environments more 
vulnerable to cyber threats. As a result, the importance of robust 
cybersecurity measures in industrial control systems cannot be 
overstated. Critical industrial control systems such as 
programmable logic controllers (PLCs), motor/pump drives are 
responsible for managing and controlling various essential 
operations, including power generation, water treatment, 
manufacturing processes, transportation systems, and more. 
Any disruption or compromise to these systems can have far-
reaching consequences, leading to significant economic losses, 
environmental damage, and even potential threats to public 
safety [2]. Attackers can exploit vulnerabilities to gain 
unauthorized access, manipulate PLCs’ sensor data, change 
control parameters, and perform unauthorized firmware updates 
to disrupt operations, or even cause physical damage [6].  
     In this short paper we present two new approaches. Fig. 1 
shows both defense mechanisms for the industrial control 
system and the PLC. To address these security vulnerabilities 
and mitigate the risks associated with cyber-attacks, various 
security measures have been proposed, including encryption, 
authentication, intrusion detection, and watermarking. In this 
paper, we focus on the use of watermarking as a means of 
enhancing ICS cybersecurity to guard against sensor data 
manipulation and the use of PLC sidechannel to monitor its 

power consumption by monitoring its input current signature. It 
is shown that the PLC input current signature depicts several 
patterns that correspond with various control functions. 
Unauthorized manipulation of PLC control parameters can be 
detected by monitoring the current (sidechannel). The 
effectiveness of this approach is demonstrated through 
experimental evaluation on laboratory prototype ICS. 

II. PROPOSED ACTIVE DEFENSE MECHANISM 

    Fig. 1 shows a block diagram of our proposed active defense 
mechanism to guard against cyber intrusions in ICS. The PLC is 
tasked/programmed with closed loop control functions (such as 
PI/PID) to adjust the variable frequency drive (VFD) speed to 
adjust the flow rate to control the water tank level (Fig. 2). A 
pressure sensor in the water tank-1 translates the water level via 
a sensor signal that is then fed back to the PLC. During normal 
operation, the closed loop system functions appropriately by 
adjusting the VFD motor/pump to regulate the water tank level-
1 (Fig 2). The defense mechanism consists of adding a unique 
small magnitude digital watermarking signal (a random variable 
with a gaussian distribution and zero mean average) to the 
control signal to adjust the VFD speed [4]. The watermark signal 
then propagates through the VFD/Motor/Pump and its signature 
is reflected on the water tank level sensed by the pressure sensor. 
Two variance tests (shown in eq (2) and eq (3) are then 
conducted continuously to realize a defensive mechanism by 
observing the signals’ presence and validate its signature by 
comparing it to the system model. A high value in the variance 
computed in Test-1 and Test-2 is shown to indicate the presence 



of false date in the water tank level information (i.e., the pressure 
sensor data has been manipulated – see Fig. 1)    

II.1 Water tank level control equations:  

    The water tank level control system shown in Fig. 2 can be 
modeled by a first order differential equation shown below [5]:  

𝐿1̇[𝑘 + 1] =
1

𝐴𝑡1

{(𝑉𝑝[𝑘] ∙ 𝐾𝑝) − (𝐴𝑜1 ∙ √𝐿1[𝑘] ∙ 2𝑔 )} (1) 

Where 𝐿1 is the water level in Tank 1, 𝐴𝑡1 is Tank 1 area, 𝑉𝑝 is 

the controller output voltage that controls the motor speed which 
is proportional to the flow rate, 𝐾𝑝 is the driver gain, 𝐴𝑜1 is Tank 

1 drain area, and 𝑔 is the gravity. This equation serves as a 
means to determine and calculate the water tank level 𝐿1[𝑘] 
given 𝑉𝑝.  

II.2 Dynamic watermarking [4]:  

    Per dynamic watermarking theory detailed in [4], a small 
magnitude random varying signal termed as watermark 𝑒[𝑘] is 
added to the control input (see Fig. 1). Two variance tests, Test 
1 and Test 2 are conducted to computer variance to determine 
potential cyber intrusions (attacks) to manipulate sensor data 
with false data injection. 

Test-1: In eq (1), 𝑧[𝑘 + 1] is the water level in Tank 1 acquired 

from the physical sensor. And 𝐿1̇[𝑘 + 1]is the water level in 
Tank 1 computed from the mathematical model with the 
watermark signal added. Test-1 is the variance of the difference 
between the sensor output and the value obtained by the model 
and is given by,  

lim
𝐾→∞

1

𝐾
 ∑ (𝑧[𝑘 + 1] − ∫ [

1

𝐴𝑡1

{((𝑉𝑝[𝑘] + 𝑒[𝑘]) ∙ 𝐾𝑝) − (𝐴𝑜1 ∙ √𝐿1[𝑘] ∙ 2𝑔 )} ])
2

= 𝜎𝜔
2     (2)

𝐾−1

𝑘=0

 

    The variance in eq (2) is computed repeatedly with window 
size K as sampling interval. During normal operation, since both 
the measurement and model results are the same, outputs from 
Test-1 variance will only yield system noise variance denoted 
𝜎𝜔

2 . However, when the sensor data is compromised, the 
variance output from eq (2) will be high indicating an anomaly.  

Test-2: Like Test 1, Test 2 compares the water tank level sensor 
signal 𝑧[𝑘 + 1] with the value obtained from the mathematical 
model. However, in this test the watermark is not added to the 
mathematical model. As a result, the test will yield the variances 
of the system noise and the watermark denoted 
𝜎𝜔

2  𝑎𝑛𝑑 𝜎𝑒
2 respectively. During normal operation, variance of 

Test-2 will also yield a small value. When the sensor data is 
compromised Test-2 will also show high value indicating a 
cyber intrusion. Ref [4] has detailed explanation and proofs as 
to why two tests are required to fully assure the integrity of the 
sensor signal. Ref [7,8] experimentally tested the dynamic 
watermarking methodology on a prototypical chemical process 
control system. 

lim
𝐾→∞

1

𝐾
 ∑ (𝑧[𝑘 + 1] − ∫ [

1

𝐴𝑡1

{(𝑉𝑝[𝑘] ∙ 𝐾𝑝) − (𝐴𝑜1 ∙ √𝐿1[𝑘] ∙ 2𝑔 )}])
2

= 𝜎𝜔
2 + 𝛽2𝜎𝑒

2   (3)

𝐾−1

𝑘=0

 

III. EXPERIMENTAL RESULTS/VERIFICATION 

To evaluate the effectiveness of the proposed approaches, 
experiments were conducted on laboratory prototype hardware 
of a closed loop water tank system with an Allen-Bradley 
Micro820TM PLC controlled pump drive (see Fig. 2). The PLC 
is programmed to operate as a proportional-integral (PI) 
controller to regulate the water tank level by adjusting the motor 

speed. A hardware in the loop (HIL) setup is used to implement 
the proposed defense mechanism (see Fig. 1), to generate the 
watermark e[k], provide the system model equations and 
perform Test-1, Test-2. In an actual system, the HIL box can be 
replaced by a dedicated digital signal processor (DSP) or an 
embedded controller. As discussed, the watermark signal e[k] 
generated by the defense mechanism block is added to the 
control signal (see Fig. 1) that controls the VFD/Motor/Pump 
speed that in turn adjusts the water tank level. In the scenario the 
water level sensor data is manipulated with false data and/or the 
PLC be compromised due to upstream SCADA interfaced to the 
IIoT network, the manipulated water level sensor data can 
potentially cause the tanks to overflow. Fig. 2 (b) shows such an 
attack scenario in which both Test-1 and Test-2 indicate high 
value indicating system compromise. 

    Furthermore, Fig. 3 shows the experimental results of PLC 
sidechannel observations. The input current drawn by the Allen-
Bradley Micro820TM PLC during various stages of its function 
(Fig. 3) is shown to have many features such as unique 
frequency variation and sudden changes in values from low to 
high. Fig 3 (a) shows current drawn during normal PI control 
operation, Fig. 3(b) shows the current variation during 
unauthorized manipulation of the PI controller 
constants/damping factor and Fig 3(c) shows an input current 
pattern during an unauthorized program download. By 
conducting a thorough examination of the frequency spectrum 
of the input current and its distinctive attributes during normal 
system operation, it becomes feasible to detect any malicious 
activities aimed at altering system parameters. This can be 
achieved by deploying pattern recognition and machine learning 
algorithms, which facilitate the identification of such anomalous 
behaviors.  

 

CONCLUSION 

     In this paper, two new approaches to strengthen ICS with 

PLCs have been presented. Experimental results have shown 

that by watermarking the control signal feeding to the plant 

allows the detection of unauthorized sensor data manipulation. 

Furthermore, monitoring the sidechannel of PLC instantaneous 

current has enabled the identification of unauthorized actions 

via network. By employing proposed mechanisms, robustness 

of an ICS would be significantly improved. 
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