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Abstract—In this paper an active detection scheme for
sensor spoofing (manipulated externally via a cyber attack)
in grid-tied PV systems is discussed. The core of the proposed
active detection scheme is to introduce a private (secret)
watermarking signal into the control inputs of the DC-DC
converter and DC-AC inverter stages to detect any malicious
spoofing (manipulation) of voltage/current sensor measure-
ments controlling both the DC-DC converter maximum
power point tracking (MPPT) stage and the DC-AC inverter
of the grid-tied PV system. Several types of possible spoofing
mechanisms (attack models) are discussed. The proposed
sensor spoofing attack detector system consists of injecting
a small magnitude of digital watermarking signal (DWS) and
conduct three statistical watermark tests on the reported
sensor measurements to determine if a) the proposed system
is healthy and operating as expected b) if sensor signals were
spoofed (manipulated) externally or c) if a particular sensor
is malfunctioning due to a faulty hardware. It is shown via
extensive simulations that the proposed DWS approach is
robust in detecting malicious external manipulation of sen-
sors controlling the grid tied PV system. A testing platform
is currently under development and the experimental results
will be discussed in the conference presentation.

Index Terms—Cybersecurity, dynamic watermarking, mali-
cious sensors, cyber-physical system, solar-rich distribution
systems, digital watermarking signal (DWS)

I. INTRODUCTION

Grid-tied PV systems has been increasing significantly
and inverter-interfaced distributed generation (DG), such
as solar photovoltaic (PV) inverters, is shaping the future
of distribution power systems [1], [2]. Power electronics
inverters are needed to convert the inherit DC voltage of
solar panels into grid compatible AC voltage. As the number
of power electronics devices in the electrical grid increase,
therefore, the number of smart sensors and transducers in
the electrical grid will also increase. Since each sensor is a
possible vulnerable point for a malicious agent to perform
sensor spoofing that may compromise the electrical grid, it
is imperative to equip the PV inverters with a robust cyber
shield for detecting for such malicious attacks.

References [3]-[5] detail various forms of sensor spoofing
via external manipulations to disrupt the grid tied PV system
resulting in disruption of service. In [3], a method of sensor
spoofing of the inverter current sensor via an external
magnetic field to disrupt Hall effect sensor is detailed. In
[4], a Man in the Middle (MiTM) attack is performed by
manipulating the response of the ancillary service controller,
such attack can lead to unwanted triggering of protection

relays. In [5], GPS spoofing attacks were studied, proving
that this can lead to missed detection of disturbances, that
eventually leading to blackouts. Sensor spoofing may also
introduce power curtailments and economic losses [6], [7]. It
is imperative to equip the PV inverters with a robust sensor
spoofing methods and is the subject matter of this paper.

e

Fig. 1: An example grid-tied PV system

In the authors previous work [8], a sensor spoofing detec-
tion scheme for DC-AC inverter stage was introduced, ana-
lyzed and experimentally tested on a grid tied systems. In this
paper, the proposed sensor spoofing detection mechanism
via digital watermarking system (DWS) is further extended
to both DC-DC converter stage and DC-AC inverter stage
thereby adding several additional sensors. Furthermore, an
additional feature to DWS method is added to differentiate
between a sensor spoofing (deliberate external manipulation)
vs sensor malfunction/failure due to a faulty sensor. The
proposed sensor spoofing attack detector system consists of
a small magnitude of DWS e[k] has a Gaussian distribution
superimposed on the control command of both DC-DC
and DC-AC converter stages. It should be noted that the
magnitude of the DWS e[k| superimposed on the control
command is small, and does not affect the steady state and/or
dynamic performance of the power conversion stages. The
Attack detector computation box (implemented on a DSP)
conducts three statistical watermark verification tests on
ALL the reported sensor measurements to determine (see
Fig.2) a) if the proposed system is healthy and operating
as expected b) if sensor signals were spoofed (manipulated)
externally via cyber attack and is the reason for system to
malfunction or c) if a particular sensor is malfunctioning
due to a faulty sensor. It is shown via extensive simulations
that the proposed DWS approach is robust in detecting
malicious external manipulation of sensors controlling the
grid tied PV system. A testing platform is currently under
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Fig. 2: Block diagram of a grid tied PV system showing possible sensor spoofing (manipulations) by an external attacker

development and the experimental results will be discussed
in the conference presentation.

II. PROPOSED DIGITAL WATERMARKING SYSTEM (DWS)
DESIGN FOR A GRID CONNECTED PV SyYsTEM

Fig.1 shows the block diagram of a grid connected PV
system. Fig.2 shows a detailed schematic along with sensor
measurements required for the control of the DC-DC and
DC-AC conversion stages in the system. The dc output from
the PV panels are interfaced to a DC-DC boost converter
that is controlled in closed loop to regulate the output (dc)
voltage and simultaneously enable maximum power point
tracking (MPPT) [9]. The DC-DC boost stage is followed by
a pulse width modulated (PWM) DC-AC inverter, output filter
and is connected to the utility grid. The output of the MPPT
stage forms the available power input command to the DC-
AC inverter stage. The current and voltage sensors regulate
the power flow from the PV to utility grid.

The proposed DWS system consists of injecting (super-
imposing) a private (secret) random excitation signal e[k]
that has a Gaussian distribution (see Fig.2) on the signal that
controls the switch duty cycle ”d” of the DC-DC converter
stage and the modulation index ”m,” on the DC-AC inverter
stage that controls the switch on/off states. It should be
noted that magnitude of the random excitation signal e[k]
is small and does not affect the performance of the system.
However, the watermark signal e[k] propagates through the
power conversion stages and manifests in the voltage/current
signals that are sensed. Should any of the sensors that control
the power conversion stages be compromised (spoofed and/or
altered by the attacker), a series of statistical tests (detailed in

Sections IIT) to check each of reported sensor measurement
readings are compatible with the injected (superimposed)
watermark to determine any malicious tampering.

A. Digital Watermarking Algorithm Development for the Grid
Connected PV System

As discussed before, Fig.2 shows the system topology. The
core idea of dynamic watermarking is to superimpose a
private random excitation signal e[k] that has a Gaussian
distribution, onto the duty cycle control input: ”d” (in the
case of DC-DC converter) and modulation index "m,” (in
the case of DC-AC inverter). We call this private random ex-
citation signal and/or a “watermark” since it is undetectable,
similar to a watermark on a sheet of paper, furthermore, it
is unknown to the attacker. Mathematical proofs and theory
of operation of the digital watermarking method for a cyber
physical system along with a few applications are detailed in
[10], [11].

B. DC-DC Converter Analysis with Digital Watermarking

Fig.3 shows the DC-DC boost converter stage small signal
equivalent circuit using the three terminal PWM switch
model [12]. Fig.3(b) shows the piece wise linear equivalent
circuit. The transfer function of output voltage v, (s) for
changes in the duty cycle command d(s) is given by,

\% R(1—D)?
Vout () _ i py ( ( 1 L —s) O
d(s) 2+ i+ U528

Where R is the equivalent resistance (load) at the output of
the DC-DC converter, representing the power delivered to
the grid by the DC-AC inverter stage, L denotes the boost
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Fig. 3: a) DC-DC boost converter circuit b) small signal equivalent circuit
[12]

inductor, C' output capacitor, Vpy is the solar panel voltage
and v,y is the output voltage.
The above equation(1) can be simplified by defining,

_ Vpv — __ _Vpy _ 1 _ (1-D)?
= Tcy 2= TRea-D)zr ¥ = Ry YT Lo
Equation (1) can now be re written as,

Vout(8) o+ ags @)
d(s) $2 4+ ags+ ay

The time domain differential equation corresponding to (2)
is given by,

Dout (1) = —300ut(t) — QaVeue(t) + ard(t) + aad(t)  (3)

Given the discrete nature of the closed loop control of power
electronic systems via digital signal processor (DSP) control
with a sampling time At, the above equation needs to be
transformed to discrete domain. This can be accomplished
by employing Tustin method [13], and is given by,

Vout [k + 1] = vout[k] + ayvout [k — 1] + o d[k — 1] + oy d[k]

4)

where o, o, o4, and o) are obtained by the Tustin method.

As outlined in Section II, the watermarking signal e[k] is

added to the duty cycle signal d[k](see Fig.2). The modified

duty cycle signal is dyy pr[k] with the addition of watermark
signal e[k] is given by,

dw (k] = d[k] + e[k] (©)

Now substituting (5) in (4) we obtain the output voltage
VwM)out [k + 1] with watermark added to the duty cycle

dWM [k‘] as,

Vw Myout [k 4 1] = Avout[k] 4+ ayvout [k — 1]+

6
Simplifying (6) we obtain,
V(W M)out [k + 1] = agvout[k] + ailvout [k - 1]+ (7)

o) (d[k — 1] + e[k]) + o5 (dik] + e[k])

Assume the DC-DC converter actual output voltage v,y¢[k]
is measured by a sensor, whose value is z[k]. For a
healthy system the voltage sensor output is z;[k] = veut[k].
Should the output voltage sensor be compromised (spoofed)
z1[k] # vout|k].- The following three tests can then be
designed to check if such a compromise has occurred
according to the procedure outlined in [10], [11].

1) Test 1 for the DC-DC converter:
Considering equation (7), v(w ar)out[k + 1] is output voltage
obtained from the model, which includes the watermarking
signal and zi[k + 1] is the sensor measurement from the
actual system. Test 1 is given by,

=

1
li

2
Aim <Z1 [k + 1] — vw aryout [k + H) =0, (8

>
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Note: Equation (8) is computed repeatedly at each sampling
interval of the sensor measurement. During normal
operation, i.e. no attack, the output of Test 1 will yield the
system noise variance denoted by o2 since both the model
and actual measurement will be the same. The resulting
output of equation (8) is a small value since the variance
of system noise is nearly zero. However, when an attack
occurs (the sensor output is compromised and/or spoofed)
the the actual measurement, z;[k + 1], will no longer
match the corresponding value computed from the model,
VwMYout [k + 1] computed from (7) , and the output of
equation (8) will show an increase in the variance which
signifies that an attack has indeed occurred on the output
voltage sensor. Section III shows details of various attack
scenarios.

2) Test 2 for the DC-DC converter:
Test 2 is difference between the actual voltage sensor mea-
surement, z1[k + 1] and vo,[k + 1] and is given by,

K—1
1 2 2
Jim ];) (211K + 1] = ol +1])” = 02+(a} + ab)’0?
)

Note in (9) the actual voltage sensor measurement zq[k + 1]
includes the effect of watermark and v, [k + 1] is output
voltage obtained from equation (4) that does not include
watermark. In normal operation, i.e no attack, the output of
equation (9) should only yield the system noise variance, o2,
and the watermarking variance o2, multiplied by constants

e’



as shown(a/; 4+ o4)®. When an attack occurs on the sensor
output measurement z1[k + 1] Z vout[k + 1] the resulting
output of (9) will yield an increase in the variances which
indicates an attack. This test is used to detect more complex
attacks on the sensors as explained in [10], [11].

3) Test 3 for the DC-DC converter::
Test 3 is the difference between Test 2 and Test 1 and given
by,

Test2 — Testl = (o} + 0/2)202

e

(10)

During normal operation, i.e. no attack, Test 3 will yield the
contribution of the watermark. This test is used to distinguish
between a cyber-attack and a malfunction of the sensor.

In industrial systems sensors occasionally malfunction and
report incorrect data. Examples include: excessive induced
noise, increase in measurement error etc. Under such cir-
cumstances, both Test-1 and Test-2 output will remain high
(above threshold) since the sensor output differs considerably
from the computed value from the model. However, Test-3
(equation (10)) will be of low value/or exhibits no change.
In such circumstances we can conclude that the sensor is
malfunctioning.

C. DC-AC Inverter Analysis

Fig.4 shows the DC-AC inverter stage connected to utility
grid via an inductor L,. Grid impedance is represented by
its short circuit impedance L, and Ry, is the equivalent line
resistance.

Vout

(Va/sqrt(2)) A m,

(b)

Fig. 4: a)DC-AC inverter connected to utility grid b)small signal circuit
equivalent

Transfer function of the small signal boost system is
derived in (11)
- VC
igrid(s) \/di

Ama(s) (Lo + Ly)(s + 21) "

The above equation (11) can be simplified by defining,

_ Ve - _R
o=ty T

Equation (11) can now be re written as,

ig(s) B

ma(s) - S+B2 (12>

The transfer function (11) corresponds to the following con-
tinuous differential equations

ig(t) = —PBaig(t) + Bimy(t) (13)

Given the sample time At, by the Tustin method, the con-
tinuous system can be converted to the following discrete
system

iglk + 1] = Byig[k] + Bymal[k]

where ] and f3} are obtained by the Tustin method based
on original system parameters.

(14)

As outlined in Section 1II, the watermarking signal e[k] is
added to the modulation index signal m,[k|(see Fig.2). The
modified modulation index signal is m,wan (k] with the
addition of watermark signal e[k] is given by,

Maw ) k] = ma[k] + e[k] (15)

Now substituting (15) in (14) we obtain the grid current
ig(w ) [k+1] with watermark added to the modulation index

Ma(W M) k] as,

igwank + 1] = Baig[k] + Bimaw k] (16)
Simplifying (16) we obtain,
igowan [k + 1] = Byiglk] + Bi(ma[k] +e[k])  (17)

Assume the DC-AC inverter actual grid current i,4[k] is
measured by a sensor, whose value is z9[k]. For a healthy
system the voltage sensor output is zo[k] = i,4[k]. Should the
grid current sensor be compromised (spoofed) z3[k] # i4[k].
The following three tests can then be designed to check if
such a compromise has occurred according to the procedure
outlined in [10], [11].

1) Test 1 for the DC-AC inverter:

Considering equation (17), 4w ar) [k+1] is the grid current
obtained from the model, which includes the watermarking
signal and zs[k + 1] is the sensor measurement from the
actual system. Test 1 is given by,

K-1

.1 : 2
Klgnoo e ,;J (22 [k + 1] —idgewan [k + 1]) =, (18

2) Test 2 for the DC-AC inverter:

Test 2 is the difference between the actual grid current
measurement, z[k + 1] and i4[k + 1] given by,
K—1

2
Jim > (sl + =i +1))” = o2+ (32 09



3) Test 3 for the DC-AC inverter:
Test 3 is the difference between Test 2 and Test 1 given by,

Test2 — Testl = (By)*0? (20)
III. RESULTS AND DiscUssioN

In this section performance of the proposed sensor spoof-
ing for DC-DC Converter stage and DC-AC Inverter stage is
detailed. A grid connected PV system with the specifications
outlined in Table 1 is simulated and the results are discussed
for various attack scenarios.

TABLE I: Design parameters for the Grid-tied PV system

Parameter Magnitude
Rated Power S5kW

DC link voltage V. 400 VDC
PV panel voltage Vpy 300V

Ly 0.5mH

Cy 1mH

R 32Q
Switching frequency 10 kHz
t(de,dc)attack 0.8seconds
Grid voltage Vyia 240 Vs
Grid impedance Ly, Ry, 3mH, 30mS)
Inverter switching frequency | 16kH z
t(Inv)attack 0.4seconds

A. DC-DC Converter Stage - Output Voltage Feedback Sensor
Compromise

In this section various scenarios under which an
output voltage sensor can come under attack (spoofed) and
its detection by the proposed DMS Test 1-to-3 are illustrated.

1) Output Voltage Vi, Sensor is Attacked to Report
Over-voltage:
Fig.5 show the simulation results for the output voltage
Vout sensor signal is increased from nominal 400V to 450V
after ¢ = t(4c,dc)attack- Such a increase in output voltage can
potentially destabilize the system. The data plotted for Test-1
and Test-2 detailed in Section II.B clearly show a sudden
increase detecting the attack in less than 1 millisecond after
the attack begins. Since the detection delay is significantly
small, the defense mechanism is able to identify the attack
almost instantaneously.

2) Addition of 2.5% of 1 kHz sinusoidal signal to the Vo,
voltage sensor :
’Fig.6” show the simulation results for the output voltage
Vout sensor signal after injecting 2.5% of 1 kHz signal is
added to the sensor output after ¢ = #(4c dc)attack- Such a
increase in output voltage can potentially destabilize the sys-
tem. The data plotted for Test-1 and Test-2 detailed in Section
ILB clearly show a sudden increase detecting the attack in less
than 2 millisecond after the attack begins. Since the detection
delay is significantly small, the defense mechanism is able to
identify the attack almost instantaneously.
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Fig. 5: DC-DC Converter output voltage sensor attack: The correct sensor
output (400 V) is increased to 450 V at (4 dc)attack = 0.8 seconds to
simulate sensor spoofing attack. It is clear that Test-1 and Test-2 show a
sudden increase and cross the set threshold limit of 600. It is noted that the
detection delay is 1 millisecond
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Fig. 6: DC-DC Converter output voltage sensor attack: at ¢(4c,dc)attack =
0.8 seconds, 2.5% of 1 kHz signal is added to the sensor output. A detection
threshold limit is set to 40. a) Detection delay of variance test 1, test 2 and
output voltage Voy¢. b) zoomed in on variance test 1 and 2. The attack
begins at 0.8 seconds

3) Sensor malfunctioning scenario:
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Fig. 7: DC-DC Converter sensor malfunction demonstration test: The correct
output voltage sensor value (400v) is increased to (420v) at the start of the
simulation, i.e time = 0 seconds, Variance Test start at 0.6 seconds. The
threshold limit is set to 9. a) Variance test 1, test 2 and test 3 in normal
operation (400v - no malfunction) . b)Variance test 1, test 2 and test 3 in
malfunctioning operation (420v - sensor malfunction)

”Fig.7” show the simulation results for the output voltage
Vout sensor signal increase from 400v to 420v at the begin-
ning of the simulation. The data plotted for Test-1, Test 2
and Test-3 detailed in Section ILB clearly show that Test 1
and Test 2 variances passes the threshold in Fig.7b and Test
3 variance did not change. Thus we conclude that the sensor
is malfunctioning.

Table II summarizes how to distinguish between an attack
and a malfunctioned sensor using Test 3

B. DC-AC Inverter Stage Sensor Spoofing Scenarios

Several malicious attack models can be designed, such as
Replay Attack, Stealth Attack, Time Delay Attack, Constant
Noise Bias Attack, Random Noise Bias Attack, Flipping Sign
Attack, and finally, the Harmonic Injections Attack. In this
section the attack implemented is the Harmonic Injection
Attack where an attacker can superimpose false harmonic
measurements to the reported sensor measurements.

1) Harmonic Injection Attack:

”Fig.8” shows the simulation results of the harmonics
injections attack. It can be seen that after ¢ = ¢(1,,)attack- the
current fed to the grid starts including 3rd and 5th harmonics,
potentially decreasing the power factor and efficiency of the
inverter significantly. However, the Dynamic Watermarking
tests can detect the attack in less than 5 milliseconds after
the attack begins. Since the detection delay is significantly

small, the defense mechanism is able to identify the attack
before one 60 Hz cycle.
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Fig. 8: DC-AC Inverter output current sensor attack: In this test additional
harmonics are added to the current sensor output to distort the inject power
to the grid. Such an attack is shown to occur after ¢(r,v)attack = 0.4 seconds.
The threshold limit is set to 3 x 10%. a) Shows the Test-1, Test-2 output and
the current sensor signal Iy,;q. b) is zoomed view indicating the speed of
detection

IV. CoNcLUSION

In this paper, analysis and design of an active detection
scheme based on digital watermarking technique has been
explored for sensor spoofing in grid tied PV systems. It has
been shown that by injecting a small magnitude watermark
(secret) signal e[k] that has a Gaussian distribution with zero
mean superimposed on the control command of both DC-DC
and DC-AC converter stages, any tampering of sensor signals
that controls the power conversion stages can be detected in
microseconds. The fast detection of an attack and/or external
compromise of sensor signals allows the implementation of
an active defense mechanisms (not discussed in this paper)
to protect the grid connected system. The proposed approach
can be extended many more sensors and control inputs due
to its simplicity in implementation. Several scenarios that
detail DC-DC converter output voltage and DC-AC inverter
output current sensor spoofing have been shown. In all
cases the detection time is shown to be short. A natural
extension of the method to detect sensor malfunctioning has
also been explained. Simulation results show good agreement
with the theory. Experimental results will be presented in the
conference.
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