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Significance and Practitioner Points

This paper describes an approach that highlights the importance of considering the human
component of a system early and often throughout the design and development lifecycle. This
approach combines the benefits of applying Human Readiness Levels (HRL) and the Human
Views (HV) concurrently in the context of a user-centered design process, reducing system risk
by communicating information about the needs and constraints of the human component in the
system. The HRL scale provides a metric for human systems integration (HSI) status and
maturity that can be easily communicated throughout the system development process. The HVs
ensure the human component is seen as part of the overall system architecture and provide an
organized repository for HSI data that can be used to support evaluation of HRL levels. This
approach has been applied successfully during HSI evaluations for a U.S. Army software
modernization program, providing an example that practitioners can leverage in future design
and development efforts. Additional research could help elucidate the exact nature of the benefits
afforded by this combined approach.
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Abstract

The Human Readiness Level (HRL) scale is a simple nine-level scale that brings structure and
consistency to the real-world application of user-centered design. It enables multidisciplinary
consideration of human-focused elements during the system development process. Use of the
standardized set of questions comprising the HRL scale results in a single human readiness
number that communicates system readiness for human use. The Human Views (HV) are part of
an architecture framework that provides a repository for human-focused system information that
can be used during system development to support evaluation of HRL levels. This paper
illustrates how HRLs and HV's can be used in combination to support user-centered design
processes. A real-world example for a U.S. Army software modernization program is described
to demonstrate application of HRLs and HVs in the context of user-centered design.
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Introduction

Proper attention to human systems design during the development of technological systems is a
significant factor in minimizing or preventing human error, which can account for 60% to 90%
of accidents and incidents across a wide range of systems.!>3# However, many system
development programs have been deficient in applying established and scientifically-based
human systems integration (HSI) processes, tools, guidance, and standards, resulting in
suboptimal systems that degrade mission performance.’

Early and thorough consideration of human issues during system design can reduce subsequent
operations and maintenance costs, minimize accidents and incidents that negatively impact safety
and costs, and improve the effectiveness of the combined human-system for achieving mission
outcomes. Accordingly, various tools such as the Human Readiness Level (HRL) scale and
Human Views (HV) have been developed to facilitate accomplishing these objectives and ensure
fielded systems are not only technically mature but also ready for human use.

The purpose of this paper is to illustrate the alignment between HRLs and HV's and describe how
the two tools were applied in combination to support a real-world user-centered design process.
An overview of the HRL scale is provided, followed by a brief review of its developmental
history and a general philosophy for its application within existing system engineering processes.
Next, the concept of HVs is reviewed, and the relationship between the HRLs and HVs is
depicted, using the system engineering V-model. Finally, a real-world user-centered design effort
for a U.S. Army software modernization program is presented to demonstrate how the HRLs and
HVs were effectively used in concert to facilitate assessment of human, technology, and system
readiness. The authors drew upon their extensive history of expertise and experience with HRLs,
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HVs, and user-centered design to analyze the relationships among the three tools and posit how
leveraging them concurrently can enhance their individual benefits. The U.S. Army software
modernization program provides an initial example of the success of this merger.

Human Readiness Level Scale

The HRL scale is a simple nine-level scale designed to evaluate, track, and communicate
whether a developing technology or system is ready for human use (Table 1). Human readiness
refers to the maturity of a technology with respect to use by intended users in the intended
operational environment. By addressing human readiness, the HRL scale complements and
supplements the existing Technology Readiness Level (TRL) widely used throughout
government, industry, and academia to measure the technical maturity of a developing
technology.%”-8 The HRL scale emerged from a desire to leverage the success and familiarity of
the TRL scale and ensure the human component of a system receives the same level of attention
as the technological components early and often throughout the system lifecycle®.

The HRL scale is intended to be applied in the context of existing system engineering and HSI
processes to ensure elements of human readiness are satisfactorily addressed at the same time
that technology readiness is evaluated throughout system design and development. The focus in
the HRL scale shifts over time to mirror the technology-to-system progression seen in the TRL
scale. Namely, like the TRL scale, elements of the HRL scale at Levels 4 and above are worded
to reflect the increased focus on integration of technologies within the intended system
application rather than the individual technologies themselves.!?

Table 1. Nine Levels of the HRL Scale

HRL Level

Description

HRL I: Basic principles for human
characteristics, performance, and
behavior observed and reported

Broad, high-level exploration of human
ramifications for a developing concept or proposed
practical application

HRL 2: Human-centered concepts,
applications, and guidelines defined

Analysis of implications for human use and
application of human-centered design guidelines to
inform human use requirements and preliminary
designs

HRL 3: Human-centered requirements
to support human performance and
human-technology interactions
established

Mapping of human needs to expected operational
and system demands to establish human-centered
requirements

HRL 4: Modeling, part-task testing, and
trade studies of human systems design
concepts and applications completed

Analysis of human systems design concepts via
trade studies and evaluation in laboratory
environments to identify viable options

HRL 5: Human-centered evaluation of
prototypes in mission-relevant part-task
simulations completed to inform design

Significant increase in fidelity of key elements,
including users participating in testing (independent
from design team)
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HRL Level

Description

HRL 6: Human systems design fully
matured and demonstrated in a relevant
high-fidelity, simulated environment or
actual environment

Evaluation of human systems design maturity with
a functional prototype across the full range of usage
scenarios and tasks

HRL 7: Human systems design fully
tested and verified in operational
environment with system hardware and
software and representative users

Evaluation of first development system to
determine if recommendations to support human
use have been satisfactorily incorporated and
resolve identified human performance issues

HRL 8: Human systems design fully
tested, verified, and approved in mission
operations, using completed system
hardware and software and
representative users

Verification of human performance with production
system in a representative environment before full-
rate production and final system fielding

HRL 9: System successfully used in
operations across the operational
envelope with systematic monitoring of
human-system performance

Fielding of qualified system in the operational
environment, with operation by intended users

Development of the HRL Scale

Research, maturation, evaluation, and peer review of the HRL scale occurred for more than 10
years, with participation from multiple organizations and experts throughout the HSI community
(Table 2). The HRL concept was first proposed in 2010.° Afterwards, nine other HSI
management tools were investigated as possible alternatives to the HRL scale that could
potentially foster incorporation of human factors and HSI within existing systems engineering
processes.!! In that investigation, each tool was characterized with respect to its intended purpose
and the features offered to HSI practitioners, systems engineers, and acquisition staff; this
comparison also includes the HVs. Although there were some overlaps among the different
tools, the primary conclusion was that each tool presents a perspective not addressed in any of
the other tools. In particular, the HRL scale is distinguishable from the other tools with respect to
its unique ability to serve as an executive-level communication tool.!!

Accordingly, subsequent efforts focused on transforming the HRL scale into a comprehensive
nine-level scale comparable to the well-known TRL scale. The TRL scale was selected to serve
as the foundation for the HRL scale, despite the availability of many other readiness levels scales
that could have been used (e.g., integration readiness levels and system readiness levels). Other
readiness level scales do not enjoy the same level of familiarity and widespread use as the TRL
scale, and they introduce other issues not found in the TRL scale.!? Additional research to
develop the HRL scale is described in a series of papers capturing use of the TRL scale as the
foundation for the HRL scale,!3 description of the HRL scale,!'* and the impact on system
integration.!> The most recent instantiation of the HRL scale is contained in a formal technical
standard developed through the American National Standards Institute (ANSI) and the Human
Factors and Ergonomics Society (HFES).!° The ANSI/HFES 400-2021 standard defines the nine
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levels of the HRL scale and provides guidance for their application. The standard is available
free of charge for download from the HFES online store (see
https://www.hfes.org/Publications/Technical-Standards).

Table 2. Development of the HRL Scale

Year Milestone

2010 | Acosta (2010) proposed HRL concept’

2010 | Phillips (2010) instantiated first nine-level HRL scale in a master’s thesis!®

2014 | O’Neil (2014) proposed a framework to standardize HSI in a master’s thesis!’
2015 | U.S. Air Force Chief Scientist advocated requirements to augment TRL scale!®
2015 | U.S. Department of Defense HSI working group refined HRL scale!®

2019 Sandia National Laboratories, Old Dominion University, and Naval Postgraduate
School chaired working group to mature HRL scale and assess utility?°

2021 | ANSI/HFES 400-2021 technical standard published'”

Application of the HRL Scale

The HRL scale, like the TRL scale, has been intentionally designed to provide a common
language applicable across a diverse range of technologies and organizations throughout
government, industry, and academia.'® Successful application of the HRL scale requires one or
more qualified human systems experts on the design and development team to evaluate key
aspects of HSI by addressing a series of questions, estimate the HRL rating, provide a rationale
for that rating, and communicate it at multiple program levels.!® While HRL and TRL ratings are
developed independently, they are provided concurrently at key decision points in the program to
support robust and comprehensive assessment of a technology’s maturity and facilitate decision
making regarding future program directions and resource allocation. In an ideal scenario, the
TRL and HRL ratings align directly throughout design and development.!® However,
misalignment may occur for various reasons. For example, human readiness may lag behind
technical maturity when an existing technology is applied within a new context of use. Revisiting
HRLs allows for the validation of initial assumptions or identifies adjustments needed to bring
HRLs and TRLs back into alignment.

Several examples of concurrent application of the TRL and HRL scales to facilitate
communication to program decision makers are illustrated in Figure 1. In the first example, TRL
and HRL ratings are aligned, but the design and development process is still in its earliest stages
of basic research and development. Communications for this example may convey that the
TRL/HRL alignment is encouraging, but it is too early in the process to know whether that
alignment will persist through fielding. In the second example, the HRL rating lags the TRL
rating by five levels, signaling increased risk to the program if additional funding and labor are
not applied directly to address human readiness. In the final example, TRL and HRL ratings are
again aligned, but the maturity level is much higher. Alignment at this phase of development,
just prior to system production, indicates there is a good possibility the fielded system will be
both technically mature and usable.
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Figure 1. Alignment of TRL and HRL Ratings
TRL Rating HRL Rating

Technology concept and application Human-centered concepts, applications, and
formulated guidelines defined

Very low level of maturity
TRL and HRL activities are well aligned

e e e e Basic principles for human characteristics,
demonstration in a relevant environment performance, and behavior observed and

reported

Technical maturity has advanced
HRL lags behind TRL by S levels

——— Human systems design Fully tested and
ﬁ System prototype demonstration in an verified in operational environment with
operational environment system hardware and software and
representative users

High level of maturity
TRL and HRL activities are well aligned

The benefit of applying the HRL scale during design and development is facilitation of
proactive, comprehensive, and systematic evaluation of the human-related aspects of a system.
HRL ratings supplement the TRL ratings that are commonly used to easily communicate
program status and ensure that fielded systems are both technically mature and ready for human
use. Research has indicated that using high TRL technologies in development programs
effectively manages costs and delays, increasing the chances of program success.?! Similarly,
considerable research has demonstrated that proper attention to the humans in a system during
design and development minimizes or prevents human error across a wide range of systems. 234
Taken together, such findings suggest that equal attention to both the technical and human
components of the system can be expected to increase the likelihood of fielding an optimal
system that successfully supports the mission, while promoting effective user performance and
satisfaction.

Human Views

The foundation for HRL concepts is the Human Viewpoint architecture framework introduced in
2007 to supplement existing architecture frameworks. Architecture frameworks are designed to
capture and organize system information consistently across specific areas of interest, without
losing sight of the system context. To represent specific areas of interest, architecture
frameworks incorporate different perspectives or views of the system such as operational,
standards, and systems viewpoints. The Human Views (HV) are the set of models included in
this viewpoint.
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Notably, however, current architecture frameworks do not include a viewpoint to capture the
human performance aspects of the system and the human contribution to system effectiveness
and cost. The Human Viewpoint was developed as an adjunct to existing system architecture
frameworks to address shortcomings that had been noted in existing architecture frameworks by
both system engineers and HSI practitioners.?”> The Human Viewpoint provides a repository for
human-focused data, i.e., elements that are either defined by or impacted by the human operator
or user of the system. It also provides necessary relationships to other viewpoints to include the
impact of human operators on the system design and resulting performance.??> The development
of a process to integrate humans into model based system engineering (MBSE) compelled
systems architects to consider the human in its own architecture framework view instead of
arbitrarily adding human considerations into other views.>* Additionally, a retrospective of the
Human Viewpoint details its inception and use over the past 10 years.?

The HVs explicitly represent the human in the system and document the unique implications
humans bring to system design. As such, they describe the primary areas of human consideration
for system design, enabling an understanding of the human role in systems and enterprise
architectures. The primary focus of the HVs is to capture human data and information with
respect to interactions among humans and between humans and other system elements. The HVs
were designed to be independent of any specific architecture framework and adaptable to
different implementation processes. Using the complete set of Human Viewpoint models ensures
the human component has visibility as part of the system architecture.?? Table 3 describes the
eight individual HVs. 23

Table 3. Human View Descriptions

Human View Name Description
(HV)

HV-A Concept High-level representation of the human component of the

system
HV-B Constraints | Repository for different sets of limitations
HV-C Tasks Descriptions of human-specific activities

Descriptions of job functions defined for humans interacting

HV-D Roles with the system

HV-F Human Identification of human-to-human communication patterns,
Network information flows, or work processes
Accounting of training requirements, strategy, and

HV-F Training implementation

Repository for human-related values, priorities, and

HV-G Metrics .
performance criteria

Information necessary to complete a simulation of human

HV-H Dynamics impact on the system

Relationship Between Human Views and Human Readiness Levels
The HVs provide a venue to engage systems engineers in the HRL evaluation process. HRLs
emphasize that existing human-focused assessment processes and tools are critical to derive HRL
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ratings. Artifacts from these existing processes and tools provide evidence to justify the current
HRL rating and to support recommendations for transition to the next level. The HRLs describe
consideration of human-focused requirements to support decision making about the developing
system and can therefore leverage models developed through the system engineering process.!4
The HVs represent one tool that can be brought to bear to assess the HRL level by providing the
data to answer the questions about how human-focused requirements are incorporated into
design decisions.

The HVs provide a fully integrated set of models to inform and influence system design,
development, and production processes. While the HVs capture and organize data for
engineering design and analysis, the HRLs identify the degree to which HSI requirements have
been incorporated into design decisions. In this way, the HV data that are part of the architecture
development can be referenced in the HRL assessment stages that align with the corresponding
stage of system development. Together, the HVs and HRLs can reduce system risk by
communicating information about the needs and constraints of the human component. HVs focus
on the early stages of system engineering, while HRLs ensure humans are fully and continuously
considered as part of the total system throughout the lifecycle. This relationship is illustrated in
Figure 2 using the system engineering V-model. Note that while the HV's are initial composed
early in the system development stage, they should be continually updated as design decisions
are made, and system entities are defined. In this way, they continuously represent the as-is state
of the system and can assist in later system engineering activities, such as test and validation.

Figure 2. Relationship Between Human Views and Human Readiness Levels

Transition
Operation &
Maintenance

Concept
Development

Requirements Test &
Engineering Evaluation
System System
Architecture Integration

System Design
& Development
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Mapping Human Views to Human Readiness Levels

As Dr. Mica Endsley pointed out in her plenary address at the National Defense Industrial
Association (NDIA) Human Systems conference in 2015, the HVs can be used to support
determination of ratings at the first four HRL levels.!® After HRL 4, HVs are no longer
applicable because the system design has progressed beyond the system architecting stage where
HVs are employed. Each HRL has a series of supporting questions that practitioners can use to
determine if the necessary human-system requirements at that level have been addressed. These
questions can be mapped to the individual components of the HVs to illustrate their use in
supporting HRL decisions. Tables 4 and 5 depict these mappings for HRL levels 1 and 2
(comparable tables for the HRL 3 and 4 mappings are in Appendix A). As can be seen in the
tables, only 4 of the 39 HRL questions in the first four HRL levels do not map directly to an HV
description. Further, all HVs are represented at least once across the first four HRL levels. As
every system development is different, there may be instances where the HV’s collect
information that informs the HRLs at an earlier or later level.

Table 4. Mapping Between HRL 1 Questions and Human Views

HRL 1 Question Hu.m an Mapping Description
View

1. Have key human behaviors . . . .

Y c Constraints provide a repository for different
capabilities, and limitations HV-B e . . L.

. . limitations, including human limitations.
been identified?

2. Have preliminary usage Human Network includes role groupings or
scenarios for potential users HV-E | teams, covering physical proximity of roles
been identified? and virtual roles for specific task interactions.

3. Have potential key human

erformance issues and risks
pEm e . N/A | NA
been identified and concomitant
basic research conducted?

4. Has basic human research Concept is a high-level representation that
relevant to a developing HV-A visualizes and facilitates understanding of the
concept or application been human component of the system in relation to
conducted? operational demands and system components.

Table 5. Mapping Between HRL 2 Questions and Human Views

Human

HRL 2 Question View Mapping Description
1. Has knowledge of relevant human Constraints consider operator physical
characteristics, capabilities, and HV-B | characteristics, movement capabilities, and
limitations been refined? limitations in various operating conditions.

2. Have key human-centered design
principles, standards, and guidance | HV-A
been established?

Concept is a high-level representation of
the human component of the system that
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HRL 2 Question Hu.m an Mapping Description
View
includes principles, standards, and guidance
for human-use considerations.
Tasks (HV-C) describe human-specific

3. Have usage scenarios been HV-C activities, i.e., functions assigned to humans
updated to include basic task HV-D in a system over its entire lifecycle. These
descriptions for user roles? functions are decomposed into a set of tasks

that can be mapped to Roles (HV-D).

4. Has human performance on legacy Tasks (HV-C) may create interface design
or comparable systems been guidelines based on task requirements.
analyzed to understand key human | HV-C | Further, elements of the Human Network
technology interactions, human HV-E | (HV-E) may include impacts from different
behavior, and human performance required interactions such as collaboration,
issues? coordination, and supervision.

Concept is a high-level representation of
. the human component of the system, which
5. Have potential sources of human . : - y ’
. . . HV-A | includes identifying the types of human
error and misuse been identified? ) }
errors that may occur and ways in which
humans may misuse system elements.
. . Metrics provide a repository for human-
6. Are appropriate metrics for p . p Y
related values, priorities, and performance
successful human performance HV-G . . .
.. . criteria, mapping human factors metrics to
being identified? .
other Human View elements.

All systems include a human-technology partnership of varying degrees that defines the extent to
which systems depend on user interactions. The HVs facilitate the inclusion of human
considerations during system design and development. While system engineers focus on the
integration of all subsystems to ensure system success and stakeholder satisfaction, applying the
HVs in the architecting stage can ensure integration of human considerations as well for optimal
performance, usability, and safety. The data captured in the HV's can be used to provide a more
complete description of the system for analysis and performance evaluation and provide the basis
for HRL determinations at the early stages of system design.

Linking HRLs and Human Views to User-Centered Design

Overview

User-centered design is an approach that capitalizes on information about the people who will
use the system during system development. The international standard for user-centered design
defines a general process for including human-centered activities throughout the development
lifecycle but does not specify exact methods.?® User-centered design involves early and sustained
focus on users, tasks, and environments and an appropriate allocation of functions among the
users and the system components. User-centered design describes role interactions with the
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envisioned system based on the different user types completing their required tasks. From these

usage scenarios, a high-level system description can be determined, and system requirements can
be defined.

The user-centered approach starts by identifying the different users who interact with the system
and their roles, as defined by user responsibilities and needs. 27-2829-30 The tasks to be
accomplished are listed and grouped by user types. Since tasks may cross user boundaries, they
are often depicted in the form of a matrix mapping user roles to tasks. Usage scenarios describe
how users will interact with the system to achieve their goals and can help derive requirements
for the solution system. Scenario content will vary but typically includes the user’s motivation,
context, and goals. Creation of usage scenarios covering the different combinations of scenarios
across roles, tasks, and technologies exemplifies how the system will be employed. A key
element of user-centered design is collecting feedback from users throughout the design process
to assess design assumptions and ensure the final system is ready and suitable for human use.
Within user-centered design, readiness and suitability for human use are captured under the
overarching term usability, which is defined as the extent to which a product can be used by
specified users to achieve specified goals in a specified context of use.3!

The user-centered design process generally progresses through five phases, from planning to
fielding (Figure 3). As shown in Figure 3, all of the HRLs are applicable to the user-centered
design process. However, since the phases comprising the user-centered design process can be
revisited as necessary using an iterative approach, the process does not necessarily begin with
HRL 1 or follow a strict linear progression from HRL 1 to HRL 9. Likewise, all of the HVs are
applicable to the user-centered design process. In fact, they align quite naturally, given the focus
of the user-centered design process on user tasks (HV-C), roles (HV-D), and usage scenarios
(HV-E). While the data collected in a single view can be examined for completeness or content,
the data across sets of HVs can be evaluated to identify appropriate types and range of data,
inconsistencies among the data, and other project-specific concerns. The user-centered design
approach provides an iterative development of the HVs as information is collected via user
evaluations; the HVs provides a repository for the human-focused data elicited during the user-
centered design process. The alignment among the user-centered design process, HRLs, and HVs
shown in Figure 3 is illustrated in the next section with a real-world user-centered design
example.



TOOLS FOR USER-CENTERED DESIGN 12

Figure 3. User-Centered Design Process Aligned with HRLs and Human Views

User-Centered Design Steps Applicable Human Views

Plan
Plan context of use

Compose Human Concept Diagram (HV-A) to
support context of use and provide high-level
representation of human component of system.

-

 Use Constraints (HV-B) to capture design features

critical to users. Populate Tasks (HV-C) and Roles

Understand ' HRLs 1-2
Understand information needs (Hv-D) with data on vser roles and tashs.

Visvakize Populate Human Network (HV-E) and Metrics (HV-
Create concepts and visval designs LB] b: wh::::‘ d.hl " onwarl-r.finw b

o

Evaluate Revise all human views with new information from
Conduct user assessments

S~ —

M_ HRLS N/A for human views
Assess operational use

Real-World User-Centered Design Example

A user-centered design process is being applied to a current U.S. Army software modernization
program, using the HRL scale to evaluate, track, and communicate the human readiness of the
software. This process combining user-centered design with application of the HRL scale was
used for various elements of another program that has been previously reported.>?-* The example
described here highlights a different modernization program that is upgrading existing Precision
Fires-Dismounted (PF-D) software. The PF-D system is a field artillery command and control
software application used by forward-deployed dismounted Soldiers to transmit and receive fire
support messages over standard military radios in a handheld device (Figure 4 Panel A). The
HRL scale was applied in its entirety to PF-D, which is currently being used successfully in
operations across the operational envelope by intended users. Although fielding is still in
progress (HRL 9), the HSI team has begun conducting post-fielding user satisfaction assessments
with units who have used the system more than six months. At the same time, the Army is
seeking to field a new version of the software, called Precision Fires-Dismounted/Mounted (PF-
D/M), that broadens the capabilities to include forward observer Soldiers operating the software
mounted in tactical fire support vehicles (Figure 4 Panel B). While the dismounted user role is
well-documented and understood, the mounted role is not.

user evaluations. Capture Dynamics (HV-H). Update
| Training (HV-F) to include new system features. ,
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Figure 4. Precision Fires-Dismounted (Panel A) and -Mounted (Panel B) Versions
M i gy e O r— | El

The evaluation for this new mounted software version has progressed to HRL 5 at the time this
paper was published, illustrating implementation of the HRLs in two different phases of the
system development process—the “basic research and development” phase (Levels 1 — 3) and
the “technology demonstration” phase (Levels 4 — 5). The approach for implementing the HRLs
is the same, regardless of which phase is involved. Namely, application of HRL Levels 1 through
5 to the user-centered design process for the software involved determining whether each of the
supporting questions at each level could be answered affirmatively. The last HRL for which all
questions could be answered with a “yes” response identified the system’s HRL rating (Level 5
in this case). Although all HRL levels were completely addressed for the previous version of the
software, it was necessary to begin again with HRL 1 for the new software version because it
involves use of a different hardware interface as well as different user roles and tasks. The HSI
team’s evaluations of select questions at each level for HRLs 1 through 5 are described in the
following sections to illustrate how HRLs and HVs can be applied in the context of a real-world
user-centered design process. Given that HSI is considered a system engineering discipline
within the Department of Defense, all HSI evaluations were performed in close collaboration
with the lead system engineer for the effort.

Human Readiness Level 1. HRL 1 represents a broad, high-level exploration of the
nature of the human users in the system and the concomitant implications for design of the
developing concept or the proposed practical application (i.e., the PF-D/M software). The intent
is to begin addressing human involvement in the system at a very high level to start identifying
the characteristics of the people who might use the concept or application and how they might
use it. One key question at HRL 1 is Question 4, which relates to conducting human research
relevant to the developing concept or application to promote improved understanding of human
capabilities, limitations, performance, and behavior. This question maps specifically to HV-A
(Concept) to support a high-level representation of the human component of the system. The
HV-A graphic or description captures the general tasking and interactions among roles that the
system will facilitate and compels an understanding about who the users are.
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To learn more about the capabilities and limitations of the intended PF-D/M users for HRL 1
Question 4, the HSI team reviewed the literature on Army entrance exams and requirements for
military occupational specialty (MOS) 13F, which is the MOS for Soldiers performing the duties
of a joint fire support specialist. To qualify for MOS 13F, candidates must obtain a score of 96
percent or greater on the Armed Services Vocational Aptitude Battery (ASVAB) as well as
passing scores on subtests for arithmetic reasoning, mathematics knowledge, coding speed, and
mechanical comprehension. MOS 13F candidates undergo 10 weeks of basic training and 11
weeks of advanced individual training to gain proficiency in setting up and operating
communications systems, encoding and decoding messages, preparing fire support plans,
operating laser range finders and targeting devices, and determining target locations.
Understanding the knowledge, skills, and abilities required of system users enabled the design
team to identify specific system features for which design and evaluation attention was applied
during later HRLs. For example, knowing users would operate laser range finders and targeting
devices led designers to seek automated solutions for their connectivity to PF-D/M. Without the
HRL scale, these solutions would not have been considered early in design or may not have been
considered at all.

Human Readiness Level 2. At HRL 2, the human research begun at HRL 1 is
transformed into applied research concepts. These concepts are more fully explored as additional
information about proposed technologies and their application becomes available, supporting
further analysis of the implications for human involvement and preliminary determinations of the
technology characteristics that will support effective human use. HRL 2 Question 3 involves
updating the preliminary usage scenarios identified in HRL 1 to include basic task descriptions
for user roles. For the PF-D/M software, usage scenarios describe the basic course of events that
transpire when Soldiers use the system to perform duties such as preparing fire support plans.
This particular HRL question maps specifically to HV-C (Tasks) to describe human-specific
activities and HV-D (Roles) to describe the job functions for humans interacting with the system.
These HVs provide the templates for the practitioner to capture the data as they are collected.

To support evaluation of HRL 2 Question 3, the HSI team reviewed usage scenarios from the
previous version of the software to gauge applicability to the new version of the software and the
implications for its design. The same graphical user interface from the PF-D version of the
software is being used for the mounted version but is being iteratively refined as needed.
Therefore, the HSI team re-examined all previous scenarios to identify which elements might
transfer directly to the PF-D/M interface and which elements would require additional
modification and refinement for usability. For example, handheld laser range finders may be
used by PF-D users whereas PF-M users in specific tactical ground vehicles will use a vehicle-
integrated laser system. Initial usage scenarios were updated to reflect what was currently
known about the digital systems used in fire support vehicles and annotations made to revisit the
scenarios and fill knowledge gaps when further hardware details become available. A sample
scenario is shown in Table 6. The HSI team also verified user roles and tasks for each scenario
against information in the mission essential task list documented in TC 3-09.8 Fire Support and
Field Artillery Certification and Qualification®* and ATP 3-09.30 Observed Fires.>
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Table 6. Sample Usage Scenario to Address HRL 2 Question 3 for PF-D
Create a Target and Send it for Fire Mission Processing
Trigger: Battlefield threat fires on friendly troops

Course of Events:

Actor navigates to Target Center

Actor selects “New” button

System displays new “Target Data” screen

Actor completes all required fields indicated by mandatory field indicators
System validates data according to data entry rules

Actor selects “Send” button when satisfied with accuracy of entered data
System validates data set is complete

System stores target and sends to selected recipient if validation is successful

e N

Human Readiness Level 3. HRL 3 focuses on establishing requirements to support
human performance and human-technology interactions, based on laboratory experiments and
relevant analyses such as function, task, cognitive task, operational use, training needs, safety,
and HSI domain analyses. Along these lines, HRL 3 Question 6 directly involves completing
initial safety analyses for human users. The HSI domain for safety and occupational health is
particularly important for new technologies and system upgrades to minimize introduction of
human safety and occupational health hazards. Accordingly, preliminary safety requirements,
risks, and implications are captured during evaluation of HRL 3 to support development of
appropriate prevention and mitigation strategies in subsequent levels. This question maps
specifically to HV-B (Constraints) to identify different sets of limitations. In this case, system
design may be constrained by the need to mitigate or prevent identified safety issues. Constraints
can include considerations of design features and operating characteristics of a system that may
create significant risks of acute or chronic illness, injury, or death. The HV-B helps map the
identified constraints to the relevant aspects of the system design.

To address HRL 3 Question 6, the HSI team leveraged work on the earlier PF-D version of the
software. For that version, the HSI team worked directly with the Army’s Communications-
Electronics Command Software Safety Engineer. The Software Safety Engineer provides subject
matter expertise in system and software safety to minimize hazards for systems procured by the
Army early in the acquisition process, in accordance with Army Regulation 385-10.3¢ The
Software Safety Engineer is responsible for executing the system safety program and was
involved early in the acquisition process, beginning with the previous PF-D version of the
software. The engineer developed a System Safety Management Plan, defined system-specific
methods for determining the severity and probability of identified hazards, established a hazard
tracking system, provided safety and occupational health domain content for inclusion in HSI
assessments, documented a process to formally document acceptable risks specified in the
System Safety Management Plan, and chartered the System Safety Working Group comprised of
representatives from the user group, developers, testers, HSI personnel, and other stakeholders.
All of this work was considered when performing safety analyses for the PF-D/M version of the
software during HRL 3.
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Human Readiness Level 4. HRL 4 marks the transition from basic research and
development to technology demonstrations at increasing levels of fidelity. During HRL 4,
modeling, part-task testing, and trade studies of human systems design concepts and applications
are completed. HRL 4 Question 6 involves identifying and recommending strategies to
accommodate manpower, personnel, and training concerns. The intent is to reduce lifecycle costs
and provide systems that will be operable with known manpower, personnel, and training
constraints to the extent possible. Tradeoffs between manpower, personnel, and training are
considered during HRL 4. For example, design features that simplify operations may be
recommended to minimize future cost and schedule resources required for manpower and
training. Strategizing at this stage fosters appropriate technology use and reduces the likelihood
of disuse and misuse. This question maps specifically to HV-B (Constraints) to identify different
sets of manpower and personnel limitations and to HV-F (Training) to provide a detailed
accounting of training requirements, strategy, and implementation.

To address the manpower aspect of HRL 4 Question 6, the HSI team explored the number of
military and civilian personnel required, authorized, and potentially available to train, operate,
maintain, and support the PF-D/M software system. Workload balancing is not a major concern
since this system is for only a single user. Nevertheless, the HSI team continually monitors
workload during demonstrations and tests to ensure a single user can operate the software,
regardless of operational environment conditions and constraints. With respect to personnel,
Developmental Operations exercises and usability testing were used to assess the extent to which
operation of the software system would require new skills. For example, during evaluation of the
previous PF-D version of the software, ability to establish, maintain, and troubleshoot digital
communications was identified as a high severity issue. The design and development team
collaborated on a solution to sustain communications when systems have mismatched technical
connectivity information and through effective design facilitate users’ ability to update incorrect
information with the press of a single button. Stringent usability measures and metrics (e.g.,
85% of users will accomplish tasks on the first attempt with no training) and adherence to tasks
with doctrinal time standards help ensure success of the system when it reaches the battlefield.

With respect to training, the HSI team placed early focus on streamlining workflows, enhancing
help text in the software, and embedding help within the application. Of note for training, the
HSI team identified a gap in training coverage during evaluation of HRL 4 for the previous PF-D
version of the software. During the Developmental Operations exercise, it was discovered that
Soldiers were unable to set up the routing lists required in the scenario. This training gap also
represented a void in the usage scenario itself. The scenario was subsequently updated to include
this functionality. These modifications were transferred to the PF-D/M training evaluation during
HRL 4, as applicable.

Human Readiness Level 5. HRL 5 involves evaluation of human performance via
prototypes in mission-relevant part-task simulations or actual environments. HRL 5 represents
the latest level to begin engaging representative users during testing; however, the HSI team for
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the PF-D/M software was able to engage representative users throughout the entire user-centered
design process to ensure external validity of test results. Although the HVs are applicable only
through HRL 4, the PF-D/M software has progressed to HRL 5 to date. Therefore, for
completeness, the activities conducted at HRL 5 are briefly described here. To address HRL 5,
human performance data were collected via a number of usability tests in which Soldiers were
asked to perform relevant tasks with the software, as they would in the field. For all usability
tests, an 85% metric was used to determine whether results are considered acceptable. This 85%
metric is based on the expectation that Soldiers who have completed MOS training should be
able to use a system to complete mission-critical tasks on their first attempt 85% of the time. The
most recent usability test for the PF-D/M software identified 13 issues that failed to meet the
85% usability target (i.e., less than 85% of Soldiers rated ease of use as 3 or 4 on a four-point
scale). For example, Soldiers experienced difficulties when performing a task to save frequently
used messages to favorites. Some users could not find the option to add a message as a favorite
and did not know where to look. They provided suggestions to the HSI team to improve this task
before fielding (e.g., place a star next to a message so it can quickly be added to the “favorites”
list).

Conclusions and Practitioner Guidance

Human systems experts have often struggled to quantify the progress of their efforts, as there is
no single performance measure for HSI. The HRL scale fills this gap by providing a metric for
HSI status and maturity that can be easily communicated to program managers and leaders
throughout the system development process. The HVs provide a customizable architecture
framework that collects human-focused data required to support system development.?*> The HVs
were designed to be integrated with an architecture framework to support tradeoff analyses
across both technology and humans and as a bridge between the system engineering and HSI
communities.?” User-centered design involves conducting user research early in the system
design process to facilitate the conceptualization of a user interface, identify areas for design
emphasis, and inform design trades. As shown in Figure 5, this paper highlights the relationship
among these three different aspects of a human-focused design.
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Figure 5. Relationship Between Human Views, Human Readiness Levels, and User-Centered
Design

User-Centered Design

| Understand
Cisuaie

User-Centered Design
Transition / 2
Operation & Field
Maintenance -

Test & (T
Evaluation Evaluate

System G
Integration Evaluate

Concept
Development

Requirements
Engineering

System
Architecture

System Design
& Development

| Visualize | Evaluate

Application of the HRL scale to the U.S. Army software modernization program in the context
of user-centered design demonstrated that the HRL scale is flexible and tailorable to program
needs. For example, at times, the HSI team discovered that a particular HRL supporting question
had already been answered sufficiently when an earlier question in the HRL scale was addressed.
Further, the HSI team found that results from previous user-centered design activities for a
similar system could be leveraged to expedite completion of the present effort. In accordance
with the guidance in the ANSI/HFES 400-2021 standard, the HSI team also exercised the
flexibility to skip HRL questions that were not applicable to the software modernization
program. Specifically, the question regarding maintenance and sustainment in HRLs 4 through 8
was deemed not applicable for this program because software updates are handled by the host
platform. The team determined that the HRL framework suitably addressed HSI considerations
throughout the Army acquisition process and effectively adhered to the key Army HSI program
tenet to focus on the Soldier. An HRL rating can be calculated at any point in the acquisition
process to provide an indication of performance risks and support course corrections. With each
increase in the program’s TRL rating, its HRL rating was calculated. Each time, the two ratings
were in alignment, demonstrating human systems design and evaluation activities can keep pace
with the rest of the technological system when the ANSI/HFES 400-2021 standard is used to
guide a user-centered design process.

It should be noted that all of these observations are based on the current application within a
software modernization program. Application of the HRL scale to hardware and integrated
hardware/software development efforts has not yet been specifically demonstrated. However, the
outcomes reported in this paper are expected to be generalizable, given that the strategy to apply
the HRL scale applies generically across multiple types of systems and technologies.

The HRL and HV tools described in this paper could be used in isolation to effectively address
the human component of a system at any time throughout the lifecycle. However, using the tools
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in combination may multiply the beneficial impacts because it incorporates the human element
from multiple fronts and angles concurrently. Use of HV's ensures the human component is seen
as a part of the system architecture and is just as critical as the technological components. The
HVs also provides an organized repository for collected data. HRLs offer a mechanism for
consistent evaluation and communication of human readiness across diverse technologies,
organizations, and practitioners. User-centered design is an existing iterative evaluation and
refinement process that provides a context in which to apply HRLs and HVs to support an
effective, suitable, and survivable design. While one tool is better than none, human systems
practitioners should consider applying both tools in the context of user-centered design during
system design and development and educating other system engineers on their unique and
combined advantages.
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Table A-1. Mapping Between HRL 3 Questions and Human Views

HRL 3 Question H\l;il:::,n Mapping Description
. Have human systems experts
with requisite expertise been
engaged and funded to support N/A | N/A

the design and development
effort?

. Have usage scenarios been
updated, based on human needs

Human Network captures human-to-human

been completed?

HV-E | communication patterns that occur as a
analyses for the proof of .
result of team formation or work processes.
concept?
Roles describe roles for humans interacting
.\ with the system. A role represents a job
. Have cognitive task analyses and 1 SySer ° 1P > ajon
. function defining specific behavior within an
function and task analyses for HV-D o . .
organization and related semantics regarding
each user role been completed? . e
user authority and responsibility in that role
and job competencies.
. Have candidate human-machine . .
. . Tasks clarify human-related functions in a
function allocations been . :
system and can provide justification for
evaluated, based on the human HV-C . .
allocation of functions between humans and
needs analyses for the proof of )
machines.
concept?
. Have situation awareness . o
. . . Human Network includes communication
information flow and sharing . .
: patterns and technology impact, i.e.,
requirements across teams of HV-E o .\
distributed cognition, shared awareness,
human or automated system ) .
. . common operational picture, etc.
components been identified?
Constraints can include considerations of
. Have initial safety analyses for design features and system operating
HV-B . . .
human users been completed? characteristics that create significant risks of
illness, injury, or death.
Constraints (HV-B) can include manpower
requirements for supporting present and
. Have initial manpower, HV-B future capabilities as well as supporting
personnel, and training analyses HV-F personnel types by rank and job within each

category. Training (HV-F) provides a
detailed accounting of training requirements,
strategy, and implementation.
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HRL 3 Question

Human
View

Mapping Description

identified and included in system
level requirements?

8. Have initial environmental Constraints provide a repository for
conditions, constraints, and HV-B | different limitations, including those
impacts been analyzed? imposed by the environment.

9. Have initial analyses for other
relevant HSI domains been N/A | N/A
completed?

10. Have initial analyses to address .

. i : Roles may define other attributes of a role
human interactions during s .
. . HV-D | such as responsibilities for different system
maintenance and sustainment 1Sages
been completed? £es.
Constraints consider operator physical

11. Have characteristics of the target HV-B characteristics, movement capabilities, and

population been specified? ) limitations under various operating
conditions.
- Metrics may map high-level (qualitative

12. Are human capabilities, Y map 15 @ .)

L . values to quantifiable performance metrics
limitations, and needs being
) and assessment targets, or they may map
mapped to expected operational . .
. ) HV-G | measurable metrics to human functions.
and system demands to identify : . .
. Metrics provide the basis for human factors

human performance issues and . .

. assessments, requirements tracking, and
system requirements? . .

certification.

13. Have relevant human
performance data been collected Metrics may include human performance
and evaluated to determine the metrics (what is to be measured), target
feasibility of appropriate metrics | HV-G | values (what quantifiable value is
for successful human acceptable), and human function-to-metrics
performance, based on the proof mapping.
of concept?

. . Concept depicts how the human will impact

14. Have preliminary design pt ceplets e . P

performance (mission success, survivability,
features to accommodate human oo
et supportability, and cost) and how the human
capabilities, limitations, and . ) .
: ) HV-A | will be impacted by system design and
needs been investigated and : o
operational context (personnel availability,
recommended, based on the . . . .
e skill demands, training requirements,
P ’ workload, and wellbeing).

15. Have requirements to support . . . .

d pp Metrics may include metrics specified as
human performance been :
HV-G | human performance requirements needed to

support system level requirements.
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Table A-2. Mapping Between HRL 4 Questions and Human Views

Human

been identified and
recommended?

HRL 4 Question View Mapping Description

. Have analytical tools, models, Dynamics capture changes in states,
and prototypes for human configurations, and performance parameters
systems design concepts or over time or due to Varying conditions or
applications been developed HV-H | triggering events. Dynamics can inform other
for each class of user to design aspects (when capturing behavior
support assessment of critical aspects) and can be used to assess design
human performance issues? decisions (by modeling future behavior).

. Have usage scenarios been Dynamics include timelines and defined
updated, based on modeling HV-H | mission phases as well as critical, frequent, and
and part-task testing? typical scenarios;

. Have task analyses been
updated based on the
developing prototype and HV-C Tasks are descriptions of human-specific
optimized for human activities that can be captured in task analyses.
performance, using modeling
and part-task testing?

. Have human-machine teaming Tasks clarify human-related functions in a
and function allocations been system and can provide justification for
updated, based on modeling HV-C allocation of functions between humans and
and part task testing? machines.

. Have strategies to mitigate Constraints can include considerations of
safety implications for human HV-B design features and system operating
users been identified and characteristics that create significant risks of
recommended? illness, injury, or death.

Constraints (HV-B) can include manpower

. Have strategies to requirements for supporting present and future
accommodate manpower, HV-B capabilities as weu as sqpporting personnel
personnel, and training HV-F types by rank and job within each category.
concerns been identified and Training (HV-F) provides a detailed
recommended? accounting of training requirements, strategy,

and implementation.

) HaV'e strategies to addtess Constraints provide a repository for different
environmental constraints and e . . i
impacts been identified and HV-B hml‘tatlons, including those imposed by the
recommended? environment.

. Have strategies to address
other relevant HSI domains N/A | N/A
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design principles, standards,
and guidance been verified?

HRL 4 Question H\l;itl;n Mapping Description

9. Have strategies to address
human interactions during Roles may define additional attributes of a role
maintenance and sustainment HV-D | such as responsibilities for different system
been identified and usages.
recommended?

) Tasks may be described in terms of criteria
10.1s n.lOdehI,lg and p art-task such as requirements for knowledge, skills, and
testing being used to design o . :
HV-C | abilities. Tasks may create interface design
procedures for human user 41 .
. guidelines and task completion methods based

roles throughout the lifecycle? )

on task requirements.

Dynamics may include states and state

changes, e.g., organizational/team structure,

11. Have analyses been.completed function/role assignments to people, team
to support systemwide trade . . )

. . HV-H | interaction modes, demands on collaboration
studies for features affecting . : .
h o load, task switches/interruptions, and
uman performance? - i )
conditions (e.g., triggering events and
scenarios).

12. Have relevant human Dynamics may include a sequence of
performance data been consecutive tasks and performance measures
zoilect@d anclll e:}’laluited o (observed or predicted), e.g., workload,

ctermine Whether humarn HV-H | decision speed; team interaction/collaboration
performance metrics are ) , .
style; trust in commander’s intent; quality of
successfully met, based on S : e/
modeling and part-task shared awareness, coordination, or implicit
testing? communication.

13. Have strategies to support
human use been identified and Tasks provide descriptions of human-specific
recommended, based on HV-C | activities that may be observed via modeling
modeling, part task testing, and part-task testing.
and trade studies?

Constraints (HV-B) include human resource

14. Has conformance of policies as well as essential tasks, skills, and
preliminary designs to human | v g knowledge (proficiency level) required for a
performance requirements, HV-G given job. Metrics (HV-G) may include

quantifiable performance metrics and
assessment targets and may map measurable
metrics to human tasks.




