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Abstract

In compliance with their Comprehensive Safeguards Agreements, based on INFCIRC/153
(corrected) (International Atomic Energy Agency, 1972), States Party to the Treaty on the Non-
Proliferation of Nuclear Weapons (NPT) are obligated to declare to the International Atomic
Energy Agency (IAEA) all changes in their nuclear material inventory as well as movement of the
material across boundaries of IAEA recognized material balance areas (MBA), inventories and
nuclear material balances. This project addresses capabilities to detect irregularities in State
reports, thus ensuring their accuracy and completeness, and in the broader context, States’
compliance with safeguards obligations of the NPT. A recent study (Henzl et al., 2022) (lead
by this project’s PI) demonstrated how analysis of dynamic correlations in nuclear material
movement within the entire fuel cycle of a State (viewed as a single system) can reveal variances
consistent with and indicative of “irregular” activities. Expanding on this concept, novel ways
to analyze State declarations themselves—again, for the State as a whole entity—will help the
TAEA draw accurate safeguards conclusions and trust the validity and authenticity of State-
generated declaration reports. Introducing new declaration analyses capabilities explored in
this project will help to provide credible assurance of both the non-diversion of nuclear material
from declared activities and of the absence of undeclared nuclear material and activities in the
State in general.
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1 Introduction

The International Atomic Energy Agency (IAEA, or Agency) has an interest in applying ma-
chine learning to safeguards problems [1]. However, the lack of machine training data for outside
researchers is a significant impediment for progress in including advanced algorithms in safeguards
practices. Information about a State’s inventory and movements of nuclear material is highly sensi-
tive, both from a commercial perspective and from a security perspective. States (and commercial
entities) do not freely divulge this information, and the TAEA-which receives detailed information
from States as accounting reports—considers all information concerning nuclear materials location
and composition to be Safeguards Confidential. Even within the Agency, information marked as
safeguards confidential can be accessed only on a direct need-to-know basis by those who analyze
and summarize the information for that particular State.

For this reason, there have been few attempts to capture and study comprehensively nuclear
materials on the State level. Previous research efforts using process or system-based nuclear fuel
cycle simulation tools have focused on improving fidelity at the level of an individual facility, or even
a single process. Because no actual International Atomic Energy Agency (IAEA) data are available
to researchers, fuel cycle simulations have either focused on simulating with very high temporal
and spatial fidelity for one facility, or very low fidelity (one month or longer time steps) for long-
term nuclear energy planning. The results of this project provide a new area of safeguards analysis
by developing tools to generate synthetic data on nuclear material inventory, composition, and
movements with safeguards-relevant spatial and temporal fidelity across an entire State’s nuclear
fuel cycle.

Los Alamos National Laboratory Page 1-1



2 Nuclear material accounting reports

States with a comprehensive safeguards agreement (CSA) are obligated to develop a State sys-
tem of accounting for and control of nuclear material by which nuclear material accountancy is
conducted and accounting information reported to the IAEA. The exact details of safeguards im-
plementation are negotiated between the State and the IAEA through Subsidiary Arrangements.
These arrangements have a general part that applies to the entire State and Facility Attachment
(FA) that specifies the exact details of safeguards implementation for facilities and locations outside
facilitiess (LOFs) in the State. Unlike CSAs, none of the information agreed upon in Subsidiary
Arrangements becomes available to the public, unless a State chooses to divulge it.

While there is not a “one size fits all” process that succinctly describes all possible accounting
structures, this work follows the nuclear material accounting concepts and reporting structure rec-
ommended in the TAEAs Safeguards Implementation Practices Guide on Provision of Information
to the IAEA (IAEA Services Series 33) 2] and in Model Subsidiary Arrangements. Most notably,
the 10th part, “Code 10 Contents, Format and Structure of Reports to the Agency”, referred to as
Code 10, details the reporting structure developed by the Agency [3].

There are three versions of Code 10 that States may choose when deciding how to submit their
regular accounting reports to the IAEA: labeled format, fixed format, and more recently, XML
format, all contain the same information, each presented in a slightly different way. This work
focuses on replicating one of the three required State accounting report types, the inventory change
report (ICR), in labeled format. The ICR is a record of all transactions in all of a State’s facilities
under safeguards and represents the bulk of the State’s reporting data.

An ICR reports six primary processes:

Material enters material balance area (MBA),

Material exits MBA,

Nuclear process changes to material within a MBA,

Re-batching changes the quantity of material tracked as a single unit,

Start of safeguards, and

AN e

Termination of safeguards.

Inventory changes must be reported within 30 days of the calendar month in which the change
occurs, which effectively limits ICRs to contain one month’s worth of information or less. ICR
reports generated in this work are always one calendar month, varying from 28 to 31 days in length
depending on the month.

Los Alamos National Laboratory Page 2-1



3 Fuel cycle simulation

Nuclear fuel cycle simulators are computational tools designed to track the presence, quantity,
and characteristics of nuclear materials as they move between or within nuclear facilities. They
range in capability and open access depending on their developer and intended purpose.

CycLus, an agent-based nuclear fuel cycle simulator [4] developed at the University of Wiscon-
sin—Madison, was selected for this project. CYCLUS was designed to represent agents as individual
processes or facilities in the nuclear fuel cycle. Agents interact by exchanging commodities, most
commonly used to represent nuclear materials. The length of time steps is constant and set by the
user. For this work, time steps are typically designated as one day in length, so nuclear materials
are simulated to be processed and moved through the fuel cycle by the end of each day.

The primary function of CYCLUS is to track the movements of commodities (nuclear material)
as they are exchanged, or transacted, between agents within the simulation. Each distinct com-
modity can have an associated quantity (mass) as well as nuclide composition, and when using the
CyYCAMORE facility models developed by the CYCLUS team, retains a record of its history when it
is split or combined with a different discrete unit of material. This tracking of materials between
facilities lends itself well to simulating inventories and inventory changes into and out of a facility
or MBA.

Using an agent-based model (ABM) provides a number of benefits to the simulation of the
nuclear fuel cycle. CycLus itself has no hard-coded notions of chemical or physical processes,
instead relying on "plug-and-play" facility models that are responsible for calculating their own
physics[5]. This has the effect of allowing any possible kind of nuclear facility or fuel cycle to be
modeled, as long as the user has access to or writes their own facility or process models. This work
demonstrates the applicability of CyCLUS using only the standard set of simplified facilities, called
CYCAMORE, but future work could bring in higher-fidelity models such as a reactor that couples to
ORIGEN to model depletion|6], or a pyroprocessing-specific reprocessing facility|7].

Every agent in the simulation acts independently, rather than as a fleet that turn on and off at
the same time, and all nuclear materials are tracked individually rather than in aggregate.

Material entering or exiting an MBA, whether by import from another State, movement be-
tween facilities within a State, or transfer between MBAs within a facility, are tracked using the
transactions data recorded by the nuclear fuel cycle simulator CyCLUS.

One challenge that has arisen with the use of an agent-based fuel cycle simulator for generating
synthetic accountancy is the tracking of process changes to materials within an MBA. Agents using
the CycLUs application programming interface (API), which allows third-party nuclear facility
models to plug into a simulation, are not required to report their process for making nuclear changes
to the material it owns. The standard set of facility models, called CYCAMORE, do record this
information, but third-party models that do not participate in the inventory reporting process may
not be able to have detailed ICR tracking. To develop a tool that is most able to take advantage of
the systems already in place, inventory changes that occur from nuclear changes are identified using
the transactions that occur between agents in a facility. This is implemented by checking whether a
resource has undergone a compositional change since it entered the facility from which it is recorded
as leaving.

The objective of this project is to demonstrate a new capability in generating and evaluating
synthetic State nuclear material accounting reports, not to model real countries or regions.

FAs are agreements concluded by a State and the IAEA and contain detailed information about
a facility’s design, safeguards measures, and accountancy. They include the precise breakdown of
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Fuel cycle simulation

MBAs and key measurement points (KMPs) for the facility, as well as the expected types of inventory
changes to occur in the facility, and therefore factor heavily into how materials and their movements
are recorded in accounting. Model FAs are often the basis or starting-point for an agreement and
propose standard MBAs and KMPs. However, these documents are not widely available to the
general Research and Development (R&D) community. Where available, model FAs were used to
determine the most realistic set of MBAs to represent a given type of nuclear facility, otherwise a

notional three-MBA model is used.

s

Notional Facility

H

MBAB
Processing

H

MBAC
Storage & shipment —
of product material

MBA A
— Receipt & storage of
feed material
\

Figure 3-1: Notional three-MBA model for nuclear facilities
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4 Increasing fuel cycle simulation fidelity

Nuclear fuel cycle simulators, although created to model flows of nuclear materials throughout
the fuel cycle, were not designed with safeguards applications in mind. In our effort to re-purpose
CycLrus for creating Code-10 compliant synthetic ICRs, we identified some capability gaps in the
existing framework and facility models. The basic facility models developed for CYCLUS typically
attempt to fill their inventories at each time step. For simulations using one-month time steps this
aggregated, bulk movement behavior is adequate, but cannot directly scale down to the one-day
time steps that are needed for nuclear material accounting. We have improved CyCLUS modeling
capabilities to specifically address these shortcomings.

The most commonly used agents developed for CycCLUS, the CYCAMORE facilities, were designed
to seek to keep their inventories as full as possible. Whenever space is available, such as when their
product is traded to another agent, they immediately attempt to buy more feed, in order to produce
more product(s). This assumption is not adequate for simulations with time steps that are one day
long, rather than one month, which is common for fuel cycle transition modeling.

Additional control over an agent’s demand for feed material becomes available through the
introduction of binary behavior states with several strategies to cycle between them. First, the
active state, preserves existing buying behavior. The second and new state is dormancy. During
a dormant state, agents will place no demands for their feed material, or incoming commodity,
regardless of the space available. The default implementation of active and dormant cycling is a
permanent active state. This is backwards-compatible with previous versions of the software. The
first type of strategies for cycling between active and dormant states are based on time alone. In
inventory management, this type of policy is known as a periodic review.

The most straightforward application of active and dormant cycles of behavior is characterized
by two fixed values. Given a user-defined active length of time steps and dormant length of time
steps, the agent regularly cycles between them. The active state allows regular behavior to proceed;
if an agent does not have space in its inventory for new material, it will not place a request even
during the active cycle. During the dormant phase, the agent may still process material already
in its inventory, but will place no new requests for feed material regardless of space in inventory.
There are several ways this behavior can be used to model realistic patterns of material movement.
One example is the work week. A facility may be on for five days and then off for two. Given a
fixed demand for material per time step, a facility with fixed cycles processes less material than an
always-on facility.

Stochasticity can replicate behavior that is periodic and (pseudo-)random. Users can generate
random numbers through the CycLUS kernel-managed pseudo-random number generator (PRNG)
paired with a distribution of interest. Uniform and normal distributions are implemented in the
kernel, but other distributions may be paired with the generator. Adding random distributions
to periodic review behavior allows more realistic buying patterns to be modeled. For example, a
reactor facility would like its batch of fresh fuel to arrive a certain number of weeks before the
outage so the assemblies can be unpacked, moved to the fresh fuel vault, and inspected. However,
the dormant time between fresh fuel shipments cannot be well-represented by a fixed number of
days; there is likely a shipping window or tolerance. A random buying request may be used in a
simulation replicate possible diversion actions that are less regular and more challenging to detect.

The other new capability to control the flow of nuclear material movements into a agent is
through continuous review inventory policies. Inventory is reviewed at each time step to determine
the remaining inventory space. Two commonly-used inventory management strategies, (s, S) or
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Increasing fuel cycle simulation fidelity

Random Sink

Default Sink Random Size

10/0e0000000000000000000( 1.0

0.8 1 0.8 1 P X} °
Zosl 0.6 s . *
= ’ o ° °.® .
© 0.4 4 044 @
2 °
80.21 0.2 b ¢
5] ° °
~ 0.0 : . . 0.0 +—= : ; ;
< 0 5 10 15 20 0 5 10 15 20
—
2 Random Frequency Both Random
©
i 1.04 [ ] e o ° [ ] 1.04
2 0.81 0.8 . ® .
E °
5061 061 e °
O 0.4 0.4 4

0.2 0.2 4

0.0 = T T T 0.0 — r r

0 5 10 15 20 0 5 10 15 20
Time (step)

Figure 4-1: New capabilities allow CvcLus facilities to vary their size and/or frequency of requests

minimum/maximum, and (R/Q) or reorder point/reorder quantity strategies were implemented.

In a minimum /maximum inventory policy, a facility will actively demand more material if it has
an inventory below the minimum value, s, including when starting from zero. Once the maximum
value, S, is reached the facility enters a dormant phase until the feed material has been processed
and sold so that the facility inventory drops below s again. The requests for feed material are scaled
at each time step to fill the inventory back up to the maximum. In a (R,Q) inventory policy, the
minimum value R functions similarly to the minimum in (s,S). However, the amount to reorder is
a fixed quantity, Q.

Cumulative Cap Behavior

12 Cumulative cap = 3, dormant = 3
11 { = Ccap with disruption at [3,8)
Ccap with reduced accumulation rate)

Cumulative Material Received (kg)

LT R S+ = T =T =

o

o 1 2 3 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18 19 20
Time (step)

Figure 4-2: Cumulative capacity inventory management stays active until reaching a cumulative amount of material per cycle,
in this case 5 kg.

Finally, the cumulative capacity inventory management strategy combines the concept of dor-
mant period with an active cycle based on a total mass of material to be received. Regardless of
whether the mass is received in one time step or one thousand, the agent will continue to request
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Increasing fuel cycle simulation fidelity

material until it has met its cap. Then, the agent will enter a dormant period based on time. This
technique allows the simulation to be more flexible in the face of disruptions, either as slow-downs
in planned shipments or restrictions based on material availability. This technique is particularly
useful for agents that represent processes like fresh fuel buying, which requires a fixed mass every
cycle, representing a single batch.
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5 A tool to convert nuclear fuel cycle simulations to accounting re-
ports

The data produced directly by nuclear fuel cycle simulators need additional processing to be
reflected as synthetic nuclear material accounting data. In particular, there are areas where nuclear
fuel cycle simulators produce too many data points, such as detailed accounting of mining and milling
activities that are not covered under CSAs. The structures used to represent nuclear facilities for
nuclear energy planning do not always correspond directly with core ideas such as MBAs, which are
the fundamental spatial unit of IAEA nuclear material accounting.

This project addressed the issue of relevance in simulated data: both by ensuring that extra
data are removed and by integrating FA information, such as MBA and KMP codes to correctly
partition simulation data.

This situation where two agents (discrete ac-
tors) belong to the same MBA requires that
agents in a nuclear fuel cycle simulation never Country —— )
contain more than one MBA. For example, Fig- Facillty
ure 5-1 shows two agents in the same MBA des-
ignation. In this case, any movements of nuclear
material between the two agents will not be des-
ignated as an inventory change, and thus will

MBA

No
inventory _ /—\

change = "‘é‘x:;
=

Cyclus Agent Cyclus Agent

remain invisible to the ICR. On the other hand, \ J
the opposite is not possible. Data for one agent
cannot be disaggregated to produce information Figure 5-1: Two agents can belong to the same MBA

for two MBAs.

This project created a new computational tool, CNTAUR, to convert CYCLUS simulations of any
fuel cycle to Code 10-type nuclear material accounting reports. We prioritized inventory change
reports, which require the generation of nearly all of the data elements specified in the Model
Subsidiary Arrangements, General Part, Code 10 Contents, Format, and Structure of Reports to
the Agency|3].

Figure 5-2 shows the process of generating reports in Code 10 format for any nuclear fuel cycle
that can be simulated using CYCLUS. First, information is gathered about a State’s nuclear fuel cycle
and other State-specific information. Only synthetic model fuel cycles were used as demonstrations
rather than any claim to model a real State. However, the gathering of State-specific information
steps mimics realistic gathering of information, but in this case, all the information is hypothetical.
This information is combined into a CYCLUS input file, and a simulation is run for the duration
of interest. Because ICRs must include the exact date of an inventory change (data label 412),
simulations are typically run with a one-day or 86,400-second time step. If the fuel cycle being
modeled has evolving facilities, the simulation can deploy and decommission new facilities at a
specified time step, or in response to an increased demand for more production capacity by the
State.

The CycLUs simulation output contains detailed information about the location, composition,
and movement of nuclear materials throughout every agent in the simulation. The current version of
CNTAUR requires two additional user-input files that mimic information present in a FA, in addition
to a CyCLUS simulation output in order to run. The first file, referred to as the MBA file, links
the agents or individual actors in the CYCLUS world to the three relevant levels of information in
an ICR: the country code, facility code, and MBA code. A Boolean parameter notes whether the
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Figure 5-2: Process of generating simulated State accounting data

agent should be used to generate accounting reports. This should be used to exclude facilities that
are not required to submit detailed accounting reports under a CSA, such as mining and milling
facilities, and any other agents that are ancillary and not representative of real and physical facilities.
The second file, called the material description code (MDC) file, helps to link nuclear materials in
CycCLUS to a four-character code that contains information about the physical and chemical form.

CNTAUR takes a CyCLUS simulation output file, an MBA file, and an MDC file and generates
ICRs for each MBA of interest. Accounting reports can be generated in labeled format, one of the
three standard formats that the IAEA will accept. Additionally, the same data can be saved in a
convenient CSV format where column headers are the labels and rows are entries in a report.

Figure 5-4 lists accounting report label numbers, always three digits, as well as an example of the
entries required for an ICR. While most of the report labels can be generated directly from a CycCLUS
output file, several pieces of input information are also be generated by users to prepare reports.
Non-critical cases, such as correcting a previously-submitted report, or reports for explanation and
clarification, Concise Note entries and Textual Reports, are not currently implemented. All labels
not available in the current version of CNTAUR are listed in Appendix B. Labels (data fields) not
in the current version of CNTAUR are not relevant to the objectives of this project.

Tables 5-1 through 5-3 describe the main entries of an ICR, with a brief description of how
they will be calculated or generated synthetically. Detailed information on each element is available
from the TAEA in the Model Subsidiary Arrangement Code 10 Contents, Format and Structure of
Reports to the Agency.

Weight data are another key element of accounting reports; we have implemented the most
commonly used labels (data fields). Most countries do not report weight data in terms of unified
uranium, so CNTAUR includes enrichment categories, uranium-235 for enriched uranium, and other
reportable nuclear materials as elements. Table 5-4 shows the individual weight data labels currently
implemented.
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A tool to convert nuclear fuel cycle simulations to accounting
reports

Country Code
Facility Code Facility Code
MBA Code } —L MBA Code MBA Code
structures

o

structures

Prototype, Agent ID Prototype, Agent ID Prototype, Agent ID Prototype, Agent 1D

Figure 5-3: The MBA file links agents in a CycLus simulation to its country, facility, and MBA code for accounting reports

LABEL REPORT TYPE  DATA ELEMENT

ICR, MER, PIL REFEREMCE NUMBER

oi: of 1 NN ;DODD4S
”

L3

oo2: 1 ! 1 ICR, MER, PIL ENTRY NUMBER / TOTAL NUMBER OF ENTRIES
003 20150124 ICR, MER, PIL REPORT DATE

0DE: NAME, | ICR, MER, PIL ENCODER'S NAME

010: 1 ICR, MER, PIL REPORT TYPE

015: 20141201 1'20141231 ICR, MER, FIL REPORTING FERIOD

009: ! ICR, MER, FIL CONCISE NOTE REFERENCE

207: NND- ICR, MER, PIL FACILITY CODE

207: NND1 ICR, MER, PIL MBA CODE

20 N | : i ICR, MER, PIL ENTRY STATUS AND CROSS REFEREMCE CODE
210: ICR STATE ACCOUNTABILITY SYSTEM RECORD IDENTIFICATION
270: NN_/ NN-B ICR SHIPPER OF NUCLEAR MATERIAL

372: NN/ NND1 ICR RECENER OF NUCLEAR MATERIAL

LR R I R R R SRR R R R R R R R R R U R RS R S

280: ICR, MER, PIL CONCISE NOTE INDICATOR

201 ICR, MER, PIL TEXT OF CONCISE NOTE

407: 3 ICR, FPIL KEY MEASUREMENT FOINT CODE

411: RD ICR, MBR TYPE OF INWVENTORY CHANGE, TYPE OF ACCOUNTING ENTRY
412: 20141215 ICR DATE OF INVENTORY CHAMGE

430:- B/ Qi1 G ICR, PIL MATERIAL DESCRIPTION CODE

435: ! ICR, PIL OPERATOR'S MATERIAL DESCRIPTION CODE

435: ICR, PIL OPERATOR'S MATERIAL DESCRIPTION (TEXT)

445: ICR, MER, PIL MOMN-LATIM ALPHABET IDENTIFICATION

446: 045CE ICR, PIL BATCH NAME

447: ICR, PIL SHIPPER'S BATCH MAME

4aa: N i [ ICR, PIL MEASUREMENT IDENTIFICATION CODE

470: 1 ICR, PIL NUMBER OF ITEMS IN BATCH

WEIGHT DATA:

B00: # 810: # 820 # 830 163257G #  640: #
B50: # G680 # 670 1206G # G20 # 6ol #
TOO: 145986 # Ti0: # T2 #  Fan: # T4l #
T50: # TE: # 800 #

The reported data string for the above receipt domestic would be:

001:0UNN;15#002: 1/11#003:20150124#006: NAME, #010:1#015:20141201/20141231#207T:NND#307:NND1#309:N#
J70:NN/NN-B#372:NN/INND1#407:3#411:RD#412: 22014121 5#430: B/QM/G#446: 045C8#469: N#470: 1#
630:163279G#670:1396GH#T00:1498G#

Figure 5-4: Example of Code 10 labeled format. Image from IAEA
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Table 5-1: Data elements calculated from simulated data alone

Label Name Description
001 Reference Number Uniquely identifies a report for filing, processing, sorting and
reference purpose
002 Entry Number / Total Number of Entries Numbers the specific entry within the set of accounting entry
015 Reporting Period The period covered by the report
11 Type of Inventory Change (ICR), Type of Defines the type of transaction reported or a material balance item
Accounting Entry (material balance report (MBR)) respectively
412 Date of Inventory Change Date on which an inventory change occurred or was established
436 Operator’s Material Description Text Unformatted description of the batch in free text
446 Batch Name Uniquely identifies a portion of nuclear material handled as a unit
for accounting purposes
Table 5-2: Data elements relying on information from the MBA and/or MDC files
Label Name Description
003 Report Date The date on which the report was produced
006 Encoder’s Name The name of the official responsible for the report
207 Facility Code Identifies the reporting facility
307 MBA Code Identifies the reporting material balance area
370 Shipper of Nuclear Material Identifies the shipper of the nuclear material
372 Receiver of Nuclear Material  Identifies the receiver of the nuclear material
407 Key Measurement Point Code Key Measurement Point Code
430 Material Description Code Code from the set of Agency-defined codes that describe the physical and chemical

form of a batch of material, its packaging/containment and its irradiation status/quality
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Table 5-3: Fixed data elements

Label Name Description

010 Report Type I for Inventory Change Report

309 Entry Status and Cross-Reference Code N for new entry

469 Measurement Identification Code Indicates when and where the batch was last measured
470 Number of Items in the Batch 1 item

Table 5-4: Weight data implemented

Label Name Unit
610 Natural uranium kg
620 Depleted uranium kg
630 Enriched uranium g

640 U-233 isotopic content g
670 U-235 isotopic content g
700 Plutonium g
800 Thorium kg
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A tool to convert nuclear fuel cycle simulations to accounting
reports

5.1 CNTAUR input data

Three files are needed to run CNTAUR and generate synthetic nuclear material accounting re-
ports. The output of a CYCLUS simulation, an MBA file, and a MDC file. More detailed information
can be found in the CNTAUR User Guide. The bulk of the data needed to run CNTAUR is contained
within a stanard CYCLUS output file.

The MBA file is where the user provides the bridge to connect their simulation agents to the
nuclear material accounting structures of MBAs and KMP. This file is also where users note which
MBASs the user wants accounting reports to be generated for. 77 that don’t generate reports can be
used to represent other countries, and transactions to or from those locations will be unmatched, or
only show up on one end. Individual agents can also be tagged as ghosts, which will not generate
reports and transactions to or from those locations will not be recorded at all. This technique can be
used to clean up parts of the simulation that handle accounting-irrelevant non-nuclear material like
the extra fluorine produced after deconversion, or to test out nefarious “undeclared* actors. Below
is an example snippit of a MBA file declaration for a simplified nuclear reactor, represented only
by a reactor and a spent fuel pool. Designating a reactor agent, in this case Reactor_Id15, ensures
that nuclear loss and production are calculated upon final discharge of the fuel. The CyCLUS input
file that corresponds to this simple example can be found in Appendix C.

<MBA>
<name>AAQ0l</name>
<country>AA< /country>
<facility >AA01< /facility >
<agents>
<agent>Reactor 1d15</agent>
<agent>SpentFuelPool 1d16< /agent>
< /agents>
<reactor _agent>
<agent>Reactor Id15</agent>
< /reactor agent>
<inventory KMPs>
<KMP>
<name>A</name>
<agent>Reactor< /agent >
</KMP>
<KMP>
<name>B</name>
<agent>SpentFuelPool 1d16< /agent>
</KMP>
< /inventory  KMPs>
<generate reports>True</generate reports>
</MBA>

A material description code file is also needed because CYCLUS currently lacks a flag to designate
how nuclear material as being contained, in the context the IAEA requires. Nuclear materials in
a simulation are also only designated by mass, without any necessary density measurements that
could be used to determine the relevant volumes. The current version of CNTAUR uses an additional
user-input file to that links relevant material description code to the CNTAUR material description
management of commodities, however future updates to CYCLUS may be able to automate away the
need for an additional MDC file. Below is an example snippet of a MDC file, linking user-defined
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A tool to convert nuclear fuel cycle simulations to accounting
reports

commodity names in CYCLUS corresponding to a particular type of nuclear material to their physical
form, chemical form, containment and irradiation status/quality codes.

{
"fuel": "B/Q/Q/F" ,
"spent_fuel": "B/Q/1/G",
"spent_fuel_cooled": "B/Q/3/G"
}

5.2 Validation

We have acquired a version of the IAEA developed software to validate nuclear material ac-
counting reports against the Code 10 style for format compliance, called Quality Control Verifica-
tion Software (QCVS). Along with our Code 10 subject matter expert (SME), QCVS was used to
ensure that CNTAUR was replicating nuclear material accounting reports correctly. Fictitious coun-
tries that do not share country codes with any existing countries were developed to use in all test
cases. CNTAUR-created test data, including the simplified single-facility country described above,
have successfully passed QCVS quality control checks.

L
Systern  QC Checks  Report Editor  Help

0. The reports are error free,

International Atomic Energy Agency

(b) Quality Control checks
verify whether a snippit is
(a) IAEA developed Quality Control Verification Software compliant
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6 Advanced algorithms

Anomaly detection is a widely developed field in data analytics and is used in a number of
areas, including finance [8], network security [9], and various other fields. Unsupervised learning
algorithms are often used on data streams to compare past data to current and to identify when
some feature in the data is not consistent with past behavior [10]. Fuel cycles should follow regular
cadences of operations, which is the impetus for the advanced algorithm portion of this project. By
studying how a disruption affects the cadence of operations, it is would be possible to develop an
autonomous system that could flag any disruption to the IAEA analyst for further follow up.

As part of this project, we looked into possible existing algorithms that are supported in Python
libraries [11]. Online learning [12] is the best option from these tools as it represents a method
for a background system to continually review State reporting data and flag any outliers that need
further analysis. Online learning allows the model to adapt to legitimate changes to the cadence of
operations such as a new reactor coming online, while also being able to continue to flag anomalies
in the system. Tests were run with single- and multivariate-data from other sources 13|, confirming
that the commercial off-the-shelf algorithm worked quickly and accurately on desktop computers.
Figure 6-1 shows the result of a random forest advanced algorithm identifying outlier events in NYC
taxi riding. The green regions in the top are events that would affect taxi ridership, for example
blizzards. The bottom plot shows the outlier scores for two options of random forest modelling.

Anomaly detection on NYC Taxi data

10 1
0.8 - RRCF
06

044

02 1

Mormalized Anomaly Scere Taxi passengers (thousands)

T T T
Jul Aug Sep Oct Mov Dec Jan
2015

Figure 6-1: A random forest anomaly detection technique example on NYC taxi cab data.

The current state of the CyCLUS simulations means there is perfect time symmetry once any
steady state develops. This means that the disruptions are both easily visible for humans as well
as almost degenerate for a machine algorithm that is following the pattern of data while looking
for any possible outliers. Figure 6-2 shows the anomaly detection on one part of a fuel cycle with
a major disruption due to a reactor core being emptied early. The period of time outside of the
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Advanced algorithms

Anomaly detection on FuelFabShipper
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Figure 6-2: The nominal inventory of the Fuel Fabrication Shipper in a Cyclus simulation with a major disruption shows a
period of increased anomaly score before the regular cadence of operations resumes

steady state is easily identifiable by the increased anomaly score. Future work on CycLus will
include “noise”, which would make disruptions easier to obscure and provide a challenge for the
advanced algorithms. Nevertheless, the actual techniques of multivariate anomaly detection have
been developed for other fields and should easily be adaptable to advanced fuel cycle analysis.

With future developments in CYCLUS to include noise, it will be possible to create millions of
diversion scenarios and test the sensitivity of outlier detection methods to the different scenarios.
Including multivariate analysis would allow for the combinations of disruptions at various points to
identify the source of the initial disruption that has propagated through the network. This would
provide a major advantage to the IAEA, as it would reduce the needs of analysts to examine reports
except when the algorithm has flagged that the cadence of operations has changed.
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7 Summary

This project developed a new capability to reflect nuclear fuel cycle simulations as Code 10-style
TAEA nuclear material accounting reports. Coupled with the ability to model diverse and complex
nuclear fuel cycles using the CyCLUS nuclear fuel cycle simulator, this presents a powerful new tool
that can generate large amounts of synthetic data. Any nuclear fuel cycle that can be modeled in
CycCLUS can be used to generate synthetic nuclear material accounting reports.

This capability can be used as a virtual test bed to accelerate the development of novel data
processing techniques to more efficiently and effectively analyze State nuclear material accounting
reports. By generating data based on the format and content that States with CSAs submit to
the IAEA, data scientists and analysts can focus on leveraging advancements in data processing
techniques for safeguards evaluation. Because our tool builds on the CYCLUS ecosystem, future
developments of nuclear process and facility models for the CYCLUS ecosystem can also be used to
generate synthetic nuclear material accounting reports for advanced fuel cycles.
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8 Additional information

We have identified related work being undertaken at the TAEA, specifically the Nuclear Solar
System (NSS) project which was introduced at the 2022 Institute for Nuclear Materials Management
(INMM) Annual Meeting[14]. Tt is very encouraging to find complimentary work being undertaken
at the IAEA, as it both reinforces the mission relevance of our projects and helps us refine our effort
to align with the JAEA’s most up-to-date R&D priorities.

After careful review of the presentation and paper content, we believe Advanced Algorithms for
Scrutiny of Mandatory State’s Declarations is complementary to the NSS project but also has an
additional scope beyond the NSS’s aims. The NSS, as it was presented, is an effort to statistically
scale and anonymize real State accounting reports and inspector verified data as training data for
a machine learning algorithm, which then generates synthetic but similar reports that could be
used in statistical methodology development. Our process, conversely, generates the flow of nuclear
materials from models that represent the nuclear and/or chemical processes that occur throughout
the nuclear fuel cycle. We are therefore not limited by the constraints of having to model a simple
enough system that real data can be sufficiently anonymized and that matches existing nuclear fuel
cycles.

To date, we are not aware of any opportunities to access the NSS project outside the TAEA.
But, since we have the ability to recreate a system similar to the three-State “universe” developed
by the NSS, we would benefit from the opportunity to validate our capabilities by comparing our
model to the synthetic Universe data. If the opportunity arises to use facility models from the NSS
project, they could be encapsulated as agents and used directly in a simulation to produce much
more realistic data.

In FY22, A briefing was given to the ITAEA on the previous SG Policy project “Analysis of States’
Cadence of Nuclear Operations: Detecting Safeguards Relevant Anomalies” and the then-current
status of this project along with our future goals for the project.

NNSA Nuclear Nonproliferation and International Safeguards (NNIS) graduate fellow and project
co-investigator Kathryn Mummah has worked on this project while conducting a long-term labora-
tory assignment at Los Alamos National Lab. This project is ending before Kathryn has finished
the chapter of her dissertation that encompasses this work. After Kathryn defends her dissertation
“State-Level Nuclear Fuel Cycle Simulations for Safeguards Applications” for the degree of PhD,
Nuclear Engineering and Engineering Physics from the University of Wisconsin—-Madison, she will
ensure a copy of her dissertation with additional detail on this project will be made available to
the Concepts and Approaches and Policy (which funded the previous project mentioned above)
subprograms. Kathryn intends to defend in calendar year 2024.
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A Model fuel cycles
A.1 State A Fuel Cycle

State A is a resource-rich State with a relatively young nuclear fuel cycle.

Fictitious State A

Import fresh
fuel

Conversion 1O R&D Fuel Spent Fuel
: Fabrication Takeback
: Reactor #2
(after 5 years)
Enriched UF6

Export Export UF6
yellowcake

Figure A-1: Model fuel cycle A

It originally was a uranium exporting State only, and still provides Yellowcake and UF6 to other
States. The State has two PWRs at a single power facility near its capital, with long-range plans
for a third PWR unit at a separate location in the country. All PWRs are LEU UO2 fueled, the
technology for which was provided by supplier State C. None of State A’s uranium output goes
directly to its own power reactor fuel, as it has only a pilot LEU fuel fabrication plant. State A
has plans for a full-scale UO2 fabrication plant in the future, but these have not been realized.
It receives fresh power reactor fuel from supplier State C under its original power reactor supply
agreement. State A does not have a permanent spent fuel repository, so it stores spent fuel in pools
at the power reactor facility. It has a fuel take-back agreement with supplier State C, and has begun
returning spent fuel to State C for final disposition in that State. Fuel cycle elements of State A
include

e Uranium Mining
Uranium Milling
Uranium Refining/Conversion
Import of Power Reactor Fuel Elements
Power Reactors
Spent Fuel Storage
Transfer of Spent Fuel for Final Disposal

A.2 State B Fuel Cycle

State B is a developed State with well-established fuel cycle capabilities.

It imports UF6 from State A and with its relatively new gas-centrifuge enrichment plant (GCEP)
enriches uranium to LEU fuel grade. It produces fresh fuel elements for its own 8 PWRs, as well
as for export to other States. The State’s two research reactors are TRIGA designs and obtain
19.9% LEU fuel from a separate supplier State. State B does not have permanent spent fuel storage
facilities, and it stores spent fuel in pools at the power reactor facility. It has a separate agreement
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Figure A-2: Model fuel cycle B

with supplier State C for spent fuel disposition and returns a significant percentage of its spent fuel
to State C for final disposition in that State. The agreement also allows for State C to reprocess
State B’s spent fuel for plutonium separation. Fuel cycle elements of State B include
e Import of UF6
Import of TRIGA Fuel Elements
Uranium Enrichment (GCEP)
Fuel Fabrication (including conversion from UF6 to UO2)
Power Reactors
Research Reactor
Spent Fuel Storage
Export of Spent Fuel for Long-term Dry Storage and/or Reprocessing

A.3 State C Fuel Cycle

State C is a long-time advanced fuel cycle State and serves as a world supplier of nuclear fuel-
cycle and power reactor capabilities.

It has no uranium reserves and must import U308 and UF6 from State A and historically has
done so from other States. State C provided two LEU PWRs to State A under a long-standing
supplier agreement, which also provides fresh fuel elements for the PWRs and allows for take-back
of spent fuel from State A for final disposal. State C has over 20 LEU PWRs of its own design and
several older units from a separate nuclear supplier State. The State’s several research reactors are
TRIGA and custom Chinese designs, which obtain 19.9
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Fictitious State C
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Figure A-3: Model fuel cycle C
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B Code 10 labels not implemented

Table B-1: Weight elements not implemented in CNTAUR

Label Name Unit
600 Unified uranium g
650 U-234 isotopic content g
660 U-233 + U-235 isotopic content g
680 U-236 isotopic content g
690 U-238 isotopic content g
710 Pu-238 isotopic content g
720 Pu-239 isotopic content g
730 Pu-240 isotopic content g
740 Pu-241 isotopic content g
750 Pu-242 isotopic content g
760 Pu-239 + Pu-241 isotopic content g
770 Natural uranium fissile content g
780 Depleted uranium fissile content g

Los Alamos National Laboratory
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Table B-2: Data elements not implemented in CNTAUR

Label Name Description
. Provides the country, facility, MBA, report as a whole or entry to which the
099 Concise Note Reference
Concise Note refers
State Accounting System Record ) o o )
310 Identifies the corresponding information in the State accounting system
Identification
390 Concise Note Indicator Calls attention to a Concise Note attached
391 Text of Concise Note Other unformatted information
436 Operator’s Material Description Code The code used by the operator to identify the type of nuclear material
. . . A code to indicate that a non-Latin alphabet was used in
445 Non-Latin Alphabet Identification
the report and to identify that alphabet
447 Shipper’s Batch Name Identifies the shipper’s batch name in the reporting of a receipt
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C Example

A minimal working example of CNTAUR is presented in this Appendix. The country in question
is fictitious country AA, with single reactor facility AAOl. The reactor’s parameters have been
simplified to demonstrate the capability of CNTAUR.

| |
| OthercountryCC : |

1 1
| 1 Facilities in country CC ' :
' | !
I i i I
| [ | |
e o e e e o ——— ——— —— ————— ——— —— — —— — — — — j

Country AA I _I
Facility AAOL

Material Balance Area AAOL

Pool

Figure C-1: Accounting structure of example state AA

Input files

Cyclus input file

<simulation>

<control>
<dt>86400< /dt>
<duration>121</duration>
<startyear>2020< /startyear>
<startmonth>1< /startmonth>

< /control>

<archetypes>
<spec><lib>agents< /lib><name>NullRegion< /name>< /spec>
<spec><lib>agents< /lib><name>Nulllnst< /name>< /spec>
<spec><lib>cycamore< /lib><name>Source< /name>< /spec>
<spec><lib>cycamore< /lib><name>Reactor< /name>< /spec>
<spec><lib>cycamore< /lib><name>Sink< /name>< /spec>
<spec><lib>cycamore< /lib><name>Storage< /name>< /spec>

< /archetypes>

<facility >
<name>Source< /name>
<config>
<Source>
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Example

<outcommod>fuel< /outcommod >
<outrecipe>fuel recipe< /outrecipe>
< /Source>
< /config>
< /facility >

<facility >
<name>Reactor< /name>
<config>
<Reactor>
<fuel incommods>
<val>fuel</val>
< /fuel _incommods>
<fuel inrecipes>
<val>fuel recipe</val>
</fuel inrecipes>
<fuel outcommods>
<val>spent fuel</val>
< /fuel outcommods>
<fuel outrecipes>
<val>spent fuel recipe</val>
< /fuel outrecipes>
<assem _size>100< /assem _size>
<cycle time>30</cycle time>
<n_assem_core>3</n_assem _core>
<n_assem_batch>1</n assem batch>
< /Reactor>
< /config>
< /facility >

<facility>
<name>SpentFuelPool< /name>
<config>
<Storage>
<in commods>
<val>spent fuel< /val>
</in_commods>
<out_commods>
<val>spent fuel cooled< /val>
</out__commods>
<residence _time>14< /residence time>
< /Storage>
< /config>
< /facility >

<facility>
<name>Sink< /name>
<config>
<Sink>
<in commods>
<val>spent_fuel cooled< /val>
</in_commods>

C-2 Page
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Example

< /Sink>
< /config>
< /facility >
<recipe>
<name>fuel recipe</name>
<basis>mass< /basis>
<nuclide>
<id>922350000< /id >
<comp>0.0265</comp>
< /nuclide>
<nuclide>
<id>922380000< /id >
<comp>0.8442< /comp>
< /nuclide>
<nuclide>
<id>80160000< /id >
<comp>0.1186< /comp>
< /nuclide>
< /recipe>
<recipe>
<name>spent fuel recipe</name>
<basis>mass< /basis>

<nuclide><id>922340000< /id><comp>0.00012< /comp>< /nuclide >
<nuclide><id>922350000< /id><comp>0.00456 < /comp>< /nuclide>
<nuclide><id>922360000< /id><comp>0.00311< /comp>< /nuclide>
<nuclide><id>922380000< /id><comp>0.73401< /comp>< /nuclide >
<nuclide><id>942380000< /id><comp>0.00017< /comp>< /nuclide>
<nuclide><id>942390000< /id><comp>0.00384< /comp>< /nuclide >
<nuclide><id>942400000< /id><comp>0.00197< /comp>< /nuclide >
<nuclide><id>942410000< /id><comp>0.00080< /comp>< /nuclide >
<nuclide><id>942420000< /id><comp>0.00051< /comp>< /nuclide >
<nuclide><id>80160000< /id><comp>0.11852< /comp>< /nuclide>

<nuclide><id>10010000< /id><comp>0.13239< /comp>< /nuclide >

< /recipe>

<region>
<name>SingleRegion< /name>
<config>
<NullRegion/>
< /config>
<institution>
<name>Singlelnstitution< /name>
<config>
<Nulllnst />
< /config>
<initialfacilitylist>
<entry><prototype>Source< /prototype><number>1< /number></entry>
<entry><prototype>Reactor< /prototype><number>1< /number>< /entry>
<entry><prototype>SpentFuelPool< /prototype><number>1< /number>< /entry >
<entry><prototype>Sink< /prototype><number>1< /number>< /entry>
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< /initialfacilitylist >
< /institution>
< /region>

< /simulation>

Country file

This country file is the same one shown in Section 5.1.

<data>
<MBA>
<name>CC01< /name>
<country>CC< /country >
<facility >CC1—< /facility >
<agents>
<agent>Source Id14< /agent>
<agent>Sink Id17</agent>
< Jagents>
<generate reports>False< /generate reports>
</MBA>

<MBA>
<name>AA0l< /name>
<country>AA< /country>
<facility >AA01< /facility >
<agents>
<agent>Reactor Id15< /agent>
<agent>SpentFuelPool Id16< /agent>
< Jagents>
<reactor agent>
<agent>Reactor Id15< /agent>
< /reactor _agent>
<inventory KMPs>
<KMP>
<name>A< /name>
<agent>Reactor</agent>
</KMP>
<KMP>
<name>B</name>
<agent>SpentFuelPool 1d16</agent>
</KMP>
< /inventory  KMPs>
<generate reports>True</generate reports>
</MBA>
< /data>

Material description code file

The three types of nuclear materials in this simulation include fresh nuclear fuel, imported from
another country, spent fuel discharged from the reactor, and spent fuel "cooled" and ready to ship

C-4 Page Los Alamos National Laboratory



Example

to another facility (in this simulation, to a fuel take-back out of country). This MBA file is the
same one shown in Section 5.1.

{
“fuel" . “B/Q/Q/F" s
"spent_fuel": "B/Q/1/G",
"spent_fuel_cooled": "B/Q/3/G"

}

Cntaur Output

The following Code 10 reports were produced

Report 1: January

001:0I/AA;1#002:1/6#003:20200302#006: TEST, TEST#010:I#015:20200101/20200131#207: AAO1
#307: AAO1#309:N#370:CC/CC#372: AA/AAO1#407 : 1#411:RF#412:20200101#430:B/Q/2/F
#436:fuel#446:13#447:13#469:N#470:1#630:88011.7G#670:2678.7G#
001:0I/AA;1#002:2/6#003:20200302#006: TEST, TEST#010: I#015:20200101/20200131#207 : AAO1
#307: AAO1#309:N#310:1#370:CC/CC#372: AA/AAO1#407 : 1#411 :RF#412:20200101#430:B/Q
/2/F#436: fuel#446: 15#447: 15#469 : N#470: 1#630:88011.7G#670:2678.7G#
001:0I/AA;1#002:3/6#003:20200302#006: TEST, TEST#010:I#015:20200101/20200131#207 : AAO1
#307:AAO1#309:N#310:2#370:CC/CC#372: AA/AAO1#407 : 1#411 :RF#412:20200101#430:B/Q
/2/F#436: fuel#446: 17#447: 17#469 :N#470:1#630:88011.7G#670:2678.7G#
001:0I/AA;1#002:4/6#003:20200302#006: TEST, TEST#010: I#015:20200101/20200131#207 : AAO1
#307: AAO1#309:N#310:4#370: AA/AAO1#372: AA/AAOLI#407 : A#411 : LN#412:20200131#430:B/Q
/1/G#436:spent_fuel#446:76#447 : 76#469:N#470: 1#630:13831.7G#670:2222.7G#
001:0I/AA;1#002:5/6#003:20200302#006: TEST, TEST#010: I#015:20200101/20200131#207 : AAO1
#307:AAO1#309:N#310:3#370:CC/CC#372: AA/AAO1#407 : 1#411 :RF#412:20200131#430:B/Q
/2/F#436: fuel#446:83#447:83#469 : N#470: 1#630:88011.7G#670:2678.7G#
001:0I/AA;1#002:6/6#003:20200302#006: TEST, TEST#010: I#015:20200101/20200131#207 : AAO1
#307:AAO1#309:N#310:4#370: AA/AAO1#372: AA/AAOL1#407 : A#411: NP#412:20200131#430:B/Q
/1/G#436:spent_fuel#446:76#447:76#469:N#470:1#700:729.0G#

Report 2: February

001:0I/AA;2#002:1/1#003:20200330#006: TEST, TEST#010: I#015:20200201/20200228#207 : AAO1
#307:AAO1#309:N#310:5#370: AA/AA01#372:CC/CC#407 : 2#411 : SF#412:20200215#430:B/Q
/3/G#436:spent_fuel_cooled#446:76#447 :76#469 :N#470:1#620:74.18K#700:729.0G#

Report 3: March

001:0I/AA;3#002:1/4#003:20200430#006: TEST, TEST#010:I#015:20200301/20200331#207: AAO1
#307:AAO1#309:N#310:7#370: AA/AAO1#372: AA/AAO1#407 : A#411 : LN#412:20200303#430:B/Q
/1/G#436:spent_fuel#446:145#447 : 145#469 : N#470: 1#630:13831.7G#670:2222. 7G#
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001:0I/AA;3#002:2/4#003:20200430#006: TEST, TEST#010: I#015:20200301/20200331#207 : AAO1
#307:AAO1#309:N#310:6#370:CC/CC#372: AA/AAO01#407 : 1#411:RF#412:20200303#430:B/Q
/2/F#436: fuel#446: 152#447 : 152#469: N#470: 1#630:88011.7G#670:2678.7G#

001:0I/AA;3#002:3/4#003:20200430#006: TEST, TEST#010: I#015:20200301/20200331#207 : AAO1
#307:AAO1#309:N#310:7#370: AA/AAO1#372: AA/AAO1#407 : A#411 : NP#412:20200303#430:B/Q
/1/G#436:spent_fuel#446:145#447 : 145#469: N#470: 1#700:729.0G#

001:0I/AA;3#002:4/4#003:20200430#006: TEST, TEST#010:I#015:20200301/20200331#207 : AAO1
#307:AAO1#309:N#310:8#370: AA/AA01#372:CC/CC#407 : 2#411 : SF#412:20200318#430:B/Q
/3/G#436:spent_fuel_cooled#446: 145#447 : 145#469: N#470: 1#620:74.18K#700:729.0G#

Report 4: April

001:0I/AA;4#002:1/4#003:20200530#006: TEST, TEST#010: I#015:20200401/20200430#207 : AAO1
#307:AAO1#309:N#310:10#370: AA/AAO1#372: AA/AAO1#407 : A#411 : LN#412:20200403#430:B/
Q/1/G#436: spent_fuel#446:214#447:214#469:N#470:1#630:13831.7G#670:2222. 7G#
001:0I/AA;4#002:2/4#003:20200530#006: TEST, TEST#010: I#015:20200401/20200430#207 : AAO1
#307:AAO1#309:N#310:9#370:CC/CC#372: AA/AAO1#407 : 1#411 :RF#412:20200403#430:B/Q
/2/F#436: fuel#446:221#447 : 221#469 : N#470: 1#630:88011.7G#670:2678. 7G#
001:0I/AA;4#002:3/4#003:20200530#006: TEST, TEST#010: I#015:20200401/20200430#207 : AAO1
#307:AAO1#309:N#310: 10#370: AA/AAO1#372: AA/AAO1#407 : A#411 :NP#412:20200403#430:B/
Q/1/G#436:spent_fuel#446:214#447:214#469 :N#470:1#700:729.0G#
001:0I/AA;4#002:4/4#003:20200530#006: TEST, TEST#010: I#015:20200401/20200430#207 : AAO1
#307:AAO1#309:N#310: 11#370: AA/AAO1#372:CC/CC#407 : 2#411 : SF#412:20200418#430:B/Q
/3/G#436:spent_fuel_cooled#446:214#447 :214#469:N#470: 1#620:74.18K#700:729.0G#

QCVS configuration

In order to verify the working example above using QCVS, the tool was configured with the
data of the the fictional countries. Because country AA is not required to know the facility and
MBA codes of their trading partner country CC, those were left blank.

File Data

Countries AA, CC
DomesticFac AAO01
DomesticMBA AAO01
ForeignFac

ForeignMBA

Table C-1: Configuration of QCVS

The reports above passed the QCVS quality control checks.
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