Award Number: DE-EE0008774
Recipient Name: U. of North Carolina at Charlotte (UNCC)

Final Technical Report (FTR)

Cover Page
a. Federal Agency Department of Energy
b. Award Number DE-EE0008774

Optimal Reconfiguaration and Resilient Control
c. Project Title Framework for Real-Time Photopholtaic Dispatch to
Manage Critical Infrastructure (ReDis-PV)

d. Recipient Organization University of North Carolina at Charlotte
e. Project Period Start: Nov. 2019 End: April 2023
Sukumar Kamalasadan

Professor
f. Principal Investigator (Pl)
skamalas@uncc.edu
704-687-7099

Darlene "Darl" Booker

) Executive Director, Grants & Contracts Administration
g. Business Contact (BC)

grants-contracts@uncc.edu
704-687-1862

h. Certifying Official (if different
from the Pl or BC)

= 07/30/2023
Signaturelof Certifying Official Date

Not Applicable

By signing this report, | certify to the best of my knowledge and belief that the report is true,
complete, and accurate. | am aware that any false, fictitious, or fraudulent information, misrep-
resentations, half-truths, or the omission of any material fact, may subject me to criminal, civil
or administrative penalties for fraud, false statements, false claims or otherwise. (U.S. Code
Title 18, Section 1001, Section 287 and Title 31, Sections 3729-3730). | further understand
and agree that the information contained in this report are material to Federal agency’s funding
decisions and | have any ongoing responsibility to promptly update the report within the time
frames stated in the terms and conditions of the above referenced Award, to ensure that my
responses remain accurate and complete.

Page 1 of 100



Award Number: DE-EE0008774
Recipient Name: U. of North Carolina at Charlotte (UNCC)

Acknowledgment: "This material is based upon work supported by the U.S.Department
of Energy's Office of Energy Efficiency and Renewable Energy (EERE) Solar Energy
Technologies Office (SETO) under the DE-FOA-0001987, Award Number DE-EE0008774."

Disclaimer: "This report was prepared as an account of work sponsored by an agency of the
United States Government. Neither the United States Government nor any agency thereof, nor
any of their employees, makes any warranty, express or implied, or assumes any legal liability or
responsibility for the accuracy, completeness, or usefulness of any information, apparatus,
product, or process disclosed, or represents that its use would not infringe privately owned
rights. Reference herein to any specific commercial product, process, or service by trade name,
trademark, manufacturer, or otherwise does not necessarily constitute or imply its endorsement,
recommendation, or favoring by the United States Government or any agency thereof. The views
and opinions of authors expressed herein do not necessarily state or reflect those of the United

States Government or any agency thereof.”

Page 2 of 100



Award Number: DE-EE0008774
Recipient Name: U. of North Carolina at Charlotte (UNCC)

Executive Summary

The consortium is conducting cutting-edge collaborative research that will allow advancing
solar energy’s role in strengthening the resilience of the U.S. electricity grid. The U.S De-
partment of Energy Solar Technologies Office (SETO) has awarded 4.6 million to Professor
Sukumar Kamalasadan (The University of North Carolina at Charlotte) for the project “Opti-
mal Reconfiguration and Resilient Control Framework for Real-Time Photovoltaic Dispatch to
Manage Critical Infrastructure (ReDis-PV)”. The project developed a grid management tool
that detects cyber and physical threats and forms dynamic clusters to manage photovoltaic
and energy optimally. The project collaborating team includes the University of North Carolina
at Charlotte, Clemson University, New Mexico State University, Florida International University,
Argonne National Laboratory, Idaho National Laboratory, OPAL-RT Corporation, and Duke En-

ergy.

The objective of this project is to design a grid management tool (ReDis-PV) that is threat-
aware, resilient, grid reconfigurable, and can form dynamic clusters to optimally manage PV
and energy storage for improving grid resiliency and supporting critical infrastructure. ReDis-
PV consists of the following:

» A situational awareness module.

» Proactive resiliency diagnosis and predictive adaptation module.

A hierarchical control with dynamic clustering and organization module.

Optimal power flow module.
» A network reconfiguration and cyber security threat detection module.

The proposed approach is to develop a vendor-agnostic tool comprising of the above-mentioned
modules requiring minimal communication between active PV stations, storage nodes, and
distribution control center (DCC).

In this project, the tool has been successfully developed and verified with IEEE test system
and Duke Energy Feeder. The tool has been delivered to Duke Energy, verified by the Duke
for full functionality and a completion certificate has been obtained. The capabilities of the tool
is a) It can group the DERs allowing the DERs to support the electric grid b) It can provide
optimal management of DERs based on grid objectives to improve grid reliability, c) It can be
used during outages to improve the load generation balance and support to critical loads, d) It
can be used to improve grid resilience, and e) the tool is scalable and field implementable.
Going forward our objective is to have this tool implemented on a utility feeder as a pilot study
which will help us (the project team and the utility) assess the tool’s impact to improve grid
reliability and resilience on a real-feeder. Further, the tool’s adoptability will be evaluated and
work in this direction will be initiated.
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1 Backgound

Increased penetration of photovoltaic (PV) systems on distribution grid bring operational chal-
lenges and opportunities both [5]. With recent developments in dispatchable inverters, PV
systems including behind-the-meter (BTM) PV can be aggregated for a variety of grid func-
tionalities. With the 4-quadrant control of the inverters, it is possible to modulate the active
and reactive power of PVs for grid services that would have been traditionally provided by the
large conventional generators. Distributed Generators (DGs) whether renewable or not can
fulfill the demand locally and can be extremely useful [16]. However, a growing number of
active devices and their control in the power distribution system can make grid management
extremely complex [14]. Furthermore, the variations in the load on an unbalanced distribution
system are not uniform thus a central control architecture can be inefficient and non-optimal
in managing each local part of the power grid. Assigning local control by developing groups of
DERs as clusters can efficiently manage respective zones in the distribution system.

Power grid partitioning has a wide spectrum of applications. In planning and analysis of
the power grids, partitioning is used in network reduction and parallel processing of the grid
partitions. Ref. [31, 29, 30] discusses the network partitioning based on the generator co-
herency to improve the reliability of the network and [11] and [27] proposes the use of net-
work clustering to restart the power grid zones in from a blackout scenario. Several meth-
ods of grouping have been discussed in the literature based on clustering. Kernel-based
clustering is performed through non-linear mapping of data in the feature space [26, 13, 33].
This has been applied to Intentional Islanding[25], Multi-Machine Equivalence [37], Bad data
detection[34, 20]. In density-based clustering, the clusters are formed based on the density
of the data points[6, 8, 36]. The area with a relatively higher density of the data points forms
a cluster. In power system, electricity theft detection[40], fault detection [19], site selection
decision for wind farms[3], generator coherency detection[42] are some of the areas in which
these clustering methods are used.

In the distribution grids, the clustering methods have been primarily applied to identify the
micro-grids during grid contingencies for an islanded operation [15, 7]. Since a power network
can be modeled as a graph, various graph-based methods can be applied for the partitioning[21,
17]. Hierarchical and spectral-based clustering approaches are the commonly used approaches
of power grid clustering [28]. Even though the approach is very effective, the results of the
spectral clustering are an approximate solution and may not ensure the minimum k-way par-
tition of a graph. In addition to that, the spectral clustering clusters’ results are often found to
be discontinuous. The issues of discontinuity and non-optimum cut are not addressed in the
literature. Ref. [31] proposes the pre-processing and post-processing approaches to improve
the cluster quality and remove the discontinuities. However, considering the iterative nature of
these approaches, the application in real-time applications of a larger distribution network may
not be feasible.

One of the traditional approaches for control and management of DG units is the centralized
approach. The centralized schemes may not be able to operate under the significantly in-
creased number of DG units [38, 4, 23, 1, 22]. The main factors that make the centralized
control not feasible are (a) the absence of a committed management unit; (b) computational
stress due to the presence of a large number of the controllable assets, e.g., DGs and loads;
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(c) frequent restructuring requirements since a change in even one entity influences the main
controller; (d) safety and reliability sensitivity of the main controller as a common point of
failure; (e) trouble in sharing data, due lack of the way or unwillingness; (f) Also, the load
distribution, as well as the variation, is not uniform in the distribution grids. Therefore, the
centralized control module for all the controllable elements will be complicated and inefficient.

The non-centralized techniques may be decentralized or distributed which can overcome the
limitations associated with the centralized approach. In the decentralized approach, the com-
munication and information exchange between subsystems is assumed to be unimportant or
negligible. This supposition, however, is not always rational and may result in poor system-
wide performance. The blackout or complete power failure during 2003 in North America is a
pertinent example of such decentralized control system failure [38]. In that particular unfortu-
nate event, each subsystem was putting their effort into maintaining their stability by tripping
and transferring the additional loads or demands to another subsystem, thus resulting in se-
vere overloading and tripping of the entire system because of cascaded events.

Distributed management and adaptive control algorithms [18, 39, 12] consider the interaction
between units. They allocate the control work to pertinent units or subsystems based on their
functioning in different periods which constitutes the idea of control hierarchy (primary, sec-
ondary, and tertiary controls). To have the control approach distributed, a distributed model
is required either through optimization or based on clustering that gives set-points and in tan-
dem develop dynamics included in the control objective, or we use the distributed control
approaches such as model predictive control (MPC) framework where dynamic optimization
and control objectives are included in one objective. Several works related to distributed con-
trol have been proposed in the recent past [35, 41, 2, 10, 9]. Several limitations are associated
with these distributed optimization-based control approaches, such as missing communication
features [41, 10, 9]. Alongside scalability issues, most of these approaches were also not
tested [35, 41, 2, 10]. Importantly the distributed control fulfilling such pertinent requirements
has not yet been introduced or solved in the literature.

In our earlier works, we have developed distributed control architectures with spectral clus-
tering [24]. In that work, we focused on developing active power clustering and distributed
control of DERs. Preliminary results were presented and verified. In this work, a method for
grouping DERs in the grid based on spectral clustering is proposed that can not only group
but also check the quality of the clusters and regroup if necessary. Based on creating such
virtual clusters of DERs (based on the net power balance in each cluster), further, a distributed
control of controlled assets (in this paper, control of BESS) is presented. The approach not
only provides an optimal set-point for BESS but also takes into account the state of charge and
provides inter-cluster balance. The main advantage of such a framework is that it can manage
the local part of the grid effectively, considering any state of BESS and any number of DERs.
Compared to other architectures and [24], the main advantage of this tool is its ability to per-
form multiple objectives, including a) grid support functions of DERs, b) optimal management
of grid objectives, c) improve grid resilience and support critical infrastructure, d) assess grid
vulnerability in the presence of DERs, e) provide visualization and operator interface, f) assess
the grid risk during physical and cyber-related threats and perform improved load generation
balance without affecting the grid and g) protect critical infrastructure and asset from any cyber
related threats.
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2 Project Objectives

The main goal of this project is to develop a tool that can identify potential PV farm energy
storage clusters and manage the cluster for improving grid resiliency during natural and man-
made attacks and at the same time improve grid reliability during normal operation. To achieve
this goal, the following major technical objectives are set, Objective# 1: Dynamic integrated
transmission and distribution (T& D) model with situational awareness module: We plan to
develop a dynamic T& D model that updates the operation of the grid in the presence of DER
cluster that participates in improving reliability and resiliency during normal or abnormal op-
erational phases of the distribution grid. Objective# 2: Cluster organization and hierarchical
area control module: A module that organizes the DER cluster and develops an area con-
troller. Objective# 3: Grid level optimization module: A module that helps optimally manage
active and reactive power in DER clusters considering grid conditions. Objective# 4: Dy-
namic cluster control architecture and risk/threat resiliency module: A module that organizes
all the cluster level controllers dynamically based on the risk and measures the level of risk.
Objective# 5: Protection and network reconfiguration module: A module that reconfigures the
network and provides protection schemes to harden the cluster. Objective# 6: Grid-aware
communication and cybersecurity threat detection module: A module that provides a commu-
nication infrastructure for implementing the control and protection schemes and detects and
analyzes cybersecurity-related threats. Objective# 7: Overall integration, real-time lab-scale,
and field validation. The final objective is to develop a software platform that is tested in the
lab and partly in the field and can be integrated with hardware. The results are validated and
verified in the hardware in the field. The tasks have been classified for three budget periods.
For the budget period 1, the tasks are categorized as follows: Task 1: Model integrated T&
D system with control (device level) and communication layer and incorporating DER Task
2: Design and develop algorithms for forming DER clusters Task 3: Build a centralized ver-
sion of distribution optimal power flow-DOPF Task 4: Develop dynamic control architecture,
controller design adaptation, and lead controller selection Task 5:Evaluate conventional pro-
tection schemes in the presence of renewables and propose/evaluate a suitable method Task
6: Creating a communication network model that provides robust communication structures
for enabling the communications in the distributed PV systems enabled the smart grid and
integrating the model with Task 1 Task 7: Transmission and Distribution network model devel-
opment/conversion and validation using the OPAL-RT simulator.

For the budget period 2, the tasks are categorized as follows: Task 8: Identify and model
physical vulnerabilities based on the power grid model. Task 9: Develop area controller for
dynamically selected clusters and evaluating the architecture. Task 10: Large-scale distribu-
tion optimal power flow (DOPF) and integration with other modules. Task 11: Development
of risk/health-based resiliency modeling/monitoring framework. Task 12: Integrate (with Task
9, Task 13 and Task 14) the protection methodology with the controller. Task 13: Design
threat detection model and latency sensitive communication considering vulnerability assess-
ments from Task 8 and risk threats from Task 11. Task 14: T & D network large-scale model
development/conversion, validation and interfacing of communication and other modules with
OPAL-RT simulator.For the budget period 3, the tasks are categorized as follows: Task 8:
Identify and model physical vulnerabilities based on the power grid model. Task 15: De-
velop a situational awareness module (Integrate with Tasks 2, 3, 5). Task 16: Integration and
scalability testing of clustering/area control including network reconfiguration/protection. Task
17: Inclusion of integer and distributed version of Distributed Optimal Power Flow (DOPF))
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for large network and integration with other modules. Task 18: Application of hybrid anomaly
detection mechanisms and their integration with risk-informed adaptation. Task 19: Valida-
tion of protection design using scenarios (Assist Task 16, 21) and harmonizing the scheme
with transmission system protection. Task 20: Integrate the grid-aware communication net-
work topology to the protection and reconfiguration framework. Task 21: Incorporate all the
final modules and integrate/validate the network reconfiguration/control/optimization with real-
time/HIL testing. Task 22: Validation and verification of final tool with respect to field and test
case data.
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3 Project Results and Discussion:

3.1 Acronyms

Nomenclature

A The optimal dimension of cluster embedding
BESS Battery Energy Storage Systems

L Normalized Laplacian

M;  The set of indices of the areas that contain bus
P,;  The real power flowing from the bus 7 and j
Qi;  The real power flowing from the bus 7 and j
SOC The state of charge of BESS

V Vertex set of the graph

V; The voltage magnitude of bus ¢

W,;  The weight of the edge or line

ADMM Alternating Direction Method of Multipliers
DER Distributed Energy Resources

DRCA Dynamic Re-configurable Control Architecture
EMT Electro-Magnetic Transient

iCAAP Information-centric Network Architecture for Application-Specific Prioritization

MISOCP Mixed Integer Second Order Conic Programming

NDN Named data Networking

OPF-R Distribution Grid Optimal Power Flow with Network Reconfiguration

RICE Risk-Informed Condition Evaluation

SOCP Second Order Conic Programming
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Figure 1: Formulation of cluster formulation module and grid simulator.

3.2 Cluster Formation and Clustering
3.3 Module 1: Clustering of IBRs and Types
3.4 Spectral clustering Based Distributed Control Approach

Spectral clustering is a graph-based partitioning algorithm treating the data points as graph
nodes and partitions the graph based on the weight of the connections among the graph
nodes.

3.4.1 Proposed Active Power Clustering Methodology

Consider the multi phase power distribution network shown in Fig. 2 represented as a undi-
rected graph G = (V, E), where V = {1,2,3,4,5} and F = {{1,2},{2,3},{2,4},{4,5}}. The
vertex set (V') of the graph represents the set of network buses and the edge set (F) repre-
sents the connections among the vertices. Let ¢ be the number of phases and B is the total
number of buses. For ¢ phase lines connecting two vertices 7 and j the weight of the edge or
line can be represented in terms of the power flowing between two buses as

o
Wiy =Y ()l (1)
=1
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SLACK
Utility ¢ BUS) BUS 2 /
Grid 2 Branch 1

Figure 2: Graphical representation of a 4 bus distribution system.

where P;; represents the power flowing between bus i and j. In terms of a graph depicting the
electrical network, the weight of an edge is related to the strength of the electrical connection
between two buses. As the updates in active power change with load and DER changes, the
weights (representing the ’strength’ of the connection) change based on the network condi-
tions.

The significance is that weight of a line connected between two vertices measures the impor-
tance of the line in a given operating condition. Line weights can be interpreted as a penalty
for cutting the corresponding line when clustering but also as a measure of the connection
strength, as strongly connected vertices are more likely to be clustered together.

Using (1), the weighted adjacency matrix of a generalised N bus power grid can be repre-
sented as

0, if vertices 7 and 5 are not connected
A;; = ¢ W, if vertices i and j are connected (2)
0, ifi=7

where: =1,2,3,...... B,j=1,2,3,.... B, and A is the measure of power flow between bus i
and j.

The significance is that for the power distribution grid, where a graph represents a distribution
network the weighted adjacency matrix depicts the strength of the electrical connection (power
flow) between buses. Thus it measures the importance of all the edges or lines affiliated with
the distribution network in a given operating condition.

According to the graph theory, degree matrix (D) is a diagonal matrix in which each diagonal
element (D;;, Das. ... .. Dgp) represents the degree. The degree of a vertex or a bus can be
computed by summing the strength of weights of all edges attached to that particular vertex.
The overall strength or degree of each of the B buses can then be

B
Dii =Y Wy (3)
j=1

The degree matrix of graph G representing a distribution network defines the electrical strength
of buses. This matrix depicts the amount of power incident at each bus in the distribution
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network.
Lij = —Ay, ifi#] (4)
0, (4,j) £ B

The degree is one of the most significant parameters to justify the quality of the cluster. With
the above consideration, the Laplacian matrix (L) of the distribution system can be repre-
sented using L. The L is the BXB matrix and can be computed as

Lij =4 —Ay, ififj (5)
0, (i,5) £ E

The normalized Laplacian (L") can be derived using pertinent mathematical operations on the
degree and Laplacian matrices.

Ly = —\/ﬁ ifi £ j bus i is adjacent to j (6)
0, (i,J) 2 E

In simplest form, the normalized Laplacian (L") matrix can be derived using equation below:
L"=D :LD 2 (7)

By looking at the Eigenvalue of the Laplacian matrix having zero values, the number of con-
nected components can be identified. For clustering purposes, the normalized Laplacian ma-
trix is used for the randomly weighted network in terms of cluster solution quality. The higher
relative Eigen gap and lower Eigenvalue define the quality of good clusters. The higher the
relative Eigen gap or smaller the Eigenvalue, the lower will be the size of the boundary thus
clustering quality will be excellent. The grouping of the DERs (clustering) is based on the
power flowing in the distribution network such that the net power (load-generation) between
clusters is minimum. We name the lines connecting clusters as tie-line. Thus the clustering
approach provides active clusters that have the lowest power flow in the tie-lines. In the field, of
ADMS-based power flow, the branch power calculated from ADMS can be used as the weight
for the spectral clustering.

A distribution circuit with high PV penetration at the downstream level provides a power drop or
dip in the distribution lines. This represents that there are PVs that is supporting downstream
loads at various location. Considering this dip, each of the clusters around the power dip
area can be presented as local microgrids. If there are sudden PV changes or fluctuations
in power, the clustering algorithm identifies the changes and performs re clustering. For our
approach, a time-based clustering (clustering performed periodically) is designed. The quality
of the cluster is checked every time the cluster is formed based on the optimal dimension of
cluster embedding using the Eigen gap calculated as follows.

(8)
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S (9)
|[vrl|

where k represents the optimum number of clusters and it is computed based on indices
or position of the highest Eigen gap {k"™ = index(maxz(\]))}. The higher the relative
Eigen gap, the lower will be tie-line weight or power flow (power between clusters), making
the partition optimal.  Represent the distribution network as a undirected Graph G such that
G=(V,E).

Identify the vertices V' and edges FE.

Intitalize the timestep k£ = At, P;;, A of dimension B x B, D of dimension B x B.

k=1:n x=1:¢ Compute the power flow through the lines that correspond to edges, P;;
Compute the weight of each edge in the distribution system using (1)

i=1:B j=1:B A;;=0;if vertices i and j are not connected

A;; = Wy;; if vertices i and j are connected

Compute the Laplacian, and normalized Laplacian matrix using (5) and (6).

Compute the Eigenvalue and the Eigenvectors of the normalized Laplacian matrix.

Compute the Eigen gap using (8).

Determine optimum number of cluster k using {k?"™% = index(maz(\]))}.

calculate ¢(Cy).

¢»(C}) < e Continue Go to Step 19 and compute the subsequent optimum cluster

return

Uk

3.4.2 Cluster Quality Assessment

Let us say a cluster C; = (V}, E;), which is also a sub graph of original distribution network
G=(V,E)(i.eCy € G,V, € Vand E;, € E). The quality of a partition is measured based on
the volume of the cluster and its boundary size. The volume of a cluster C; (vol(C})) can be
computed as

i€Vi
The boundary of cluster C; is computed using:
BC)= Y. Wy (11)
iECt,jéct

The overall quality of cluster will be measured as a ratio of boundary and volume of the cluster
and is called as expansion.
B(Ch)

H(C) = vol(Cy)

If the expansion value C; is small, the clusters are considered of good quality. This means the
tie-line power flow is minimal indicating that the clusters are weakly connected to the remaining
power network. It is important to note that providing both the good cluster volume and lower
power between clusters is extremely critical for a high-quality cluster. The detailed clustering
approach is provided in Algorithm 3.4.1.

(12)
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3.4.3 Quality of overall cluster formations

The quality of overall partitioning of a graph representing a distribution network can be quan-
tified by computing the following metrics: Ncut Normalized cut or Ncut of a graph G is the
average of sum of the expansions of all the islands or clusters existing in the graph repre-

sented as
B(Cy)
=% Z vol(CY) (13)

where K represents the total number of clusters of a graph or network. Maximum expansion
For cluster C; = (V;, E;), which is also a sub graph of original distribution network G = (V, E)
(e Cy € G, V, € Vand E; € E), the overall quality of K numbers of clusters (G = {G1; UG, U
GsU....... UG k}) can be computed by taking maximum of all the expansion among the islands

as
B(C1)  B(C)  B(Ck)
vol(Cy) vol(Cy)’ mvol(C'K)) (14)

Discontinuity The K-means and K-Melodies clustering approach for partitioning the distribution
network into K number of clusters may sometimes result in the discontinuity of the partitions
or clusters [32]. This becomes more evident while partitioning the distribution network with
low inter-cluster connections. For this, a discontinuity flag (1 or 0) has been utilized to identify
clustering discontinuity every time clusters are formed and corrected. Cluster size ratio (R)
The cluster size ratio can be computed by dividing the number of nodes N? in the smallest
cluster of graph G by the total number of nodes N’ in the largest cluster of graph G. This
metric has been used to signify the balance between the smallest and largest partition and
can be computed as:

&(max) = max(

NS
R= 7 (15)

3.4.4 Factors affecting the cluster quality

Laplacian normalization For the purpose of minimisation of NCut , the normalized Laplacian
works way better than un-normalized Laplacian. On normalization, the non-diagonal elements
of normalized matrix can be written as:

Ly
L= (16)

An example related to displaying the benefits of normalized Laplacian is illustrated in Fig.
3. It can be seen from the power flow results that, the real power flow (P) is reduced while
transitioning from bus 105 to nodes 11, 107, and 114. This is obvious since there is only one
PV farm. However, the normalized power Pn flow does not follow the same trend as the un-
normalized one (16). The Normalization assists in preventing the scenario of the formation
of an unwanted cut close to the feeder end where the amount of real power flow is small and
thereby improving the size ratio. Fig. 4 shows the improvement with normalization in the size
ratio for 1000 active power-flow-based clustering instances.

Number of clusters (k) On running the spectral clustering over the normalized Laplacian for
kope clusters, considerable improvement in the clustering quality has been observed. To il-
lustrate this, clustering based on 120 snapshots of power flow scenarios is performed with
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Figure 3: Edge weights with and without Laplacian normalization.
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Figure 4: Effect of normalization on the size ratio of the clusters.

optimum £ clusters obtained using the relative eigengap, with k& ranging from 2 to 10. The
summary of the analysis is presented in Table 1.

3.4.5 Power Grid Model with Normalized Laplacian Matrix:

The power flow model of the distribution network in Fig.2 can be represented as

Vi(t) = V() = Zy[(Py (1) = Qi) = Vi (2)] (17)
Similarly, the power flowing through the lines can be represented as
t)= ) Pul(t)+ F(t) (18)
k’GNj
Q’Lj Z Q]k + Q] ) (19)
kEN;

The above power flow model can be written in the compact form
Vi(t) = Vi (1) = 2(Ri; Py(t) + X3y Qus (D) + (B + X3) * L (20)

where / represents the square of the currents in the branch.
Considering the distribution system properties (R >> X) for all the non boundary nodes in

Page 17 of 100



Award Number: DE-EE0008774
Recipient Name: U. of North Carolina at Charlotte (UNCC)

Table 1: Effect of optimal £ on the clustering quality

Quality Parameter Random k € {2,10} k,,x € {2,10}

Ncut 0.14 0.06

Maximum expansion 0.32 0.12

Di tinuities f

iscontinuities for every 5 07 0.25

10 clustering instances

Size Ratio 0.295 0.31
the cluster )

Vi(t) = V" (1) = 2Ry Py(8) + R + Ly (21)

The above equation can be represented in terms of Laplacian:
Vi(t) = Vi (8) = 2(Riis (1) + B} 4y (22)

where j € vy(np), © € U(nb), Va(np) 1S Set of all the non-boundary nodes in cluster K.
For all the boundary nodes connecting between clusters K and M, the voltage equation is
given as:

Vinr(t) = Vi (t) — 2(Ra Pa(t) + R, * Ly (23)

The above equation can be represented in terms of cluster boundary as follows:
Viar (1) = Vg (t) — 2(RinBin(t) + B3, = Ly (24)

where b € vy(p), @ € Vu(B), T & Vanb) Va(B) 1S St Of all the boundary nodes in cluster K and
M. Taking the difference between subsequent time steps, ¢ + 1, and with high cluster quality
(where the power between clusters are minimum), (23) and (24) can be written as

AVj(t) = AV () — 2Ry L1 (t) (25)

AViar(t) = AViG2 () — 2Ry (t) (26)

In (25), knowing that the voltage dynamics are based on the net load, Avf” (t) = Y (k) * Py
where Y (k) represents the net-load coefficients. Also, considering the formation of stable clus-
ter, the expansion coefficient is small. Thus in (26), AV, (t) = AV%*(t) can be represented
as «a x Py, (t) to make the interclusteral deviations minimum. With this (25) and (26) can be
represented as

AV;(t) = X (k) * Pu(k,n) —L}; (27)
AV;-“’V”’ (t)
where LZ = 2R;; L} (1)
AVip(t) = a % Pyy(t) — € (28)
AVSP (6)-dr,
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where g%% = 2Ryl (1).

Thus the cluster formation can be synthesized to develop the dynamic distributed model of the
power distribution system attributed to the changes in DER outputs. This distributed model
can then be used for developing a distributed control framework without the need for any
optimization model.

3.5 Spectral Clustering Based Distributed Control Approach

The goal of the spectral clustering-based distributed control approach is to utilize the DERs for
both grid support and maximum solar penetration (PVs). Thus with the proposed distributed
control approach, DERs operation and output are supervised and controlled utilizing the con-
trol capability feature of smart inverter-based DERs, The objective of the cluster control module
is to support a locally connected load and reduce the chance of disturbance arising due to PV
interruption and load fluctuations in a cluster and across the cluster. [!t] Identify DER clusters
from Algorithm 1.

Initialize £ with time step At.

n =1t : N For cluster k, compute the net load without BESS for each cluster using (29)

For k, compute the reference net load using (30)

Compute the error between computed and reference net load of cluster k.

Optimize the error using (31).

Determine the active power dispatched by overall BESS of the k" cluster (Pprss(k,n)) using
(33).

Provide the (es..(j,n)) and (BESSkwh)-

Compute the active power set points (P.,,)) for the individual BESS say .

For every BESS of cluster, based on the e,..(j,n) value, calculate the ramp-rate coefficient
(¢Z,.) using (36)

soe < €M (I =k, (I.=k; > "\ esoe(d,i) Calculate active power dispatch for every BESS
within each cluster using (37).

Adjust the setpoint if the SoC is not within the tolerance limit.

n=t+ At

Let the DER dynamics due to PVs in a cluster can be represented as a net-load for cluster £ at
any time n given by (29). Here P,;(k, ) is the net-load without BESS for cluster k at time-step
i. If the criticality level is known for the feeder-loads, the net-load (F,;) can be made same as
the critical net-load (P¢,(k,1)).

P (k,n) = Pload(k,n) — Py,(k,n) (29)
In the proposed approach, the reference net-load P,:ff(k:,n) for a k cluster is calculated by

taking the moving average of the net-load (P,;) or the critical net-load(P¢,(k,7)). For the past
N measurements, this can be obtained from the Laplacian as shown in (30).

re 1 - rn
Pnlf(k,n) - N Z Li; (30)

i=n—N

N is the number of historical measurement samples, i is the computational window start time,
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n is the current time.

As shown in (31), the linear least square optimization approach is applied to minimize the error
between the reference net-load nglf and the measured net-load (P,;) for the k' cluster over
past N measurements. Here Y (k) is the optimization co-efficient. The proposed approach
calculates the cluster dispatch set-points for the next time-step by minimizing the square error
through-out the sample window (V).

min U = 3 2x (s Pl d) = T(K) « Py (5, 1) 31)

i=n—N

The net-load support provided by the BESS within the cluster is limited by the active power
rating (k1V) rating of the BESS within the cluster. For m BESS within the cluster, the total
active power support available for the cluster k is represented by Py (k) = PBFSS  PBESS 1
....PBESS Based on the Py (k), the upper and the lower bounds of the optimization coefficient
T (k) can be formulated as shown in (32). The upper and lower bounds limit the support
capabilities for each cluster based on the total kW ratings of all BESS within the cluster. With
T(k), the optimal active support from the m number of BESS for cluster & can be calculated
as

—P P, P P,
rw + l(n) < T(k) < rw T+ l(n) (32)

Pref Pref
Pppss(k,n) = Py(k,n) — Y(k) * Pi (k,n) (33)

The Pgpss(k,n) determines the total active power to be dispatched by the BESS of the k"
cluster. The dispatch from an individual BESS is distributed among the cluster BESS based
on the decreasing order of the state of charge error (e,,.(j, 7)) and the storage capacity of the
BESS (BESSkWh) as
esoc(j,n) = SOCy(3,n) — SOC(j,n) (34)
ekthoc(ja n) = esoc(j; n) * BESSkWh (35)
A Pl-based approach is used to calculate the active power setpoints (P.,,)) for the individual
BESS. This approach aims to improve the SOC recovery for the targeted state of charge
(SOC,(j,n)) and was found to be efficient in keeping the BESS state of charge within the upper
and lower limits. For every BESS within the cluster, based on the e,,.(j, n) value, the ramp-rate
coefficient (¢7 ) is calculated as shown in (36). When the SOC error (e,,.) is smaller compared
to the error threshold ¢!, the proportional component ramp-rate coefficient is based on the
proportional component (k,) which controls the sudden changes in the BESS dispatch. When
the SOC error (e,.) is larger compared to the error threshold €', the integral component
based on errors for the last N measurements is used to control the BESS dispatch. The values
of K; can be further varied dynamically based on charging and discharging opportunities to
improve the SOC recovery.

7 — k}” for esoc(jv TL) S eg};c (36)
°o ki Z:L:n—N €soc (]7 i), for 800(j> n) Z ei’gc

Based on the ¢/ ., the value of active power dispatch for every BESS within the cluster is

oc’
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calculated sequentially as shown in (37) limited by BESS kW limits P,ﬁw as shown in (38).

1 "
Pj — % PBESS(k’ n) - Z]Vj>1,m:1 Pset
set soc Nk; _ ] + 1

~Ply, > PL, <Pl (38)

3.6 Inter-cluster Set-point Segregation

Eq. 37 segregates the cluster set-point for every BESS on the system based on the ¢/,
coefficient. The sequential segregation of the set-point may not be optimal. Also, the approach
may not support inter-cluster power exchanges between the BESS. ie. A BESS with higher
SOC may not be able to support BESS with lower SOC. Hence, an inter-cluster optimization
was developed to keep the BESS SOC within the tolerance limit.

For every cluster(k), the objective function for BESS set-point segregation can be formulated
as follows:

mménsoc;m‘get — S0Ci(1)||? (39)
subjected to the kW support limit of the BESS
—P" < B(t) < B (40)
From (40) the storage capacity of BESS can be represented as
P;(t) = Ebess;(t — 1) — Ebess;(t) (41)
Since Ebess;(t) can also be represented in the form of SoC, (41) can be modified to
Pi(t) = Ebess;(t — 1) — SOC;(t) * Ebess; (42)
Substituting P;(¢) in (40)
—PM < Ebess;(t — 1) — SOC;(t) * Ebess; < PV (43)

Rearranging (43) to obtain the lower and upper bounds of the optimization variable SOC;(t)

PP — Ebess;(t — 1) < x;  Ebess; < —PF* — Ebess;(t — 1) (44)
PMW — Ebess;(t — 1) — Pk — Ebess;(t — 1)

7 s < 2 45

FEbess; =T FEbess; (4)

For multiple BESS within the cluster, the equality constraint to meet cluster set-point can be
given by

> Pilt) = Pua(?) (46)
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Substituting P;(t) in (46)
N N
Z Ebess;(t — 1) — Z SOC;(t) * Ebess; = Pye(t) (47)

Re-arranging (47), the equality constraint in terms of optimization variable SOC;(t) can be
formulated as:

Z Ebessi(t — 1) — Py Z SOC;(t) * Ebess; (48)
N
N g 1)
>z Bbess;(t — Poer( Z SOC;(t (49)
SN, Ebess;

Meeting the cluster set-point may not always be possible because of the limited support ca-
pability of BESS. Hence, the equality constraint is added to the objective function as a soft
constraint with a penalty coefficient p. The final optimization formulation for the inter-cluster
set-point segregation can be represented as mingoc,)  3||SOC;*?* — SOC;(t)||* +

Ebess;(t—1)—Pset(
gl| B Bl _ 52N | SOCH(1)]

PikaEbessi(tfl)

— Pk _FEbess;(t—1)
s.t. FEbess; S Li S * FEbess;
The detailed cluster control algorithm has been described in Algorithm 3.5. Fig. 5 provides the

schematic of the proposed architecture.

Distributed Control using (Algorithm 2)

Spectral
CI:stenn External Measurements
Cluster information, 9 Power Flow
Field Measurements Module Module
and power flow (Algorithm 1)
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Figure 5: Distributed control architecture (DCA).

4 Implementation of the proposed approach

Fig. 5 and Fig. 6 shows the flow of the implementation processes in the co-simulated en-
vironment. The measurements are collected every 5 seconds and sent to the simulator in a
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Figure 6: Co-simulation of cluster formation module and grid simulator.

Figure 7: PV and load areas in 123 bus system.

standardized JSON format. For implementation, an ethernet based communication is pro-
posed much like as it is implemented in the SCADA/DMS enabled substation. The proposed
controller primarily consist of an external power-flow module, spectral clustering module and
a cluster control module. An external power-flow module re-creates the grid scenario by map-
ping the loads/meter readings, DERs measurements and switch positions to the grid power-
flow model. The sectional active power-flow values are then adopted as the line weights for the
spectral clustering. To address the changing grid conditions, the proposed clustering approach
is repeated at every 3 minutes time interval. The 3 minute time-period between the clustering
instances allows sufficient time for the cluster controller to achieve the cluster set-point. For the
required cluster configurations, the active power set-points for the clusters and BESS within
the clusters are calculated at every 5 seconds and applied to the field through the ethernet
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Table 2: Locations and ratings of DERs on IEEE 123 bus system

PV Rating BESS Rating  NodelDs

120 kW 30kW/120kWh 82, 87

180 kW 45kW/135kWh 48, 62, 93, 97, 101
210 kW 50kW/150kWh 8, 21,44, 57,72, 108
240 kW 60kW/180kWh 25

300 kW 75kW/225kWh 1

based channel for the controllable device. Since the proposed approach uses historical data
to calculate the set-points, an online database of the past measurement is maintained. For
every new cluster configuration, the historical measurements are extracted to re-establish the
history of the new cluster based on the past time-step measurements. The setpoints of BESS
are sent back to the simulator in the standardized JSON format. The proposed approach of

Simulator Inputs

4000
3000 -~ m.,»%_.'ﬁ'rw—-\m-#'f"'.-*’.~'~""’"W

s
2 2000

1000 W

0
12:14:24  12:50:24 13:26:24 14:02:24 14:38:24
Time

= Netload <:--- Load PV

Figure 8: Load and PV generation profiles.

distributed control is implemented on the IEEE 123 bus system with 15 PV and Battery Energy
Storage Systems (BESS) (see Fig. 7). The IEEE 123 bus system is modeled in an OpenDSS
simulator operating in a time-series model with a 1 second time resolution. A python-based
interface library is developed to interact with the online simulation for the collection of mea-
surements and application of the BESS set-points. The ratings and locations of the PV and
BESS are summarized in Table. 2. The locations and ratings of PVs were assumed based
on the local loads connected in the respective areas of the feeder. Considering the futuristic
scenario of distribution feeders with high PV interconnections, the total PV penetration was
assumed to be 80% of the total load on the feeder. The BESS kW ratings are assumed to
be 25% of the connected PVs at the same node. The simulator is configured to run at a 1s
time interval in time-series mode. Fig. 8 shows the PV, load, and net-load profile throughout
the simulation time window. The distributed control is performed for the net-load management
applications.

The scalability of the proposed approach is also demonstrated on the IEEE 8500 node system
with 80% of PV penetration. The PV systems rated at 30kW, 60kW, 180kW, 500kW, and 1IMW
are distributed throughout the 8500 node system. Fig. 8 shows the overall profile of the load,
PV, and resulting net load on the system. To increase the efficiency of the cluster formation, the
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low voltage and single-phase laterals of the 8500 node systems are assumed to be aggregated
for clustering purposes.

v ¢

Discontinuity}* ¢

%

162835 V162 426" 40 728 16200
20993 | .

No Discontinuity

Figure 10: Clustering of IEEE 123 bus system with the proposed approach.

5 Results and Discussion

The load and PV variation for 6 hours was captured in a total of 120 power flow scenarios at an
interval of 3 minutes. The performance of clustering algorithms was evaluated based on the
quality parameters explained in section |l.B. The results from inter-cluster set-point segregation
are demonstrated through selected design snapshot scenarios on a cluster with three BESS.
Then, the results from the implementation of cluster control are discussed. Finally, the section
also discusses the results from the scalability of the proposed approach on the IEEE 8500
node system.

5.1 Evaluation of Active Power-flow based clustering

First, the spectral clustering approach presented in this paper is compared with conventional
K-means eigenvector-based spectral clustering. Fig. 9 shows the conventional K-means
eigenvector-based spectral clustering scenario over a snapshot of the distribution power flow.
The spectral clustering for the "8" clusters (the value of &, for the normalized Laplacian is 8)
shows the discontinuity within the blue cluster. The power flowing through the lines connecting
each cluster is also indicated. Similarly, Fig. 10 shows the proposed approach. It can be seen
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that there is no discontinuity for the proposed approach as the Eigengaps are amplified based
on the proposed similarity index. Also, it can be seen that the power flowing through the lines
connecting each cluster is the same or less when compared to the conventional approach.

Table 3: Improvement of the cluster quality

, Without With
Quality Parameter o o Improvement
Normalization Normalization
Ncut 0.058 0.064 -11%
Maximum expansion 0.121 0.125 -3.5%
Average Cluster
2.98 3.28 10%
count
Smallest Cluster
_ 11.96 20.04 40.33%
Size
Size Ratio 0.14 0.31 54.21%
Discontinuities 5 3 66.67%
Effect of normalization on the NCut
0.3
0.25
0.2 ._,

-
3 0.15 -
=4
0.1 /
0.05 /
0 B—

0 20 40 60 80 100 120
Clustering Scenario

* Without normalization With normalization

Figure 11: Ncut for 120 instances of IEEE 123 bus system.

The performance of the proposed approach against the conventional spectral clustering ap-

Effect of normalization on maximum expansion

[N

o
o

° o
> o

_puyler
——r e
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o
N

Maximum Expansion

o
o

* Without normalization With normalization

Figure 12: Maximum expansion for 120 instances of IEEE 123 bus system.

proach is summarized in Table 3. It can be seen that the proposed architecture improves the
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quality of the cluster. Fig. 11 and 12 compares the Ncut and maximum expansion values for
120 power flow instances. These values are sorted in ascending order to improve the plot
visibility. The improvement in the Ncut and Maximum expansion values comes against the
reduction in the size ratio. It was also found that the size ratio is reduced. This is expected
as the total number of the cluster was changing to reduce the edge power flow. It is also ob-
served that the major advantage of the proposed approach lies in the improvement brought on
the aspect of the cluster discontinuities and reduction in the edge power flow.

5.2 Evaluation of Inter-cluster set-point segregation

Table 4 presents 7 cases of inter-cluster set-point segregation for a cluster with 3 BESS. The
rated kW capacities for three BESS is assumed to be 50, 75 and 25 kW. The rate storage
capacity for the BESS is assumed to be 120, 150 and 50 kWh. The SOC!“"** for all cases is
assumed to be 0.5 or 50%.

» Case 1: The SOC for all BESS is 0.5. The set-point for the cluster is equal to the
combined rated kW of the cluster. Hence all BESS are discharges at the rated capacity.

» Case 2: The SOC for all BESS is 0.5. The set-point for the cluster is higher then the
combined rated kW of the cluster. Hence all BESS discharges at the rated capacity to
minimize the tracking error.

» Case 3: The SOC for all BESS is 0.5. The set-point for the cluster is lower then the
combined rated kW of the cluster. Hence all BESS are discharges are proportionate to
the rated storage capacity.

» Case 4: The SOC of BESS2 is low (0.2). The set-point for the cluster is same as in case
3. But, the set-point for the BESS2 is reduced from 59 kW to 25 kW and the reduction in
the discharge of BESS2 is compensated by BESS1 and BESS3.

» Case 5: The SOC of BESS2 is low (0.2). The cluster set-point for this case is 75 (lower
then previous cases). The set-point is achievable through the discharge from the BESS1
and BESS3. Hence, the BESS2 temporarily set to "idle" mode to avoid any further
depletion of the SOC.

» Case 6: The SOC of BESS2 is low (0.2). The cluster set-point for this case is 50 (lower
than in previous cases). Hence an additional headroom is available for the power ex-
change between the BESS after meeting the cluster set-point. Hence, the BESS2 is as-
signed the set-point to restore the state of charge from the additional dispatch of BESS1
and BESS2.

» Case 7: The SOC of BESS1is 0.8, BESS2 is 0.3, and BESS3 is 0.4. The cluster set-point
for this case is 70. Since BESSI1 is having the higher SOC, it is assigned the set-point
to discharge at the rated capacity. Although the SOC of BESS2 is lower compared to
BESSS3, the rated storage capacity of BESS3 is significantly lower (by 33%) than BESS2.
Hence, the SOC restoration of BESS3 is prioritized compared to BESS2 and BESS2
discharges at a reduced rate.
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Table 4: Inter-cluster set-point segregation

BESS1 | BESS2 | BESS3

Prw 50 75 25
Ebess 120 150 50

Case 1 Cluster Set-point = 150 kW

SOC(t-1) | 0.5 0.5 0.5
P(t) 50 75 25

Case 2 Cluster Set-point = 200 kW

SOC(t-1) | 0.5 0.5 0.5
P(t) 50 75 25

Case 3 Cluster Set-point = 100 kW

SOC(t-1) | 0.5 0.5 0.5
P() 342 |59.05 |6.65

Case 4 Cluster Set-point = 100 kW

SOC(t-1) | 0.5 0.2 0.5
P(t) 50 25 25

Case 5 Cluster Set-point = 75 kW

SOC(t-1) | 0.5 0.2 0.5
P(t) 50 0 25
Case 6 Cluster Set-point = 50 kW
SOC(t-1) | 0.5 0.2 0.5
P(t) 50 -25 25
Case 7 Cluster Set-point = 70 kW

SOC(t-1) | 0.8 0.3 0.4
P(t) 50 45 -25

5.3 Evaluation of Distributed cluster control for net-load management

The section demonstrates and analyzes the performance of the cluster-based net-load smooth-
ing. To understand the benefits of cluster control and dynamically varying clusters, the follow-
ing three cases are compared:

 Centralized Control: Here complete grid acts as a single cluster and the set-points are
calculated based on the overall grid requirements.
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» Control with constant clusters: Here the cluster configuration is kept constant throughout
the simulation. Fig. 13 shows the cluster configuration followed throughout the simula-
tion.

» Control with dynamic clusters: Here the cluster configuration is dynamically varying
based on power-flows at every 3-minute time interval. Fig. 14 shows the variation of
clusters throughout the simulation.
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Figure 13: Constant cluster configuration used for control.

Dynamically Varying Clusters
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Figure 14: Dynamically varying active power flow-based clusters.

Fig. 15 shows the feeder-head power flow without control and with controls. The net-load
smoothing strategy is based on the moving average as a reference. Hence, the measure-
ments from the past time steps help in determining the set-points for the next time steps. Due
to the moving average window, the resulting feeder-head power flow with controls shows the
time shifts. The approach addresses the intermittencies by reducing the magnitude of the
variations and the ramp rate of the variations in the netload. The feeder-head power flow
for cluster-based control is compared against the centralized control. The overlapping of the
net-load profile validates the consistency of the distributed control approaches. A 1-minute
regression-based smoothing index is calculated to compare the improvement in the net-load
smoothing. The cluster-based smoothing approaches reduce the net-load intermittencies by
43%. The clustered net-load control is efficient by 4% when compared against the centralized
control in reducing the intermittencies. Fig. 16 compares the average active power-loss. The
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1500 Effect of net-load smoothing on feederhead powerflow
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Figure 15: Feeder-head power-flow for net-load smoothing application

losses, as expected, are higher for distributed optimization-based control approach followed by
centralized controls. It is to be noted here, that smoothing applications do not have significant
power requirements. The reduction in the losses would be higher for applications like net-load
minimization. Fig. 17 compares the feeder power flow obtained using cluster dynamic control
with distributed optimization-based approach. The overlapping of the feeder-head profile val-
idates the consistency of the distributed control approaches. Fig. 18 compares the voltage
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Figure 16: System active power losses
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Figure 17: Comparion between Distributed Optimization and Clustering-based Distributed Op-
timal Control

variations at all nodes on the distribution feeders. The nodes after 75 are near the end of
the feeder. Here, the x/r ratio is higher, and hence the voltage variations are also high. The
centralized control does not address the variations in the load locally. Hence, a higher volt-
age variation is observed for the centralized control approach. Constant and dynamic cluster
configurations show almost similar variations in the voltage magnitude.

Fig. 19 and fig. 20 shows the cluster net-load for static and dynamic clustering approaches.
Since the dynamic clustering, re-configures the clusters with an improved balance of the net-
load, the magnitude of cluster net-load is low. The current approach does not minimize the
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Effect of active power control strategies for netload
smoothing on the distribution node voltages
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Figure 18: Effect of active power control strategies for net-load smoothing on the distribution
node voltages

netload. The balance of load and generation is achieved through re-clustering by the improved
spectral clustering-based approach. The improvement in the magnitude of the cluster net-load
is summarized in Table 5. The values represent the kW netload. The lower magnitude of the
net load denotes a better load-generation balance within the cluster. Here, the imbalance in
cluster 4 is marginally higher compared to the constant cluster scenario. However, the net
load on the remaining clusters reduces significantly, thereby representing an optimal cluster
configuration.

200 Cluster netload for constant cluster configuration
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Figure 19: Cluster net-load for constant cluster configuration.

Cluster netload for dynamic cluster configuration
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Figure 20: Cluster net-load for dynamic cluster configuration.
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Table 5: Improvement in the cluster net-load support through dynamic clustering

Constant Clusters Dynamic Clusters

Cluster 2 11.2 kKW 0.894 kW
Cluster 3 5.47 kW 1.2 kW
Cluster 4 4.04 KW 9.9 KW
Cluster 5 46.53 kW 7.9 kW
Cluster 6 26.27 kW 11.26 kW

5.4 Evaluation of Distributed cluster real and reactive power control for
net-load management

Figure 21 and Figure 22 shows the voltage variation at BESS (measurement node) node
and load (non measurement node) node respectively with and without voltage control. It can
be observed that the voltage variations are substantially reduced with the PQ control. The
voltage profile is flatter when compared with other types of scenarios. The plot also compares
the voltage variation of dynamically varying clusters against the constant clusters and without
clusters (centralized control). A decrease in the losses was observed in the case of dynamic
cluster-based voltage management. The losses can further be reduced by introducing the
voltage set-points from the power flow.

Effect of PQ control on the measurement node voltage (Node#82, BESS 10)
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Figure 21: Effect of PQ control on the measurement node voltage (Node-82, BESS 10)

Effect of PQ control on the non-measurement node voltage (Node#114)
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Figure 22: Effect of PQ control on the non-measurement node voltage (Node114)

5.5 Evaluation of scalability of the approach on IEEE 8500 node system

The section demonstrates the scalability of the approach. Here, the proposed approach is
implemented on the IEEE 8500 node system for constant and dynamically varying cluster con-
figurations with a simulation window increased to 6 hours. Fig. 23 shows the snapshot of
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cluster formation on an IEEE 8500 node system with DERs. Fig. 24 shows the resulting feeder
head net-load with cluster control. Based on the "1-minute" smoothing index, the proposed
approach of cluster control reduces the intermittencies by 36%. Fig. 25 shows the netload
smoothing at cluster level for 4 clusters of 8500 node system. Fig. 26 shows the envelope of
BESS SOC for constant and dynamic cluster configuration. The inter-cluster segregating algo-
rithm keeps the variation of the SOC for all BESS between 35% and 70%, a healthy operating
range for BESS.

Figure 23: Cluster configuration.
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Figure 24: Cluster feeder head net-load.
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Figure 25: Cluster net-load smoothing.

6 Conclusions

This paper proposes a new distributed control approach for DERs on the distribution grid.
Here, the distribution grid is divided into small clusters with DERs using an improved active
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Figure 26: BESS SoC envolope.

power flow-based spectral clustering approach. The proposed spectral clustering approach
accurately identifies the clusters with a balance of load and generation. Each cluster is then
assigned a virtual controller which manages the DERs within the clusters to reduce the inter-
mittencies in the netload. The state of charge (SOC) of BESS within each cluster is also man-
aged efficiently and optimally through the proposed inter-cluster set-point segregation method.
To address the varying grid conditions, the clusters dynamically vary to identify a new optimal
cluster configuration. The net-load balance is further improved through the dynamically varying
clusters. The proposed approach of cluster-based distributed control is implemented on IEEE
123 bus system in an OpenDSS-based co-simulation environment. The proposed approach is
also implemented on the IEEE 8500 node system to demonstrate scalability.

Imports Cluster Formation from Cluster Management package in RedisPV main framework.
Cluster Formation is initialized as cm variable by passing the model as an argument.

Class dsspower flow is initialized in the RedisPV master script with cm variable in test, f in
the external power flow package. This class initializes the OpenDSS and the Matlab engine.
The initialization functions include reading the list of sensors, determining the load criticality
level, populating the ratings for BESS and setting the protection zones from external files.

6.1 Distribution Grid Optimal Power Flow Model with Integer Control of
Legacy Grid Devices (OPF1)

Voltage and reactive power (volt/var) regulation are critical for the operation of distribution feed-
ers. Conventionally, volt/var regulation is achieved through control of legacy grid devices such
as load tap changers (LTCs) and switched capacitors. The deployment of distributed energy
resources (DERs), such as energy storage and inverter-based renewable generations, make
the volt/var control problem more challenging. Optimal control of legacy volt/var control de-
vices is significantly important to maintain the feeder voltage and reactive power feasibility and
to reduce the equipment wear and tear. The computational complexity of volt/var optimization
problems is reduced in several ways including the adoption of mixed-integer convex program-
ming (MICP). Integer variables are relaxed generally and rounding heuristics are used in to
obtain discrete settings of the LTCs and switched capacitors. However, rounding heuristics
are combinatorial in nature that prohibit scalability. A linear grid model is also used in litera-
ture utilizing McCormick relaxation to reduce the computational complexity, which renders the
volt/var optimization as a mixed-integer linear programming (MILP) problem.

The main objective of this work is to present the computational performance of a DOPF model
which combines the well known SOCP based model and exact integer-linear models of legacy
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devices for active distribution networks with DERs. The adopted model eliminates the need
for McCormick relaxation and iterative bound tightening method, which generally adds to the
computational burden. In addition, comprehensive analyses of the MISOCP DOPF model are
carried out for single-period and multi-period cases with inter-temporal representation, and
considering the control of LTCs and switched capacitors together.

MISOCP DOPF Model: Different MISOCP DOPF models are developed based on the choice
of the objective function.

Min: J

Subject to :

LTC Constraints (3) — (10) V(i,j) e H,Vte T (50)

Capacitor Constraints (11) VieN,VteT (51)

pit=plt =Y "Ph— > (Pi—rylly), VieNVteT (52)
Jk’)€5 i:(i,j)€E
@ =g =D Q= (QL —wilhy), ViENVteT (53)
k:(k)EE  ix(ij)€EE

vy = v =2 (ri; P, + 23;Q0) + ((rij)? + (24;)%) €5, V(i,5) € E\H, V€T (54)

Vi = =2 (ri P + Qy) + ((r)* + (245)) by V(i 5) € H V€ T (55)
2P};
2Q); <O+ V(i,j) € ENtET (56)
Ef] — ! )

pj € [p® 5™, v; € o), T, VieN teT (57)

u; € {0,1},by;,, € {0,1}, 2}, ., € {0, 1} VieN,teT (58)

where pg a ( "y and p;lt ( ) are the real (reactive) power generation and demand respectively
at bus j. Pt and Qt represent the sending-end real and reactive power flowing on the line
(1,7) at tlme t. N'is the set of nodes excluding the substation node. In the formulation, (19)
represents LTC model, (20) represents switched capacitor constraint, real and reactive power
balance equations are given by (21) and (22), voltage drop equations for line segments and
LTC branches are given by (23) and (24), respectively. Second-order cone constraint are given
by (25), which relates the node voltage and branch current with branch power flow variables.
Variable bounds and integrality constraints are provided by (26) - (27).

OPF model with objective function J; is obtained by introducing the quadratic deviation term
as second order cone constraint in (28) as follows,

Min: Jy
Subject to :
Constraints (19) — (27)
(vt — pnom
(v =) | < AVI41, VieN VeT (59)
AV —1 )
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6.2 Distribution Grid Optimal Power Flow Model with Continuous Vari-
ables (OPF2)

SOCP version of centralized three-phase DOPF is built using the dispatch of distributed PV for
voltage regulation in distribution network. The mathematical model of PF1 is provided next.

Sets:

T : Time Index Set, T = {1,...,T}

N :Busset, N ={1,...,N}

& :Branchset, & = {(i,j) : (i,j) € N}

H : LTC branch set, H = {(i, j) (i,7) € &}
NPV : PV gen. set, va = {Z 1€ N}

®, : Bus phase set, ®;, = {¢: ¢ € {a,b,c}}

®,; : Branch phase set, ®;; = {¢: ¢ € {a,b,c}}

Parameters:

rj; : Resistance of line segment (i, j) at phase ¢
: Reactance of line segment (i, j) at phase ¢
pﬁf Active power demand at bus i phase ¢
qd,z : Reactive power demand at bus ¢ phase ¢
qﬁf : Capacitive power support at bus i phase ¢
tap{;' : Tap setting of LTC at (¢, j) phase ¢
ST““’M Rating of PV inverter at bus i phase ¢

Variables:

: Magnitude-squared of voltage at bus i phase ¢

Magnitude-squared of current flowing through line segment (i, j) at phase ¢
P¢t Sending-end active power flow of line (i, j) at phase ¢

Qf;t Sending-end reactive power flow of line (i, j) at phase ¢

pg i . Active power gen. at bus ¢ phase ¢

qg . - Reactive power gen. at bus ¢ phase ¢

W
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DOPF-2 Formulation:

Min: J
Subject to :
P = pl = SRR = DO(PY i), ViEN Voed, e T (60)
k:(4,k)€E i:(3,7)€E
@Ot g — gt = ZQ Z(Q;@t s ) L YjEN,Voed, VteT 61)
[(J,k)e€ 1:(3,5)€E
vt =oft =2 (r f;Pth FafQy) + (057 + @h)) 651, Vi g) € ENH VD €@y W ET
(62)
vj‘ff _U¢t_2< j;pgtjux‘f’ t> + <(r;§.)2+( ") )ﬁ;@t, V(i,j) € H, Vo € &y, Vt € T (63)
Pt = v (1 +tapl - AS)? V(i j) EH VpE Dy, VEET (64)
2Pt
ij
2Q% <00+ P! V(i,j) € E,¥p € by, Yt €T (65)
E?’t —v¢’t
) 1 2

O<p <pg , VjENp, VO ED, VEET (66)
4" PSPl <GP, Vi ENp, VO ED, VIET (67)
(PI)? + (g05)? < S14°b? Wj e Npy, Vo € @, Wt e T (68)
Py € e P a0t € a0 @) o) € [ T, ViEN Yo e te T (69)

Three-phase DOPF formulation is given by (60)-(69) where the loss minimization objective is
considered as,

T=> >ty (70)

teT (i,5)e€

6.3 Distributed Version of Distribution Grid Optimal Power Flow Model
with Continuous Variables (OPF2-Distributed)

In a three-phase network, the power flow can be modelled by the following LinDist3Flow for-
mulation in (71)-(73), and is sufficient for approximating bus voltages in unbalanced distribution
systems.

=Y PL-) P VieB Vel (71a)
k:j—k ii—g

=Y Q- > Q5 VieB Ve, (71b)
k:j—k i—]
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o) =) —HEP) —HZQ7,V(i,j) € L,V € U, Vo € (72)

LYY

where,

[ —orge o — Ba® e 4 /Bage ]

Hf; = rfj“ + \/§xi’? —21”%1? rfjc — \/gxf]c (73a)
= VBag V3 =2
[ 2290 2@ Breb ate — /Brge ]

Hg = xf}‘ — \/grf’j“ —Qxf]l-’ Tpe + \/grf]c . (73b)
[ o VB 2 =V 2

The PV inverter model is linearized using a polyhedral norm as in (74).

_EZ)G < cos(17) P;b,G + sin(ly) QZG < EZG

7:%, l=1,- .k VieB9, Ve, (74)

The following box constraints ensure the active and reactive power capabilities.
0<pls <P, VieBI, Ve, (75)
o <4l <, Vi€eBY, Ve, (76)

The objective for the OPF is to minimize the voltage deviation of the bus voltages from the
nominal system voltage.

Min Aw; (77)
Subject to :

v — vy < Av;, VieB (78)

v —v; < Av;. VieB (79)

Suppose that the distribution network is divided into R areas where each area is indexed by
A={1,2,..,R} and A € A. Let B* represent the set of buses in area A. Considering the
linkage of area A with other areas, the bus set B* is then elongated to bus set B4 which
comprises B and the interlinking bus of its neighboring area. A
Let M; denote the set of the indices of the areas that contain bus i, i.e. M; := {A|i € B4},
and let | M;| be the cardinality of M;. Evidently, for any bus i that is intersected by multiple
neighboring areas, |M;| > 1. Hence the intersecting bus set is I := {i|M; > 1}.

In the consensus version of the ADMM algorithm, each subsystem or area A solves its lo-
cal optimization problem by minimizing its local objective function subject to its own local set
of constraints which show the relationship between a set of global variables that are shared
between area A and its neighboring area via the boundary buses at the intersecting region.
Since the distributed optimization algorithm must compute the overall objective of the distribu-
tion system, the local optimization problem is subject to the condition that the local variables
at the boundary bus must be driven to the same value as the global variables. The problem is
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solved iteratively until all local copies eventually converge to the global optimal value.

Let 04 encompass the state variable vector of all buses enclosed in area A,

ie o4 = {p!,q/ v, P, Ql}, VA € A Vi€ B, Yy € W,

For every border bus 7 WhICh is shared by area A and its neighboring area, area A will observe
the state variables of bus i as well as state variables of the boundary bus j of its intersected
neighboring area, i.e. (i,7) € BA N1 Let 04, denote this Iocal state variable vector. Mathe-
matically, this is written as .4, == {p{, ¢/, v, v, P, QL. pY,q ),

VA e AN, j) e BANT Vo € ¥,

Let 7; be the set of global state variables at bus :. Then at optimality, the local copies of
variables associated with any bus 7 (provided that bus i is intersected by two neighboring
areas), must be equal to the global state variable of bus i, i.e., 04, = 7;,, VA € A, Vi € BANIL
ADMM is a distributed algorithm that solves a constrained optimization problem using an aug-
mented Lagrangian function. This section provides an overview of the algorithm. ADMM is
written in the following compact form,

R
Min ) ~ fa(o4) (80a)

A=1
Subject to :

9,(04) >0, VAc A (80b)

hi(ca)=0, VA A (80c)

ca<0oa<Ts, VAcA (80d)

oai =T, VAVieBANL (80€)
80a refers to the local objective function of each area A; local equality and inequality con-
straints in area A are given by (80b) and (80c) respectively; box constraints of all state vari-
ables in area A are given by (80d); (80e) represents the consensus between local copies of

variable vectors and global variables. The augmented Lagrangian function is then formulated
as 81.

CAPMM _ Z Fa(o4) > (Mai (oai = 7) + Elloas = lly) (81)
vieBANI
A4, represents the dual variable associated with (80e). The quadratic terms in (81) denote

the penalty for local variables deviating from global variables. The ADMM algorithm is solved
iteratively until convergence is achieved. Each iteration k£ consists of the following three steps:

* Minimization step:
Min £3PVM
Subject to :
Constraints 71-76, 78-79, Vi € B*.

« Averaging step : 7;(k + 1) = %ZVieBAﬁH (cai(k+1)+ (1/p)Aai(k))

« Dual variables update step: Aai(k + 1) = Aai(k) + p(oai(k+1) —7i(k+1)),Vi €
BANT
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The convergence criteria are determined by checking that the primal residual, e(k), and dual
residual, d(k), are less than a predefined tolerance ¢, given that

e(k) = {|a,4,i(k) — (k)| YA, VBA N 11}, and d(k) := {m(k) — (k= 1) VA, VBA N 11}.
6.4 Distribution Grid OPF with Network Reconfiguration (OPF-R)

Distribution Network Reconfiguration for Unbalanced Distribution Networks: The model is es-

tablished on a linearized representation of 3-phase power flow model, known as LinDist3Flow,

which includes multi-phase coupling. The discrete operation of load tap-changers of voltage

regulators are also included in the devised optimal reconfiguration formulation so that effective

voltage regulation can be implemented. The overall formulation is provided next.

Min : i P! (83)
LET GED ;v

Subject to :
pei—pli= Y PR— > P VjeNVoed VteT (84)
k:(j,k)e€ i:(i,5)€E
s — a5 = Z Qi — D QU VjeNNVped;VteT (85)
((j,k)eE i:(3,5)€E
vf’tgl\/[(l—aij)—i—vf”t—i—ZHZ VP Y H(6,) Q) V(i j) €EN\Ep, ¢ € 0y VEET
vED;; YED;
(86)
v > —M(1—al) + 0P+ HE(6.7) Y+ Y HE(6,7) QL V(i j) €ENErp € Dy VEET
YED;; YED;;
(87)
—al, Py <P <al Py, Vi,j)eE ey VET (88)
—al,Q; < QU <alQi, V(i,j)€E PPy VEET (89)
Y a=IN-1, VteT (90)
(i,5)€E
B+ B =al, V(i,j)eENVteT (91)
Y Bi=1 VieNVteT (92)
JEN(3)

Bi; =0, Vie N\N (
ap =1, Y(i,j) € E\Es,VteT (
LTC Model(i, j, 6,), Y(i,j) € Er, Vo € Oy, Wt €T (
PV Generation Model(j, ¢,t), Vj € Npy, Vo € @7V, Vt € T (96
Battery Storage Model(j, ¢,t), Vj € Nass, Vo € (I)?SS, vte T (
Pt = ppV]+pBSS], JEN, Vo, VteT (
qg]*qPV]JrqBSSJ, JEN,Vope®;,VteT (
pg,j [pg,j, pm], qg’j € [q;’jl-, q;”’;»‘], vft €[, v, VieN VteT (100
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Although the formulation (83)-(100) works well for the networks with single substation, the
operation with multiple substations complicates the spanning tree constraints given by (90) -
(93). To overcome this limitation the sub-graph connectivity constraint can be formulated via
mathematical programming using the single commodity flow method as follows,

> FL- ) Fi=-1 VjeN VteT (101)
k:(j,k)e€ i:(i,5)€E
Y FL- ) Fy=W, VieN\N WVteT (102)
k:(j,k)e€ i:(4,7)€E

— Mc; < F; < Mcj;, Vi,je&NteT

’L]’

— ]\/[(2—%) <F,<M@2—cd;), Vi,jeENteT

v

WE>1, Vie N\N,VteT.
ST =N - INAN|, Vie N\N,VEeT.

(ij)e€

The spanning constraints (90) - (93) can be replaced by (101) - (106).

In the above formulation, A indicates the set of buses, £ is the set of branches £ = {(4, j) :
(i,j) € N} where 4, j indicate nodes on the feeder. N’ is the set of nodes excluding the
substation nodes. £ and £g are the set of branches of regulators and switches, respectively.
Npv and Npss are the set of nodes with PV and BSS units, respectively. In addition, <I>§’V and

@BSS are the phase set for a PV and a BSS units connected to bus j. v o is the magnitude
squared node voltage, i.e., v |V¢”]2 and pgj (qgj) and pfl’:] (qd]) are the real (reactive)

power generation and demand respectively at node j phase ¢ time interval ¢. Pf;’t and Qf’j’t
represent the sending-end real and reactive power respectively flowing on the line (i, 7). M
refers to a big enough numeric value used for voltage equation relaxation. aﬁj is the line
switch status variable indicating 1 if nodes ¢ and j are connected. ﬁfj ( ;i) is a binary variable
indicating 1 if node j(z) is parent of node (7).

6.5 Performance of OPF1 Run in 500 Node Feeder

The metric to evaluate the milestone is in terms of solving time, which should be less than 15
minutes for a test system with 500 nodes, 5 inline voltage regulators, 50 PV inverters. Solve
time of 15 minutes is chosen as the LTCs are slower changing devices, which are controlled
at sub-hourly intervals; thus, 15 minutes solve for a practical-sized system will suffice for the
real-time control purpose. Figure. 27 shows the load and optimized PV profile obtained from
the MISOCP model. Figure. 28 shows active power loss on each phase of the feeder with two
objective functions J; and .J,. Figure. 29 shows voltage histograms, which depict that the nodal
voltage is well maintained within the bounds. With J2 as an objective, which as the voltage
deviation term on the objective function, the voltage was maintained within a narrower band
compared to the case with the objective function J1. Figure. 30 shows the LTC operations.
Solve time taken by a model with .J; is higher on average compared to J;. Figure. 31 shows
the solve time with the objective function .J;, and the worst case solves time is 100 seconds for
one phase and approx. 200 seconds (3.33 minutes) for all three phases, which is substantially
less than the desired maximum solution time of 15 minutes.
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Figure 27: Grid and PV generation profile for each phases A) with J; as an objective, and B)
with J; as an objective.
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Figure 28: Active power losses for each phases A) with J; as an objective, and B) with .J; as
an objective.

6.6 Performance of OPF2 Run in 2500 Node Feeder

We have modeled a SOCP version of distribution OPF and successfully solved the model for a
2522-node system with 114 PV inverters. During the simulation, the optimality gap was set to
0.01%, and the solution time did not exceed 10 seconds. The resulting voltage profile under a
zero-tap operation scenario is shown in Figure 33. The simulation codes are files are placed
in the shared folder’.

Thttps://app.box.com/s/cssyeOp1wxr5j37xyqtz44y7x46b8ej6
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Figure 29: Voltage histograms for each phases A) with .J; as an objective, and B) with J; as
an objective.
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Figure 30: Change of five LTC taps A) with .J; as an objective, and B) with J, as an objective.

100 F ! ! 7 :
o
i"’i +
o S50F 1 i
= e —_ i
F

L == [— =

Phs-a Phs-b Phs-c

Figure 31: Solve time with .J; as an objective.
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Figure 32: A 2522-node test system obtained by modifying the IEEE 8500-node test system.
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Figure 33: Feeder voltage profile with obtained from SOCP model.

The dispatch of DGs are shown in Figure 34 and total generation, demand and losses are
summarized in Table-6.
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Figure 34: Optimal PV dispatch obtained from SOCP model.

Table 6: Total Gen./Demand/Losses obtained from SOCP model.

Active Power Reactive Power

Phase a b C a b C
Tot. Gen. (MW/MVAr) | 3.68 3.71 369 | 1.04 1.07 1.04
Tot. Demand (MW/MVAr) | 3.65 3.65 3.65| 098 098 0.98
Tot. Loss. (kW/kVAr) | 28.91 55.62 38.7 || 60.92 94.75 67.12

6.7 Performance of OPF-Distributed Run in 2500 Node Feeder

The convergence and performance of the consensus-based ADMM distributed VVO approach
is demonstrated using the 2522-bus system with 142 PV inverters. The network is partitioned
into 4 areas with the regional partitioning done based on the location of the voltage regulators
as illustrated in Fig. 35.

In Fig. 36, the evolution of the objective function value of the distributed VVO solution is shown
in comparison to the centralized solution. The lower the tolerance value set for termination,
the more likely it is to obtain an optimal objective value. This is however likely to increase the
total number of iterations as a trade-off.

Fig. 37 shows the comparative voltage profiles resulting from solving the centralized and
distributed VVO models. In the simulations, we were able to satisfy < 0.1% of voltage profile
error.

Besides the entire voltage profile comparison, it is also valuable to check the convergence of
the system variables at the terminals of tie lines connecting neighboring areas. Fig. 38 shows
the iteration-wise update in voltage magnitude at branch (628,632) compared to the central-
ized solution. A satisfactory solution is one in which all global variables and their local copies
in the areas converge to the same voltage solutions as the centralized voltage, and this is
achieved as the iteration number increases. Hence, the distributed VVO algorithm converges
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Figure 35: Partitioning of 2522-bus feeder.
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Figure 36: Convergence of objective function: centralized vs. distributed VVO.

to an optimal solution within an acceptable number of 311 iterations. In our simulation, it would
take 86.7 seconds for the consensus-based ADMM distributed algorithm to converge assum-
ing that parallel computing is considered.

6.8 Performance of OPF-R Run in 2500 Node Feeder

The computational performance of the overall Optimal Reconfiguration formulation is tested
on the modified 2522-bus network as shown in 39.

. Network reconfiguration of 2522-Node feeder forms a large-scale MILP problem with multi-
period solution. To reduce the solution complexity and increase the tractability property of
the formulation, the 24-hour day split ted into 3 time window, consisting of 8 intervals each
of 1-hour. Then, the proposed formulation was run for each time window. All time windows
were successfully solved and the switch configurations, PV and BESS units are dispatched.
The resulting tap change profile of the regulators are shown in Fig. 40. Since we let optimizer
find the initial tap positions, there might be inconsistent tap change transition at the end and
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Figure 37: Centralized vs. distributed VVO voltage profile for 2522-bus system.
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Figure 38: Convergence of voltage solution at branch (628,632).

beginning of the intermediate time windows. However, this can be eliminated by initializing the
tap values of the current time window with the solution of the previous time window. It can also
be observed that the reconfiguration process does not have significant negative impact on the
frequency of tap change within the time window.

Fig. 41 shows per-phase temporal voltage profiles. In the optimization model, the objective
function is set as minimizing the total net load. This might have the effect to push the majority
of the node voltages to the 1.05 pu level. The voltage positioning can be maintained around
1.0 pu by adding another term in the objective function.
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Figure 39: Modified 2522-node circuit.
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Figure 41: Case: 2522-Bus, Voltage profile over 24-hour operation period.

In the 2522-Node feeder, 148 units of PV-BSSS modules are assumed to be connected at the
different nodes. Each PV-BSSS unit is rated 30 kW. The minimum level of the state-of-charge
(SOC) is set to 50%. A 60% of initial SOC level is set at the second and third time window. Fig.
42-A shows the PV power generation and PV capacity profiles. It can be observed that the
existing PV capacity is being utilized satisfactorily. In Fig. 42-B, SOC level profiles are shown.

Page 48 of 100



Award Number: DE-EE0008774
Recipient Name: U. of North Carolina at Charlotte (UNCC)

FEEDER REG - (3,4) VREG2 - (1065,1064)
7.0 —a 15 o I
6.5 —Db 10 — b
o —c| o 5 —cC
@ o0 @ 0
5.5 -5 —
-10
5.0 1 I 1 — 1
5 10 15 20 5 10 15 20
Time Int Time Int
VREG3 - (564,563) VREG4 - (632,631)
0 4 15
—b 10
o 5 —c| a g
© ©
F 10 T s
-10
-15 Il 1 1 -15
5 10 15 20 5 10 15 20
Time Int Time Int

Figure 40: Case: 2522-Bus, Regulator tap position change over 24-hour operation period.
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Figure 42: Case: 2522-Bus, PV generation and BESS SOC over 24-hour operation period.

The dynamic switch configuration is shown in Fig. 43. There are 42 switches considered for
reconfiguring the network.
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6.9 Architecture
6.9.1 NDN Overview

On Interest PIT
. CS Lookup Cache Miss no PIT
Arrival Lookup

Cache Hit

PIT Hit

Figure 44: An overview of NDN Architecture

This work uses Named Data Networking (NDN) as it's based architecture. NDN is a pull-
based communication architecture that enables a consumer to request data by name from a
provider in a secure and resource-efficient manner. In NDN, each piece of data, data chunk,
is assigned a unique name, which follows a hierarchical human-readable convention similar to
URL addresses. Thus, enabling the consumers to request the data chunks by name and the
communication network entities to cache data chunks. In NDN, the network entities forward
the consumer’s request to the data provider, which returns the requested chunk of data back
to the consumer using the reverse path. As the data chunks travels back to the consumer,
the network entities decide whether to cache the data chunk or not based on factors, such as
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data popularity. NDN’s built-in security mandates the data providers to sign their data upon
creation, promoting source authenticity and data integrity.

In NDN, each network entity is equipped with a Pending Interest Table (PIT), Forwarding Infor-
mation Base (FIB), and a Content Store (CS). The content store acts as a temporary cache to
store popular data. Similar to the existing routing table, FIB helps with forwarding the request
towards the provider. Figure 44 describes an overview of NDN architecture.

NDN’s stateful forwarding plane uses PIT to keep track of in-flight requests and further enable
request aggregation. NDN also features a strategy layer, which enables flexible and fine-grain
forwarding decision-making, such as least-cost path, multi-cast, broadcast, or a customized
forwarding strategy for meeting the unique requirements of a given application.

6.9.2 iCAAP: information-Centric network Architecture for Application-specific Priori-
tization in Smart Grid

Namespace design
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Figure 45: iCAAP Architecture

Figure 45 illustrates iCAAP architecture. iCAAP’s design the data naming and forwarding
strategy features unique to NDN are leveraged to promote traffic classification and preferential
traffic treatment so that expected communication QoS can be achieved. The building blocks
of iICAAP include a namespace design that can be generically applied to various smartgrid
application, a proposed multi-queuing mechanism, and a QoS-aware strategy.

Namespace Design NDN-enabled routers use the unique names included in each request
packet to forward the request to the closest replica of the corresponding data. In NDN, applica-
tion developers (application providers) design the namespace of their application by including
relevant and important name components into a hierarchical name format to facilitate request
forwarding and cache lookup. In the iCAAP use-case, data generating entities (e.g., PMUs)
send payloaded interests, which carry the generated data as payloads.

6.9.3 Traffic Prioritization

In iCAAP’s design, the NDN’s naming feature is used to categorize application traffic into three
priority classes, as shown in Figure 45, to promote QoS-aware traffic management. The three
classes include Type | as high priority, Type |l as medium priority, and Type Ill as low priority. In
particular, the Type | provides high reliability and low latency for protection and control signals,
Type Il provides high reliability for control and information signals, and Type Ill provides best
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effort traffic for all other traffic flows. To encode these priority classes into network traffic,
each packet includes its priority class in the “Priority Class” component of the requested data
name. To meet the QoS requirements of various traffic classes, there are three distinct priority
queues for each interface of every given node—one per priority class—which facilitates traffic
prioritization by assigning similar priority traffic to the same queue. Upon arrival at a node,
a packet will be pushed into the appropriate queues, and then dequeued when resources
are available for packet transmission. The order of dequeuing packets from all queues is
determined by the WFQ algorithm as shown below.

6.9.4 Token Bucket
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Figure 46: An illustration of token bucket architecture

To shape network traffic and control the communication rate of the traffic classes, iCAAP uses
a token bucket algorithm, in which each priority queue is associated with a token bucket (a
limited number of tokens). Thus, allowing a packet to be dequeued from the corresponding
queue only if a sufficient number of tokens is available for the given queue; one token will
be used to dequeue one packet. Each token bucket has a fixed token capacity and a token
generation rate. Token generation rates for each priority class is adjusted based on the priority
requirements. An illustration of toke bucket implementation and architecture is hown in figure
46. For instance, the Type | priority queue is assigned the highest token generation rate while
the Type Il priority queue has the lowest token generation rate.

6.9.5 Smart Forwarding strategy

To improve communication reliability, our proposed strategy uses more than one interface for
packet forwarding under certain circumstances. More specifically, our strategy uses a subset
of interfaces to meet the expected data delivery rates of different traffic classes based on
network performance metrics, such as the network congestion and statistical information of
interfaces.

Upon receiving the packet (p), the network entity node (router u) extracts the priority class
(pClass) of the packet from the Type component of the packet name. Each Type has a unique
success probability requirement (spr), intuitively chosen as 100%, 80%, and 0% for Types |, Il,
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and Il respectively. Router u identifies the priority class of p and sets p’s probability requirement
(pr) based on the class’s spr. We note that each interface has a score (Is), which is calculated
based on the interface’s available bandwidth, observed latency, and packet loss. Router u
sorts the interfaces by score with the highest (Is) in front. It then goes down the sorted list L
and enqueues p on the interfaces, adding their Is to the probability score ps, until ps is greater
than or equal to the pr for p, or we reach the end of L. Router u processes the priority queues
using the WFQ algorithm to dequeue the topmost packet p’. In the final step, following the
token bucket algorithm, each interface forwards p’ when there is a token available.

6.9.6 Co-simulation Framework
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Figure 47: The proposed co-simulation framework integrates ndnSIM communication simula-
tor with OpenDSS power simulator and the ReDis-PV controller.

We created a co-simulation framework in order to integrate the iCAAP communication archi-
tecture with the OpenDSS power system simulator and the Real-Time Photovoltaic Dispatch
to Manage Critical Infrastructure (ReDis-PV) control module, a management tool meant to de-
tect cyber & physical threats and form dynamic clusters to optimally manage energy in the
system as shown in figure 47. In our co-simulation framework, we use TCP sockets to es-
tablish connections between simulators. In particular, we connected two client sockets, one
from OpenDSS and the other from the control module, to the server socket in ndnSIM. We
implemented the client socket interfaces in Python and ndnSIM’s server interface in C++.

Our proposed co-simulation framework contains two primary communication flows: measure-
ment data from OpenDSS to the ReDis-PV Controller and set-point information from the
ReDis-PV Controller to OpenDSS. These flows are directed through ndnSIM, and by extension
iCAAP++, to realistically model the communication process. We divide the co-simulation pro-
cess into three phases, namely the sending phase where generated information is sent out, the
simulation phase where the simulators run as normal, and the receiving phase where relevant
information is received. The co-simulation framework itself has a communication component
which acts as a server and a power component which acts as a client.

The co-simulation framework is responsible for facilitating communication between OpenDSS
and the ReDis-PV Controller. These two entities interface with our iCAAP framework through
the power interface provided by our co-simulation framework, which is implemented as a
python client. They first establish socket connections to the ndnSIM server from their python
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clients. OpenDSS then starts off at the simulation phase while the ReDis-PV controller starts
with the receiving phase. During the simulation phase both OpenDSS and ReDis-PV will run
and generate data for the current time step. During the sending phase both OpenDSS and
the ReDis-PV controller will take their generated information, measurements for OpenDSS
and set-points for the ReDis-PV controller, and encode it as JSON file before sending it to
the Sync-socket module of ndnSIM. At this stage, the Synchronizer will simulate data trans-
missions from source nodes to their destination as specified in the JSON file. Finally, during
the receiving phase, the ndnSIM server will send a JSON file to both simulators, which will
encapsulate all the data that successfully arrived during the last time-step. This information
will then be incorporated into the next instance of the simulation phase, the measurements for
the ReDis-PV controller, and the setpoints for OpenDSS.

Time synchronization between simulators is a core part of any co-simulation framework. In
our proposed co-simulation architecture, we adopted the time-step synchronization method.
The co-simulation starts with OpenDSS, ndnSIM, and the ReDis-PV Controller all running
independently. All three simulators will pause their normal operations to exchange states at
predefined time steps. Note that the time step is an adjustable parameter that can be manually
tuned. The larger the time step the lower the resolution of the simulation which will cause a
larger communication delay to be perceived from the power simulator. As an example, for a
time step of 1 second, all data sent through ndnSIM will have latencies equal to 1 second (time
step value) even if their actual latencies are only a few milliseconds.

Attack Scenario An electric grid system can be subject to attacks, like DoS and DDoS. DoS
and DDoS attacks are common attacks that are easy to orchestrate and hard to prevent. DoS
can be used to perform network jamming, network spoofing, and data flooding that delays or
completely halts communication between DERs and other devices. This disruption in commu-
nication brings the devices out of synchronization. DDoS can disrupt measurement gathering
at the controller and prevent setpoints from reaching BESS devices. This can affect grid sta-
bility and in the worst case lead to differing types of grid failures. To study the extent of the
impact on the system, we have modeled an attack vector against the system and DERs.

An adversary could be any node with intention of adversely affecting the network. Nodes in
the electric grid can also be taken over and controlled by an adversary. An adversary can
also take over multiple nodes of an electric grid, which can collude with each other to create a
sophisticated distributed attack. In our experiments we spread 8 attackers through the system
and had them target the Controller, sending 300 packets per second toward the target.

6.10 Mitigation Strategy
6.10.1 iCAD Architecture

While it is not possible to completely prevent DDoS attack, its effect can be reduced by blocking
traffic from questionable and non-legitimate sources. We have implemented a DoS mitigation
strategy that ensures packets are transferred, prioritizing Type | traffic over Type Il and Type
Il traffic over Type lll. These three types of traffic have three different queues. To forward a
packet to an outgoing interface, it uses a token from the corresponding bucket. If the tokens
run out, the packets will be dropped from the queue.

The solution we developed leverages iICAAP’s priority levels and introduces another class of
priority, referred to as Type IV. Unlike the other priority classes, there is no defined name
structure for Type IV packets; Type IV priority can only be set by an individual router and
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only on a local level. Type IV priority is defined as best effort. Like Type I, Il, and IlI traffic,
Type IV packets also have access to a token bucket where tokens are generated at a given
rate. This allows us to remove potential DDoS flows from the base priority classes, freeing
up those resources for legitimate traffic. Each router maintains a nodal loss rate, which is
updated whenever an interest is completes, whether it was satisfied, timed out, etc. Once
the nodal loss rate passes a predefined threshold (system parameter), the router will begin
to search for problematic packet prefixes. This is done by looking through a rolling history
of received interests and choosing the most popular prefix and adding it to a list of prefixes
that are monitored separately. Popular prefixes can be used for determining attack packets.
The nodal loss rate is then reset, and a loss rate is maintained separately for the monitored
prefixes, which are now ignored by both the nodal loss rate and the rolling history. If these
prefixes’ loss rate surpasses a predefined loss threshold, it will henceforth be classified as
a Type IV packet by the router, regardless of its previous priority class. During an attack, a
router may repeat this process multiple times until the loss created by the DDoS attack flows
no longer have a significant impact.

There is a chance for false positives in our detection system, in which case a legitimate prefix
may be mistakenly classified as a Type IV packet. The prefix’s monitored loss rate can fall
under the Type IV threshold and have its original priority classification restored. Along with
this, if a prefix can remain under this threshold for a predetermined amount of time the router
will no longer monitor that prefix, removing its separate loss rate, and it will no longer be
ignored by the nodal loss rate or rolling history. To ensure that a prefix will have a fair chance
of redemption, only packets that are forwarded from the router will affect the loss rate, and any
packet that is dropped locally will not get added to the loss rate.

6.11 RedisPV Visualization

Objective: This segment aims to showcase the advantages of a visualization tool for the
power grid in the form of a dashboard. This dashboard will help convey the operational status
of various grid elements to the operator for the reliable functioning of the grid. In this project,
the visualization engine is a part of the situational awareness tool.

ReDisPV Tool
Situational Awareness Module
RICE/DRCA/Communication S
Attack and Mitigation T
S W | NN
#/= & Realtime data 5%
4 H -
d:?f — 0]
& 3 =
PowerGrid | L
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Grid Management = Batchdata _
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Figure 48: Flow chart of ReDisPV visualization.
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6.11.1 Tools:

The system data and measurement metrics from the grid simulator will be stored in a database.
This research uses a Python API to interface with the databases. The visualization platform
is developed using Plotly libraries. Plotly is an interactive open-source visualization tool with
over 40 chart types that can be customized using Python libraries. In addition, we use the
Dash framework to create an interactive web-based interface to display the Plotly chart visual-
izations.

6.11.2 Methodology:

The python API receives information from the grid simulator in the form of JSON dictionaries
and populates the tables in the database. The python API also extracts the necessary data
from the database and passes it to the plotly dash visualization platform. Here the python API
receives information from the grid simulator through CSV files generated from the RedisPV
architecture and converts them to a pandas data frame. The dash application was developed
as a layout component and callback component. We defined the chart types used to display
the information in the layout components. Then, the dash-bootstrap components (dbc) were
used to arrange the various visualization elements. The dash-bootstrap-components is a Dash
library based on the Bootstrap CSS framework that helps develop consistent and responsive
web page elements such as navigation panes, dropdown menus, and icons. The dbc was
used to create panes of rows and columns and place each visualization element within each
pane.

Grid Python APIs B Dash SCHERS

Simulator pyplotly

Database

Figure 49: ReDisPV visualization framework.

6.12 Specifications
The Plotly version implemented for this project is Plotly version 5.10.0, and the Dash version
is Dash version 2.6.1.

6.13 Design details:

In the main RedisPV code, vis_mod is the variable that controls the execution of the visual-
ization module. The visualization module is executed if vis,,od is set to 1. The visualization
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module is not executed if vis — mod is set to zero.

The main real-time visualization file is called networkDF_mp_v1.py, located in a Viz folder.
The visualization file is executed using a parallel process, as shown in the figure above.
The measurements received are written into a JSON file called measurements_viz.json, as
shown in the code below. The measurements_viz.json file is written in the same location as
the visualization module.

The networkD Fmpul.py acts as a front end for visualization. The file initializes the dash
bootstrap components, layout features, font size, color components, and other HTML design-
related factors. The visualization files for the real-time visualization are provided in a folder
called pages and are called pg1.py and pg2.py. In pg1.py, the bus and load layout information
is provided in the files busin foD F.csv, Busdatanophase D F.csv, and
DFLoadPV Storage Elements.csv file. These are used to generate the base network visual-
ization. The readjsonreturndict() function reads the measurements visualization JSON file
written by the RedisPV main python file and returns a measurements dictionary.

Like pgl.py, the layout section controls the layout of the various visualization elements, and
the callback section controls the rate at which visualization is updated. The Viz_analytics
folder contains the data analytics module for the batch visualization, which must be run after
the execution of the RedisPV code. The main analytical visualization file is called
networkDF_mp_v2.py, which sets up the outline and the layout of the analytic visualization
file. The main analytical visualization file, called analytics.py and networkpro file.py, is in the
pages folder. In the analytics.py file, the following lines provide the path to the output files
of RedisPV, which are read into pandas data frames and then processed to provide visualiza-
tions.

6.13.1 Dashboard:

The dashboard shows the network visualizations for different operational parameters in the
grid. For example, Figure 1 shows the voltage status in three scenarios: normal operation,
outage, and reconfiguration. The color intensity shows the magnitude of the voltage. This
helps to identify voltage deviations in different conditions of the grid. This dashboard also
showcases the load conditions for the different scenarios. The reconfiguration algorithm helps
to pick up the loads, thus exhibiting the advantages of RedisPV architecture. The cluster
information for loads, PVs, and Storage elements is also displayed in the dashboard.

The callback feature is used to update the data, which is visualized. In the current version, volt-
ages and powers of loads are updated based on predefined time intervals. The essential data
are extracted from the database at predefined time intervals, which are then used to update
the displayed chart types. For example, the following figure shows an updated dashboard.

6.14 |IEEE 123-bus distribution system with IBRs and protections

The EMT domain IEEE 123-bus distribution system model for real-time simulation was de-
veloped from UNCC’s IEEE 123-bus distribution system model. Thirty circuit breakers were
added into the IEEE 123-bus system and the IEEE 123-bus system was divided into seven
zones as shown in Figure 52. In each zone, the grid flowing inverter and grid forming in-
verter with detailed control algorithm were added. To make the model could be run in real-time
without overruns, the model needs to be decoupled. The IEEE 123-bus model was first de-
coupled into four subsystems by using subline as shown in Figure 53. This physical decouple
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Figure 51: Grid operational status: load voltage and power.

makes the model can be simulated by multiple cores of the real-time simulator. To achieve
the optimal computation burden during the breaker event, State Space Nodal Network Inter-
face Block (SSN NIB) and ARTEMIiS SSN solver was placed to precomputes all the possible
state space matrices at the time of switching event based on the location of the breakers and
stores them in memory. To conduct the reconfiguration test, the zonal protection including
primary protection and backup protection was integrated into the model as two additional sub-
systems to detect the fault and control the circuit breakers. The load shedding algorithm was
put alone with the zonal protection to trip the certain mapped controllable load in the IEEE
123-bus system based on the voltage and frequency measurements. Additionally, in order to
communicate with the ReDis-PV, two TCP/IP based asynchronous ethernet communication
were implemented. Two communications worked independently with the same IP address,
but with different ports. Both communications were set as the TCP client to instate a connec-
tion with ReDis-PV. The first communication was triggered periodically to exchange the whole
measurements with ReDis-PV. The second communication was triggered by the signal com-
ing from the protection algorithm which detected the certain event that happened in the IEEE
123-bus distribution system. After triggering by the event, the communication exchanged the
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statuses and measurements of switches with ReDis-PV. The JSON template was used in both
communications to map the data that is exchanged in the simulation. The GOOSE communi-
cation, as the third communication, was integrated into the IEEE 123-bus distribution system
model for the hardware-in-the-loop (HiL) test. The GOOSE communication which is used to
communicate with the external Schweitzer Engineering Laboratories (SEL) relay was added
to the communication subsystem along with the existing two TCP/IP asynchronous ethernet
communications. During the development, the data ports were created in each subsystem to
exchange the data among IEEE 123-bus system, protection and communications subsystems.

A\ Grid Forming IBR [ Grid Following IBR —~— S5

Figure 52: Diagram of modified IEEE 123-bus system with circuit breakers and IBRs

After the development, the IEEE 123 nodes distribution model was tested in real-time by using
OPAL-RT’s OP5707 real-time simulator and running with 62.5 us time step. During the real-
time simulation, the three-phase-to-ground faults in Zone 3, Zone 1 and Zone 7 were applied,
respectively. The TCP/IP based communication worked properly to exchange the data with
ReDis-PV. The real-time performance of this model was measured in this real-time simulation.
Based on the computational benchmarking results as shown in Figure 54, each subsystem run
within the required simulation time step. No overrun was found during the real-time simulation.

6.15 IEEE 2500-bus distribution system with IBRs and reconfiguration

The IEEE 2500-bus distribution system model for real-time simulation was developed by con-
verting from OpenDSS model. The tool named DiTTO was used to convert the OpenDSS
model to the ePHASORSIM model. This tool creates the netlist files with all the model netlists,
data and proper header so that ePHASORSIM solver can read and simulate. The ePHASOR-
SIM simulation results were validated by comparing with the OpenDSS load flow. In order to do
the reconfiguration test, the additional circuit breakers were integrated into the model. Based
on an OpenDSS model developed by a team member, the 2500 nodes distribution system was
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Figure 53: Structure of real-time model IEEE 123 nodes distribution feeder with zonal protec-
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Figure 54: Computational benchmarking results of (a) — (d) IEEE123 feeder and IBRs subsys-
tems, (e), (f) zonal protection subsystems, (f) communication subsystem, and (h) number of
overruns during the simulation

partitioned into four areas as shown in Figure 55. Among each area, the inter-area normally-
closed (NC) and normally-open (NO) switches were added to facilitate reconfiguration of the
distribution feeder. Additionally, inside each area, some intra-area NO switches were added to
create loop-type laterals. Twenty-four switches, their connection buses and lines were added
to the 2500 nodes distribution model whose detailed information is shown in Figure 58. To ex-
change the data with ReDis-PV during the real-time simulation, a TCP/IP base asynchronous
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ethernet communication was implemented into the model. The JSON format including the
required measurements and setpoints was designed and used in the communication data
mapping. In addition, twenty-seven grid-following (GFL) inverter and four grid-forming (GFM)
inverter EMT-domain models were integrated into the grid model for the reconfiguration test.
As the EMT-domain inverter model was developed with the 50 ps time step which is much
faster than the time step (10 ms) in the phasor-domain 2500 nodes distribution system model.
The inverter models cannot be placed in the same subsystem as the phasor-domain model.
Furthermore, the integrated inverter models cannot be placed in the same subsystem when
considering the computation burden of the subsystem. Because of this, the newly integrated
GFL inverter models were placed into one master subsystem and four slave subsystems as
shown in Figure 56. The integration method, as shown in Figure 57, was used in the GFL
inverter and GFM inverter integration. The location of each inverter, and additional elements
for the integration is shown in Figure 59.

Area #2

O Normally closed switch

Area #4

B Normally opened switch

Figure 55: Diagram of 2500 nodes distribution system with inter-area switches

After the development, the model was validated and benchmarked in real-time simulation by
using OPAL-RT’s OP5707 real-time simulator. The islanding operation condition was applied
during the simulation for all zones. The TCP/IP based communication worked properly to
exchange the data with Python server. The real-time performance of the model was bench-
marked in this simulation. The computation benchmarking results, as shown in Figure 60,
shows that this phasor EMT co-simulation model run within the required multi-timesteps of 10
ms and 50 ps, respectively. There is no overrun was observed during the whole simulation.

6.16 Main and Backup Protection on IEEE 123-node network
6.16.1 Main and Backup Protection

The conception of the protection scheme developed for microgrids in this project is based on an
extensive literature survey that shows the published approaches are highly system/topology-
dependent, and/or assume infrastructure that cannot be financially justified. The proposed
scheme uses the most reliable physical attributes of fault that manifest for any topology and
any source types — undervoltage and current direction. For a fault on a feeder-section the
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Figure 57: Diagram of integration of EMT-domain (a) GFL inverter and (b) GFM inverter into
phasor-domain grid model

voltage will always be dragged down to a low value due to physics and currents from both
ends of the feeder will always flow into the feeder. These attributes are utilized to form and
test a source-agnostic, cost-aware protection and reconfiguration module in the project.
Primary protection zones are determined by placement of intelligent circuit breakers capable
of performing undervoltage and directional functions, communicating using IEC 61850 pro-
tocol, and performing synch-check before closing. Such reclosers are available in market.
The protection zones will get smaller (making protection more selective) with larger number of
breakers installed, and vice versa, thus making the scheme cost-aware. Main protection relay
is placed at one of the DER facilities and communicates with all boundary breakers, exchang-
ing GOOSE messages — voltage and direction triggers going from the breakers to relays and
trip signals from relay to breakers.

The backup protection is embedded with the area controller developed in this project and sub-
scribes to GOOSE messages from the breaker IEDs about the breaker status (close/open)
and a breaker failure alert in case a breaker fails to open, or from a relay if it fails to operate, or
from the communication protocol if any communication link fails. It also receives the undervolt-
age and direction trigger from breaker, and hence also detects the fault detected by the main
protection. It can send GOOSE signals to any breaker to open or close. It is set to wait for the
main protection and associated breakers to trip and then operate the appropriate breakers to
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Area From bus To bus New Switch New Bus New Line
Areal-2 | 632 628 areal2_sw 632sw None
Inter-areaNC 7y 0213 | 564 557 areal3_sw 5645w None
Switches =
Area 3-4 | 1065 1062 area34_sw 1065sw None
area23 swl, 632tie, .
Area 2-3 | 632 564 area23:sw2 Seatie area23_tieline
L’:ﬁi:::a NO | area1a | 159 1065 Ziiiiﬁ 1(5)2;'2; areal4._tieline
area24 swl, 1444tie, -
Area 2-4 | 1444 2090 area24:sw2 2090tie area24 _tieline
83 134 areal swl4 83tie areal_tie_83 134
126 161 areal_swl5 126tie areal_tie_126_161
154 179 areal_swlé6 154tie areal_tie_154 179
Areal  Imoeq 515 areal swl7 | 554tie areal_tie 554 515
307 268 areal swl8 307tie areal_tie_307_268
431 516 areal_swl9 431tie areal_tie_431_516
713 759 area2_swl12 713tie area2_tie_713_759
:l:::c::a NO | prea2 [9as 1002 area2 swl3 | 945tie area2_tie_945_1002
1083 1172 area2_swl4 1083tie area2_tie_1083_1172
844 926 area3_sw7 844tie area3_tie_844 926
Area 3 926 888 area3_sw8 926tie area3_tie_926_888
946 1060 area3_sw9 946tie area3_tie_946_1060
1690 2090 aread_swl12 1690tie aread_tie_1690_2090
Area 4 1578 1917 aread_swl13 1578tie aread_tie_1578 1917
1078 1254 aread_swl4 1078tie aread_tie_1078_1254

Figure 58: Details of newly added switches

clear the fault, and at the same time, perform a reconfiguration task to make sure minimum
load is lost and minimum islands are formed.

This protection was designed and implemented on the IEEE 123-bus distribution feeder with 15
inverters modeled in compliance with the IEEE standard 1547, with ten breakers forming seven
main-protection zones. Cases illustrating performance of main and backup protection were
run to capture all types and location of faults and failures of breaker, relay and communication
channels. This was illustrated first on PSCAD (controller with backup and reconfiguration
module on a computer running MATLAB) with communication modeled as delays', and then
on RTDS with relays as hardware in the loop (HIL) performing main protection, and IEEE
61850-based communication co-modeled with physical network?. Main and backup protection
and reconfiguration functions were successfully demonstrated on both platforms.

"Phani Gadde, Sukumar Brahma, and Trupal Patel. Real-time hardware-in-the-loop im- plementation of pro-
tection and self-healing of microgrids. IEEE Transactions on Industry Applications, 59(1):403—411, 2023.

2Phani Gadde and Sukumar M. Brahma. Topology-agnostic, scalable, self-healing, and cost-aware protection
of microgrids. IEEE Transactions on Power Delivery, 37(4):3391-3400, 2022. 67
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Area Bus New Load New Switch New Bus New Vsource

19 BESS1 None None None

71 BESS2 None None None

83 BESS3 None None None

368 BESS4 None None None
Area 1 411 BESS5 None None None

422 BESS6 None None None

365 BESS23 None None None

154 BESS26 None None None

95 BESS27 None None None

686 BESS7 None None None

741 BESS8 None None None

904 BESS9 None None None
Area 2

1000 BESS10 None None None

GFL Inverters 1364 BESS11 None None None

1444 BESS13 None None None
Area 3 966 BESS24 None None None

1386 BESS12 None None None

1518 BESS14 None None None

1600 BESS15 None None None

1646 BESS16 None None None

1658 BESS17 None None None
Area 4 1690 BESS18 None None None

2026 BESS19 None None None

2241 BESS20 None None None

2397 BESS21 None None None

2404 BESS22 None None None

2111 BESS25 None None None
Area 1l 282 BESS28 sw_282 282s 282s_a V_GFM_2

GEM Inverter Area 2 973 BESS29 sw_973_973s 973s_a V_GFM_3

Area 3 966 BESS30 sw_966_966s 966s_a V_GFM_4
Area 4 1821 BESS31 sw_1821 1821s | 1821s_a V_GFM_5

Figure 59: Details of newly added inverters

Sample Time 5.0E-5[s]

Mumber of Overruns 0

Probes Usage[%] Min Duration[ps] Max Duration[ps] Mean Duration[ps]

JSON_2500v12_31der_121522 64 85
SM_eMEGASIM £9.45 33.65 37.20 3471
$5_DistGrid 1415 141524 1413.24 141524
55_eMEGASIMZ 72.31 36.16 36.16 36.16
55 _eMEGASIMG 72.45 36.22 36.22 36.22
55 _eMEGASINMA 75.41 37.71 37.71 37.71
85 _eMEGASIMG 85.25 42 62 42 62 42 62

Figure 60: Computational benchmarking results of 2500 nodes distribution model with invert-
ers
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6.17 RICE (Risk-Informed Condition Evaluation) Module
6.17.1 Module description:

RICE module is used operationally to assess probabilities of adverse grid events (i.e., risk of
losing specific critical load(s)), given diverse real-time observed evidence across the topology
of interest. RICE module bases its assessments on Bayesian inference over a Probabilistic
Graphical Model (PGM), which is, in turn, built and learned during periodic (re)training with
Digital Twin model data. An indicative PGM applicable to use cases of interest to ReDis-PV is
illustrated in Figure 61.

Input events Intermediate events Final outcomes
(e.g., at voltage collection nodes) (e.g., loss of power)

DER-specific
generation physics
& health state

environmental
factors

grid conditions

(other factors)

O measurement(s) f:j target(s) of inference query

Figure 61: Conceptual illustration of a forward type of analysis for a solar-centered distributed
grid, where input events of interest drive processes that ultimately lead to assessments re-
garding mission-critical final outcomes. RICE module is able to discover and model complex
causality relationships from data.

In use cases considered in ReDis-PV, the underlying PGMs connected the physical health of
specified DER fleets to distributed voltage violations and loss of power events at critical loads
across the topology of interest.

6.17.2 Architectural configuration:

The RICE module consists of two distinct modules as follows:

» RICE-LRN, which uses training datasets containing operational experience from a model
system to learn (and, occasionally, re-learn) the structure and parameters of the under-
lying PGM.

* RICE-EXC, which is used operationally to rapidly perform inference over the learned
PGM and evaluate the risk of events of interest provided by the user/operator.
6.17.3 Algorithmic construction:

RICE module has been originally developed in a modality-agnostic manner to be able to cover
diverse input phenomena that can cause adverse effects on the grid. In the context of ReDis-
PV, such input phenomena were considered to be physical and cyber attacks on DER fleets.
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Figure 62: RICE-LRN is able to reduce the class of sought-after PGMs into models that capture
observed causality relationships.

In the project nomenclature and reporting, we used identifiers (e.g., -P-, as in RICE-P-EXC for
physical attack), to identify RICE modules built and configured for particular attack modalities.
The learning on PGMs achieved by RICE-LRN is illustrated conceptually in Figure 62, whereas
the main steps of both RICE-LRN and RICE-EXC are illustrated in Figure 63.

construction / update of risk assessment tool operational use

events X, assumptions, discrete dataset Dy learned PGM B = (G, ) ( evidence Y ) ' query Q
T "ty
Dataset D, (continuous/mixed) | Preparation (Sec. IV-B) Probabilistic Graphical Model learning Monte Carlo methods
k| o1 | o2 | 23 | o Data-driven collection (Sec. IV-D)
1] I H0LE [JOUE Structure Parameter W Bayesian
2084 )89 F o Event discretization learning learning inference
& labelling J
. Assumption formulation (Sec. IV-C1) (Sec. IV-C2) B=(G,0)
(Sec. IV-A) (i€, Eorceds Erorbidden) )

effective DAG topology G = (X, E) |—> risk = Zp (Q[Y)

Figure 63: Main workflows of RICE-LRN (left / grey part) and RICE-EXC (right / green part).

6.17.4 Example operation:

Over the course of ReDis-PV, training datasets based on short-term, quasi-steady state simu-
lations with randomized initial and environmental conditions were procured with Powerfactory
and OpenDSS models of grid response to physical attacks on PV-DERs, with approximately
10,000 runs each. Such datasets were appropriately discretized and labeled. RICE-P-LRN
was used to learn the structure and parameters of the underlying PGM, and, ultimately, con-
struct the operational inference model used by RICE-P-EXC. In turn, RICE-P-EXC was used to
address diverse inference queries, as illustrated in the table shown in Figure 65 The respective
topology and the structure learned by RICE-LRN are illustrated in Figure 64.
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Figure 64: Topology and respective RICE-LRN-learned causality relationships between at-
tacks on PV-DER fleets and grid events.

6.17.5 Implementation and interfacing:

RICE-P elements were implemented with a combination of MATLAB, R, and Python code
and libraries. RICE-P-LRN includes MATLAB modules with no dependencies and R modules
requiring bnlearn'. RICE-P-EXC is Python based, and requires pgmpy? and genfromtxt®
from numpy. Algorithmic implementation details and related remarks are available in the
respective publication®.

* RICE-P-LRN:

o Input:

x Tabulated dataset (e.g., in *.csv or similar format), with each column corre-
sponding to an event in the sought-after PGM (e.qg., “aggregated physical health
of PV-DER Fleet B”, “voltage violation in node 54, “loss of power (true/false) in
critical load 5”) and each row corresponding to a different short-term, quasi-
steady state simulation run.

* Prior information regarding unallowed and/or forced causality relationships to
help RICE-P-LRN understand the order of events in the network. For example,
the physical health of PV-DERs does not influence critical loads directly but
indirectly (by influencing, first, voltage violations). Such information can be
passed to RICE-P-LRN.

o Output:
x Learned inference model in *.bif format (Bayesian Interchange Format).

* RICE-P-EXC:

'https://cran.r-project.org/web/packages/bnlearn/index.html

2https://pypi.org/project/pgmpy/

Shttps://numpy.org/doc/stable/reference/generated/numpy.genfromtxt.html

4D. Pylorof, H.E. Garcia and R. Bhattarai (2023). “Risk-Informed Condition Evaluation for
Solar-centered Energy Generation and Distribution Networks through Bayesian Learning and In-
ference,” 2023 IEEE Innovative Smart Grid Technologies Conference, Washington, DC, USA.
https://doi.org/10.1109/ISGT51731.2023.10066364
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@)

Learned inference model in *.bif format (Bayesian Interchange Format).

o

Sought-after inference query.
Output:

o

x Calculated probability (i.e., in the particular context, risk) of provided inference
query. See the table below in Figure 65.

Critical uniform PV-DER fleet physical health levels L1 ... L7
load L1 (poor PV-DER health) L2 L3 L4 LS L6 L7 (excellent PV-DER health)
1 0.319 0.224 | 0.149 | 0.021 | 0.005 | 0.001 0.000
2 0.466 0.322 | 0.227 | 0.093 | 0.069 | 0.013 0.001
3 0.496 0.363 | 0.276 | 0.157 | 0.052 | 0.010 0.000
4 0.492 0.387 | 0.237 | 0.163 | 0.082 | 0.013 0.001
5 0.762 0.585 | 0.429 | 0.338 | 0.197 | 0.103 0.011
6 0.389 0.272 | 0.144 | 0.084 | 0.016 | 0.002 0.000

Figure 65: Probability to lose power at each critical load 1, ..., 6, for PV-DER fleet health h; =
H varying uniformly for fleets i € {A, ..., F'} across 7 discrete levels partitioning uniformly the
[0,1] interval: {L1: H €[0,0.143), L2 : H € [0,0.143),..., L7 : H € [0.857,1]}

Health does not have to vary uniformly in RICE queries, nor does the logic need to be so
simple, as indicated in the following more complex queries:

» What is the probability of losing power at critical load 5 when Fleet C is at health level 2
and other fleets (A, B, D, E, F) are at level 4? RICE response: 0.47

» What is the probability of losing power at critical load 5 when Fleet C is at health level 1
and other fleets (A, B, D, E, F) are at level 2? RICE response: 0.71 (notice worsening
risk, as expected, compared to the previous query)

» What is the probability of losing power at critical load 1 and NOT losing power at critical
load 5 when Fleet C is at health level 2 and other fleets (A, B, D, E, F) are at level 4?
RICE response: 0.07 (an unlikely event, as expected, given a recognized dependency
between critical loads 1 and 5)

6.18 B. HE (Health Evaluation) Module
6.18.1 Module description:

HE module is used operationally to assess the health of PV-DERs by comparing, in real-time,
actual observations (e.g., actual PV-DER power output) to physics-based estimations (e.g.,
modeled PV-DER power output), and discerning, quickly-enough, statistically significant
change in the presence of measurement noise and other irregularities. In the particular case
study of physical attacks conducted for this project, modeled PV-DER output is obtained from
suitable models following the Digital Twin paradigm that cover, to some level of fidelity, the ma-
jor aspects affecting PV-DER power output (e.g., locale, panel properties, size, and orientation,
environmental factors, date and time), sparing integral (i.e., accumulating) effects related to
physical attacks. In development efforts during ReDis-PV, suitable models were sourced and
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based on pvlib®. Nevertheless, the choice of model is up to the HE implementer or operator.
The ability of the HE module to discern a statistically significant change in monitored health
levels is sourced in non-parametric, distribution-free, statistical change detection techniques
for streaming data. The algorithm developed and implemented in the HE module can adapt to
diverse noise patterns and understand -with quantifiable error margins- when health changes
are indeed meaningful without unnecessarily alerting grid operators for no good reason. An
important parameter for the operation of the HE module is related to the length of the buffer
window the HE module is using to look back with regard to the present time and understand
if a statistically significant change is occurring or not. Longer windows (e.g., to the order of
30-60 seconds, sampling at 1Hz) can offer more stable assessments, whereas shorter win-
dows can offer more rapid yet potentially volatile assessments. In ReDis-PV, the possibility
of using multiple HE modules with different windows of operation and attack types was also
investigated. The general problem of health evaluation for PV-DERs under the motivation of
ReDis-PV was investigated preliminarily (and prior to the development of the streaming data
change detection approach) in an exploratory publication®.

6.18.2 Architectural configuration:
HE module consists of two distinct submodules as follows:

+ Embedded PV Models, which first uses a “solar irradiation model” to compute estimated
irradiance based on estimated PV location and configuration and time. Then, it uses a
“PV generation model” to estimate PV power output for current conditions and hypothe-
ses.

» Health Computation Model, which uses PV power output measurement and estimated
PV power output to compute the health index of the PV DER under observation.

6.18.3 Algorithmic construction:

As previously mentioned, the HE module utilizes algorithms based on non-parametric statis-
tical change detection for streaming data, which are able to (i) quantify the distance of the
distribution currently seen in streaming data with known distributions (e.g., with various physi-
cal/cyber health levels, or with various diverse simulated or previously seen attacks), or, more
simply, inform the operator of new, never seen before situations, while preserving specified
accuracy bounds on rates of false positive detections.

6.18.4 Example operation:

Figure 66 and Figure 67 illustrates the use of the developed HE module to detect two test-
case attack events, where both the attack index itself increases and, later, the sensor output
deteriorates.

Shttps://pvlib-python.readthedocs.io/en/stable/

6R. Bhattarai and H.E. Garcia (2022). “Online Health Monitoring of Photovoltaic Distributed
Energy Resources,” 2022 I|IEEE Power Energy Society General Meeting, Denver, CO, USA.
https://doi.org/10.1109/PESGM48719.2022.9916726
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6.19 Implementation and interfacing:

HE module has been implemented in MATLAB functions and scripts, with no dependencies.
In the broader ReDis-PV architecture, HE module is interfaced with PV-DER sensors and
environment sensors (i.e., to drive modeled PV-DER output).

* Inputs:

o Current PV-DER power output

o Modeled PV-DER power output (if model implemented outside of HE boundaries)
* Inputs:

o estimated PV-DER health index
o “change” / “no change” flag
o Other statistics on the monitored signal, as needed (e.g., recent mean, variance)
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Figure 66: Example attacks happening at 300 and 600-time units. First, a physical attack is
decreasing output further from 70% of what would be physically realizable to 60% (alternatively,
attack intensity goes from 0.3 to 0.4). Next, an attack or malfunction at the power output sensor
for the particular PV-DER is increasing the sensor output noise.

6.20 FE (Fitness Evaluation) Module
6.20.1 Module description:

FE module is used operationally to fuse risk and health information used by DRCA. The un-
derlying motivation is that a PV-DER’s “fitness” to be elected in coordinating roles by DRCA
should relate to its criticality in the system, so that large and high-risk PV-DERs with regards to
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Figure 67: HE module correctly and stably identifies both attack events by noticing changes
as they happen. For comparison, we also illustrate how oscillatory and perhaps misleading an
instantaneous or low-pass-filtered calculation of measured vs. theoretical output would yield,
further illustrating the benefits of the pursued HE approach.

critical loads are less likely to be elected (as they can attract attackers, and an attack at a PV-
DER with cluster-wide functionality will harm the entire cluster), and that unhealthy PV-DERs
(i.e., PV-DERs that have been attacked) should not be likely to be elected to coordinating roles
either. All such considerations are captured by the so-called “fithess index”, a quantity fusing
PV-DER capacity, health, risk, and user preference / sensitivities in a scalar value.

6.20.2 Architectural configuration:

HE module consists of one function as follows:

Fitness Evaluation Calculation: F'N (i) = max(0,Q(:)) x h(i), where h(i) is the health index for
DER i, Q(i) := 1 —agisss M(f(i)), M(f(i)) = max R(L(f(i))|H(/(i))) is a RICE risk query,
L(f (7)) are critical loads influenced by DER i, ¢(i) and C(f(i)) are DER and fleet capacities
(i.e., in power units), respectively, and a > 0 is a tuning parameter, making the fitness index

more/less sensitive to risk.

6.20.3 Algorithmic construction:

FE is an instant, algebraic calculation (i.e., with no “memory”) that collects online health and
RICE information and computes the fitness index for the given PV DER under consideration
using the formulation briefly described above. FE is implemented in a MATLAB function.

Page 71 of 100



Award Number: DE-EE0008774
Recipient Name: U. of North Carolina at Charlotte (UNCC)

6.20.4 Example operation:

Figure 68 illustrates FE calculations fusing PV-DER capacity, health, risk, and user preference
/ sensitivity.
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Figure 68: Application of FE calculations on ReDis-PV topology fusing PV-DER capacity,
health, risk, and user preference / sensitivity. It can be seen that fithess indices drop for
decreasing health. Also, higher risk PV-DERs, as identified by RICE, tend to have their fit-
ness index decreased as the user becomes more risk-averse, by use of the tuning parameter.
Finally, as evidenced by the translation downwards of the colored indices, larger DERs also
tend to have decreasing fitness for coordinating roles assigned by DRCA as the user becomes
more risk averse.

6.20.5 Implementation and interfacing:

FE module has been implemented in MATLAB functions and scripts, with no dependencies. In
the broader ReDis-PV architecture, FE is interfaced with HE module (to obtain PV-DER health
indices), RICE module (to obtain PV-DER / fleet risk with regards to each critical load), and
DRCA module (to deliver the fitness evaluation result).

6.21 D. DRCA (Dynamic Reconfigurable Control Architecture) Module
6.21.1 Module description:

DRCA is integrating local- and system-wide health, risk, and mission information, to deter-
mine optimal placement of the cluster manager role within existing clusters in defense against
anomalies and threats including cyber adversaries. The fundamental principle motivating the
DRCA module is that threats, cyber intrusions and/or attacks are certain to happen, systems
can and will be eventually compromised. However, by (a) decentralizing the communications,
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command, and control roles in distributed grids by forming short-lived clusters and (b) mov-
ing these roles around logical and physical locations, following the moving target defense
(MTD) principle, such threats will be less likely, in expectation, to succeed in disabling the local
grid and harming its stakeholders. The concept of MTD has seen increasing use in secur-
ing diverse computer and network systems on the basis that threats have a finite power and
will challenge or compromise assets sequentially or in batches, and defenders have a better
chance by not remaining at the same physical /logical location permanently. The use of MTD
in securing highly-distributed grids is a novelty of ReDis-PV.

DRCA performs MTD in a pseudo-random way, where the probability for each PV-DER mem-
ber of the respective cluster to be elected in a coordinating role is influenced by its fithess
index as calculated by the FE module. While all PV-DER locations have a probability to be se-
lected, PV-DER locations with higher fitness will be more likely to be selected. DRCA module
decides on the location and period-of-performance (POP) for each short-lived cluster man-
ager, and repeats the pseudorandom selection process at the end of the POP. In addition to
the pseudorandom selection process, a spatiotemporal game-theoretic approach based on
Markov-Stackelberg game has also been preliminarily investigated.

6.21.2 Architectural configuration:

HE module consists of six distinct modules as follows and is illustrated in Figure 69:
* HE module, which is described earlier.
» RICE module, which is described earlier.
* FE module, which is described earlier.

« Candidate Nomination (CN) module, which uses the fitness index computed from inte-
grating risk and health calculations to compute the candidate status for each PV-DER.
This status assesses whether a particular PV DER can be nominated for selection to be
a cluster manager. At its core, the CN module embeds a ring element in which its speed
of rotation depends on the value of the given PV DER’s fitness index towards accord-
ingly reducing or increasing its likelihood of being nominated for being a cluster manager
based on its fitness to be so.

 Cluster Manager Selection (CMS) module, which collects those PV DES candidates be-
ing nominated for cluster manager and applies a particular algorithm of the user’s choice
to select a given PV DER to be the cluster manager for the next period-of-performance
(POP). Diverse algorithms for selection are available, including one that randomly selects
a cluster manager among the nominated candidates.

« POP module, which computes the POP for the just-selected cluster manager. Diverse
algorithms for computing POP are available, including one that sets POP to a fixed,
user-selectable value.
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Figure 69: Computational components of the dynamic resilient control architecture.

6.21.3 Algorithmic construction:

DRCA module integrates an assortment of diverse algorithms to synthesize its six modules
introduced above. Algorithms utilized for implementing HE, FE, and RICE modules have been
already described in previous sections. The CN module is designed using a ring element
of defined states having values within, for example, the [0, 1] interval. The rotational speed
for which the ring element changes its states depends on its penalty function based on the
received fitness index for the particular PV DER under consideration. The particular state in
which a given ring element may be defines whether this PV DER is nominated to be a cluster
manager when an election process begins. For example, if the state of the ring is within [0,
0.5), then the particular PV DER is nominated; otherwise, if its state is within [0.5, 10), the
given PV DER is not nominated. On the other hand, several algorithms are available for the
operation of CMS modules including as follows:

» Uniform selection amongst all eligible candidate based on a uniform random distribution
where all nominees share same interval in probability distribution space [0, 1]

» Non-uniform selection with memory where the selection of the cluster manager depends
on the list of nominees and their past selection history. Preference may be given, for
example, to PV DERs that have not been previously selected.

Similarly, several algorithms are available for the calculation of POP including as follows:
 Fixed time period

» Time period based on fixed value plus a randomly selected period
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» Time period based on fixed value plus randomly selected time period with the provision
of early termination

6.21.4 Example operation:

Results reported in Figure 70 suggests that the use of DRCA may significantly reduce over-
all probability of lead controller/cluster manager being compromised as compared to no-
resiliency case. For example, for a given random attack scenario, the lead controller/cluster
manager is compromised about 17% as opposed to 3.5%of the time when operating a non-
resiliency and a resiliency case (using further-right resilient algorithm), respectively. Further-
more, in order to assess the sensitivity of DRCA performance to uncertainty in HE, Figure 71
confirms that as HE uncertainty increases, the likelihood for the lead controller/cluster man-
ager being compromised also increases. For example, the lead controller/cluster manager is
compromised about 6% (an increased from the 3% when there is 0 error in estimating health
index, HI) as opposed to 17% when operating a non-resiliency and a resiliency case, respec-
tively. The increase in the likelihood the cluster manager is compromised results from the HE
incorrectly assessing that the system is healthier (with estimated HI being 0.6) than what it is
actually (with actual HI being 0.2). However, DRCA still performs better than the no-resiliency
case. However, the uncertainty associated with HE should be analyzed to ensure that DRCA
operates adequately even under the presence of attack detection inaccuracies.

Variation of Lead Controller Compromised Time (6 DER cluster)

5 5 5 ¢ v v v &
)¢ X ¢ X Y ¢ ¢ ¢
AR SR AR A SRRV AR S

& o & & < <& o ®

i
Different Resilient Strategies

Figure 70: Variation of the time lead controller/cluster manager is compromised under different
resilient strategies.

6.21.5 Implementation and interfacing:
DRCA module has been implemented in MATLAB scripts and functions, with no dependencies.
* Inputs:

o cluster configuration
o health index computed for each PV-DER in cluster
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Figure 71: Variation of the time lead controller/cluster manager is compromised as a function
of health index (HI) uncertainty.

o health index computed for each critical load defined for the distribution system un-
der supervision

o selected algorithmic option for selecting cluster managers
o selected algorithmic option for computing POP for the just-selected cluster manager
o user-defined lower/upper bounds on POP

* Inputs:

o PV-DER index to which managing role has been assigned to be cluster manager
o Period-of-performance (in seconds) for current cluster manager assignment

6.22 E. Meta-Code for integrating RICE, HE, FE, and DRCA modules
within ReDis-PV platform

The following material describes a Meta-code developed to guide the integration of the RICE,
HE, FE, and DRCA modules previously described within the ReDis-PV platform. To this end,
this Meta-code is divided into three distinct functional partitions each associated with three
main computational environments existing within the ReDis-PV platform, namely, the ReDis-
PV code, the Simulator Code, and DRCA code. This Meta-code was then translated into actual
code during the integration phase of ReDis-PV.

Note:

» Color code: The color codes are as follows:

[ReDis-PV|Simulator Code||DRCA
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» Words “get” and “pass” indicate that the particular information at hand is collected from
or injected to an outside entity without ever going through the communication layer

* Word “load” denotes an assignment (e.g., “load A with B” means A:= B)
« When no communication layer is included /modeled:

o “Port” can simply denote a variable/record.
o “Send” can simply indicate a “write”, “put”.

[## The following steps should be conducted whenever a new cluster organization is created ##]

If new cluster organization is created: [## Condition identified by a flag ##]

R1. Get from “Cluster Optimization Routine” number of clusters “ncl” and cluster organization
(CO_i) and lead controller (LC_i) for each cluster “i” as well as Period-of-Performance (PoP _i) for
each LC_i.
R2. For each cluster “i", i:1, ..., ncl:

a. Pack CO i, LC i,and PoP_iinto a CLP_i package

b. Place CLP_i packages & new cluster “flag” into port (PRD) defined for ReDis-PV

un
I

R3. “Send” CLP_i packages & new cluster “flag” placed in PRD (defined for ReDis-PV) to the
particular port (PLC i) assigned to LC_i (defined for DRCA in Simulator Code) [# This line emulates
DATA TRANSMISSION FROM ReDis-PV TO DRCA (VIA SIMULATOR CODE) ##]

S1. If new cluster flag in PRD specifies new cluster organization is created:
a. Foreach cluster ", i:1, ..., ncl:
Load recCLP_i with the CLP_i packages received at PLC i assigned to LC i (defined for
DRCA in Simulator Code) from PRD (defined for ReDis-PV) [## This line emulates DATA
RECEPTION TO DRCA FROM ReDis-PV (VIA SIMULATOR CODE) ##]
52. Pack recCLP_iinto recCLPs
53. Update DRCA with recCLPs [## DRCA does not execute internal modules ##]

a. Unpack recCLPs into CO_i, LC i, and PoP_i

End if

Page 77 of 100



Award Number: DE-EE0008774
Recipient Name: U. of North Carolina at Charlotte (UNCC)

[## The following steps should be conducted every time step (i.e., 1 sec) ##]

R4. Get (from NMSU) two (2) distinct sets: set (DCDER) of TRUE DoSS-compromised (1-¢, 3-¢) DERs
and set (DDDER) of DoSS-detected (1-¢, 3-db) DERs

R5. If demonstrating DoSS attacks, get critical load risks (CLRs) from RICE-DoSS module; otherwizse, get
CLRs from RICE-P module [## Risk estimates were computed using last known health calculations ##]
R6. Pass DCDER, DDDER, CLRs to Simulator Code [## WITHOUT GOING THROUGH COMM. LAYER ##]

54, Get DER measurements (DMs) from PV DERs (in OpenDSS)
55. Pack DM, DCDER, DDDER, and CLRs into DDDC package [## DDDC package is the INPUT set to

DRCA ##]

$6. Invoke DRCA with DDDC package [## DRCA executes internal modules ##]

2 o oo

Unpack DDDC package into DM, DCDER, DDDER, and CLRs
Compute physical health indexes (HI-Ps) for each 3-¢ DERs
Compute “physical health index for each 3-¢ fleet DERF i (i.e., PHIDERT i, i:1,...,nderf)
If demonstrating DoSS attacks, then:
i. Assign DoSS health indexes (HI-DoS5s) for each 3-¢ DERs based on the set of
DoSS-detected (1-¢, 3-¢) DERs

Tm oo

2.
iii. Pack LC_i, HI-P_i, and DM_i into an LHD_i package
iv. If demonstrating DoSS attacks, then:

1.

j. Pack PHIDERfs, LHDs, and SDDERs into PLS package
i. PHIDERfs, LHDs, and SDDERs are constructed by accordingly grouping PHIDERT i
(i:1,...,nderf), LHD_i (i:1,...,ncl), SDDER _i (i:1,...,ncl), respectively.
k. Return PLS package [## PLS package is the OUTPUT set of DRCA ##]

If demonstrating DoSS attacks, SHIs = HI-DoSs; otherwise, SHIs = HI-Ps
Compute fitness indexes (FIs) based on SHIs and CLRs
Compute candidate status (CSs) for all 3-d DERs using Fls
Pack HI-P_i, SHI_i, and C5 i into HSC i packages for each cluster
i. Foreach cluster
i. Update PoP_i
ii. IfPOP_i<=0,
1.
set its PoP

e
|

i
I

L i1, .., nel:

IF no 3-¢ DER in cluster “i”, randomly select a 1-¢ DER as new LC iand

ELSE determine new LC_i and compute its PoP_i based on SHI_iand CS i

Based on the set of TRUE DoSS-compromised (1-d, 3-b) DERs,
determine whether LC i has been DoSS-compromised

If LC iis DoSS-compromised, create a set SDDER i listing all its
subordinate (1-d, 3-b) DERs_i that are not DoSS-compromissed (based
on DCDER)
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57. Unpack PLS package into PHIDERfs, LHDs, and SDDERs

58. Pass shutdown commands to each (1-, 3-®) DERs listed in SDDERs ([## This line should result in

shutting down (10 3-@) DERs in Simulator ##]

59. Pass PHIDERF i, i:1,..,nderf, to ReDis-PV [## WITHOUT GOING THROUGH COMM. LAYER ##]

510. For each cluster “", i1, ..., nel:

a. Place LHD ipackage into PLC i
S11. For each duster 1", i:1, .., ncl:
a. "Send” LHD ipackages placed in PLC i assignedto LC i (defined for DRCA in Simulator

Code) to PRD (defined for ReDis-PV) ([## This line emulates DATA TRANSMISSION FROM
DRCATO ReDis-PV ##]

R7. Get PHIDERf from Simulator Code
R8. Load recLHD i with the LHD i packages received at PRD (defined for ReDis-PV) from PLC |
assigned to LC i (defined for DRCA in Simulator Code) [## This line emulates DATA RECEPTION TO
ReDis-PV FROM DRCA (VIA SIMULATOR CODE) ##]
R9. Pass PHIDERT i, i:1,...,nderf, to RICE-P module
R10. If demonstrating DoSS attacks, then:

a. get (from NMSU) “DoSS health index for each fleet DERF I” (i.e., DHIDERS |, i:1,...,nderf) and

pass DHIDER i,i:1,.., nderf, to RICE-DoSS module
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7 Significant Accomplishments and Conclusions

7.1 Overall Outcome

* Integrated tool that works in conjunction with the legacy and inverter-based controllers,
existing communication system, meters, and DMS to monitor the ‘health’ of the distribu-
tion grid with high penetration of PVs and other DERs.

+ A management mechanism to utilize PVs, Energy Storage, and flexible loads, to support
critical infrastructure during emergencies and improve reliability during normal operation.

7.2 Main Features

» Capable of dynamically updating the grid model during normal operation and during
cyber or physical threats.

» Capable of assessing cyber and physical security and developing a risk level which is
then used for managing the DERs.

» Modular and can be seamlessly integrated with the existing infrastructure (a non-proprietary
vendor-agnostic solution).

» Capable of dynamically re-configuring and managing DERs based on grid conditions
with operator override features.

7.3 Project Relevance

» The project develops a uniqgue management framework that allows higher penetration of
DERs with increased reliability and resiliency.

» The project develops a unique situational awareness tool that can be used by the opera-
tor for organizing the DERSs in terms of availability, usability and improved dispatch-ability.

» A holistic approach and a unique platform that can evaluate threats and provide a risk
level.

* Fully in line with DOE program goals as mentioned in FOA.

In short, this project has a major impact on cyber and physical security, machine learning,
data-driven control, distributed optimization, reconfiguration, protection, and vulnerability as-
sessment in power distribution systems. Workforce development, training, project manage-
ment, and technical knowledge base development have been done for human resources. New
products and designs in power systems, renewable energy, communication systems, and data
analytics and learning topics impact on teaching and educational experiences. New laboratory
for micro-grid testing and DER-integrated distribution system modeling has been established.
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8 Path Forward

Currently, Duke Energy does not have field visibility and control capability on the power dis-
tribution system as the DMS/DERMS platform provides only a central control option from a
SCADA-enabled substation. This is not enough and a gap that needs to be addressed if they
were to aggregate and integrate DERs into the grid for advances in renewable integration or
supporting the power grid. ReDis-PV can bridge this gap and manage the field devices/DERs
effectively. At the same time, this tool can also interact with central controllers such as DMS.
This is an interesting and important capability. Duke Energy is now looking forward to using
the tool at least in part on the Duke system.

8.1 User experience and benefits to the tool

This is an operational tool that manage DER clusters in the power distribution system to facili-
tate improving grid reliability and resiliency and at the same time supporting critical infrastruc-
ture. The main benefits of this tool are:

» The tool can analyze dynamic integrated transmission and distribution model with situa-
tional awareness.

» The tool can provide cluster organization of the distributed energy resources (DERs),
provide area control and inter-cluster control of DERs,

» The tool can optimize the distribution grid and provide set point for area-control and local
control module as a centralized and/or distributed optimization.

» The tool can perform dynamic cluster control and risk/threat resiliency assessment.

» The tool has developed protection and reconfiguration functions in the wake of fault and
disturbances in the system.

* The tool has a dedicated communication co-simulatiom module that is threat aware and
detect and mitiage threats.

» The tool has a dynamic field implementation component that can be used to evaluate
the hardware.

8.2 Implementation Methodology of the Tool in the operational Environ-
ment

In the ReDisPV, ten models were run with 5 use cases. Model types with the use cases are as
follows:

Page 81 of 100



Award Number: DE-EE0008774
Recipient Name: U. of North Carolina at Charlotte (UNCC)

RedisPV
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Figure 72: Snapshot from ReDisPV code (continue).
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\. Communication Type

Clustertype=1

VII. Switch inclusion status
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includeswitch=0

VIILL Jacobian study status

Jjacobianstudy=0

IX. Reconfiguration status

r
Reconfiguration

Figure 73: Snapshot from ReDisPV code.
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Simulater Run

I.Model Type
z.

modeltype=9
1. Regulator status

include_regulator=1

1. Communication type

w0

N N N S

includedrc=0

V. Simulation type

starttime=43200
endtime=54000

Figure 74: Snapshot from Simulator Run.
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For running the cases on the Duke feeder, the following steps shown in Figure 75 to ?? should
be followed: After the above steps, one needs to click the run’ icon.

Use Case 1: Netload Smoothing

Use Case 2:

1. Area Error minimization- Use the "area_setpoints_DF1.xlsx” file in the location C:\Users\Name\eclipse-

workspace\CoSim_7_27_s\CoSimulator\Models\OpenDss\123busdata
2. Change the file name in getareasetpoints function in Cluster_Contral.py file
Use Case 3: Reconfiguration

RedisPV Zettings

Variable Name Use Case 1 | Use Case 2 | Use Case 3
Madel Type model id 9 5 5
Application Type app_id 1 5 1
OPF Type cpftype 0 0 0
Include Regulator include regulator | 0 0 0
Communication Type | commtyps 1 1 1
Cluster type Clustertype 1 1 1
Switch inclusion status | includeswitch 0 0 0
Jacobian study status | Jaccbianstudy 0 0 0
Reconfiguration status | recon 0 0 1
Visualization status vis_mod 0 0 0

Variable Name | Use Case 1 |Use Case 2 | Use Case 3
Application Type app_id 1 5 1
Reconfiguration status | recon 0 0 1

3imulator run Settings

Variable Name Use Case 1 | Use Case 2 | Use Case 3
Model Type modeltype E] g g
Regulator status include regulator |1 1 1
Communication type | commiyps 1 1 1
DRC Status includedre 0 0 0
Simulation type simulationtype 2 2 2
Simulation Starttime | starttime 43200 43200 43200
Simulation end time | endtime 54000 54000 54000

Variable Name

Use Case 1

Use Case 2

Use Case 3

Simulation Start time

starttims

43200

43200

43200

Simulation end time

endtime

54000

54000

54000

Figure 75: Duke Feeder simulation steps (continue).
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How to Run the Use Cases for Duke Feeder

To run the use cases, one should follow the following steps.

Use Case 1:

a. ReDis PV Settings: . first go to the “ereeemmr \CoSim_7_27\CoSimulator.ReDisPV_v03.py” and
open it through the Eclipse IDE.
1. First set the “model_id=9" like the following picture.

20 2w 4

LUV. S2UUDUS

47 model id=9
2. Setthe "app_id=1" like the following picture.

app_id=1
3. Setthe “opf_type=0", “include_regulator=0" and “commtype=2" like the following.

n =

PLLYPS & CLUNST ASQULALUL JTL

PF 3 1 Yag 79

sr ULz =t 11

) © T 76 include requlator=

T opftype=( ag 1w

o commtype=2

4. Set the “clustertype=1", “includeswitch=0" and “jacobianstudy=0" like the following.

Figure 76: Duke Feeder simulation steps (continue).
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includeswitch=0

Clustertypa=1

. Set the reconfiguration status “recon=0".

. Simulator Run settings: Open the “--————

YCoSim_7_27\CoSimulator\OpenDSS\simulator_run3.py”. Then follow the following setpoints.
1. First set the “model_id=9" like the following picture.

rmdel_i d=5

2. Setthe “include_regulator=0" and “commtype=2" like the following.

€ include regulator=0
commtype=2
3. Set the “includedrc=0" and “simulationtype=2" like the following.

Figure 77: Duke Feeder simulation steps.

System Requirements

The current version of ReDis-PV is built on Eclipse IDE (Integrated Development Environment).
Ensure to use the most recent version of the software. For Windows-based installation process
follows the following steps.

+ Step-1 (Download and install Eclipse): Eclipse can be downloaded for free from here
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and follow the installation instructions from the same site. For ReDisPV, it is most likely
that the administrator will provide you with Eclipse IDE and the folder files containing the
project’s source codes.

Step-2 (Run Eclipse): Specify your workspace location after installation. Accept the
default settings and go to the Welcome window. Then, proceed to set up the PyDev
plugin using these subsequent steps.

Step-3 (Download and install PyDev): With running Eclipse, activate the Eclipse Mar-
ketplace dialog box, From the installer box, type the link and click go to. This will show
new features in the dialog box, as shown in Figure 78. Be sure to confirm the selection
of PyDev-Python IDE for Eclipse and proceed. Then restart the application from a new
pop-up Restart Now to apply the changes.

& Edlipse Marketplace m] s

Confirm Selected Features VL

Press Confirm to continue with the installation. Or go back to choose more solutions to install.

~ [v]% PyDev - Python IDE for Eclipse 8.1.0
& Py I
| & Pydev Mylyn Integration

< Install More Cancel |

Figure 78: Installation of PyDev plugin.

Step-4 (Verify the PyDev installation): Verify that PyDev installation has been com-
pleted, start a new project, and from the new project window, ensure you can see PyDev
as one of the options that you can click in the window.

Step-5 (Configure PyDev to execute operations by using Python 3 interpreter): To
configure the PyDev environment for Python-3, You need to create a new PyDev project
by navigating through this procedure on eclipse : 'File -> New ->Project -> PyDev -
> PyDev Project’ Then a PyDev Project window appears, as illustrated in Figure 79,
and you can follow the prompt. Navigate and click on the blue line that states “Please
configure an interpreter before proceeding”. After that, a new pop-up window shows
up, navigate and click on the “Choose from list” (as illustrated in Figure 79). Wait
on Eclipse to display all python interpreters available on your computer. When the list is
presented, locate and choose the appropriate interpreter, and you should click on the OK
button to proceed. A message then appears in Eclipse "Configuring" and then "Sync
System PYTHONPATH". The messages will disappear when complete. The default
interpreter is displayed on the page. Suppose you would like to check the selection or
change the interpreter setting at any point. In that case, You can click on the blue link
that states “Click here to configure an interpreter not listed”, then select any desired
python interpreter in a dialog box shown in Figure 80.

Step-6 (Validate the interpreter installation through Packages): Most python inter-
preters come with default packages installed on them. Check that you are able to use
some of the packages, such as numpy and pandas packages. Ensure you have them
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¢l
[2 Package Explorer 532 = dle = 0 8= Outline 33 = =]

There are no projects in your workspace.
To add a project:

Help

i TR QW I I® P IE - F - > D - o m|l@

= =S 3 . - There is no active editor that
PyDev Project provides an outline.

€3 Project interpreter not specified

Project name: | PythonProject]

Project contents:
Use default

Project type
Choose the project type
@ Python (O Jythoen O IronPython

= Configure interpreter x

e How would you like to configure the interpreter?

Manual config Config first in PATH Choose from list

Additional syntax validation: <no additional grammars celected>.

@ Add project directory to the PYTHONPATH

(O Create 'src’ folder and add it to the PYTHONPATH

(O Create links to existing sources (select them on the next page)
(O Don't cenfigure PYTHONPATH (to be done manually later on)

Working sets Location Type

Oadd project to working sets Mew...

Figure 79: PyDev Project interpreter configuration.

properly set up and visible to Eclipse at this point. To verify that, you will need to access
the PyDev Console:

1. Display the eclipse Console tab ( illustrated in Figure 81). You can display this by
navigating and selecting the following menu option "Window -> Show View -> Console’.

2. Navigate to the Console tab and click on a yellow plus sign icon. Then select PyDev
Console from the list of available consoles, as illustrated in Figure 81. You can then type
the following into the console window and execute: ‘import numpy’ & ’import pandas’.

If no error is displayed in the console, the packages were installed and executed correctly.
They are now ready to be used for different package applications. Otherwise, you may
need to go back to Step-5 again.

Step-7 (Installing Additional Python packages): ReDisPV contains several depen-
dencies that must be installed before some part of the simulations can be run. The
following shows the installation of one of the dependencies named ‘openpyxI’. A similar
procedure can be used for other dependencies. On the top bar giving the menu option
of the eclipse page, navigate 'Window -> Show View -> Preferences’.

The Python Interpreters window is shown in Figure 81 from the list on the left-hand
side. Be sure to navigate to ’PyDev-> Interpreters -> Python Interpreters’. You can
view the already installed packages. To install a new one such as ‘openpyxIl’. Click on
Manage with pip. Then a new pop-up window shows up as illustrated in Figure 82. On
the command to execute prompt, type ‘install openpyxl’ or any other package you'd like
to install if available with ‘pip’. Click run and watch the progress of the installation till you
see a finished or successfully installed message. The installed package will be added
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& Preferences O >
_‘ type filter text Python Interpreters 2 T E
> Help 2 Python interpreters (e.g.: python.exe, pypy.exe). Double-dick to rename.
» Install/Update i
o feri Mame Location Browse for python/pypy exe
> Language Sen < python CAProgramData\Anaconda3ypython.exe New with Pipeny
> Mawven
> Mylyn Config first in PATH
» Domph Choose from list
~ PyDev
Builders Rom
> Debug Up
» Editor Diovam
> Interactive
v Interpreters # Packages =\ Libraries Forced Builtins Predefined ™ Environment # String Substitution Variables
IronPytt Library (conda | 300 found) Version 2 Manage with pip
Jython | _ipyw_jlab_nb_ext_conf 0.1.0 py37_0 (p.. -
W" alabaster 0.7.12 py37_0 (p... SRR gs
Loggmg anaconda 2020.02 py37_0 (p.. Manage with pipenv
it 3
:y " anaconda-client 1.7.2 Py37_0 (p-- [JLoad conda env vars before run?
u':' . anaconda-navigator 1.9.12 py37_0 (p..
Seripting P, anaconda-project 0.84 py_ 0 (pkg..
Task Tags argh 0.26.2 py37_0 (p..
» Run/Debug asnlcrypto 1.3.0 py37_0 (p..
> leann astroid 233 PY37_0 (p...
> TextMate astropy 4.0 py3The? 7.
Validation atomiowrites 1.3.0 py37_1 (p..
> 2L attrs 19.3.0 py O (pkg..
> MML (Wild We i
< > Restore Defaults Apply
Dises @ Apply and Close Cancel

Figure 80: Configuring/Selecting Python Interpreter.

to your python libraries. Then you may go back to the console to import the package or
use it in any part of our program development.
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m2 3 Maven Console

 4PyDev Console
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Model Editor
> Mylyn
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> Plug-in Developm
~ PyDev
Builders
> Debug
> Editor
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Figure 81: Navigating to PyDev Console Tab.

Python Interpreters

Python interpreters (e.g.: python.exe, pypy.exe). Double-click to rename.

Name Location New ..
> python CA\Program Files\Python37\...
Up
Down

Set as Default
3 Remove

Config Conda

i Packages mi Libraries Forced Builtins Predefined B8 Environment € String Substitution Variables

Library (pip | 24 found) Version 2 I Manage with pip

certifi 2020.6.20 <pip>

cycler 0.10.0 <pip> Manage with conda
et-xmifile 1.1.0 <pip> Manage with pipenv
joblib 0.16.0 <pip>

- . Load conda env vars before run?

kiwisolver 1.2.0 <pip>

matlabengineforpython R2020a <pip>

matplotlib 3.31 <pip>

numpy 1.19.1 <pip>

openpyx| 3.09 <pip>

pandas 1.1.1 <pip>

Pillow 7.2.0 <pip>

pip 20.1.1 <pip> e

Restore Defaults Apply
Apply and Close Cancel

Figure 82: Adding Packages to Python Interpreter.
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8.3 Next Steps beyond the DOE project

The proposed tool is currently being evaluated by the local utility (Duke Energy). Following are
the path forward and next steps beyond the DOE project.

The first step is to evaluate the tool as described above. For this, the models and the entire
implementation process are developed as a user guide and delivered to Duke Energy. We
are expecting to have this work completed soon. The next step is to identify the part of the
module and or tool that can be implemented in the field. We will have a conversation with
Duke Energy in this regard after the verification. Then the next path is to identify a possible
location (feeder) to test the algorithm. Then the feeder model and the communication design
will be evaluated and verified using the tool. Then the field data integration and testing will
be performed. Finally, a set implementation plan for a few modules will be developed and
the performance will be evaluated. The goal is to accomplish these activities in stages and
complete these activities in the next couple of years.
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9 Products

One of the products resulting from this effort is the formulation, implementation, and evaluation
of the DRC architecture mentioned and its constituting elements.

A. Publications, conference papers, and presentations

D. Pylorof, H. E. Garcia, and R. Bhattarai, “Risk-Informed Condition Evaluation for Solar-
centered Energy Generation and Distribution Networks through Bayesian Learning and In-
ference," 2023 IEEE Innovative Smart Grid Technologies (ISGT) Conference (to appear).

Alper Savasci, Adedoyin Inaolaji, and Sumit Paudyal, “Optimal Coordination of On-Load Tap
Changers with Local Control Rules," in Proc. IEEE IAS Annual Meeting, 2022.

R. Bhattarai and H. E. Garcia, “Online Operational Health Monitoring of Photovoltaic Distributed
Energy Resources" Proc. Power and Energy Society General Meeting (PESGM), 2022.

Arun Suresh, Krishna Murari, and S. Kamalasadan "Injected Current Sensitivity Based Load
Flow Algorithm for Multi-Phase Distribution System in the Presence of Distributed Energy Re-
sources, accepted for publication in IEEE Transactions on Power Delivery, April 2022.

Krishna Murari, and S. Kamalasadan "Graph Based Power Flow Algorithm for Three-Phase
Distribution Network Considering Regulators and Distributed Generations, accepted for publi-
cation in IEEE Transactions on Industry Applications, May 2022.

S.patel, Krishna Murari, and S. Kamalasadan "Distributed Control of Distributed Energy Re-
sources in Active Power Distribution System for Local Power Balance with Optimal Spectral
Clustering, accepted for publication in IEEE Transactions on Industry Applications, May 2022.

A. Dubey, S. Paudyal, and S. Kamalasadan, "Mathematical Optimization in Active Power Dis-
tribution Systems," Tutorial in IEEE ISGT NA. 2022.

A. Inaolaji, A. Savasci, S. Paudyal, and S. Kamalasadan, "A Consensus ADMM-Based Dis-
tributed Volt-VAr Optimization for Unbalanced Distribution Networks," in Proc. IEEE IAS Annual
Meeting, 2022.

Phani Gadde, Sukumar Brahma, "Unbalance Compensation Using Single Phase Inverters in
Inverter-Dominated Microgrids" Accepted, Power System Computation Conference (PSCC)
2022.

Phani Harsha Gadde, Sukumar Brahma, "Topology-Agnostic, Scalable, Self-Healing and Cost-
Aware Protection of Microgrids, accepted for IEEE Transactions on Power Delivery, November
2021.

Prabin Adhikari, Sukumar Brahma, Phani Harsha Gadde, Source-Agnostic Time-Domain Dis-
tance Relay, accepted for IEEE Transactions on power Delivery, November 2021.

M. A. Mamun, S. Paudyal, and S. Kamalasadan, “Windowing based Waveform Relaxation
Method for Real-Time Power System Dynamic Simulation," Proc. IEEE Power and Energy
Society General Meeting (PES GM), 2021.

A. Savasci, A. Inaolaji, S. Paudyal, and S. Kamalasadan, “Efficient Mixed-Integer Distribution
Grid Optimal Power Flow with Control of Legacy Grid Devices," Proc. Power and Energy
Society General Meeting (PESGM), 2021.

A. Inaolaji, A. Savasci, S. Paudyal, and S. Kamalasadan, “Accuracy of Phase-Decoupled and
Phase-Coupled Distribution Grid Power Flow Models," Proc. IEEE Innovative Smart Grid Tech-
nology (ISGT) Conference, 2021.
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e G. Ravikumar, D. Ameme, S. Misra, S. Brahma and R. Tourani, "iCASM: An Information-Centric
Network Architecture for Wide Area Measurement Systems," in IEEE Transactions on Smart
Grid, vol. 11, no. 4, pp. 3418-3427, July 2020.

» Shyamal Patel, Krishna Murari, S. Kamalasadan, “Distributed Control of DERs in Power Distri-
bution Grid Based on Spectral Clustering ”, IEEE PEDES 2020 , Jaipur, India.

+ Aravind Ingalalli, S. Kamalasadan, “An Integrated State-Space Model For Grid Feeding and
Grid Forming Inverters ”, IEEE PEDES 2020 , Jaipur, India.

* Arun Suresh, Robin Bisht, and Sukumar Kamalasadan, “ADMM Based LQR for Voltage Regu-
lation Using Distributed Energy Resources”,|IEEE PEDES 2020, Jaipur, India.

+ Aravind Ingalalli, S. Kamalasadan, “A Universal Multiple Inverter Control Architecture With
Droop Control For Unbalanced AC Grids ”, IEEE ISGT 2021.

* Anju James, George Torres, Sharad Shrestha, Reza Tourani, Satyajayant Misra, "iICAAP:
information-Centric network Architecture for Application-specific Prioritization in Smart Grid",
Innovative Smart Grid Technologies (ISGT 2021).

* Arun Suresh, Sukumar Kamalasadan, Sumit Paudyal, "Investigation of Transmission and Dis-
tribution Co-Simulation Approaches for Studying Voltage Stability Assessment and Margin", in
Proc. Power Energy Society General Meeting, 2021.

» Travis Machacek, M. Biswal and Satyajayant Misra, "Proof of X: Experimental Insights on
Blockchain Consensus Algorithms in Energy Markets," IEEE ISGT 2021.

» Krishna Murari and Sukumar Kamalasadan, “Graph Based Power Flow Approach for Single
Phase Distribution System with Distributed Generators(DGs) Considering All Load Types”,
IEEE Industry Applications Society Annual Meeting 2021, Vancouver, Canada, 2021.

+ Krishna Murari, N.P. Padhy and Sukumar Kamalasadan, “Backward-Forward Sweep Based
Power Flow Algorithm for Radial and Meshed AC-DC Distribution System”, IEEE Industry Ap-
plications Society Annual Meeting 2021, Vancouver, Canada, 2021.

Website(s): www.redispv.org

Technologies or techniques: NDN Network model github - https://github.com/NmsuNsol (un-
der development)

Inventions, patent applications, and/or licenses: Nothing to Report
Other Products: Nothing to Report.
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Project Team and Roles

The following individuals worked on this project. Their roles have also been included below.

ANL

1.

Kumarsinh Jhala, Researcher, is assisting UNCC and NMSU in identifying the commu-
nication needs for the overall project objectives and leading the effort in determining
the communication architecture and studying the impacts on communication systems on
distribution system operation and control.

UNCC

1.

FIU

Sukumar Kamalasadan, PlI, is leading the overall project coordination and developing
the power grid models. He also leads the overall project management. Working on Task
2, planning, reporting, and coordinating with the financial office.

Shyamal Patel. The researcher is leading the effort on modeling and cluster design and
control.

Krishna Murari, Postdoctoral Fellow, is leading the effort on developing dynamic models
and developing a theoretical basis on DER cluster management and control.

. Tao Han, Co-Pl, is leading the NS3 integration and coordinating with NMSU and ANL.

Md Shamim Hasan. The researcher is leading the effort on modeling and development
of Optimization Algorithm.

Roopa Ramachandran. The researcher is leading the effort on modeling and design of
the whole ReDisPV architecture using the Python Script.

Md Mahmud-ul-Tarik Chowdhury. The researcher is leading the effort on modeling of
optimal power flow for the integrated transmission and distribution system.

. Sumit Paudyal, Co-PlI, is responsible for managing the project at FIU, advising two Ph.D.

students to work on the Task# 3, checking the accuracy of power flow models, reporting,
and participating in the bi-weekly team meeting. Dr. Paudyal was responsible for man-
aging the project at FIU, advising two Ph.D. students to work on the Task# 3, checking
the accuracy of models and simulations, reporting, and participating in bi-weekly team
meetings.

. Adedoyin Inaolaji, developed SOCP version of OPF and tested using 650-node distribu-

tion system. Adedoyin also worked on creating the case studies the part of the reports
related to the Task#3.3.

. Alper Savasci, Researcher, developed the MISOCP model for the IEEE 123-node, cre-

ated the case studies, and prepared the part of the reports related to the Task#3.4.

Mamum M Al, Researcher, developed the ephasorsim model for electric distribution sys-
tem related to the Task#10.
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INL

1. Humberto Garcia, Co-Pl, is responsible for managing the overall project at INL. Dr. Gar-
cia is also leading the efforts for the formulation, development, and evaluation of the
dynamic resilient control architecture and its components and supports Dr. Bhattarai
and Dr. Banerjee in the implementation and testing of them.

2. Rojan Bhattarai is leading the efforts from the INL side for the development and bench-
marking the distribution system as well as the integrated T&D system including DER
models and supports Dr. Banerjee on the tasks related to the DRC architecture.

3. Abhishek Banerjee is working on the design, implementation, and testing of the DRC
architecture and its components.

4. Dimitri L is working on the design, implementation, and testing of the RICE and DRCA
Archiecture learning alrogithms.
Clemson

1. Sukumar Brahma, Co-PI, Provide guidance to the postdoctoral scholar, and project man-
agement. He also carried out initial studies on protection in the presence of inverter-
based resources.

2. Hany Habib, Postdoctoral Fellow worked on enabling communication platforms to sup-
port any protection scheme that may be developed later in the year.

3. Phani Gharde, Research Associate worked on developing protection and reconfiguration
algorithms.
NMSU

1. Satyajayant Misra, Co-PI, overall project coordinator on communication systems and
cyber-security aspects. He guides students and engages in overall project coordination
other than the technical work.

2. Dan Ameme, Researcher, has worked on the design and initial implementation of the
architecture.

3. Anju James, Researcher, is working on designing the multi-priority packet treatment in
the architecture and implementing it in the simulator.

4. George Torres, Researcher, New Mexico State University, is working on the designing
and implementation of the token-bucket and the integration of the codebase with the
simulator to get preliminary results.

5. Sharad Shreshta, Researcher, New Mexico State University, is working on the designing
and implementation of the DDoSS attack and mitigation architecture.

OPAL-RT Corporation
1. Sudipta Chakraborty, Co-PIl, worked on coordination activities.

2. Zerui Dong, Co-PI, worked on coordination activities.

3. Guna Bharati, Engineer, worked on modeling IEEE 8500 and 650 node system in epha-
sorsim.
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