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Executive Summary

Smart buildings are part of modern civilization. Modern buildings are expected to

deliver better energy e�ciency, indoor air quality, and reliability, which are achieved

by a large number of sensors integrated with building automation systems (BAS). The

sensors and automation processes are networked through communication channels,

exposing risks to cyber threats. Vulnerabilities and gateways exist and allow malicious

hackers to attack physical building systems. This issue becomes increasingly pressing

given that more smart buildings are connected to larger energy infrastructure systems,

such as the power grid. Catastrophic events could occur if cyber security of grid-

interactive smart buildings is breached.

Nevertheless, the building automation systems do not have security built in de-

sign. Hence, we have legacy systems to protect. In this project, we employ a layered

protection strategy incorporating advanced optimization and detection techniques

using a probabilistic approach. The probabilistic approach is not only applied when

detecting cyber attacks, but also incorporated in control strategies, which greatly

increases the attacking di�culties. Hackers need to understand both probabilistic de-

tection algorithms and uncertainty modeling methods in control in order to execute

any e�ective attacks. The end-to-end solutions enable us to provide Building Intel-

ligence with Layered Defense using Security-Constrained Optimization and Security

Risk Detection (BUILD-SOS).

In this project, We develop holistic smart building cyber security solutions, a suite

of BUILD-SOS tools, via probabilistic approaches. BUILD-SOS protects smart build-

ings by e�ectively detecting faults and robustly operating the automation system,

considering attack uncertainties in a building control life cycle. The methodologies,

contributions, and �ndings are described below in details.

First, we investigate potential attack models and study the adverse impacts they

impose on smart buildings and the power grid. We recognize that cyber attacks can

be sophisticated and coordinated. Speci�cally, we look at stealthy man-in-the-middle
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(MITM) cyber-attack with malicious intent to manipulate the building power demand

from the heating, ventilation, and air conditioning (HVAC) systems. The model

predictive control (MPC) strategy is implemented to maximize power consumption

or load ramp rate while simultaneously ensuring optimal building thermal comfort

and evading detection from building occupants. Furthermore, the expert rules, i.e.,

air handling unit performance assessment rules (APAR), are incorporated as critical

constraints in the MPC algorithm to bypass the fault detection alarms. The results

demonstrate the capabilities of the proposed MITM cyber-attack scenarios in achiev-

ing predetermined objectives without triggering any fault detection alarms. In attack

Scenario 1, the total power consumption is increased by up to 55%, and in attack Sce-

nario 2, the load ramp rate is increased by 19 times compared with the fault-free BAS.

This study is among the �rst few developing comprehensive MITM cyber-attacks to

intelligently manipulate building power consumption exploiting real-time BAS data.

It unveils the important risks associated with BAS and provides valuable insights for

further assessment of cyber security of grid-interactive smart buildings.

We then propose a novel physics-informed data{driven probabilistic approach de-

signed to detect cyber attacks. We recognize that: in real world, the labeled cyber

attack data is very limited and cyber attacks are often stealthy to bypass traditional

fault detection and diagnostic rules. Given these two observations, our proposed

Physics-Informed Dynamic Bayesian Network (PIDBN) method is capable of iden-

tifying minor sensor and component faults without requiring labeled fault data or

reference building models. The newly developed cyber attack identi�cation method

is tested and proven to be e�ected on real building data.

If the detection layer fails to identify cyber attacks, the last resort is the resilient

control developed in the project. Speci�cally, we investigate the e�ects of cyber-

attacks on HVAC systems in grid-interactive buildings and their power-tracking per-

formance when participating in power grid demand response. We design a stochastic

optimization-based stealthy sensor attack and a corresponding defense strategy using

a resilient control framework. The attack and its defense are tested in a physical model
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of a test building with a single-chiller HVAC system. Simulation results demonstrate

that minor falsi�cations caused by a stealthy sensor attack can signi�cantly alter

the power pro�le, leading to large power tracking errors. However, the resilient con-

trol framework can reduce the power tracking error by over 70% under such attacks

without �ltering out compromised data.

Next, we build a smart buidling cyber security testbed to emulate the attack

and defense strategies. Building such a testbed involves deep understanding of BAS

communication protocols, data packet property identi�cation, and phyiscal imple-

mentation. In particular, we design the smart building cyber security testbed and

implement an automatic tool to identify a BACnet device at a given IP and enumer-

ate both standard and vendor-de�ned BACnet objects and properties. We applied

our tool to a testbed real-world BAS system on a university campus and successfully

validated the tool's e�ectiveness. Our tool is the �rst of its kind for risk assessment

of the BAS, e.g., automatically scanning open smart buildings on the Internet. The

video at https://youtu.be/YUfO8GQILxQ demonstrates that our toolkit may be used

to remotely move a damper controlling a HVAC system from the Internet and justi�es

the importance of using our tool for penetration testing of a BAS.

Finally, we expand our testbed by including devices used for system hacking. We

implemented various attacks on the testbed, including evesdropping attack, man-in-

the-middle attack, and false data injection attack. For defense, we design a machine

learning (ML) based detection strategy to detect abnormal network tra�c data using

a novel feature based on the Jensen Shannon Divergence (JSD), which measures the

similarity of KNX telegram inter-arrival time distributions with attack and with no

attack. We perform real-world experiments and validate the presented false data

injection attack and the ML based detection strategy. The smart building cyber

security testbed can be used in the future for various other building related tests.
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1 Part I: Cyber Attacks on Smart Buildings and

the Adverse Impact on Energy Infrastructure

1.1 Introduction

The cyber security issues of power systems are gaining increasing attention as global

security threats through the internet continue to escalate [1]. Since the approval of

FERC order 2222, which allows demands to bid into energy markets through ag-

gregators, an increasing number of conventional buildings are being incentivized to

undergo transformation into grid-interactive smart buildings, providing power grid

services [2]. Such an evolution of smart buildings into the energy-cyber-physical sys-

tem relies on comprehensive data collection, advanced system control and intelligent

performance optimization, therefore necessitating extensive communication through

networks [3]. Consequently, future cyber-attacks on grid-interactive smart buildings

through internet access can potentially cause massive impacts on electrical grids and

threaten the security of power systems.

Confronting the escalating cyber threats, it is crucial to acknowledge that cyber

attackers targeting grid-interactive smart buildings likely possess signi�cant domain

knowledge or employ physical or data-driven models developed by experts. Mean-

while, large-scale applications of networked smart buildings are particularly vulnera-

ble to data leakage risks. Consequently, the emergence of more malicious, concealed,

and intelligent cyber-attacks becomes increasingly probable. To e�ciently counter

advanced cyber threats, it is essential to identify hidden dangers and potential attack

strategies from the perspective of attackers. This enables the implementation of pre-

ventive measures, addressing threats before malicious adversaries can exploit them.

Such a proactive approach forms the core idea of this study.

In past decades, building energy consumption accounts for up to 40% of total

energy use in the U.S. [4], and HVAC system is one of the most dominant sections

of building energy consumption, according to the U.S. Energy Information Adminis-
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tration [5]. Moreover, appropriate and stable room temperatures are highly desired

by the occupants, which requires sophisticated control and monitoring tools. Under

such circumstances, building automation systems (BAS) play an important role in

smart buildings, facilitating automatic data acquisition, ensuring e�ective control,

and monitoring overall energy consumption.

The BAS architecture consists of three layers: the bottom layer with measurement

devices, the middle layer handling data exchange and electrical faults, and the top

layer collecting and analyzing raw data while generating control signals. Furthermore,

the grid-interactive BAS, featured by mutual communication between the top layer of

BAS and the grid through networks, o�ers adaption and 
exibility in building power

consumption to align with the dynamic grid conditions [6{9]. The communication

among BAS layers and grids requires extensive and e�ective information exchange

from mechanical and control equipment [10]. Therefore, most BAS enable internet

access control to make building systems highly integrated. As a result, BAS buildings

are more susceptible to cyber-attacks [11]. The current development of BAS revolves

more around facility management and control. Nevertheless, one of the primary

concepts of BAS adheres to monitoring the energy consumption of the HVAC in

smart buildings [12, 13]. Therefore, this project is dedicated to exploring potential

cyber-attack scenarios against this core functionality of BAS.

Cyber-attacks, unlike physical faults, target the top communication layers instead

of the bottom physical equipment, deliberately manipulating control signals or com-

mands and presenting challenges to fault detection and diagnostics (FDD). This can

result in simultaneous faults with signi�cant and immediate impacts. Speci�cally,

cyber-attacks against grid-interactive BAS, achieved through manipulating building

power consumption, typically result in 
uctuations in the energy usage of HVAC sys-

tems, leading to critical variations in total electricity consumption. Moreover, the

increased building power consumption poses signi�cant challenges to the power grid,

leading to an imbalance between the supply and demand of electricity [14], disqualify-

ing the buildings from market participation, and causing negative e�ects on the grid,
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such as overloading, transmission congestion, and electrical instability [1, 15]. Ac-

cordingly, this project initiates the study by examining the impacts of cyber-attacks

against grid-interactive BAS on the energy consumption and e�ciency of buildings,

and subsequently analyzes their indirect consequences on power grid performance.

In terms of attack injection, cyber-attacks can be categorized into two main types:

(1) destruction of data availability, i.e., Denial of Service (DoS) attacks, such as sig-

nals block or delay; (2) destruction of information integrity, including false data

injection (FDI), replay, and man-in-the-middle (MITM) attacks, which generate fake

signals between sensors and controllers [16]. Distinguishing from the other types of

cyber-attacks, the novel MITM attacks against BAS, as proposed in this project,

indicate the attacker secretly intercepts and alters the communication among BAS

layers with the speci�c aim of achieving malicious objectives instead of merely dis-

rupting or blocking control signals. Therefore, MITM attacks require more domain

knowledge and sophisticated schemes, conferring the ability to be more intelligent

in manipulating system operation and energy performance according to adversaries'

desired outcomes.

Existing research regarding smart buildings focused more on using advanced data

analysis and control technology to optimize the performance of buildings and grids

[6{8] , emphasizing the bene�ts of grid-interactive smart buildings [9, 15]. However,

there was limited discussion regarding the energy security threats arising from the

widespread implementation of grid-interactive smart buildings. For the recent study

of cyber-attacks, the focus was mainly on DoS and FDI attacks against various sys-

tems such as chemical reactor systems [16], heating systems [17] and building power

systems [18]. As for the research on cyber-attacks against HVAC systems in grid-

interactive BAS, the focus remained on DoS and FDI attacks. For example, Fu et al.

simulated two DoS attacks, i.e., the block and delay on the chilled water temperature

setpoint, and two FDI attacks, i.e., chiller ON/OFF operation and temperature reset

requests, in an HVAC system of grid-interactive e�cient buildings [19]. Meanwhile,

they studied the combination of threats caused by DoS and FDI [20]. Addition-
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ally, investigations by other researchers presented FDI attacks on setpoints, sensor

measurements, and control signals of HVAC systems in smart buildings [21,22].

Summarizing from the literature, faults injected through DOS and FDI attacks

were limited to launching direct signal biases or resetting straightforward patterns

such as Max/Min or scaling attacks, indicating a lack of clear malicious intent directed

towards energy performance in these cyber-attacks. In certain cases, the energy

performance of a system under such attacks could equal or even exceed the fault-free

baseline [19,21] . Furthermore, most research ignored the possibility of being detected

in practical applications by expert rules, such as Air Handling Unit Performance

Assessment Rules (APAR) [23,24] , much less evading more advanced FDD methods.

Additionally, the negative e�ect of the proposed MITM attacks on the energy side of

buildings and power grids is essentially di�erent from studies of DoS and FDI attacks

in the literature, requiring further investigations. Correspondingly, the research gaps

regarding cyber-attacks against grid-interactive BAS can be concluded as follows:

ˆ Underestimation of the sophistication in advanced cyber-attacks.The existing

DoS and FDI cyber-attack models are related to simpli�ed measurement mod-

i�cation and control command reset, whereas the advanced cyber-attacks can

be sophisticated assuming the attackers have su�cient domain knowledge and

model resources.

ˆ Lack of explicit malicious intents.There is a notable lack of studies on advanced

cyber-attacks that have predetermined malicious objectives, such as increasing

building power consumption and compromising grid performance.

ˆ Absence of concealment.Previous cyber-attack scenarios have not achieved

undetectable cyber-attacks or accurate thermal comfort control.

ˆ De�ciency in intelligent manipulation. To achieve malicious objectives by cyber-

attacks, it is essential to manipulate multiple control signals via BAS dynami-

cally. However, current fault- injected models mainly focus on a single fault or
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attack in the HVAC systems, with only a very few involving prescribed simul-

taneous threats.

ˆ Insu�cient research on energy impacts of MITM attack scenarios.The exist-

ing research has not been able to establish MITM cyber-attacks against grid-

interactive BAS. Consequently, further investigation is required to understand

the energy impacts of buildings and grids.

To �ll these research gaps, this project proposes novel cyber-attack scenarios with

speci�c malicious objectives including (1) maximizing building power consumption

or load ramp rate, while (2) precisely controlling thermal zone temperatures and (3)

evading detection by expert rules in FDD. Essentially, the devised cyber-attack strat-

egy, embedding these objectives, can be characterized as the MITM cyber-attack

against grid-interactive BAS. Regarding the formulation of this attack strategy, a

model predictive control (MPC) scheme is proposed with APAR rules modeled as

critical constraints. Speci�cally, the proposed MPC-based MITM attack scenarios

intercept real-time building operation data from the targeted BAS, predict the be-

havior of building HVAC systems, and autonomously determine an optimized pathway

towards the malicious objectives. To the best of our knowledge, based on the liter-

ature review, this could be the �rst study on premeditated and undetected MITM

cyber-attacks manipulating building power demand. Moreover, this project thor-

oughly investigates the energy impacts of MITM cyber-attacks on grid-interactive

smart buildings. In summary, the primary contributions are as follows:

ˆ A sophisticated and real-time MITM cyber-attack strategy against grid-interactive

BAS is proposed, focusing on manipulating building power demand.

ˆ A carefully designed MPC controller incorporating APAR rules is devised to

launch coordinated control signals to actuators and components of building

HVAC systems, facilitating a stealthy and intelligent manipulation of smart

buildings to achieve malicious objectives.
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ˆ Comprehensive study of system performance variation and energy impacts on

grid-interactive smart buildings is conducted for the proposed MITM cyber-

attacks, unveiling direct e�ects on building energy e�ciency and subsequent

consequences for grid energy performance.

1.2 Problem Formulation

This section presents an overview of the proposed MITM cyber-attack scenarios

targeting grid-interactive BAS. It begins by discussing the intentions and methods

adopted by adversaries, followed by a description of the targeted BAS. Additionally,

the introduction of the APAR expert fault detection method is included, which is

considered in the attack scenarios to evade fault alarms.

1.2.1 Cyber-Attack Scheme

Fig. 1 illustrates how the proposed cyber-attack scenarios are implemented in the

normal BAS. The fault-free BAS serves as the baseline, employing a centralized con-

trol approach using Proportional-Integral (PI) control. As illustrated by blue arrow

lines, the sensor measurementx or control signalsu are transferred between sensors

or actuators and the control center through communication channels. Conversely, the

main approaches of the proposed cyber-attack scenarios are shown by red arrow lines.

As the system is con�dentiality violated, adversaries can begin by eavesdropping and

acquiring real-time sensor datax, noted as Step 1. Subsequently, they can generate

a set of manipulated control signalsu0 from a stealthy attack algorithm. After that,

they can proceed to manipulate the actuators by injecting the deceptive signalsu0

and superimposing them on the original control commandu, which is illustrated as

Step 2. Consequently, the adversaries, with a priori domain knowledge and access to

BAS data, can develop a stealthy attack algorithm targeting building power demand

based on MPC, maintaining thermal comfort, and evading fault detection rules such

as APAR.

The following are our detailed objectives for this project:
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Figure 1: Proposed MITM cyber-attack scheme against BAS

ˆ Objective 1: Manipulate the total power demand with the intent of desta-

bilizing power grids. In this study, the proposed cyber-attacks against grid-

interactive buildings can impact the electrical grid in two scenarios: Scenario

1 { maximization of the building power consumption; and scenario 2 { maxi-

mization of load ramp rates. The building power demand of the HVAC system

is determined by the fan, water pump and chiller. Manipulating control com-

mands for these components can change total building power consumption and

load ramp rates.

ˆ Objective 2: Keep stealthy by maintaining the thermal zone temperatureTz

precisely at the thermostat setpointTz;s. The proposed cyber-attack model can

be injected in critical circumstances that demand precise temperature control,

such as hospitals and data centers, where both occupants and BAS operators

remain unaware of the implementation of cyber-attacks.

ˆ Objective 3: Ensure undetectability from FDD. To maintain stealthy, the

attack algorithm should also evade fault detection rules such as APAR. Oth-

erwise, any traceable activities could potentially expose the threats, leading
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the building security systems or operators to identify them and take necessary

countermeasures.

1.2.2 System Description

The schematic diagram of HVAC system in a grid-interactive smart building is il-

lustrated in Fig. 2. Part of the air from the thermal zone is rejected to the outside

through the exhaust air damper, while the remaining air is directed through the recir-

culation damper and mixed with the fresh air sourced from the outside air damper.

In this study, the outside air damper and the exhaust air damper are interlocked,

ensuring that the mass 
ow rate of the air exiting through the exhaust air damper

matches the air entering via the outside air damper. The water supplied by the chiller

circulates through the cooling coil to provide cooling capacity to the mixed air. The

resultant supply air is then injected into the thermal zone by the supply fan. In

the chiller-coil subsystem, the supply water temperature is lower than the mixed air

causing the air temperature to decrease as it passes through the cooling coil, while

the water temperature increases and returns to the evaporator of the chiller. The pro-

posed cyber-attack scenarios focus on cooling mode during the summer season, which

involves the utilization of minimum outside air fraction and mechanical cooling, as

referenced in [25].

1.2.3 Bypass Fault Detection Alarms

In the strategy to launch an undetectable cyber-attack in BAS, the cyber-attackers

need to consider expert rules for threat detection in their models to evaluate the level

of concealment. A crucial aspect of this approach involves the implementation of a

set of rules for fault detection known as APAR. These rules utilize control signals

and measured data to assess the presence of threats, as described in [25]. From the

attackers' perspective, the successful execution of a stealthy cyber-attack is dependent

on ensuring that none of the detection rules are satis�ed, i.e., the reversed APAR, as
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Figure 2: Proposed MITM cyber-attack scheme against BAS

summarized in Equations (1) - (5).

Tsa < T ma + � Tsf + " t (1)

Tsa < T ra + � Trf + " t (2)

If Tra � Toa � � Tmin :

�
�
�
�

_moa

_msa
�

�
_mra

_msa

� �
�
�
� < " f (3)

ucc � 1 � " cc and Tsa � Tsa;s � " t (4)

ucc � 1 � " cc (5)

Where Tsa, Tma , Toa, Tra , and Tsa;s are the temperatures of the supply air, mixed

air, outside air, return air, and supply air setpoint, respectively. �Tsf and � Trf

are the air temperature increases passing through the supply fan and the return fan,

respectively. " t , " f , and " cc are threshold parameters for errors related to temperature

measurement, air 
ow, and cooling coil valve control signal, respectively. _moa= _msa

are the 
ow rate ratios of the outside air over the supply air.
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1.3 Cyber-attacked System Modeling

In this section, the physical models of each sub-system or component are built �rst

and then presented in one control-oriented formulation. Sub-systems include the

air-side economizer, cooling coil, and thermal zone, and the power consumption is

comprised of that from the fan, water pump and chiller. The detailed physical model

can also be found in [29]. These physical mathematic models are then represented

in a matrix form to be implemented in the MPC controller for the attack-injected

system.

1.3.1 Physical Models

Air-side Economizer

As shown in Fig. 2, the recirculated air is mixed with the outside fresh air in the

air-side economizer. The air speci�c heat capacity is considered as a constant, since

air temperature change is within a narrow range in the AHU. Assuming that the

outside air and the return air are mixed instantaneously, the mixed air temperature

is given as (6), where� is the mass 
ow rate ratio of the outside air to the supply air.

The return air temperature is regarded as the same as the thermal zone temperature,

by neglecting the heat loss or heat gain between the air and the environment in

recirculation air ducts.

Tma = �T oa + (1 � � )Tz (6)

Thermal Zone

Thermal resistance-capacitance (RC) models have been widely used to simulate build-

ing heat 
ows because of their acceptable accuracy and simplicity [26]. Therefore,

the second-order RC model is used in this section to describe the thermal zone heat

transfer performance. It is assumed that the supply air is mixed with the thermal

zone air instantaneously and uniformly, and there is no in�ltration between the indoor
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air and the outside air, so that the cooling load can be calculated by Eq. (7).

Qa = _msacair (Tsa � Tz) (7)

Based on the model with a multi-layer wall in [27], the diagram of the wall and

building space is illustrated in Fig. 3 (a) and the according thermal RC network

is illustrated in Fig. 3 (b). R represents the response thermal resistance between

temperature nodes: equivalent outdoor air temperature (Toa;eq), wall temperature

(Tw) and thermal zone air temperature (Tz). To calculate each thermal resistance,

the window thermal conduction, window convection, external-layer wall conduction,

internal-layer wall conduction, and internal wall convection are considered. Besides,

the set of thermal resistances of the walls and windows can be regarded as being

parallel in the RC network. A lumped capacitance of wallsCwall is used to describe

the total capacitance of both external and internal layers of the wall. The e�ective

capacitance of the air in the thermal zone is denoted byCz. In this model, we set

Toa;eq = Toa, as we neglect the convective heat transfer and the solar radiation on

exterior surfaces. The subscriptswall , wind, cd, cv, i and o represent the building

wall, window, heat conduction, heat convection, internal-layer wall, and external wall,

respectively. Heat 
ux, for example, solar irradianceQrad , cooling from air Qa, and

internal heat gain Qig , are directly injected into di�erent temperature nodes. f 1, f 2

and f 3 are used to denote the percentages of the solar radiation received by the inner

wall surfaces, inner window surfaces, and air in the thermal zone, respectively. The

thermal RC model can be described by Eq. (8) and (9).

Cz
_Tz =

Toa � Tz

Rwind,cd + Rwind,cv
+

Tw � Tz

Rwind,cd,i + Rwind,cv
+

Rwall,cd,i

Rwall,cd,i + Rwall,cv
f 1Qrad

+
Rwind,cv

Rwind,cd + Rwind,cv
f 2Qrad + f 3Qrad + Qig + Qa (8)

Cw
_Tw =

Toa � Tw

Rwall,cd,o
+

Tz � Tw

Rwall,cd,i + Rwall,cv
+

Rwall,cv

Rwall,cd,i + Rwall,cv
f 1Qrad (9)
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Figure 3: Thermal RC network: (a) Thermal zone window and wall model (b) Ther-
mal RC model diagram

The compact representation of dynamics for the thermal zone can be written as,

Tz = fz(Tz; Twall ; Tsa; Toa; ma; Qrad ; Qig ) (10)

wherefz can be derived from the two equations of thermal RC model.

Cooling Coil

The cooling coil heat exchanger is modeled based on the lumped parameter assump-

tion. For each 
uid control volume, the outlet temperature is adopted as the lumped

temperature in the governing equation, so thatTw = Trw and Ta = Tsa. Using a

lumped density and speci�c heat for both air and water, the conservation of water

and air energy is given in Eq. (11) and (12), respectively, where the subscripta, w,

and tubeare used to represent the parameters from the airside, water-side, and tube,

respectively, andh, A and _m are heat transfer coe�cient, heat transfer area, and

mass 
ow rate, respectively. The heat exchanger inlet temperatures areTw;in = Tsw

and Ta;in = Tma .

� wVwcp;w
_Tw = hwAw(Ttube � Tw) + _mwcp;w(Tw;in � Tw) (11)
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� aVacp;a
_Ta = haAa(Ttube � Ta) + _macp;a(Ta;in � Ta) (12)

The conservation of tube energy is given in Eq. (13).

0 = hwAw(Trw � Ttube ) + haAa(Tsa � Ttube ) (13)

The heat capacity of the tube wall is negligible compared with that of the water

and air, so the term on the left-hand side representing the rate of the energy stored

in the tube is zero. From Eq (13), the tube temperature can be expressed byTtube =
hw A w Trw + ha A a Tsa

hw A w + ha A a
.

Therefore, the compact representation of Eq. (11) and (12) for the cooling coil

can be written as,

2

4
_Trw

_Tsa

3

5 = fcc (Trw ; Tsa; _mw ; Tsw; _ma; Tma ) (14)

where

fcc =

2

4
1

� w Vw cp;w
(hwAw(Ttube � Trw ) + _mwcp;w(Tsw � Trw ))

1
� a Va cp;a

(haAa(Ttube � Tsa) + _macp;a(Tma � Tsa))

3

5 (15)

Power Consumption Calculation

The total power consumption is given in Eq. (16):

Ptotal = Pfan + Ppump + Pchiller (16)

where the power consumption of the fan and pump can be calculated by a third-

degree polynomial of the air and water mass 
ow rate, respectively, as given in Eq.

(17) to (18). The coe�cients � and 
 can be estimated based on the measured data

from the data acquisition system. The detailed physical model can also be found
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in [28].

P = �m 3 + �m 2 + �m + � (17)

P = 
m 3 + 
m 2 + 
m + 
 (18)

The calculation of the chiller power consumption as given in Eq. (19) is based on

the DOE2 electric chiller simulation model [29], which applies three coe�cient curves

and a reference power consumption.

P = Pref � CAPFR(Tsw; Tcws) � EIRFT( Tsw; Tcws) � EIRFPLR( Qcc; Tsw; Tcws) (19)

In Eq. (19), the reference power consumptionPref is the chiller nominal power

consumption at the reference evaporator and condenser temperature. The coe�cient

curves, i.e., CAPFR, EIRFT and EIRFPLR involve in the capacity coe�cient, full-

load e�ciency and unload percentage e�ciency, respectively, which can be obtained

by Eq. (20) to (22),

CAPFT = a1 + b1Tsw + c1T2
sw + d1Tcws + e1T2

cws + f 1TswTcws (20)

EIRFT = a2 + b2Tsw + c2T2
sw + d2Tcws + e2T2

cws + f 2TswTcws (21)

EIRFPLR = a3 + b3 � PLR + c3 � PLR2 (22)

where Tcws is the chiller condenser water supply temperature and is close to the

outdoor air temperature, and PLR is a function representing the part-load operating

ratio. PLR can be obtained as given in Eq. (23), whereQref is the reference capacity

and Qcc is the real-time chiller cooling capacity as given in Eq. (24).

PLR =
Qcc

Qref � CAPFT( Tsw; Tcws)
(23)

Qcc = _mwcp;w(Trw � Tsw) (24)
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The overall coe�cient of performance (COP) of the building HVAC system is

given by Eq. (25) to evaluate the energy e�ciency of the smart buildings.

COP =
Qcc

Ptotal
(25)

Load Ramp Rate Evaluation

The ramp rate, de�ned as the rate at which the grid can increase or decrease the

power supplied to buildings, is a critical parameter under consideration in this study.

It is assumed that the supplied power is equivalent to the total power consumption of

the building with no additional energy sources [7]. The calculation for the load ramp

rate is provided in Eq. (26), wherek + 1 and k denote the adjacent time steps.

�	 =
Ptotal ;k+1 � Ptotal ;k

� t
(26)

1.3.2 Matrix Form Representation

By connecting the components, the dynamic physical equations described by Eq. (10)

and Eq. (15) can be written in the vectors as given in Eq. (27),

x = f (x; u; d); where f =

2

4
fz

fcc

3

5 (27)

where the statex and input u are de�ned in the compact form,

x = [ Tz Twall Trw Tsa]T ; (28)

u = [ _mw Tsw _ma � ]T ; (29)

and the exogenous disturbance vectord contains weather and building prediction

data,
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d = [ Toa Qrad Qig ]T : (30)

Based on the aforementioned physical model, the system output is de�ned as in

a vector form,

y = [ Tma Ptotal Pfan Ppump Pchiller Qcc]
T = g(x; u; d): (31)

Substituting the constant time step into Eq. (27), the discretized representation

of the nonlinear matrix format is written as Eq. (32).

xk+1 = Ax k + Bûk + u (3) ;kCx k + Dd k (32)

whereû = [ _mw(Tsw � Trw ) _ma�T oa _ma(1 � � )Tz 0]T .

1.3.3 MPC Implementation for Launching MITM Cyber Attacks

As an advanced control strategy, MPC has gained popularity in integrated real-time

control of BAS. In this attack scenario, the MPC controller is used in the MITM

cyber-attack model to achieve the adversaries' objectives as explained in Section

1.2.1. The simulation 
ow charts of both the attack-injected system and the baseline

system are depicted in Fig. 4 (a) and (b), respectively. In the baseline-system model,

the control signalsu are generated by PI controllers based on the system setpoints

and then input to the system physical model. The dynamic system statesx can

subsequently be calculated using Eq. (32). Conversely, in the cyber-attacked system,

PI controllers are disabled, and meanwhile the MPC algorithm is applied to transmit

deceptive control signals to the BAS. The MPC-implemented structure employs the

control-oriented model to predict system evolution, while the solver determines the

manipulated control signals based on the adversaries' objectives and constraints.

As explained in Section 1.2.1, the objectives of the proposed MITM (Man-In-The-

Middle) cyber-attacks against grid-interactive buildings encompass three aspects: (1)
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Figure 4: The model structure of the baseline and the cyber-attack system

manipulating building power demand to destabilize power grids, (2) maintaining ac-

curate control of thermal comfort for occupants, and (3) bypassing fault detection

alarms. In this study, the discussion includes two scenarios: In Scenario 1, the ma-

nipulation of the building power consumption is characterized by the maximized total

power consumption, while in Scenario 2, the manipulation is to maximize load ramp

rate. Therefore, the objective function of the MPC-based controller can be formulated

as shown in Eq. (33), in which the �rst term presents the precisely controlled thermo-

stat, and the second term presents the maximization of total power consumption in

attack Scenario 1 or the maximization of the load ramp rate in Scenario 2. The third

adversaries' objective is achieved by evading APAR, as depicted in the constraints.

Scenario 1:

min

 

w1

NX

j =0

(Tz(k+ j jk) � Tz;s)2 � w2

NX

j =0

Ptotal( k+ j jk)

!

(33)

Scenario 2:

min

 

w1

NX

j =0

(Tz(k+ j jk) � Tz;s)2 � w2

N � 1X

j =0

(Ptotal( k+ j +1 jk) � Ptotal( k+ j jk))2

!

(34)
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The system dynamics and constraints are represented as:

xk + 1 = f (xk ; uk ; dk ) (35)

subject to Eqs. (1) { (5) (36)

xmin � x (k+ j jk) � xmax ; umin � u (k+ j jk) � umax (37)

� umin � u (k + j jk ) � u (k+ j � 1jk) � � umax (38)

Tz;s denotes the thermal zone temperature setpoint;N is the MPC prediction

horizon; w1 and w2 are the weighting factors for the objectives of well-controlled

thermal zone temperature and manipulated total power consumption, respectively.

The APAR threshold parameters" t , " f , " cc and � min are set to 2� C, 1%, 1%, and

30%, respectively. xmin , xmax , umin , and umax are the lower and upper limits of

the states and inputs respectively, indicating that the states and control inputs are

constrained within ranges determined by the system geometry and capacity.

1.4 Results and Discussion

This section analyzes the manipulation of the proposed MITM cyber-attacks to the

grid-interactive building performance and the consequential e�ects on power grids.

We �rst compare building HVAC system state variables and control signals among

cyber-attack scenarios and the baseline. Next, we discuss the negative impacts of

both attack scenarios on building power consumption, e�ciency, and power grids.

As mentioned in Section 1.2, the fault-free system is considered the baseline uti-

lizing PI control strategy. The supply air temperature setpoint is set to be 14°C and

the thermal zone setpoint is 21.5°C, through the control of the chilled water mass


ow rate and supply air 
ow rate, respectively. It assumes that the attacks were

injected throughout a three-day period in the summer season. Both the cyber-attack

and baseline scenarios utilize realistic ambient temperature and total injected solar

radiation, as depicted in Fig. 5.
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1.4.1 Grid-interactive building performance under cyber-attack

Fig. 5 also shows the room temperatures for both the attacked scenarios and the

fault-free baseline. It can be observed that the building can achieve a high level of

thermal comfort as the thermal zone temperatures were e�ectively controlled at the

setpoint of 21.5°C. This ensures that the occupants remain unaware of any malicious

activity. Additionally, this attack strategy did not trigger the APAR, indicating that

the proposed cyber-attack can be launched successfully without raising any suspicion

or alarm.

Figure 5: Pro�les of thermal zone air temperature, solar radiation and outdoor air
temperature for the baseline and cyber-attack injected buildings.

Figures 6 and 7 illustrate the system control signals and state variables for the

baseline and cyber-attack scenarios, respectively. For the baseline system (shown by

red dashed lines), since the supply water temperature and supply air temperature

were controlled at their setpoints, the water and air mass 
ow rate varied in response

to the cooling load trajectory. The building cooling load, depicted in Fig. 8, exhibits
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Figure 6: Response of system control signals including water mass 
ow rate, chilled
supply water temperature, and supply air temperature, in the baseline, cyber-attack
Scenario 1, and Scenario 2.

higher values during the afternoon compared to the night and early morning, re
ecting

the changes in the outdoor air temperature and total solar radiation.

As shown in Fig. 6, considering the deviations caused by the intentional cyber-

attack in Scenario 1 (shown by black lines), it is evident that the water mass 
ow rate

reached its upper bound, and the supplied water temperature was higher than the

baseline during most of the time. This observation can be attributed to the trade-o�

among three factors: a greater water 
ow rate, a greater air 
ow rate, and a lower

chilled water temperature, in order to maximize the total power consumption from

the fan, pump, and chiller in Scenario 1. Among these factors, the increase in the

water 
ow rate has a dominant impact on augmenting the total power consumption,

while the decrease in chilled supply water temperature has a minor in
uence. There-

fore, the MPC-based attack strategy prioritizes manipulating the water mass 
ow rate

to approach its upper bound to the greatest extent, while simultaneously increasing
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Figure 7: Response of state variables in the cooling coil including supply air tem-
perature and return water temperature, in the baseline, cyber-attack Scenario 1, and
Scenario 2.

the chilled supply water temperature above the baseline most of the time. Further-

more, the combination of the air-side temperature and 
ow rate was constrained by

the cooling load and the limit set by the threshold of supply air temperature," t .

Consequently, during the period from 16 to 20 hours when a greater cooling load

was required, both the supply air temperature and 
ow rate surpassed the baseline

values. This was to consume more fan power determined by the MPC strategy. In

addition, Fig. 7 also presents the detailed return water temperature, providing a

comprehensive re
ection of both the trend in the supply air temperature and the

variations in the cooling load. The control signals and system variables of Scenario 2

in Figs. 6 and 7 are represented by blue lines. During most of the simulation period,

the water mass 
ow rate and chilled supply water temperature of Scenario 2 varied

within a range between that of the baseline and Scenario 1. Given that the malicious

goal of Scenario 2 is to maximize the load ramp rate, control commands exhibit more
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frequent 
uctuations compared to both the baseline and Scenario 1.

Fig. 8 also shows the cooling coil heat transfer rate provided by the chiller for both

the baseline and the attack-injected scenarios. It can be observed that the attack

Scenario 1 requires greater cooling capacity during the periods of higher building

cooling load. This can be attributed to a higher air 
ow rate with the same outdoor

air fraction, resulting in a larger amount of outdoor air that needs to be cooled down

in the cooling coil. The deviations of the cooling capacity between the baseline and

attack-injected scenarios follow a similar trend as the deviations in the air 
ow rate.

Figure 8: Cooling load and cooling coil heat transfer rate in the baseline, cyber-attack
Scenario 1, and Scenario 2.
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1.4.2 Energy impacts

Building power consumption/demand

As previously mentioned, the total building power consumption generally stems from

three components, i.e., fan, pump, and chiller. Figures 9 and 10 present the power

consumption of these three components, as well as the total building power consump-

tion, in the baseline (attack-free), and cyber-attack Scenario 1 (maximizing total

building power consumption) and Scenario 2 (maximizing load ramp-rate). It can

be observed from Fig. 9 that power consumption from the fan and pump in each

case follows a similar variation in their corresponding air and water 
ow rates (7),

respectively. Moreover, chiller power consumption is comparable across all three cases

due to similar cooling loads (8), where the slight variances among cases arise from

the manipulation of supply water temperature (7) in the two cyber-attack scenarios.

The pro�les of total building power demand in Fig. 10 summarize consumption from

all three components, depicting the overall electricity usage of the building HVAC

system over three entire days in the summer season. The calculation indicates that

cyber-attack Scenario 1 can increase total building power demand by up to 55% com-

pared to the baseline, while Scenario 2 has comparable power consumption with the

baseline, but exhibits more 
uctuations. The comparison indicates that the proposed

attack scenarios successfully achieve their speci�ed objectives.

Furthermore, the average power consumption over the three-day period for each

scenario is computed and presented in Table 1. In comparison with the attack-free

baseline, both attack scenarios intentionally reduce fan and chiller power, exchanging

for higher pump power. Particularly in attack Scenario 1, the substantial increase in

pump power, accompanied by a slight decrease in fan and chiller power, results in a

signi�cant increase of total building power demand by 24% compared to the baseline.

The lifted demand peaks in Scenario 1 contribute to increased electricity costs and

escalate the risks of electrical overloading and transmission congestion.
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Figure 9: Fan power and pump power of the building HVAC system in the baseline,
cyber-attack Scenario 1 and Scenario 2.

Table 1: Average power consumption (kW) over a three-day period in the summer
season for cyber-attack Scenario 1, Scenario 2, and attack-free baseline.

Building operation scenarios Fan Pump Chiller Total
Cyber-attack Scenario 1 11.35 24.28 34.38 70.01
Cyber-attack Scenario 2 10.85 10.51 35.22 56.58

Attack-free baseline 13.39 6.01 36.98 56.38

COP and load ramp rate

To evaluate the impact of proposed MITM cyber-attack on energy performance of the

building HVAC system, the COP is calculated using Eq. (26). The pro�les of COP

for each case over the three days in the summer season are plotted in Fig. 11 and the

average values of COP are listed in Table 2. The comparison among the pro�les in

Fig. 11 reveals that Scenario 1 signi�cantly degrades the system performance because

of its malicious intent to maximize total building power consumption. According to

Table 2, the average COP over a three-day period decreases by 22% compared to the
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Figure 10: Building chiller power and total power consumption of the building HVAC
in the baseline, cyber-attack Scenario 1 and Scenario 2.

baseline, while Scenario 2 maintains a similar level of COP as the baseline, with only

a 3% decrease in average COP. However, Scenario 2 exhibits obvious 
uctuations in

real-time COP, as demonstrated in Fig. 11. These 
uctuations in COP observed

in Scenario 2 are evident outcomes of its objective to maximize the load ramp-rate,

which is equivalent to maximizing the standard deviation of the total building power

consumption.

To further assess the energy impact of cyber-attack scenarios on building power

demand and grid load, the load ramp rate is calculated. The pro�les of load ramp

rate for all cases are displayed in Figure 12, and the average amplitudes are detailed

in Table 2. The 
uctuation of building power demand in Scenario 2 results in a ramp-

rate curve with larger amplitude at 18.29 kW/h and more rapid shift between negative

and positive values. The increased instability in building power demands expedites

the transition of grid power supply, leading to a considerable rise of operational costs

of power generators and adverse environmental impacts. Compared with Scenario
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Figure 11: COP of building HVAC system in the baseline, cyber-attack Scenario 1
and Scenario 2.

Figure 12: Load ramp-rate of the grid-interactive building in the baseline, cyber-
attack Scenario 1 and Scenario 2.

2, Scenario 1 has a relatively mild variation in load ramp rate, with its amplitude

decreasing by 40%. Nevertheless, the load ramp rate in Scenario 1 increases by 19

times compared to the baseline. Moreover, the building power demand signi�cantly

increases in Scenario 1, indicating a reduction in building demand 
exibility, and

consequently posing challenges for the building to follow the grid market plan.

1.5 Conclusion

In this study, a novel intentional man-in-the-middle cyber-attack strategy that fo-

cuses on manipulating the building power demand and load ramp rate is proposed

and analyzed. In attack Scenario 1, the primary objective is to maximize total build-
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Table 2: Average COP and amplitude of load ramp rate over a three-day period in
the summer season for cyber-attack Scenario 1, Scenario 2, and attack-free baseline.

Building operation scenarios COP Load ramp rate (kW/h)
Cyber-attack Scenario 1 2.23 10.93
Cyber-attack Scenario 2 2.77 18.29

Attack-free baseline 2.85 0.57

ing power consumption. Results show that the real-time building power consumption

can increase by up to 55%, with an average rise of 24%. Additionally, the COP of

the building HVAC system decreases by 22% compared to the attack-free baseline.

Conversely, attack Scenario 2 aims to maximize load ramp rate, and results indicate

that total power consumption and COP remain at the same level as the baseline.

However, the load ramp rate increases signi�cantly to 18.29 kW/h, rising 19 times

compared to the baseline and 67% compared to Scenario 1. Moreover, the proposed

strategy successfully maintains thermal comfort by accurately controlling the thermal

zone temperature and simultaneously evading APAR rules. As a result, the proposed

MITM cyber-attack strategy can e�ectively evade normal FDD detections, making

it more stealthy than conventional cyber-attack models. Furthermore, the investiga-

tion of energy impacts on building demand and power grid unveils signi�cant risks

associated with the novel MITM cyber-attack on grid-interactive smart buildings.
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2 Part II: Physics-informed Dynamic Bayesian Net-

works (PiDBN) for Cyber Attack Detection in

Building HVAC Systems

2.1 Introduction

2.1.1 Smart building evolution

In the evolving landscape of modern smart buildings, the integration of intelligent

control and energy management has signi�cantly advanced energy e�ciency, self-

sustainability and thermal comfort. Moreover, following the issuance of FERC order

2222 in 2020 [30], there has been an increased emphasis in the United States on

transforming conventional buildings into grid-interactive e�cient buildings (GEBs).

These GEBs utilize smart technologies to provide demand 
exibility and power grid

services [31]. Such advancements are facilitated by automatic operations managed by

building automation systems (BAS) [32] and remote energy management conducted

by energy-cyber-physical systems (eCPS) through Internet communications [33, 34].

However, this extensive Internet connectivity introduces signi�cant vulnerabilities,

making BAS networks susceptible to cyber threats [11, 35]. Consequently, cyber

security has become an important issue for smart buildings [32,36].

2.1.2 Cyber security issue

Typical cyber-attacks include Denial of Service (DOS) attacks [37], such as signal

blocking or delaying, and False Data Injection (FDI) attacks [38], such as the gener-

ation of fake signals. These attacks on HVAC systems can lead to immediate adverse

e�ects, including deviations in sensor readings and disruption in control signals, ul-

timately compromising system operations. Research indicates that approximately

15% to 30% of energy can be wasted due to improper building operations and con-

trols [39]. Moreover, manipulation of HVAC operations through cyber-attacks can
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result in severe consequences, often re
ecting the primary malicious intents of ad-

versaries. Such impacts include 
uctuations in building energy usage, reduced en-

ergy e�ciency, increased electricity cost, supply-demand imbalances, disquali�cation

from market participation, and grid issues like overloading, congestion, and instabil-

ity [17,40]. Therefore, developing comprehensive defensive measures and strategies is

essential to safeguard against these threats.

From a defensive perspective, building energy systems consist of information tech-

nology (IT) components, such as Internet communication equipment, and operational

technology (OT) devices, including sensors, actuators and controllers [41, 42]. Con-

ventional defensive measures against cyber-attacks focus on both IT and OT net-

works, implementing mechanisms to isolate cyber-attacks from the Internet or to

prevent attacks from spreading through building networks and adding further depth

in defense [43]. Such mechanisms include �rewalls, intrusion detection systems (IDS)

or intrusion protection systems (IPS), encryption, transport layer security (TLS),

and access control [42]. The choice of these measures to deal with particular cy-

ber threats forms the defensive strategy. In the past decade, the concept of a layered

security strategy [44{46] has been developed, providing multiple defensive layers span-

ning from IT to OT networks. For such a framework, each layer is di�erentiated to

counter speci�c threats, and a combination of selected measures is applied accord-

ingly. However, while this strategy adds considerable depth in defense, it convention-

ally focuses only on networks, neglecting the potential defensive layer from system

operations and controls. For recent development of defensive measures on system

operations and controls, Afshari et al. [47] introduced a resilient voltage/frequency

control scheme to address attacks on sensors and actuators, maintaining the stability

of microgrids. Moreover, Hemmati and Faraji [48] proposed a voltage control system

to detect cyber-attacks on AC/DC loads and solar-cell/fuel-cell powers for buildings

with solar energy storage. The emphasis of these studies was placed on utilizing ad-

vanced voltage control strategies to ensure the stability of electricity loads and grids,

while the cyber-attacks could still sneak through via manipulation of BAS thermal
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management of building HVAC systems.

As conventional buildings evolve into GEBs, the growing connectivity of OT net-

works and their communication with the Internet through IT networks expand the

attack surface and vectors [41]. BAS and HVAC systems are therefore at higher risk of

being attacked [19], posing signi�cant challenges to existing defensive strategies. Once

penetrated, cyber-attacks can directly a�ect HVAC system controls, compromising

building energy performance and ful�lling malicious objectives without encountering

further resistance. To ensure cyber security of GEBs, a defensive approach tailored for

HVAC operations and building energy performance should be devised to e�ectively

identify such cyber-attacks.

2.1.3 Cyber-attack Identi�cation

The immediate e�ects of cyber-attacks often manifest as sensor and controller faults

within HVAC systems. FDD technologies, traditionally used to identify and localize

these faults, o�er a basis for CAI through energy performance evaluation. However,

the ultimate objectives of CAI and FDD di�er signi�cantly. FDD primarily targets

major component failures or persistent deviations in sensor readings and controller

malfunctions that lead to signi�cant abnormal performance. Conversely, CAI aims

to detect minor, immediate e�ects of cyber-attacks to prevent major failures and

counter the attackers' malicious objectives. As such, traditional FDD systems, which

are not designed to detect subtle sensor and controller faults, are inadequate for CAI

purposes. Moreover, CAI demands timely and responsive measures, necessitating a

more advanced application of FDD techniques adapted to the unique challenges posed

by cyber threats.

Conventional FDD approaches are based on expert rule-based (knowledge-driven)

methods. Recently, the focus has shifted to model-referenced methods, data-driven

methods, and hybrid methods that integrate expert knowledge, model simulation, and

building operation data. However, these advanced FDD approaches, such as data-

driven FDD or model-referenced FDD, demand more precise and comprehensive data
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support. This requirement often presents challenges in real-building applications due

to incomplete information and uncertainty [49]. Moreover, each building's unique

boundary conditions, such as weather, occupancy, and internal load schedules, in-

dicate that an FDD approach developed for one building may not be suitable for

another. Furthermore, accurate FDD methods for BAS, aimed at detecting minor

faults in sensors and controllers, are still limited and require further investigation.

These limitations compromise the feasibility and wider applicability of advanced FDD

approaches with various building HVAC systems, consequently preventing their adop-

tion as alternatives or complements to existing rule-based FDD approaches. To en-

hance the robustness, accuracy, and versatility of FDD tools for CAI applications,

a hybrid method that combines physical models with data-driven models presents a

promising solution.

2.1.4 Bayesian network

With the increasing adoption of BAS, FDD technologies have seen signi�cant ad-

vancements in the past decade, particularly in delivering fast, timely, and intelligent

responses for building HVAC systems [49]. Among the various advanced FDD meth-

ods, the Bayesian Network (BN) stands out as one of the most prevalent tools. It is

typically categorized as a data-driven method, as both its structure and parameters

can be derived from building operation data (data-driven BN). However, the structure

of a BN can also be exclusively based on expert knowledge (knowledge-based or rule-

based BN). This versatility makes BN particularly e�ective for developing innovative

FDD approaches that integrate expert knowledge, model simulation, and operational

data, thereby enhancing the accuracy, e�ciency, and versatility of advanced FDD

systems.

Existing BN FDD models for buildings typically focus on either the component

level [50] or the system level [51]. Many of these models are developed using data-

driven approaches, which share several shortcomings with general data-driven FDD

methods, such as the need for extensive fault data for training, limited transferability
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and scalability across di�erent building systems, challenges in detecting minor errors,

and di�culties in interpreting the models in terms of their physical meaning [49]. To

reduce dependence on extensive building data, another type of BN FDD model has

been developed based on referenced building models. This approach uses a reference

building model to generate baseline values, which are then compared with monitored

values; the residuals are used to detect faults [52]. The key advantage of this refer-

ence model-based BN is that it does not require fault data for training. However,

this method demands high precision and accuracy from the reference model, and the

complexity of establishing and computing these models for modern buildings with

complex HVAC systems can be quite challenging, thus limiting the universality of

this approach. Additionally, most recently developed BN FDD models are discrete

BNs, while research on Dynamic Bayesian Networks (DBN) in building FDD remains

limited [53]. Given the capability of DBN to identify minor but persistent errors,

distinguishing minor sensor and component faults from system noise, further inves-

tigation into DBN FDD for buildings is crucial, particularly for modern buildings

integrated with BAS.

2.1.5 Summary

In this report, we propose a defensive strategy using a BN approach that directly in-

tegrates a physical building model within a dynamic scheme. Contrary to traditional

data-driven BN methods that infer structure from statistical processes, our approach

constructs the BN structure grounded on physical equations, with coe�cients deter-

mined through data-driven processes. Moreover, unlike reference model-based BN

methods that keep the building model separate from the BN structure, our approach

signi�cantly simpli�es and incorporates the building model directly into the BN struc-

ture. This integration yields a physics-informed dynamic Bayesian network (PIDBN),

which does not require complex building models or extensive data training, as seen

in conventional FDD methods. The PIDBN is adept at detecting minor faults in sen-

sors, controllers, and components and can be e�ectively adapted to various building
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systems by melding this innovative structure with data-driven methods.

2.2 PIDBN overview

Compared with the existing BN FDD, the proposed BN �rst embeds the physical

building model within the BN structure, as depicted in Fig. 13. Correspondingly,

the developed BN structure consists of the equation nodes representing the physical

model, and the system coe�cients can be estimated either by the building model or

by the building operation data (data-driven), which makes this BN more 
exible to

be transferred to other buildings. Moreover, the sensor nodes and fault nodes are

integrated with equation-based BN, which enables the BN to implement sensor bias

and predict the sensor reading values based on the system states (hybrid equation-

based BN). Owing to this, the proposed BN can detect and locate minor sensor

faults. Furthermore, a dynamic scheme is applied in the developed BN (DBN) to

increase the accuracy and eliminate the interference of system noises. Summarizing

the above features, the proposed novel method can be re�ned as physics-informed

dynamic Bayesian network (PIDBN) FDD.

Figure 13: General method architecture of PIDBN.
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2.3 Model Description

2.3.1 Physical building model

As illustrated in section 2.2, physical models for building HVAC systems are funda-

mental to developing PIDBN. In this study, the physical model is established based

on a general air handling unit (AHU) of the building HVAC system working in the

cooling mode, as shown in Fig. 14, where the thermal zone is modeled using thermal

resistance-capacitance (RC) method, as demonstrated in Fig. 15.

Figure 14: AHU system scheme.

Accordingly, the governing equations of the physical building model can be con-

cisely described as

xk+1 = f (xk ; uk ; dk); (39)

wherek and k + 1 are the current and next time step respectively,x represents the

system states including thermal zone temperatureTz, wall temperature Tw , return

water temperature Trw and supply air temperatureTsa. Moreover, u denotes the

control variables such as supply water mass 
ow ratemsw, supply air mass 
ow rate
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Figure 15: Thermal zone and RC diagram.

msa, supply water temperatureTsw, and fresh air ratio� . Furthermore, d refers to the

disturbances consisting of solar heat gainQrad , internal heat gain Qig and ambient

temperature To. Speci�cally, Equation (39) can be further expressed as follows:

Tz;k+1 = Tz;k+ a11Tz;k+ a12Tw;k + c11 _msa;kTz;k+ c14 _msa;kTsa;k+ d11To;k+ d12Qrad;k + d13Qig;k ;

(40)

Tw;k+1 = Tw;k + a21Tz;k + a22Tw;k + d21To;k + d22Qrad;k ; (41)

Trw;k +1 = Trw;k + a33Trw;k + a34Tsa;k + b31 _msw;k (Tsw;k � Trw;k ); (42)

Tsa;k+1 = Tsa;k + a43Trw;k + a44Tsa;k + b42 _msa;k � kTo;k + b43 _msa;k (1� � k)Tz;k + c44 _msa;kTsa;k ;

(43)

where aij , bij , cij and dij are coe�cients either calculated from the building system

properties or trained by building operation data.
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2.3.2 Equation-based BN

The interpretation of physical equations in section 2.3.1 can be achieved through the

equation-based BN method. According to Eq. (39), the building system statesxk+1

at next time step k + 1 can be predicted from the system statesxk , control variables

uk and disturbancesdk at current time step k. As demonstrated in Figs. 16 and

17, Eqs. (40)to (43) that describing the evolution of the building system states, i.e.,

x = [ Tz; Tw ; Trw ; Tsa], are directly embedded into the BN structure with equation

nodes denoted as blue circles. The de�nition of all state nodesxk+1 at time step k +1

can then be given as

xk+1 = f (xk ; uk ; dk) + N (0; � 2
x ); (44)

where N (0; � 2
x ) is the normal distribution with mean at 0 and standard deviation

� x for each system state. By adjusting� x , the normal distribution N (0; � 2
x ) can be

tuned to account for the system noises.

Figure 16: Interpretation of the physical building model (thermal zone side) using
equation-based BN structure between two-time stepsk and k + 1

The equation nodes transformed from the physical building model can predict the

values of system states. However, to enable diagnostics of the system faults (e.g.,

sensor faults) based on the observations (building operation data), the BN structure

should be further completed by adding equation nodes representing sensor readings

and chance nodes denoting the various sensor faults. As illustrated by Fig. 18,

equation nodes (dark blue) of sensorsS and chance nodes (yellow) of sensor reading

faults F are connected with the equation nodes of system statesx, control variables
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Figure 17: Interpretation of the physical building model (AHU side) using equation-
based BN structure between two-time stepsk and k + 1

u and disturbancesd for each time step. Additionally, binary chance nodesC are

connected to fault nodes indicating the impact of recent calibrations on the probability

of sensor faults.

Figure 18: Hybrid equation-based BN between two-time stepsk and k + 1

The equation nodes of sensorsS are de�ned as

S = x + N (0; � 2
s) + f (F ); (45)

whereN (0; � 2
s) is the normal distribution representing the sensor reading noises, and

f (F ) is the conditional equation based on sensor fault nodesF , where the de�nition
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Table 3: De�nition of sensor fault nodesF .

Recent calibration (nodeC) Yes No
Accurate P(AccuratejY es) P(AccuratejNo)
Extremely high (EH) P(EH jY es) P(EH jNo)
Mildly high (MH) P(MH jY es) P(MH jNo)
Extremely Low (EL) P(EL jY es) P(EL jNo)
Mildly high (ML) P(ML jY es) P(ML jNo)

of F is provided in Table 3. Accordingly,f (F ) can be expressed as

f =

8
>>>>>>>>>>>><

>>>>>>>>>>>>:

0; F = \Accurate"

N (� EH ; � 2
EH ); F = \EH"

N (� MH ; � 2
MH ); F = \MH"

N (� EL ; � 2
EL ); F = \EL"

N (� ML ; � 2
ML ); F = \ML"

(46)

where the mean and standard deviation of the normal distribution at each fault state

can be prescribed for each sensor.

Considering the typical sensor failure pattern, it may occur suddenly, or it may

worsen gradually over time and persist until recalibrated. Therefore the relation-

ship between the corresponding fault nodes across adjacent time stepsk and k + 1

is connected, rather than treating it as independent of each other, as displayed in

Fig. 18. To obtain the condition probability table (CPT) for node Fk+1 , the state

transition relationship should be determined, as demonstrated in Fig. 19, where�

and � are transition rates between each state of fault node. Once the transition rates

are set, each conditional probability ofFk+1 can be calculated following the method

introduced by Kohda and Cui [54].

A Bayesian network that integrates equation nodes with chance nodes is catego-

rized as a hybrid BN. To conduct the BN inference and FDD analysis, the continuous

equation nodes are discretized based on the prescribed intervals and the probability
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Figure 19: State transition diagram of sensor fault nodesF between two adjacent
time stepsk and k + 1

for each interval is obtained utilizing stochastic sampling algorithms [55].

2.3.3 Dynamic BN (DBN)

Following section 2.3.2, the constructed hybrid BN can be converted to discrete DBN

by inheriting the same structure, discretized interval of equation nodes, and CPT of

all nodes. Theoretically, the established discrete DBN can approximate the hybrid

equation-based BN. The basic structure of the proposed two-time steps DBN is dis-

played in Fig. 20, where anchor and terminal nodes (grey) are used to set initial and

store �nal probabilities respectively. Moreover, the continuous equation nodes (dark

blue) in Fig. 17 have been replaced with the corresponding discrete chance nodes

(yellow) in Fig. 20. By looping the developed two-time steps DBN algorithm and

passing the �nal probabilities of the current turn to the initial probabilities of the

next turn, i.e., xk;i = xk;f and Fk;i = Fk;f , large amounts of building operation data

can be diagnosed at a reasonable computational cost.

Comparing DBN with large time steps, the developed two-time steps DBN with
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Figure 20: DBN structure with two-time steps

looping algorithm signi�cantly reduces the complexity of the equivalent BN structure

and thus increases the speed and feasibility for analyzing the building data with long-

time duration. Moreover, the anchor and terminal nodes enable quick data transfer,

which has advantages in real-time data processing and intermittent operation.

2.4 Method evaluation

2.4.1 Comparison of CAI results between the improved DBN and the

original DBN

According to our preliminary test, the detection of the sensor fault in return water

temperature Trw can signi�cantly interfere with that in supply air temperature Tsa,

therefore the Tsa sensor fault is more di�cult to be detected compared to that in

thermal zone temperatureTz.

To verify the improved DBN CAI and compare it with the original DBN, the fault

is injected into the sensor of supply air temperatureTsa, as shown in Fig. 21. The

fault degree is set at 2:0� and the total simulation time is 72 hours.

The CAI results from 6 hours to 22 hours for improved DBN are given in Figs. 22,

23 and 24. Fig. 22 shows the probabilities forTz sensor fault, where the probability
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Figure 21: 2:0� Tsa sensor attack injected building simulation data.

Figure 22: Tz CAI results for 2:0� Tsa sensor fault.

for accurate sensor value is maintained above 0.9, indicating thatTz sensor has a

low probability of failure. Fig. 23 displays the probabilities forTrw sensor fault,

where the 
uctuation can be observed at the time when the fault injects and ends.
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Figure 23: Trw CAI results for 2:0� Tsa sensor fault.

Figure 24: Tsa CAI results for 2:0� Tsa sensor fault.

Nevertheless, the accurate rate ofTrw sensor value is maintained above 0.8 for the

most of time during the fault injection period. On the contrary, the detection results

in Fig. 24 reveal a `High mild' fault in Tsa sensor during the fault injection, where
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`High mild' indicates that the current sensor value is supposed to be slightly higher

than the actual value.

Figure 25: Comparison ofTrw CAI results for 2:0� Tsa sensor fault.

Figure 26: Comparison ofTsa CAI results for 2:0� Tsa sensor fault.

Compared with the original DBN CAI, the improved DBN CAI has a better fault
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detection rate and stability, as indicated by Figs. 25 and 26. Fig. 25 displays the

possibilities of accurate sensor value ofTrw for both improved DBN and original

DBN. During the fault injection period (8-17 hours), the improved DBN manages to

keep a relatively more stable possibility of an accurate state above 0.8 despite some


uctuations at the beginning and end of the fault injections, manifesting that the

return water sensor is more likely to be accurate. Furthermore, from the comparison

of CAI results for Tsa in Fig. 26, the fault detection forTsa sensor by improved DBN

is more prominent and stable than that by original DBN. Combining the information

from these two �gures, it is obvious that through improved FDD,Tsa sensor faults

can be clearly analyzed. On the contrary, according to the original FDD results, it is

di�cult to distinguish the fault between Trw and Tsa sensors.

2.4.2 Validation of PIDBN with R1 building operation data

The developed PIDBN CAI is validated with real R1 building data. The normal

operation data has been collected from April 2023 to October 2023 for training coe�-

cients of the physical building model. Meanwhile, the cyber-attack has been injected

into the supply air temperature sensor (Tsa) of AHU-4 in the R1 building and the

corresponding disrupted data has been recorded to validate the developed FDD al-

gorithm.

Figure 27 demonstrates the variations in the posterior probability of theAccurate

state for three sensor nodes. It is evident that the developed PIDBN e�ectively dis-

tinguishes the faults in theTsa sensor from others. Furthermore, setting a posterior

probability criterion at 0.75|below which the system will trigger alarms|enables the

illustration of alarm generation over time, as depicted in Figure 28. When compared

with the conventional FDD based on the Air Handling Unit (AHU) Performance

Assessment Rules (APAR), the PIDBN shows superior capabilities in CAI. Results

clearly indicate that PIDBN provides enhanced detection accuracy and responsive-

ness, outperforming traditional FDD methods in identifying and responding to minor

sensor faults caused by cyber-attacks.
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Figure 27: Real-time posterior probability variations ofAccurate states for three
sensor nodes (Tz, Trw and Tsa) over 60 hours (Apr. 6th 00:00 am to Apr. 8th 12:00
pm, 2023) with Tsa sensor fault injections.

Figure 28: Comparision of real-time alarm monitoring between PIDBN and APAR
algorithms over 60 hours (Apr. 6th 00:00 am to Apr. 8th 12:00 pm, 2023) withTsa

sensor fault injections.
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2.5 Concluison

This study introduced a novel defensive strategy against cyber-attacks in HVAC sys-

tems of modern smart buildings, utilizing a physics-informed dynamic Bayesian net-

work (PIDBN). Our approach distinguishes itself from conventional data-driven and

reference model-based BN methods by embedding a dynamic, physical building model

directly within the BN structure. This integration not only simpli�es the building

model but also enhances the system's capability to infer and learn from physical

equations with coe�cients optimized through data-driven processes.

The proposed PIDBN framework addresses several limitations of existing FDD

strategies by reducing the reliance on complex building models and extensive data

training typically required by traditional methods. This simpli�cation leads to a more

e�cient and adaptable system capable of detecting minor faults in sensors and con-

trollers across various building systems. The capability of PIDBN to merge theoretical

knowledge with practical, operational data allows for a more robust interpretation of

building dynamics, which is critical to identifying cyber-attacks timely and respon-

sively.

The developed PIDBN was validated using real data from the R1 building, into

which minor faults were injected to simulate typical cyber-attacks. The results

demonstrate that the defensive strategy employing PIDBN is capable of detecting

cyber-attacks in real time. This con�rms the potential of PIDBN as a viable and

e�ective approach for enhancing the cyber security of building energy systems.

Future work will focus on re�ning the PIDBN model to further enhance its accu-

racy and e�ciency. This includes exploring more sophisticated data-driven techniques

to re�ne the learning process of physical coe�cients and expanding the adaptability

of the model to di�erent types of building systems. Additionally, real-world applica-

tions of the PIDBN will continue to be investigated to validate the model, ensuring

its e�ectiveness in diverse operational environments.
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3 Part III: Sensor Attacks and Resilient Defense

on HVAC Systems for Energy Market Signal

Tracking

3.1 Introduction

The involvement of building HVAC systems in power grid operations dates back to

the 1970s, when demand response programs were �rst introduced in the US. Initially,

the programs focused on interruptible electric service, which permitted utilities to

interrupt the power supply temporarily during peak demand periods [56]. In the

subsequent decades, more advanced demand response programs emerged, enabling

utilities to directly control the operation of HVAC systems in grid-interactive build-

ings [57]. Customers that comply with demand response signals can receive �nancial

incentives [58, 59]. In 2011, FERC order 745 was issued to allow demand-side re-

sources to participate in ancillary service markets. With the approval of FERC order

2222 in 2020, grid-interactive buildings are o�cially allowed to bid power reduction

into the energy market through aggregators. To participate in the energy market,

the load pro�le of a grid-interactive building must be 
exibly and accurately con-

trolled, so that it can track the dispatched power signals from the system operators

and maintain market participation quali�cation [60].

Many control strategies have been proposed for building HVAC systems to track

power signals, including the feedback control schemes that control the supply air fan

for providing frequency regulation services [61, 62], and the model predictive con-

trol (MPC) methods that can achieve comprehensive demand response services and

participate in energy markets [63{65].

All controls need input from HVAC sensors, whose values are prone to cyber

attacks. Ideally, MPC methods can yield perfect control performance for providing

demand response services given all accurate inputs. However, the building automation
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system (BAS) that realizes the MPC is a centralized controller that relies heavily

on sensor data collected from the IoT-based HVAC system through communication

networks [66]. Due to the uncertainty of measurement error and the vulnerability

of IoT devices, the actual power tracking performance of MPC-based HVAC system

control can potentially be compromised by sensor o�set caused by faults or cyber-

attacks [11].

With more and more buildings participating in grid operations, the vulnerability

of building BAS opens the door to cyber attacks targeting power systems. Existing

power system cyber attacks mainly focus on the system-wide impact of attacked ag-

gregated power. For instance, the supervisory control and data acquisition (SCADA)

attacks on transmission system state estimation have been studied in [67,68], where

the falsi�ed signals are the power consumption at PQ nodes. Similarly, for distribu-

tion systems, attacks on advanced metering infrastructure (AMI) also a�ect system

operations by sending false power consumption signals [69]. The load-altering at-

tacks that can actually alter the load power have been identi�ed in [70], which can

potentially yield more severe consequences, such as system instability. Although the

system-wide impact and defense strategies have been extensively studied, it is nec-

essary to defend against such attacks at their root. Unfortunately, the mechanism

behind the load-altering attacks is not well understood, let alone the corresponding

defense strategies.

In this report, we study the physical model of HVAC systems, and investigate po-

tential attacks by breaching the sensors. The designed cyber attack could potentially

deteriorate the performance of grid-interactive buildings when tracking grid dispatch

signals. It is a stealthy attack that is undetected by bypassing building fault detection

rules. Then, a robust control method is proposed to withstand such an attack. First,

the sensor attack is assumed to be launched by the worst-case probabilistic attack

within the presumed ambiguity set that mimics the set of building fault detection and

diagnosis rules. The attacking objective is to maximize the expected power tracking

error while only introducing unnoticeable sensor value falsi�cations. Then, a resilient

48



control method against such attacks is proposed. Considering the uncertainty of fal-

si�ed sensor value under the stealthy sensor attack, the resilient control is initially

formulated as a two-level distributionally robust optimization problem. Then the

initial intractable formulation is relaxed to a single-level optimization problem that

can be solved with high time e�ciency.

This study is organized as follows. Section 3.2 introduces the hierarchical control

framework of grid-interactive buildings in energy markets. Section 3.3 introduces the

standard formulations of HVAC power tracking and the corresponding sensor attack

methods. Section 3.4 proposes the resilient control method against stealthy sensor

attacks and the derived tractable form. Finally, both attack and defense methods are

validated in section 3.5 using the Dymola model of a single-building HVAC system

under various test cases. A thermal 
uid simulation model is also adopted to cross-

validate the numerical simulation results.

3.2 Problem Description

The 
owchart in Fig. 29 demonstrates the operations of a grid-interactive building

HVAC system participating in an energy market. The black arrows denote control sig-

nal 
ow, the red arrow denotes sensor data 
ow, and the green arrows denote the 
ow

of physical variables in real time. Market signals are dispatched at 5-minute intervals.

Upon receiving the target power dispatched from the market/system operators, the

central controller of the building automation system (BAS) needs to determine con-

trol signals that can track the dispatched power pro�le while maintaining the room

temperature within the comfort zone. The control signals are the air mass 
ow rate

for fans and the water mass 
ow rate for pumps, which are updated every 30 sec-

onds. The fan speed control signals are calculated upon receiving room temperature

sensor valuesT r and supply air temperature sensor valuesTsa. The water loop needs

to provide enough cooling load for the air loop, hence, the control signal for pump

speed is also dependent on the measurement of room temperatureT r and supply air

temperatureTsa. The overall HVAC power consumption mainly consists of fan power
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Figure 29: Grid-interactive building operations regarding time scale

from the air loop, and pump and chiller power from the water loop.

Note that the sensor values are critical inputs to the BAS control for achieving

desired power tracking performance. These sensors are usually unguarded IoT devices

that are vulnerable to cyber-physical attacks. For instance, putting a heater or ice

bag near the sensor can easily disturb the normal operations of an entire building [71].

In the cooling mode, if attackers maliciously increase the room temperature sensor

value, the control signal of air mass 
ow rate sent to the fan will be higher than

expected, yielding a higher fan speed and overall thermal load. Consequently, the
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overall HVAC power consumption will be higher. Similarly, if attackers change the

supply air temperature sensor to a higher value, it can mislead the central controller

to turn up the chill water mass 
ow rate to restore the supply air temperature back

to the nominal value, leading to a higher pump and chiller power. Thus, falsifying

sensor values can be an e�ective and low-cost attack method to alter HVAC power

and compromise the power-tracking functionality of grid-interactive buildings. This

can potentially disqualify buildings' participation in the energy market.

Building sensor attacks can be launched in various ways through multiple channels,

so it is particularly challenging to defend against all possible attacks. From attackers'

perspective, the sensor falsi�cation cannot exceed a reasonable region, otherwise,

it can be easily detected by building fault data detection (FDD) algorithms. Also,

these attack methods share the same objective of compromising HVAC power tracking

performance. Exploiting these two facts, robust control can be leveraged in the control

layer to defend against a variety of sensor attack methods. In this study, we minimize

the power tracking error under the worst-case attack within a statistically feasible

region, that the upper bound of power tracking error is minimized. The robust

control considers stealthy attacks within an ambiguity set bounded by FDD rules.

The control is then reformulated in a tractable moment-based formulation solved

through dualization. The robust formulation is then demonstrated in case studies

to be very e�ective in protecting the market performance of buildings against sensor

attacks.

3.3 Sensor Attacks against HVAC Power Tracking

3.3.1 Power Tracking in Energy Markets

Being able to accurately track power pro�les dispatched by power system operators

is a critical requirement for market participants. However, commercial buildings

equipped with conventional HVAC systems with feedback control have very limited

capacity to simultaneously achieve power tracking and temperature maintenance [72].
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Thus, model predictive control (MPC) is widely adopted in the existing literature for

HVAC system power tracking [63{65,73].

The formulation in (47) shows a standard MPC of an HVAC power tracking

problem.

ˆ Standard Power Tracking Formulation:

min
_msa

TX

t=1

�
Pt � P ref

t

� 2
(47a)

s:t: Pt = b1 _msa
t + b2 _msa

t T r
t + b3 _msa

t Tsa
t ; 8t (47b)

T r
t+1 = c0 + c1T r

t + c2 _msa
t T r

t + c3 _msa
t Tsa

t ; 8t (47c)

T r
lb � T r

t � T r
ub; 8t (47d)

The objective is to minimize the squared error between the actual power pro�leP

and the market-dispatched power pro�leP ref within the look-ahead time windowT.

The decision variable is air mass 
ow rate _msa
t at each time stept, which controls

the speed of the supply air fan. The HVAC powerP and zone temperatureT r are

described by two physics-based equations, represented by (47b) and (47c) respectively,

with time-varying parameters.

ˆ HVAC Power Model: (47b) is a linear function of the decision variable _msa
t ,

when the sensor inputsT r
t and Tsa

t are known. The power is modeled based on

HVAC system and environmental parameters, including the energy e�ciency of

chiller denoted by Coe�cient of Performance (COP), outdoor air temperature

To
t , and damper position� that a�ects the ratio of outdoor air into the building.

cair denotes the speci�c heat capacity of air.

ˆ Thermal Zone Temperature Model: (47c) is discretized from the nodal current

balance of the RC equivalent model, which considers the building parameters of

thermal resistanceR and thermal capacitanceC. � t denotes the time interval of
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discretization. c0 represents a constant term that is independent of the control

variable _msa
t and the vulnerable sensor measurementT r

t and Tsa
t .

For simplicity, the constant parameters are compressed into coe�cientsb1 � b3

and c0 � c3. (47d) is the security constraint of HVAC operation that maintains the

predictive zone temperature pro�le within the bounds of comfort zone
�
T lb; Tub

�
.

3.3.2 Sensor Attacks

Grid-interactive smart buildings, regarded as a typical cyder-physical system, can

be attacked from both physical and cyber layers. For example, attacks from the

physical level can be easily launched. Unlike power control centers, most buildings

do not have a high security level, and rooms are often unguarded. The sensors of

room temperature T r and supply air temperatureTsa are placed inside the rooms

and air vents, which can be easily accessed. Falsifying these sensor values is relatively

simple, such as by covering the sensors with insulation materials. The impact of the

simple physical attack can be formulated as (48), where the falsi�ed sensor value

under attack is shifted by an o�setea from the actual temperatureTa. Imposing the

shifted valuesT r
a and Tsa

a into (47) can lead to inaccurate modeling and thus deviates

the actual HVAC power from the target pro�les.

T r
a = T r + er

a

Tsa
a = Tsa + esa

a

(48)

A cyber-layer attack can also be launched. Given the distributed and long-distance

placement of sensors in a commercial building, it becomes necessary to transmit sen-

sor measurements to the central controller of the Building Automation System (BAS).

This transmission is achieved through the utilization of a local area network (LAN),

which typically implements standardized communication protocols such as BACnet,

KNX, Modbus, and others [74]. The security of communication links is a critical con-

cern, as the protocols are not usually designed with security considerations. Despite
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e�orts to enhance cyber security through measures like �rewalls and encryption, it has

been observed that even BAS systems in highly advanced companies like Google [75]

can still be compromised. This implies communication links are vulnerable and can

be breached during transmission between sensors and central controllers.

Attackers may also intelligently falsify speci�c sensor values to achieve their ma-

licious goals. For example, (49) demonstrates an attacking objective function, where

the attacking goal is to maximize the power tracking error within the look-ahead

window by falsifying the sensor values in a coordinated manner.

max
T r ;T sa

NX

t=1

�
PHV AC

t � P ref
t

� 2
(49)

The decision variables are the attack signals for the room temperature and supply

air temperature sensors at every time step. Thus, the optimal solution is the com-

bination of them that coordinates the spatial relationship between the two sensors

and the temporal relationships between the time steps. The power tracking error

is evaluated using the sum of the second-order error between the actual power and

the reference power at every step, such that the root-mean-square error (RMSE), a

common metric for evaluating trajectory distance, can be maximized, indicating the

most malicious attack is achieved.

3.3.3 Bypassing Fault Detection Rules

Modern buildings are equipped with fault data detection (FDD) algorithms, especially

for their core components, such as air-handling units (AHUs). To ensure its safe and

reliable operations and to identify faulty parts under abnormal conditions, sensors

are deployed at critical nodes for monitoring and fault detection purposes. The room

temperature is measured from the thermostat located within the room, the sensor

near the vent measures the supply air temperature, and the sensor inside the mixing

box measures the mixed air temperature. Moreover, the outdoor air temperature is

measured from a temperature sensor placed outside the building. Abnormal sensor
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data inputs may trigger FDD rules and issue alarms to building managers. Thus,

bypassing these FDD criteria is necessary for launching stealthy sensor attacks.

The air-handling-unit performance assessment rules (APAR) is a set of fault identi-

�cation rules that has been widely adopted in existing commercial HVAC systems [25].

APAR is generalizable to buildings of di�erent sizes and operating modes. These rules

are intentionally designed with a certain level of error tolerance to ensure detection

reliability. However, this tolerance inadvertently creates an opportunity for subtle

sensor falsi�cation attacks to bypass detection.

APAR consists of a total of 28 rules that describe all possible abnormal conditions

across 8 di�erent operation modes. Among these rules, 20 are speci�cally designed to

identify sensor errors. Among the operation modes, mode 3 and mode 4 are associated

with mechanical cooling modes, which use chilled water to cool the room down when

the outside air temperature is higher than the room temperature. As the power


exibility of the HVAC system primarily stems from the chiller, which is exclusively

utilized for mechanical cooling, the focus of this study lies on the overlapped rules:

#8, #10, #11, #12, #16, #17, and #18, which pertain to sensor errors under

mechanical cooling modes. The satisfaction of any rules below would trigger fault

detection alarm.

ˆ Rule 8: To < T sa � � Tsf � " t

ˆ Rule 10: j To � Tmix j> " t

ˆ Rule 11 & 16: Tsa > T mix + � Tsf + " t

ˆ Rule 12 & 17: Tsa > T r � � T rf + " t

ˆ Rule 18: j T r � To j� � Tmin

where � Tsf and � T rf denote the temperature change across the supply fan and

return fan due to the fan motor heat gain.Tmix denotes the mixed air temperature,

which is the weighted average of return airT ra and the outside airTo. The weight

� is the opening ratio of the damper." t is a small error tolerance term, and �Tmin
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is the threshold temperature gap that prevents the ratio of outside air entering the

AHU from being too high or too low.

Under mechanical cooling modes, the cooling coil that contains the chill water is

in use. The temperature of the mixed air entering the cooling coil must be higher

than the supply air left it. Thus, in normal conditions, the supply air temperature

should be lower than the mixed air temperature. Considering the temperature gain

from the supply air fan � Tsf is positive, we haveTsa < T mix < T mix + � Tsf + " t ,

and rule 11 & 16 are only true when any temperature sensors are faulty. Moreover,

the supply air temperature must be lower than the room temperature to be able to

cool it down, therefore, rule 12 & 17 also re
ect sensor value inconsistency. Rule 18

is an abnormal ventilation condition that re
ects the fraction of outside air entering

the thermal zone is either too high or too low.

The mechanical cooling with 100% outside air mode is a special case, where the

mixing box damper is fully open (� = 100%). Hence, the mixed air is all from the

outside, indicating the mixed air temperature should be approximately the same as

the outside air. Thus, when their di�erence is larger than a certain threshold, it is

considered to be a sensor inconsistency condition by rule 10. Given this fact, the

supply air, which is supposed to be lower than the mixed air, should also be lower

than the outside air as well. This type of sensor inconsistency is re
ected by rule 8.

Fig. 30 demonstrates that the above rules construct a linear polyhedron, noted as

the APAR region, with respect to the room temperatureT r and supply air tempera-

ture Tsa that is regarded as abnormal conditions. Correspondingly, the complement

region is the safe region for attackers to launch stealthy sensor attacks, as formulated

in Eq. (50).
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Figure 30: Faulty and safe areas under APAR detection
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(50)

As long as the falsi�ed sensor values stay within this safe region, APAR cannot

detect them. This condition can be easily satis�ed by adopting the safe region (50)

as a constraint in the attack model (49). Such attacks are referred to as stealthy
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attacks.

3.4 Resilient Control Against Worst-case Stealthy Sensor At-

tacks

Stealthy sensor attacks introduce errors in the estimation of thermal load, which

can be accumulated over time and a�ect HVAC power. Thus, a resilient control

that can robustly track the desired load pro�le against stealthy sensor attacks is

critical to HVAC control for providing high-quality grid services and energy market

participation.

3.4.1 Resilient Control with Practical Attacking Considerations

From the defenders' perspective, the settings of the safe region are known, while the

detailed attack formulations are unknown and can be versatile. It is unlikely to enu-

merate all possible attack methods and design defense strategies accordingly. Thus,

a robust power tracking control method that is e�ective under many possible attacks

is desired. This requirement is in accordance with the feature of robust optimization,

which �nds the control decision that achieves the minimum error under the worst-

case scenario. The solution obtained from the two-level min-max robust optimization

provides the upper bound of error under possible attack scenarios. However, in our

case, the worst-case scenarios are always obtained at the vertex of the safe region,

which is too conservative to be practical.

Given the fact that stealthy attack signals are expected to fall inside the safe

region in a natural manner, we propose the resilient control formulation with practical

attacking considerations in (51).

min
_msa

max
T r � P;T sa � Q

EP;Q

"
NX

t=1

�
PHV AC

t � P ref
t

� 2
#

(51a)

s:t (47b) � (47d)

(P; Q) 2 S (51b)
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s:t _msa
lb � _msa

t � _msa
ub; 8t (51c)

The lower-level maximization problem formulates a probabilistic worst-case sce-

nario, where the attack signalsT r and Tsa are sampled from normal distributionsP

and Q respectively. The stealthiness is maintained by limiting the candidate distri-

butions within the ambiguity set S formulated in (52), such that the sampled attack

signals fall inside the safe region with a high probability 1� � .

S = f (P; Q) jP r
�

T̂ r
P 2 [T r

ref � "; T r
ref + "]

�
� 1 � �;

V AR [P] � � 2
T r ;

P r
�

T̂sa
Q 2 [Tsa

ref � 
; T sa
ref + 
 ]

�
� 1 � �;

V AR [Q] � � 2
T sa g

(52)

It is worth mentioning that, the deterministic attack scenarios are also covered

by the probabilistic scenarios as special cases, where the variance is zero and the

sampled attack signal is always the mean value. In this way, the proposed probabilistic

worst-case scenario-based resilient control is robust against both deterministic and

probabilistic stealthy sensor attacks.

3.4.2 Moment-based Formulation

The resilient control (51) is not a tractable formulation that can be solved e�ciently

by o�-the-shelf solvers. To reduce problem complexity and enhance the applicability

of the proposed defense strategy, the lower-level stochastic optimization problem is

reformulated into a moment-based deterministic convex optimization problem. The

decision variables are substituted by
h
E [T r

t ] E [T r 2

t ]E [Tsa
t ] E [Tsa2

t ]E [T r
t Tsa

t ]
i T

, where

E [T r
t ] and E[T r 2

t ] denote the �rst and second moments of the falsi�ed room temper-

ature sensor attack distribution, andE [Tsa
t ] and E[Tsa2

t ] denote the �rst and second

moments of the falsi�ed supply air temperature sensor attack distribution.E [T r
t Tsa

t ]
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denotes the expected value of the co-variant term that considers the joint distribution

of the two sensors.

The moment-based ambiguity setS and constraint (47d) are reformulated in (53)

regarding the moments at the �rst time step. The remaining time steps are accounted

for in (54). (53a) ensures that the projected room temperature is kept within the com-

fort zone under the worst-case, such that no occupant complaint issued or work orders

regarding abnormal room temperature will be caused to compromise the stealthiness

of attacks. Constraints (53b) and (53c) keep the mean of the worst-case distribution

within the neighborhood of the true value. " and 
 are the pre-selected error toler-

ance. Constraints (53d) and (53e) limit the variance of the worst-case distribution

from being too large, such that the sampled falsi�ed sensor values can be less oscil-

latory. The left-hand side of both constraints denotes the upper bounds of variance.

� T r and � T sa are the pre-selected tolerance on standard deviations.

T r
lb � E [T r

t ] � T r
ub; 8t (53a)

T̂ r
1 � " � E [T r

1 ] � T̂ r
1 + " (53b)

T̂sa
1 � 
 � E [Tsa

1 ] � T̂sa
1 + 
 (53c)

E
h
T r 2

1

i
�

�
T̂ r

1 � "
� 2

� � 2
T r (53d)

E
h
Tsa2

1

i
�

�
T̂sa

1 � 

� 2

� � 2
T sa (53e)

In order to address the unrealistic situations that arise from signi�cant step changes,

it is necessary to acknowledge the interdependence of the decision variables at di�erent

time steps. Consequently, it becomes crucial to consider their temporal relationship.

The dynamics of the moments of room temperature distribution are captured in

(54), which incorporates the zone temperature model (47c). This formulation allows

for a comprehensive understanding of how the decision variables evolve over time,

accounting for the in
uence of the zone temperature.

E
�
T r

t+1

�
= ( c1 + c2msa

t ) E [T r
t ] + c3msa

t E [Tsa
t ] + c0 (54a)
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E
h
T r 2

t+1

i
= ( c1 + c2msa

t )2 E
h
T r 2

t

i
+ c2

3msa2

t E
h
Tsa2

t

i

+ 2c0 (c1 + c2msa
t ) E [T r

t ] + 2c0c3msa
t E [Tsa

t ]

+ 2 ( c1 + c2msa
t ) c3msa

t E [T r
t Tsa

t ] + c2
0 (54b)

According to the cooling coil dynamic model, the supply air temperature mainly

depends on the supply water temperature, which has a much longer time constant

compared to the time interval and look-ahead time window of optimization formula-

tion MPC. Hence, it is feasible to assume the �rst and second moments of supply air

temperature distribution are static as formulated in (55).

E
�
Tsa

t+1

�
= E [Tsa

t ] (55a)

E
h
Tsa2

t+1

i
= E

h
Tsa2

t

i
(55b)

The dynamic model of the co-variant decision variableE [T r Tsa] is formulated in

(56), which is obtained from the combination of (54) and (55).

E
�
T r

t+1 Tsa
t+1

�
= ( c1 + c2msa

t ) E [T r
t Tsa

t ] + c3msa
t E

h
Tsa2

t

i

+ c0E [Tsa
t ] (56a)

By substituting the power model (47b) into the objective function (51a), the moment-

based objective function is obtained in (57a). The time series air mass 
ow rate _msa is

the upper-level problem decision variable, therefore the termsb2
1 _msa2

� 2b1P ref
t _msa

t +

P ref 2

t are independent with the lower-level decision variables, i.e., the moments of

attack distributions, and therefore are regarded as constants here.

max
NX

t=1

b2
2 _msa2

t E
h
T r 2

t

i
+ b2

3 _msa2

t E
h
Tsa2

t

i

+
�

2b1b2 _msa2

t � 2b2P ref
t _msa

t

�
E [T r

t ]
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+
�

2b1b3 _msa2

t � 2b3P ref
t _msa

t

�
E [Tsa

t ]

+2b2b3 _msa2

t E [T r
t Tsa

t ]

+ b2
1 _msa2

� 2b1P ref
t _msa

t + P ref 2

t (57a)

s:t: (53); (54); (55); (56) (57b)

Together with the moment-based constraints (53)-(56), the lower-level problem (i.e.,

attacker's problem) is now transformed into a deterministic convex optimization prob-

lem (57). The independent decision variables are the �rst and second moments at the

�rst step, while the projected power tracking error is associated with the dependent

moments at every time step that are related through the moment-based dynamic

models.

3.4.3 Solution Methodology through Dualization

Considering that the moment-based formulation of the lower-level problem is convex,

and by the strong duality theorem, its dual problem achieves the same optimal so-

lution. Hence, the next step is to �nd the dual minimization problem and merge it

with the upper-level problem to obtain the tractable formulation of the entire resilient

control.

For simplicity, we need to rearrange the primal problem into a compact formulation

�rst. Let x t =
h
E [T r

t ] E [T r 2

t ]E [Tsa
t ] E [Tsa2

t ]E [T r
t Tsa

t ]
i T

, the equivalent matrix form

of the lower-level problem can be obtained in (58), wherect 2 R5� 1, A 2 R5� 5,

B 2 R5� 1, C 2 R8� 5, and D 2 R8� 1 are vectors and matrices constructed from

previously introduced parameters.

max
x

TX

t=1

ctx t +
�

b2
1 _msa2

t � 2b1P ref
t _msa

t + P ref 2

t

�
(58a)

s:t x t+1 = Ax t + B; 8t (58b)

Cxt + D � 0; 8t (58c)

62



Furthermore, by introducing the slack variabless for the inequality constraints

and organizing the decision variables intox0 =
�
xT

1 xT
2 :::xT

T sT
1 sT

2 :::sT
T

� T
, the previous

problem (58) can be equivalently reformulated into the compact formulation in (59).

max
x0

c0T x0+
TX

t=1

�
b2

1 _msa2

t � 2b1P ref
t _msa

t + P ref 2

t

�
(59a)

s:t A0x0+ B 0 = 0 (59b)

Now, based on the compact formulation (59), we can construct the Lagrangian

function (60), where� denotes the vector of dual variables.

L (x0; � ) = c0T x0+ � (A0x0+ B 0)

+
�

b2
1 _msa2

� 2b1P ref
t _msa

t + P ref 2

t

�

= B 0T � +
�
A0T � + c0

� T
x0

+
TX

t=1

�
b2

1 _msa2

t � 2b1P ref
t _msa

t + P ref 2

t

�

(60)

Then, the optimal solution of the original lower-level maximization problem can

be obtained by �nding the in�mum of its dual problem (61), which can be merged

with the upper-level minimization problem without loss of generality.

min
�

B 0T � +
TX

t=1

�
b2

1 _msa2

t � 2b1P ref
t _msa

t + P ref 2

t

�
(61a)

s:t A0T � + c0 � 0 (61b)

Considering (58) is a convex problem and strong duality holds, the proposed

resilient control framework now is equivalently reformulated from the initial min-max

robust optimization into the tractable single-level minimization problem (62),

ˆ Tractable Resilient Control Formulation:
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min
_msa ;�

B 0T � +
TX

t=1

�
b2

1 _msa2

t � 2b1P ref
t _msa

t + P ref 2

t

�
(62a)

s:t A0T � + c0 � 0 (62b)

_msa
lb � _msa

t � _msa
ub; 8t (62c)

where robust decisions can be made on supply air mass 
ow rate to prevent any

adverse impact from attacks on HVAC power tracking energy market signals.

3.5 Case Study

The proposed attack model and resilient control are tested using the digital twin

models of a test building with a single-chiller HVAC system. The time span of the

simulation is one day, and the simulations are carried out on a desktop with a 4-core

3.2 GHz CPU and 8 GB RAM. The target power pro�le is designed according to the

baseline scenario power consumption and a� 15% 
exibility region. The baseline sce-

nario assumes the HVAC is under temperature error feedback control. The standard

MPC serves as the benchmark method, which works perfectly under accurate sensor

values but yields large overall power pro�le deviations under sensor attacks. The

power tracking error is e�ectively reduced by substituting the standard MPC with

the proposed resilient MPC. It not only reduces the power tracking error by over 70%,

but also shows higher robustness against di�erent levels of attack magnitudes. The

computational requirement of solving the resilient control is su�ciently e�cient for

real-time applications.

3.5.1 Settings

The performance of both the worst-case sensor attack and resilient control are tested

under the simulated scenario where the daily operation of a single-building HVAC

system is considered. The control decision making and the numerically predicted

performances are conducted using Matlab scripts. The realistic performances are

further validated using the physical model-based simulations in Dymola. The building
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and HVAC system parameters are summarized in Table 4.

Table 4: Thermal Zone & HVAC Parameters
Parameter Value Parameter Value

2*HVAC � 0.3 COP 4.17
Tsa

nominal 24 Tsa
nominal 16

Thermal zone R 1e-5 /W C 3.6219e3J/
Constants cair 1014.54 J/(kg) � t 30 sec

The typical ambient temperature and solar irradiance pro�les in the Orlando area,

depicted in Fig. 31, are adopted as the environmental inputs of the test building

system.

Figure 31: Environmental input pro�les of the daily test case

The physical model-based thermal dynamic simulations of the building-HVAC

system are performed by Dymola in Fig. 32. It serves as the ground truth model for

evaluating realistic system outcomes, such as power consumption and zone tempera-

ture.
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Figure 32: One air-handling-unit (AHU) thermal zone Dymola simulation model

3.5.2 HVAC Power Tracking Baseline Scenarios

The traditional PI-controlled HVAC system performance is set as the baseline sce-

nario. Its temperature and load pro�les are provided in Fig. 33, where the zone

temperature is closely maintained at the nominal setpoint of 24, and the power pro-

�le is �xed to the blue solid trajectory. The shaded green area denotes a� 15%


exibility region. The target power pro�le is the dashed trajectory that has a lower

peak and higher valley load.

The standard MPC is adopted to track the target power pro�le. The dashed power

trajectory in Fig. 34 denotes its numerically predicted pro�le, which can closely track

the target one. The RMSE between these two pro�les is 0.9159 kW, which re
ects a

high tracking accuracy. However, this good tracking performance can only be achieved

under true sensor measurements. When the attack signalsT r
a and Tsa

a are fed into

the standard MPC as sensor values, the resulting power pro�le of the standard MPC

becomes the blue trajectory, which is highly oscillatory. The power tracking RMSE of

this pro�le rises to 9.7563 kW. It is worth noting that, the most e�ective attack is to
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Figure 33: HVAC system outcomes under PI control

compromise the power tracking performance by creating large power dips occasionally

while maintaining the power slightly higher than the target value for the most of the

time.

While the power tracking performance is largely compromised, it will not be de-

tected by the APAR method. Fig. 35 shows the APAR safe margins under the rules

relevant to the two mechanical cooling modes, \Mode 3: Mechanical cooling with

100% outdoor air" and \Mode 4: Mechanical cooling with minimum outdoor air".

The APAR is triggered when the safe margin of any rule is below zero. However,

none of the rules is triggered, indicating the attack can remain stealthy within the

full operating range of the mixing box damper.
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Figure 34: Power and temperature trajectories under standard MPC

3.5.3 Performance of Resilient Control

To defend against unknown stealthy sensor attacks, we substitute the standard MPC

with the proposed resilient MPC. Fig. 36 shows its performance under the same

stealthy attack as in section 3.5.2. The power oscillations and deviations are notice-

ably alleviated, yielding a power tracking RMSE of 2.6426 kW, which is over 70%

lower than the standard MPC. The signi�cantly reduced power tracking error indi-

cates the high e�ectiveness of the proposed resilient control algorithm. Furthermore,
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Figure 35: Fault detection safe margins under APAR

the zone temperature is well maintained within the comfort zone around the setpoint

of 24� , i.e., the desired functionality of the HVAC system is not sacri�ced.

In practice, both the stealthy sensor attack and resilient control are expected to

be implemented in the real-time operation of the HVAC system. Thus, time e�ciency

is critical to the practicality of attack and defense. Table 5 summarizes their average

time consumption per step. The stealthy sensor attack problem is relaxed into a

convex problem and can be solved extremely fast. The average time consumption per

step is about 1 second, which includes 4 to 5 iterations. Although the resilient control

problem is non-convex, the problem is most likely to be solved within 10 seconds with

a good initialization. Considering the 30 seconds time step interval, both algorithms

are fast enough for real-time implementation.

To further demonstrate the robustness of the proposed resilient control, a sensi-

tivity study on the severity of the probabilistic attacks is performed. The severity is

re
ected by the mean and variance of the falsi�ed attack signal. The higher values
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Figure 36: Performance of stealthy sensor attack under the daily test case

Table 5: Time Consumption per Step
Attack Resilient MPC

Mean (sec) 1.07 6.31
Std 0.20 1.95

of these two parameters create a larger feasible region for the attacks. Correspond-

ingly, a larger ambiguity set is required by the resilient MPC. Fig. 37 shows that the

power tracking error increases faster under standard MPC than under resilient MPC,

which yields at most 3 kW power tracking error. It suggests that not only does the

proposed resilient control yields lower power tracking errors than the standard MPC,

but it also is more robust against the uncertainties of probabilistic attack parameters,

which makes it more useful in practice.
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Figure 37: Robustness of resilient control

3.5.4 Cross-validation using Dymola

To cross-validate the above numerical simulation results, a digital twin model of the

test building is developed in Dymola. The thermal and electric dynamic models in

Dymola are all detailed �rst-principle models that can be regarded as very close to

reality. Thus, it can serve as the ground truth model to validate the performance of

the algorithms in reality. The environmental inputs are consistent with the numerical

simulations.

Fig. 38 shows the daytime power and room temperature pro�les obtained from

Dymola simulation. With more realistic damping characteristics in the physical mod-

els of the chiller and supply air fan, the power drops in the power pro�le of both control

methods are less extreme under attacks. But the standard MPC power trajectory is

still highly oscillatory. The resilient MPC power trajectory noticeably tracks the tar-

get power better, which is consistent with the numerical simulation results. The RM-

SEs of the two control methods in this Dymola test case are 9.1765 kW and 2.7062 kW

respectively, which suggests that the proposed resilient MPC yields a 70.51% power

tracking reduction. The room temperature pro�les are similar and well maintained

near the setpoint of 24. The Dymola simulation results in both power tracking and
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temperature maintaining are consistent with the numerical simulation results, while

the minor deviations come from the modeling error between the higher-order physical

models in Dymola and the simpli�ed models adopted in Matlab scripts. Thus, the

proposed resilient MPC can be expected to e�ectively diminish HVAC system power

tracking error under sensor attacks in practice.

Figure 38: Performances of stealthy sensor attack and resilient control in Dymola

3.6 Conclusions

In this study, the problem of HVAC power tracking for the grid services by grid-

interactive buildings is investigated under cyber attack scenarios. The formulations of

sensor attacks are discussed, especially the stealthy sensor attack that can bypass the

abnormal detection of APAR. A two-level resilient control is proposed as the defense

strategy against stealthy sensor attacks and its tractable formulation is derived. Case

studies suggest that the proposed resilient control signi�cantly reduces the power
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tracking error under stealthy sensor attacks by over 70% with su�cient time e�ciency.

Moreover, the power tracking robustness is implied by the insensitivity of power

tracking errors to the intensity of sensor attacks. The results of the numerical model

are consistent with that of the digital twin model in Dymola, which serves as the

ground truth model, showing a high �delity of the numerical models adopted in

the resilient control formulation. The future work is to investigate the grid impact of

coordinated cyber attacks on grid-interactive buildings and the corresponding defense

strategies.
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4 Part IV: Development of A Testbed for Smart

Building Cyber Physical Security Research and

Demonstration

In this part, we will �rst develop a BACnet tool to automate BACnet device discovery

on a network and identify its properties. This step is critical and practical for studying

the launch of cyber attacks on building controllers and sensors.

This part of the work is published in [74] and [76].

4.1 Introduction

The BACnet protocol has allowed building automation systems (BAS) administrators

to maintain central building communication control of legacy devices while simulta-

neously adapting to new building automation devices. However, with BACnet's use

of security being optional, the lack of security makes these devices vulnerable [77{79].

BACnet is an open protocol, where the equipment between vendors can interoperate

with one another without the need for proprietary equipment. This can be bene�cial

for adversaries, using BACnet's openness to intrude and manipulate BAS systems.

This can lead to dire consequences if precautions are not taken. As the number of

devices deployed to a BAS increases, it is critical to identify these BACnet devices

and perform risk assessment of the entire BAS.

Current tools for scanning BACnet for the purpose of penetration testing only

provide basic property identi�cation or do not completely enumerate device contents,

especially autonomously. Brandsteter and Reisinger [80] identify security tools for

discovering building automation systems, such as the Nmap Scripting Engine (NSE)

[81], Redpoint [82], and HVACScanner [83]. Gasser et al. [77] use ZMap [84] to port-

scan the internet-wide network for publicly reachable BACnet devices, returning a

list of IP addresses that are potentially for BACnet devices. Since standard ports

for building control may be used for other purposes, the tool has a very high false
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positive rate. Their tool cannot con�rm these IP addresses indeed belong to BACnet

devices either.

We implement a BACnet tool to automatically discover and scan for object types

and properties of BACnet devices. The BACnet automation tool con�rms the iden-

tify of a BACnet device by scanning the target IP address using BACnet'sWhoIsIAm

request service. After an IP address is con�rmed to belong to a BACnet device, our

tool automatically enumerates BACnet object types and their corresponding proper-

ties. By automating the process of con�rming the presence of BACnet devices and

automating property and object enumeration, we provide a tool to display a larger

outlook on the BAS system.

The major contributions of this study are summarized as follows: (i) We carefully

analyze the BACnet protocol and design and implement a tool to automatically con-

�rm BACnet devices at given IP addresses and then scan for objects and associating

properties of the BACnet devices. (ii) We have applied our tool to a real-world BAS

on campus within a lab environment and validated the e�ectiveness of the tool. Our

tool can be particularly used for risk assessment of a BAS, for example, scanning

a campus network and identifying open and vulnerable BAS devices, objects and

properties.

4.2 Background

Building automation systems (BAS) is used to automatically monitor and control the

conditions of indoor environments in large buildings, such as heating, ventilation, and

air-conditioning (HVAC) systems. The core bene�ts of BAS are energy conservation

and performance improvement [13] [85]. In order to integrate various automated ser-

vices that are developed individually, the BAS adopts a collection of communication

protocols: LonWorks, KNX, and BACnet [86]. Of the three, BACnet is the most

popular.
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