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Start with Why

• Consistent observation that engineers 
and technical staff are not aware of 
how cyber threats affect digital 
designs and operations

• Need to ensure that inherent risks of 
digital technology (which manifest 
through failure, error, malign 
disruption, or compromise) are 
considered and mitigated in the 
earliest possible stages of the design 
lifecycle
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Our Origin Story

• Conducted hundreds of assessments 
over more than a decade

• Saw Common themes with outsized 
impact on security

• These shaped our worldview and 
most subsequent work

• Codified in the Consequence-driven, 
Cyber-informed Engineering (CCE) 
methodology
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Keeping the Acronyms Straight

• Critical function assurance – managing  
risks inherent from using digital 
technology in a world with adversaries – 
is the why

• CIE is the what
• Principles distilled from trends in years 

of work

• CCE is a how
• Based on and developed by many of the 

same people as CIE 

• There are other how’s!
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CIE Principles
PRINCIPLE KEY QUESTION

Consequence-Focused Design
How do I understand what critical functions my system must ensure and the undesired 

consequences it must prevent? 

Engineered Controls
How do I implement controls to reduce avenues for attack or the damage which could 

result?

Secure Information Architecture How do I prevent undesired manipulation of important data? 

Design Simplification How do I determine what features of my system are not absolutely necessary?

Resilient Layered Defenses How do I create the best compilation of system defenses?

Active Defense How do I proactively prepare to defend my system from any threat?

Interdependency Evaluation How do I understand where my system can impact others or be impacted by others?

Digital Asset Awareness
How do I understand where digital assets are used, what functions they are capable of, 

and our assumptions about how they work?

Cyber-Secure Supply Chain Controls How do I ensure my providers deliver the security we need?

Planned Resilience How do I turn “what ifs” into “even ifs”?

Engineering Information Control
How do I manage knowledge about my system? How do I keep it out of the wrong 

hands?

Cybersecurity Culture How do I ensure that everyone performs their role aligned with our security goals?
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CIE Implementation Guide : A Self-Help Tool

https://www.osti.gov/servlets/purl/1995796

https://www.osti.gov/servlets/purl/1995796
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Community of Practice: Get Involved
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Open-Source Library: Learn

• Find at https://inl.gov/cie-
resource-library/ 

• DOE-sponsored research on 
Cyber-Informed Engineering as 
far back as 2013

• Multiple laboratories

• Multiple application areas

https://inl.gov/cie-resource-library/
https://inl.gov/cie-resource-library/
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So, #HowDoYouCIE?



Questions? 
Suggestions?!

Visit  https://inl.gov/cie/ 
Email CIE@inl.gov
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