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Outline

• Introduction and Background
− Why adversarial attacks are important. 
− What adversarial attacks are and how to construct them.

• General Strategy for Adversarial Defense
− Utilizing tensor decomposition for cleaning attacked data.

• Development of the Adversarial Tensors code 
− https://github.com/lanl/AdversarialTensors
− Capabilities and Performance of code.

• Project Execution
− Workforce development, Mission agility, Technical Vitality.

https://github.com/lanl/AdversarialTensors
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Background and Motivation

• Raise of LLM and multi-model frameworks 

LLM spectrum

Various applications of LLM
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Adversarial attacks in multi-model generative 
frameworks

On the Adversarial Robustness of Multi-Modal Foundation Models, Schlarmann et. al. 
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What are adversarial attacks?

• Imperceptible perturbations to input images such that the model generates exactly 
the output that the adversary desires

• vulnerability exploited by malicious entities to distribute false/mis-information or 
produce toxic content, all under the guise of genuine model outputs
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Mathematical background

𝑋!"# = 𝑋 + 𝛿 !𝑦 = 𝑓!(𝑋 + 𝛿)

𝑙𝑜𝑠𝑠" (𝑦#$%&'#, !𝑦)

Demonstration of how attack causes
Misclassification of data point given
Model’s decision boundary. 
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Attack strategy 

1. FGSM Attack

Sign + 
direction
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direction

Slope too large
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2. PGD Attack
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Autoattack

• Ensemble of attacks
• Worst attack that could impact any adversarial defense mechanism
• Comprised of:
1) Auto-Projected Gradient Descent (APGD) on Cross-Entropy Loss
2) APGD on the Difference of Logits Ratio (DLR) Loss
3) Fast Adaptive Boundary (FAB) Attack
4) Square Attack
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Outline

• Introduction and Background
− Why adversarial attacks are important. 
− What adversarial attacks are and how to construct them.

• General Strategy for Adversarial Defense
− Utilizing tensor decomposition for cleaning attacked data.

• Development of the Adversarial Tensors code 
− https://github.com/lanl/AdversarialTensors
− Performance of code.

• Project Execution
− Workforce development, Mission agility, Technical Vitality.

https://github.com/lanl/AdversarialTensors
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Development of Tensor tools based defense strategy

• Can we have defense tool that can safeguard AI models from adversarial 
attacks?

AdversarialTensors

Attacked traffic sign

Purified

speed limit 30

Predict as stop sign
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Existing Adversarial defense strategies

1. Entezari et.al. TensorShield: Tensor-based Defense Against Adversarial Attacks on Images
2. Cho et.al. Applying Tensor Decomposition for the Robustness against Adversarial Attack
3. Nie et.al. Diffusion Models for Adversarial Purification
4. Samangouei et.al. Defense-GAN: Protecting Classifiers Against Adversarial Attacks Using 
Generative Models4. 

Tensors based
• Efficient and fast
• lack Hyperparameter
selection strategy
• Lack in performance 
compared to state of the art

Others

• State of the art in performance 
• Slow and not real time

Can we find a balance?
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Adversarial Tensors Denoiser framework 
Inference with denoised imageX

Y: Predictions

Dog Cat

Denoiser

...

x
activation
function

activation
function+

Tensorized Resnet DL-Model: f(x) = g(x)+x

tensorized
weight layer

tensorized
weight layer

tensorized weight layer

Patch

Denoiser

Original Denoised Image

Tucker

Merge

Decomposition

CPD

TT

Reconstruction

Tensor
Factorization

Parameters:
   Rank,
   Mulri-rank

Parameters:
   Patch Size,
   Stride

Contributions:
1. Tensorization scheme(patch and merge)
2. Hyperparameter selection strategy
3. Open source toolbox

1. Bhattarai et.al. Robust Adversarial Defense by Tensor 
Factorization
2. AdversarialTensors: Tensors-based framework for 
adversarial robustness 
(https://github.com/lanl/AdversarialTensors)
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1. Tensorization module (Converting image to patches)

Patch

Denoiser

Original Denoised Image

Tucker

Merge

Decomposition

CPD

TT

Reconstruction

Tensor
Factorization

Parameters:
   Rank,
   Mulri-rank

Parameters:
   Patch Size,
   Stride

patcher

𝐼 ∈ ℝ$×&×'

Hyperparameters: patch size(P) and  stride (S)

Output tensor size function of above hyperparameters 

Smaller patches/ smaller stride lead to increased patch counts and increased computation
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2. Factorization module (filtering adversarial components)
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Hyperparameters: Multi rank (𝒓𝟏, 𝒓𝟐, 𝒓𝟑, 𝒓𝟒, 𝒓𝟓)Philosophy: Reconstruction based on well designed 
Low rank approximation gets rid of higher Order 
signals/noise

Data 
Reconstruction 

Choosing smaller ranks lead to blurring effects and high rank enables reconstruction of attacks
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3. Merger module (reconstruct image from patches)

Patch

Denoiser

Original Denoised Image

Tucker

Merge

Decomposition

CPD

TT

Reconstruction

Tensor
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Parameters:
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Parameters:
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Merger

• Given denoised adversarial Patches, reconstruct image
• Average vs max heuristics for overlapping blocks. 
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Overview of the attack generation

Generate Adversarial attack with AutoAttack framework with 𝜖 = 8/255
for 𝑙!"# norm and 𝜖 = 0.5 for 𝑙$ norm. 
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Overall pipeline 

Step 1: DL model training

Step 2: Attack generation
Step 3: Denoiser design

Step 4: Denoiser evaluation

Components of Pipeline
1) DL Model Training
2) Adversarial Attack generation
3) Tensorial Denoiser design
4) Denoiser Evaluation
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Step 1. Training DL models

Fold-1

Fold-2

Fold-3

Fold-4

Fold-8

Train

Valid

Model-1

Model-8

• Train DL models on 8 different training folds
• Eight different models corresponding to eight
Different training sets
• Model hyperparameter tuning with validation set.

• Datasets: CIFAR10, CIFAR100, Imagenet
• Models: Resnet 18, Resnet24

Trained Model-1
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Step 2. Generate attack datasets

• Attack generated on validation dataset

Clean validation fold-1

Trained Model-1

Autoattack
generator

Attacked validation fold-1

Clean validation fold-8

Trained Model-8

Autoattack
generator

Attacked validation fold-8
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3. Hyperparameter estimation for denoiser

Attacked valid fold-1

Patch

Denoiser

Original Denoised Image

Tucker

Merge

Decomposition

CPD

TT

Reconstruction

Tensor
Factorization

Parameters:
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   Mulri-rank

Parameters:
   Patch Size,
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Hyperparameters: patch size(P), stride (S), multi-ranks(𝒓𝟏, 𝒓𝟐, 𝒓𝟑, 𝒓𝟒, 𝒓𝟓)

Trained Model-1

Repeat the experiment for rest of folds 

Obtain parameters for max
Fit score
(adversarial accuracy+clean accuracy)/2

clean valid fold-1
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Patch
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Attacked test 
set

4. Optimal denoiser based purification 

Optimal denoiser block corresponding to optimal
hyperparameters

Averaged NN
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Results

Distribution of clean and adversarial accuracy scores
achieved for top 10 denoiser hyperparameter configurations
for test dataset

Statistical representation of adversarial metrics corresponding 
to the optimal hyperparameter configuration that maximizes the 
average of clean and adversarial accuracy.
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Where do we compare to state of the art?
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AdversarialTensors

•Highly Modular Design
• Standalone functions and scripts

•Training Large-Scale Deep Learning Models
• Efficient processing for large-scale tasks

•Generating Large-Scale Attacks
• Capabilities for extensive adversarial attacks

•Performing Adversarial Defense
• Batch processing for defense mechanisms

•Utilizing Ray Tune
• Distributed, multi-node, and multi-GPU performance 

optimization
•Step-by-Step Execution Guide

• Detailed instructions for pipeline execution
•Comprehensive Documentation

• Exhaustive and self-explanatory for ease of use
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Open for Questions


