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Agenda

• Introduction to CyOTE
• Bayesian network overview
• Refining the network
• Results for EKANS case study
• Take-aways
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CyOTE Methodology Overview

• How to understand the information you 
have, not get more data

• Applies concepts of perception and 
comprehension to a world of Knowns and 
Unknowns

• Endpoint is making a risk-informed 
decision to conduct incident response or 
to treat as a reliability failure

• Over time, detect fainter signals 
sooner
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CyOTE Case Studies
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Attack Techniques

• Update risk model

Observables of 
Techniques

• Update risk model

Risk Computation

• Compute risk 
probabilities
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Risk Approach: Bayesian Networks
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Core attack process

Allows user to input perceived 
evidence via observables

Propagate evidence via message 
passing algorithms

Given observable evidence, 
posteriors are computed

Enable “what-if” and sensitivity 
to findings analyses
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How is the network structured?
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MITRE ATT&CK® for ICS
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Tactics provide evidence for adversary behavior stage
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Techniques provide evidence for tactics
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Observables & artifacts provide evidence for techniques
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How are the conditional probability tables defined?
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Expert beliefs were elicited for observable probabilities
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• Weekly
• Monthly
• Quarterly
• Annually

• Low
• Medium
• High
• Very High

How frequently is the 
observable seen in 
normal operation?

1 What is the probability 
of the observable given 
use of the technique?

2
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Expert beliefs were elicited for observable probabilities
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Highly Diagnostic Observable
(Annually, Very High)

No Yes
No 99.8 0.2
Yes 5 95

Weak Observable
(Weekly, Low)

No Yes
No 86 14
Yes 80 20Te
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Observable 2
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Expert beliefs were elicited for initial tactic probabilities
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Tactic
Early Attack Phase (# votes)

Common Occasional Rare Never
Initial Access 5  
Execution 3 2  
Persistence 2 1 2
Privilege Escalation 1 2 1
Evasion 4  
Discovery 4  
Lateral Movement 1 2   1
Collection 2 1 1
Command and Control 1 3 1
Inhibit Response Function 1 3
Impair Process Control   1 1 2
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Tactic probabilities were refined using sensitivity analyses
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What is p(Tactic=Complete | Phase=Complete)?
p(Tactic=Complete | 

Early Phase=Complete) Initial Probabilities Refined Probabilities

0.9 - 1.0 Initial Access Initial Access
0.8 - 0.9   
0.7 - 0.8  

0.6 - 0.7  

0.5 - 0.6 Lateral Movement

0.4 - 0.5
Command & Control 

Discovery 
Inhibit Response Function

Command & Control  
Discovery 

0.3 - 0.4 Lateral Movement Inhibit Response Function
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How is this applied to a CyOTE Case Study?
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EKANS
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• Three victim organizations in the 
manufacturing sector experienced 
interruptions to operations and loss of 
revenue due to ransomware targeting 
OT specific application services in the 
early summer of 2020.
• Impacts to Operational Technology:
• Honda experienced a loss of 
production and revenue 
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EKANS Technique Timeline
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As observables are perceived and comprehended, 
the likelihood of adversary behavior resulting in impact increases
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The probability of comprehending adversary behavior 
increases after implementing CyOTE principles 
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Take-Aways

• Demonstrates how observers value cyber-events and 
estimates likelihood of adversarial behavior
• Demonstrates value of cumulative precursor evidence
• Provides justification for investigation of related events
• Demonstrates diagnosticity of the evidence
• Enables improvement of observers’ belief systems
• Enables future meta-analysis of case studies
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@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-
security-and-emergency-response

energy.gov/CESER

For questions contact:
 

Scott Bowman, Lead CyOTE Case Studies Analyst, Scott.Bowman@inl.gov 

Lee Maccarone, Lead CyOTE Case Studies Risk Analyst, lmaccar@sandia.gov

This presentation was prepared by Idaho National Laboratory (INL) under an agreement with and funded by the U.S. Department of Energy. INL is a U.S. Department of Energy National Laboratory operated 
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