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• Smart grids 
• Increased flexibility, cybersecurity risks

• Vulnerable power systems applications†

• Power system state estimators (PSSEs), automatic generation control, voltage control, energy 
markets 

• Data deception attacks
• False data injection (FDI)
• Integrity of measurements
• Meter or communication 

level

• This paper:
• Encoding method

†K. Chatterjee, V. Padmini, and S. A. Khaparde, “Review of cyber attacks on power system operations,” in 2017 IEEE Region 10 Symp. (TENSYMP), July 2017, pp. 1–6.
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‡ M. A. Rahman and H. Mohsenian-Rad, “False data injection attacks against nonlinear state 
estimation in smart power grids,” in 2013 IEEE Power Energy Society General Meeting, 2013, pp. 1–5.
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Undetectable Sensor Encoding Sensitivity to load
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• Two simple methods for defense against FDI attacks on PSSE using sensor encoding
• The encoding vectors induced detection of stealthy FDI cyberattacks on PSSE
• Naïve encoding can be detected by the attacker

• Does not need any assumption on current system state

• Undetectable encoding cannot be detected by the attacker
• Requires knowledge of system state at some point in time

• Low-cost method could be applied to PSSEs with minimal intervention
• Following a defense in-depth strategy, could be paired with other cybersecurity controls

• E.g. communications encryption

• Future work 
• Considerations to practical implementation 
• Enable its application in dynamic PSSE
• Analysis for design of vectors
• Constraints on number of encoded measurements
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