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Introduction

• Increased need for grid-scale 
energy storage systems
• Battery Energy Storage Systems 

(BESSs)
• Batteries are connected to meet 

voltage, current, and power 
requirements

• BESS employ a battery 
management system (BMS)

• State variable estimation and 
sensor measurements may be 
susceptible to cyber attacks

Figure 1. BMS functions
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Problem Formulation
Goal: to increase battery cells’ SoC estimation accuracy by incorporating ambient 
temperature dependent (ATD) models and by utilizing an Unscented Kalman Filter 
(UKF), then to detect FDIAs in voltage sensors under various attack scenarios
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Figure 2. Tested Attack Scenario Variations Figure 3. General process of SoC estimation and 
FDIA detection
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False Data Injection Attacks (FDIAs)
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Modeling Battery Dynamics
ATD Equivalent circuit model (ECM):

• Used to model dynamics of series-
connected stacks of three batteries

State of Charge (SoC):
• Available capacity relative to total capacity
• Described by charge reservoir model (CRM)

Figure 5. ECM for the jth Cell in a Stack of N Batteries Figure 6. CRM for the jth Cell in a Stack of N Batteries
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Ambient Temperature Dependence
• Internal battery parameters vary with ambient temperature
• The battery parameters for Cell 2 and Cell 3 were generated by adding a 

random value to the parameters from Cell 1 (based on the variation between 
cells’ parameters in [4]) and fitting a curve to the data 

Figure 7. Internal battery parameter variation with ambient temperature [10]
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Unscented Kalman Filter

• Typically more accurate for state estimation of nonlinear systems 
compared to the Extended Kalman Filter (EKF)

• Uses sigma points to represent the probability distribution of the 
nonlinear function

Figure 8. General steps of the UKF estimator
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CUSUM Algorithm

Figure 9. CUSUM Algorithm Flowchart
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Case Studies & Results



Case Study 1: Estimation Accuracy
• Goal: Compare the estimation accuracy of the UKF vs. the EKF
• In terms of state and measurement estimation
• Metrics: Maximum Absolute Error (MAE) and Root Mean Squared Error (RMSE)

Figure 11. Estimation Accuracy Flowchart
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Estimation Accuracy Results

T (℃) RMSEE RMSEU
-10 0.0936 0.0485
0 0.0964 0.0545

10 0.0931 0.0545
20 0.0892 0.0539
30 0.0859 0.0536
40 0.0836 0.0540
50 0.0835 0.0562

T (℃) MAEE MAEU
-10 0.0675 0.0295
0 0.0713 0.0360

10 0.0686 0.0364
20 0.0651 0.0358
30 0.0620 0.0354
40 0.0609 0.0355
50 0.0623 0.0377
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Case Study 2: CUSUM Detection
• Goals: 
• Determine the magnitude of the minimum detectable attack
• Determine if CUSUM could detect attacks under each attack scenario variation
• Minimize false positives

Attack Scenario 
Variations

Attack 
Magnitude

Injection 
Time

Ambient 
Temperature

Targeted 
Voltage 
Sensor

Number of 
Sensors 

Attacked

Combination
s of Each 
Scenario

Figure 2. Tested Attack Scenario Variations 10



CUSUM Detection Results

• Attacks ±1 ᵅ�ᵄ�  or greater were able 
to be detected

• Parameters that did not appear to 
have an impact on detectability:
• Ambient temperature
• Attack injection time
• Targeted sensor
• Number of sensors targeted 

• No false positives
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Conclusions

• The UKF was more accurate in estimating states and measurements in all cases 
compared to the EKF in terms of RMSE and MAE

• Attacks of ±1 ᵅ�ᵄ�  or greater in voltage sensor(s) were able to be detected by 
the CUSUM algorithm

• The varying attack scenarios did not appear to have an impact on the CUSUM’s 
ability to detect FDIAs

• The CUSUM algorithm did not have any false positives when using the UKF or 
EKF
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Questions?

Thank you!



ATD ECM Governing Equations



ATD Equations and Coefficients



UKF Equations

Parameter n a b κ λ

Value 9 0.1 2 0 -8.91



EKF Equations



UKF vs. EKF Characteristics


