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" Introductions

Marquita Apodaca

| have a passion for all things relating to Enterprise Architecture and Data Architecture! | have been with
Sandia for 12 years and overall experience within the Department of Energy including Los Alamos National
Labs and National Nuclear Security Administration for the past 20 years in various roles in IT Project
Management and Enterprise Architecture. | hold certifications in The Open Group Architecture Framework
(TOGAF), Scaled Agile Framework (SAFe) Product Owner/Product Manager and am a Certified Scrum
Master.

Paula Schindele

| have a passion for all things relating to Quality and Process Improvement! | have been with Sandia for the
past 8 years and worked in Quality over the past twenty years. | am a Juran, Villanova, and Lockheed Martin
certified Black Belt. | also have extensive experience in Lean and Six Sigma and am a certified Lead Auditor
for 1ISO 9001:2015 and AS9100D.




7 Problem Management Defined
3

The purpose of the problem management practice is to reduce the likelihood and .
impact of incidents by identifying actual and potential causes of incidents, and managing
workarounds and known errors. (ITIL)

« Reduce the number and severity of IT service issues

* |ldentify underlying causes of IT service issues

 Develop solutions to identified causes

* Improve service availability and performance

* Increase Customer and User satisfaction with IT services
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Unpacking the Box - Team'’s First View of the Process

b e o k]
IF

Review Logged Problems (Problem Coordinator)

Decument Warkaround
= if there s na current Wor enter
Red—and rocesd otherest tep s secn, The purpase of this review is to determine if the

fia.,

logged Problem:
* s actually a Problem
*  Has currently available Workarounds

Propose Warksround
W k wilh iewsssigation tam Lo develiop, propes, and get agresmant on &
wer karsiund.

| andfor Corrective Actions
Submit a Change. the Change SR tool—s0 that the Wor *  Has already been I;!ged
Imglemented. Change Request record s taught in the CF class.

Here Is how you create and relate a Change--from a Problem recond:

Is actually a problem
d discuss the issue with the problem submitter, If the new problem does not meet the Problem
‘ad describes things like:

signed/built features

oy Tazks for the problem hwse been completed (1.e, Ca State=COMPLETEDYCLOSED)
mmnmmmmm (1.0, Sclution Yarfication Audt)

Froddem record oot be modified offer the status b heen sef fo CLOSED,
rumesied Froblem record com help resabee frture fncdests oo problsms,

Prohlem
In this step, Bhe Problem i reviewed with maragement b0 ensuee that they are — [—— e
Prnpauﬂrmlunuﬂ Corrective Actions [Problem Coordinator) avweare of the issue and given an spperuniy io previde how 1 A ST A e
the Froblem investigabion work should be hardied. L
s Pkl ¢ R YOUT ras sl L Comget o The folowing table showes the information that & resviceed with maragement and the guidance that management & being asked to
completion. H_uut s it Tabow an werk i handled as eMlicienthy as possitle, i e gt s
#  Touch Bake with sssigned perscnnel at a regular intereal 1o e f progress - ot -
6 g, madi. waith Mansgesrent askinl o Maapement L1 P S Bt P . g S AL L e A
Froblem Sumeany Savareness and a better understanding of e sue I
| Bevicw of initial impact{UrgencyFriority Settings | Uipdated priority values L L T
Ha Proposed CA Is determined bo be feasible: | Stwisrer o In NIl i posercalh b0 BENEE with conie sosbvily 1 bipdatad rapperces (16 $AEG that wil work on euga onaiviif] : pe—— P
+  Direct te Task Assignee to create a Change Aequest In ITSA Beview of intlal couse analysts level of riger Updabed cause anatyits level of rigor | [ i R
a e g v e s s 3
Updats Prablam Tickst bazed an Managamaent in|
= The Task Assignee shindd CresteilUipdate s Knimaledps m " Pt o 5] [lemmtrs
Base Artiche [KBAL and than Update Status and Assiprese Values ‘:‘;h‘__
= Frocead to the Trackferify Cormactive frtion section *  Open Problem ticket o _—
[ * Chcki Status walu [Top lett of deplay] g i

Oealt
o i the Change wee not implemented;
®  The Task Assignes should respord to tha Tak amail ¢ Salct Stahus-Assgned

Pisde: This will opes th Lpdode Status diakog
accordingly upsats ama




P/ Understanding the Work in Progress

Record Tally

59 Open Records Problem
Records

~150 open/pending
Corrective Actions
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Evaluating the Process

Current Process

* Incident SMEs
interviewed Individually

 Causal material kept in
separate location from
Problem Record

« Electronic Record -
multiple dlicksto identify
needed information

« Manual Process in

(s - Tracking open Corrective

Muda means wastefulness. Work that doesnot =~~~ Actions

add value is divided into two categories: work « Metrics

that is necessary but not recognized by the

customer as adding value -- and work that

simply is not necessary. The second type of

Muda should be identified and eliminated.




From This

Applying LEAN to Problem Management Process
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Reactive Entry

« Major IT Incident (MITT)
* High Priority Incident
* Multiple Incidents

Proactive Entry

* Program Request
 Tier Board Review
* Service Review

nputs Problem Management

'F"-rul:ram et
. ID probkem

/7 Inputs to Problem Management
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Post Incident Review (PIR)

R Template Captures:

Incident Name
Management Roles
SmartlT Record Numbers
Service Restoration Team

TIMELINE

Critical Services
Resolution steps
Lessons Learned

Icidern Titks
L e ha LT

g Apuprwwirny VT Climasrs:

Frodies ©

lssue Statement

MITI Mesting Agendas
Samndia Duty Manager
Incident Management ITSM Page

Service Restoration Team

Link 1o create: Dutags Record

Tram st G vt G Wemearh!  SVMl Mams Gia. Fowvph Misrss, fom Somioy

Timeline

What are the emergency changes submitted to resolve this issue? (list all)
What went well during the change or recovery?
Lessons Learned:

Supporting information: (i.e. Attachments, SOC Screen Shot, Email Threads or process reference)
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Problem Management

 Review Logged Problem and
PIR report
« Open Problem Record in
Confluence
e [f Problem is known
relate to existing record
« |f Workaround exist, IT
Team Implements,
relate workaround to
record
« Schedule Problem
Investigation
 Hold Problem Investigation
with identified SMEs
« Record Corrective Actions

Resview . ) Frablem racond-, Redate Duplicale -
p CETTNIEEEE e aready exists in Yes— Problem lo exisling ——|Close Prablem |
ey Problem Record
Mo
Pricrilize] Y
Feview Problem " Workaround . . T *warkarcuna - IT Teams Implement o
Tickel —* salable? — s Propose Workaround —, Viabie? s Wotkarind 3= Ciase Frablem
‘1: L 2]
Ener New Problem Pesform Analysis Aszign Comeclive
Investigation wilh the IT Team Actions
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Problem Template
Captures:

* Problem Title
e Links to SmartIT
Records
* PIR-Data
» Services
Impacted
* Lessons Learned
* Questions on
* Automation
 FMEA
* Problem Statement
* 5-Why's
 Team notes
» Corrective Actions

Problem Investigation

Cause Analysis for: PBI Ticket Link MITI Ticket Link: MITI Incident Ticket Link Date:

PM Lead

Services that were impacted:

® s automated monitoring in place for

e 'Was an FMEA completed for the serv

Lessons Learned: (from Post Incident Review (PIR) stored in MIT| Ticket)

Problem Statement:

Problem Investigation: (5 Whys, Causal Map, etc.)

Why 1 Why 2 Why 3 Why 4

1

10 Feb 2022

Problem Investigation Activities

Activity POC Date Update
Capture communication, meet Ng and Comimun cation information here
d was it used
Team Notes (Additional Information or Parking Lot Items):
Why 5 Root Cause Note pPoC

Corrective Actions: (Actions assigned that when put in place will prevent problem from occurring in the future)

Create tasks in the CA Task column by using the [ icon or typing "[" then *]1", Type the CA summary, using “@" to assign to a user and "//" to select a due date

CA Number CA Task
PIO#-0% use the [ icon or type "[" then "]
PI0#-+1

Reminder Date Response

Use Handy Describle the Definition of Done for the CA
Reminder Macro
for Reminder Date

Motification
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Corrective Actions *

Action Reporting

« Using Automated

Reminders Aation Campleion . £ COMPIEE? i tea—p{Ciose raen
« Visual Review of Problem I |
Investigation Reports Lg ‘ . d.\l [uui.:;c , J
COmciugicn ol Ll ol acl Lak
« Task Report i B N

« MITI Log Reviewed Daily
in CIO Dashboard




/" Managing Corrective Actions
3

Corrective Actions: (Actions assigned that when put in place will prevent problem from occurring in the future)

 Task Assignments

. Create tasks in the CA Task column by using the [ icon or typing "[" then "]", Type the CA summary, using "@" to assign to a user and "//" to select a due date
generated during |
Pro b | em CA Number CA Task Reminder Date Response
| nvestigation PIO=-0% use the [ icon or type “[" then *|’ Use Handy Describle the Definition of Done for the CA
5 ; Reminder Macro
* Assigned | for Remincer Date
° D ate Notrfication
 Definition of
Done
Date lssue Status Issue MITI Ticket Or Cause Problem Ticket Actual FY Rolling FY- Change  CAs Status
Observed Description/Confluence Incident Link Analysis Link Time Average 90Day nth Related
e Electronic Problem Ticket Report Between  Time  MTEM
0 (CAR) MITI Between
Reminders Gay) M
(days)
INCO00003418442 5 Whys PEIOOOOO00G5612 0 1442 14.07 12 yes
« MITI CA Log — —— _ S
, INCODDOD3428725 5 Whys PRICOODO00GS611 24 4.42 14.0 1 e
Review
M/A 5 Whys PEIO000000GA41Z | - . - : yes
4/4 Complete
COMPLETE Ma 5 Whys PEIOOOODO06511 - - - . yes
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Metrics FY23 Plan

From This

Prablem Ticket Dashboard

To This

FY23 Metric Plan — Automated Reporting
 Age of Open Records
 Age of Open Corrective Actions
 Record Status
 Actual Time Between MITI (days)
* Rolling 90 day MTBM
 Resolution Effectiveness Reviews
» Repeated Problems







P Problem Investigation Templates in Confluence

Our team used Confluence Templates to create a template to record new Problem
Investigations and used Labels to organize the Problem Investigations on our home page

With templates you can create multiple Problem Investigations that follow the same
format

You can easily modify the template at any time
* Note: Changes made to the template will only apply to new Problem Investigations

Labels can be used to organize pages on your Confluence Space using the Content by
Label Macro

You can automatically label pages that are created from your Template
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/" Problem Investigation Template Example

Page title b

Cause Analysis for: PBI Ticket Link MITI Ticket Link: MITI Incident Ticket Link Date: ) 10 Feb 2022 — Change this

PM Lead:

Services that were impa:ted- Problem |n\'e5t|gatiﬂn Activities
Activity POC | Date Update

Capture communication, meeting and communication information here

+ |5 automated monitoring in place for the service or asset affected? What system is used

* Was an FMEA completed for the service or asset? If FMEA in place was this Failure noted and what
restoration was required and was it used?

Lessons Learned: (from Post Incident Review (PIR) stored in MITI Ticket)

Problem Statement:




/" Problem Investigation Template Example Continued
4

Problem Investigation: (5 Whys, Causal Map, etc.) Team Notes (Additional Information or

Why 1 Why 2 Why Why 4 Why5  Root Cause Parking Lot ltems):

. Mote POC

« (Capture the 5 why's, can either be vertical or horizontal
« Parking lot area to capture info that is relevant to the 5 why's




/" Problem Investigation Template Example Continued
4

L)
/ Corrective Actions: (Actions assigned that when put in place will prevent problem from occurring in the future)

Create tasks in the CA Task column by using the icon or typing "[" then "]", Type the CA summary, using "@" to assign to a user and "//” to select a due date

CA Number CA Task Reminder Response
Date

PID#-D# use the icon or type “[* then *]° Use Handy Describle the Definition of Done for the CA
Reminder
Macro for

Reminder Date

Motification

PIO#-+1

Extent of Condition (EoC) Review:
Pre-Causal Analysis  Post-Causal Analysis
Situation: M/ A

EoC Review: M/A




/" Creating a Template in Confluence
4

* You will need Admin permissions to the On the next screen, you will click on the
Space you wish to create a template in Create New Template button to create your
template
Navigate to Space Tools -> Select Content coace Tools
Tools T — —— banced Space Funclionality oty Fonars  Combant Tools i el




Adding Labels to your Template

 When you add a label to your template, every page that is created using that template will
automatically be labeled with the label name you created for it

* In our example here, we are using Label’s to organize our home page using the Content by
Label Macro.

« When you click on the label icon at the top of your template page, it will open a screen to
add one or more labels

ITSM Problem Management Irvestigations / Tem :-latesm

Problem Management Investigation

N----Mame your investigation first with the incremental number then your Problem

Cause Analysis for: PB| Ticket Link MITI Ticket Link: MITI Incident Ticket Link Dz
PM Lead:

Services that were impacted:

+ s automated monitoring in place for the service or asset affected? What systam is used Sherteut tip: In page view, pressing | also opens this dialog box

* Was an FMEA completed for the service or asset? I FMEA in place was this Failure noted and what
restoration was required and was it used?




P Organizing Pages using Content by Label Macro

Here is a view of our home page, As you can see, we have the top 5 recent Problem
Investigations

« These are automatically added to this section using the Content by Label Macro

(@ Create Mew Investigation from Template
Create New  Problem Management Investigation

Recent Announcements
Blog Posts
B ITSM Problem Management Investigations Feb 17, 2022
B TSM Problem Management Investigations Dec 03, 2021
Problem Analyses

Search

5 most recent Problem Investigations:
B:-
a8

8-
| = B
[= REE
» Show all Prablem Investigations.




P Organizing Pages using Content by Label Macro

To use the Content by Label, you will need to be in edit mode
on your Confluence Page

* In our example we placed the Content by Label Macro within a
Panel

* Onceyou are in edit mode for the Content by Label Macro, you
can specify the name of the label you would like to organize

* We added a limit of 5 pages that will be displayed on the home
page

= Panel | Problem Analyses

. Page Tree Search

I Content by Label | cgl = label = "pmi* | sort ... I
Expand Show all Problem Investigations...
Content by Label | cgl = label = "pmi* | sort ...

Edit Remaove

Edit ‘Content by Label’ Macro

Label *
pmi *
Add a filter
Options
Sort By
creation e

Reverse Sort

Maximum Number of Pages
5

List Title
5 most recent Problem Investigation




/" Task Tracker
/

In the Problem Investigation Template we created a space to track corrective actions and
assign tasks to individuals

rd

‘4

« The task tracker was added in order to easily indicate assignee, due date, and when a
corrective action is completed

Corrective Actions: (Actions assigned that when put in place will prevent problem from occurring in the future)

Create tashs in the CA Task column by using the [ con or typing “[* then "]°, Type the CA summary, using “8" to assign to a user and "/ to select a due date

CA Mumber CA Task Reminder Response
Date

PICH -1 use the icon or type "[" then " Use Handy Describle the Definition of Done for the CA
Remindar
Macra for
Remindar
Dt
Matificatian

PI0#-+1




/" Task Tracker Continued

Adding a Task List can be accomplished in two different ways
1. Select the + at the top of the toolbar and select Task list

:EE & Confluence spaces ¥ Forums ¥ People lags Calendars Create

Heading2 v+ B I U Av xv

ssEez.Elacsmv.ﬁ,-.

Responsive v+ 8 B W@ X = p4

= i

U1 0 £ BEE B E R = F B Fiesandimages
Arrow Toolbar & Link
% Markup
— Horizontal rule
Date
- ® Emoticon
2. Type []on the page
PI0#-+1 ype your task here, using "@" to assign to a user and "//"

o select a due date




/" Task Report Macro
3

We used the Task Report Macro to organize all open task assignments and display due dates
and assignees

rd

‘4

-The Task Report Macro displays a list of all open task assignments

All Corrective Actions from Investigations

Corrective Actions:

Description Due date 4 Assignee Task appears on

@ 3 06 Jan 2022 06 Jan 2022
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Edit ‘'Task report’ Macro

Create a report of tasks from specific
locations, pecple, status and more.

Space(s) and page(s)
B ITSM Problem Managem... > B

Only show tasks from these spaces or
pages

Label(s)
pmi
Only show tasks on pages with this label

Assigned to

Only show tasks assigned to these people

Created by

Select macro

Task Report Macro Configuration

We configured the Task Report to only display open tasks and list the title of the task, the
assignee, and the due date

-We also used Labels to only capture tasks on the Confluence Space that were labeled PMI

Edit ‘Task report’ Macro

Only show tasks created on or after this
date. Dates must be entered as dd-mm-

Task status

incomplete v

Number of tasks per page
1000

Columns to display

description,duedate.assignee, locatic

Allowed columns are description, duedate
assignee, location, completedate, labels

Sort by

due date W

Reverse sort




P/ Handy Reminder

The Handy Reminder Macro is used to send notifications to individuals assigned to corrective
actions when their task is coming due

« To use the handy reminder tool you can type “{handy reminder}” or add it to the page
using the + symbol at the top of the tool bar

PI0#-+1 Type your task here, using "@" to assign to a user and "//"
to select a due date




P/ Handy Reminder Continued
74
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Edit ‘Handy Reminder’ Macro Edit 'Handy Reminder” Macro
Message - “» Preview 21.09.2022 =
The next date 1o s&nd remind notification
8 . e " Show date
Remind notifications will be sent on:
Tuesday, September 27, 2022 Time to send *
Message to be sent in wiki format g v 00w

Time in owrrent time zone
Show message next to icon

Next date * Period *
27.09.2022 Qnce h
The: next date to send remind notification Recipients
Show date
Time to send * Start typing user of group name
B v ;D)W v
Time in cvirrent time 2ome Enabled

Period * o Send test email
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p SMART IT

Why we moved from BMC SMART IT to Atlassian Confluence:

« Simplification
« Several Confluence Macros available for use
« Tracking tasks can be done all on one page
«  Working the Problem on one page (documentation all in one place)
- Easier to grant permissions to several users on a Confluence Space or Page

« SMART IT is not as user friendly
« Configuration of permissions is more involved

* Must configure reminders in SMART IT

BMC Atlassian




P How we use SMART IT for Problem Investigations

Problem Ticket in SMART IT

@ Remed Dashboard  Console~  Calendar  Smart Recorder  More~

Create Problem Complete fields and "Save” to open Problem

Problem Title (required Problem Description
Impact | | Urgency [re
d=Minaor/Localized h ALy N
Calculated Prioriny: Company
Sandia

Problem Status

Draft v ﬁ

Problem Location
TEMP * Unknown ® TEMP / TEMP *

Investigation Driver ir

Man-Routine Incident
Affected Service Affected Assel Operational Category @

A 1 more required fleld(s) Save Ticket Cancel
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We use PowerBI to create a Problem Ticket Dashboard from the data in SMART IT

Problem Ticket Dashboard

For guidance, cortact MESO

roblem Count

0
(3] [=}° (=2 (=] = (] Lo ] Lo ] [ ] (o] (=] [ (=] [ 0 = = = o = = = e e e e o= Sy S BN
— — — ™ ] L] L I ™ NN (3] [ ] '] L] T ™ ™ (3] (3] ('] L I T ™™ [ [y [ |
: T 5 3 R E EE 85393 HE 2 S EERE5EFTFEBE s 8 EE
Average Days to Closure O z o0 =~ & 3 35 = = » QO z o0 S~ &L I3 S =T v 0O zo0 w3

Problem Tickets

Link Problem Investigation ID  Summary

-

Cause Analyst Investigation Status  Days Since Up
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Metrics FY23 Plan

From This

Prablem Ticket Dashboard

To This

FY23 Metric Plan — Automated Reporting
 Age of Open Records
 Age of Open Corrective Actions
 Record Status
 Actual Time Between MITI (days)
* Rolling 90 day MTBM
 Resolution Effectiveness Reviews
» Repeated Problems







