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CyOTE Methodology Overview

CyOTE Methodology ®* How to understand the information you
have, not get more data

; I * Applies concepts of perception and

T i i H ] .
(rff:,:;ng Perception HComprehensuon comprehension to a world of Knowns and
Unknowns

®* Endpoint is making a risk-informed
decision to conduct incident response or
to treat as a reliability failure

* Over time, detect fainter signals

ClnCident> Reliability >00ner
Response Failure Fix
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CyOTE Precursor Analysis Reports

Risk Computation

Observables of

Attack Techniques
Techniques

* Update risk model e Update risk model e Compute risk
probabilities

=]
Initial Access E Obs - RDP Connectio...
g
Parth Valid Account =) Colonial Pipeline Precursor Analysis of Adversary Behavior by Phase
ersistence | ounts (=]
Obs - Scan Ent Web Bckgrd —— Early —#— Middle —— Late —&— Impact
No L 1.0 1.0
Evasion Masquerading Yes
Obs - Blast Admin Psswrd login 208+ Lo
" e}
—_— Metwork Connection No kS — 1
DS Coany Enumeration Yes 2
. 0.6 1 0.6
=]
>
©
-GCJ
=] @044 &— f 0.4
Inhikit Response o ; 4
Function E 0
. & s - —
1 0.2 &—— 0.2
Inhibkit Response E 2
Function &
Y
i 8 0.0 T . . T T T T 0.0
Impact Loss of Availability - D-» D9 D9 D9 H-1 DO  H+l
| Nominal TO866 T0890 T0869 TO811 TO809 T0826
TO859 TO884 TO882 T0881 T0828
— Obs - File Spread via U... Time & Adversary Behavior
No 922
Yes 7.78

D+2 &

Comprehension
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Risk Approach: Bayesian Networks

Early Adv Behavior
1 i N 60.0
AII.ows user to input perceived S
evidence via observables Complete 300

Middle Ad\r Behavior
[ [ N 73.3
Prop.agate ev.ldence via message g 530
passing algorithms Complete 286

Late Adv Behavior
Given observable evidence, None 767
. Ongoing 206
posteriors are computed Complete  2.74

Enable “what-if” and sensitivity ﬁ

to findings analyses
Core attack process
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How is the network structured?
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Initial Access Persistence Privilege Discover Lateral Collection Command Inhibit Response Impair Process
Escalation y Movement and Control Function Control

Remote Services

Modify Controller

Tasking
Replication
Through Removable Native API
Media
Rogue Master Scripting

Spearphishing
Attachment

User Execution

Supply Chain
Compromise

Transient Cyber
Asset

Wireless
Compromise

. DEPARTMENT OF ENERGY

Spoof Reporting
Message

Valid Accounts

Monitor Process
State

Point & Tag
Identification

Program
Upload

Screen Capture

Wireless Sniffing
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Data
Destruction

Denial of
Service

Device
Restart/Shutdown

Manipulate
1/0 Image

Modify Alarm
Settings

Rootkit

Service
Stop

System Firmware

. Change Exploitation for Change Network Activate

Drive-by > . L . . Default Automated Commonly : Damage to

Compromise Operating Modify Program Privilege Operating Connection Credentials Collection Used Port Firmware Brute Force I/O Property
Mode Escalation Mode Enumeration Update Mode
Exploit . I s Data from . .
-| Exploitat Exploitati f
Public-Facing Command-Line Module Hooking xprottation Network Sniffing xploftation o Information Connection Alarm' Modify Denial of Control
. Interface Firmware for Evasion Remote Services o Proxy Suppression Parameter
Application R itori
Indicat R t .
Exploitation of Execution Project File ndicator emote Lateral Tool Detect Operating Sta'.‘dal.'d Block Command Module . .
. 3 Removal System Application . Denial of View
Remote Services through API Infection X Transfer Mode Message Firmware
on Host Discovery Layer Protocol
: Remote System . .
External Remote Graphical User . . y. Program Block Reporting Spoof Reporting Loss of
. System Firmware Masquerading Information 1/0 Image I
Services Interface X Download Message Message Availability
Discovery

Internet Man in the Unauthorized
Accessible Hooking Valid Accounts Rootkit Wireless Sniffing Remote Services Middle Block Serial COM Command Loss of Control

Device Message

Loss of
Productivity

and Revenue

Loss of
Protection

Loss of Safety

Loss of View

Manipulation
of Control

Manipulation
of View

Theft of
Operational

Information




Tactics provide evidence for adversary behavior stage

Early-Mid-Late Stages
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Techniques provide evidence for tactics

Tech - Ntwk Conn Enum

Tech - Remote Sery Early Adv Behavier
No 848 None 600 v e
Yes 152 ongoing  37.0 18
Complete  3.00
Middle Adv Behavior
MNomne 733
Ongeing 239
Complete 286
s N\
.
Late Adv Behavier |
o Mone 76T ~
&~ Qngoing 206 \
2 Complete 274 Y
\ Tech - Masquerading
%, HNo 76.2
Yes 238
e
"
Tech - Valid Accounts
Ho 880
Yes 12.0
Tech - Service Stop
Mo  BOO
Yes 200
0204

Legend
Early-Mid-Late Stages

1

Tech - Data Destruction

Ho &0.0
Techniques Yes 200
02+04
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Observables & artifacts provide evidence for techniques

Obs - DNS Quenes

Tech - Remote Serv Early Adv Behavior
No B48 None 600
Obs - RDP Connectio... Yes 152 Ongoing 370
Mo 9.24 Complete 300
Yes 905
Obs - Scan Ent Web Bekgrd
No 9.24
A Q0.8
= Middle Adv Behavior
Obs - Blast Admin Psswrd login None 7.3
Ho 805 Ongoing 2309
Yes 18.5 Cmplelf 286
Obs - File Upload s \\
No 068
Yes 3.22 ' \
Obs - lllegal Acct Late Adv Behavior
No 022 - Hone 767 e
Yes 7.78 // angoing 206 "\
Complete 274
Obs - File Sharing \\\
Ho BS54
Yes 146 ™
Obs - File Spread via U... Obs - Bulky Files
TR ) Yes 481
Yes 7.78 , .
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How is this applied to a CyOTE Precursor Analysis Report?
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EKANS

* |In the summer of 2020, three victim
organizations in the manufacturing
sector experienced interruptions to
operations and loss of revenue due to
ransomware targeting OT-specific
application services.

* Impacts to Operational Technology:

* Honda experienced a loss of
production and revenue

Honda Automobile Customer Service & ,
@HondaCustSvc

At this time Honda Customer Service and Honda
Financial Services are experiencing technical
difficulties and are unavailable. We are working to
resolve the issue as quickly as possible. We
apologize for the inconvenience and thank you for
your patience and understanding.

11:43 AM - Jun 8, 2020 ()

O 99 O Reply T Share

Read 85 replies
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EKANS Technique Timeline

Technique 1

1. Initial Access: Remote Services

--------------------------- 2. Persistence: Valid Accounts

TechniqUe 3 e 3. Evasion: Masquerading

Technique 4

------------------------------------------------------------- 4. Discovery: Network Connection Enumeration

i BPTTESN R - - - - = = = === = == mmmm s emmmm e 5. Triggering Event:

Inhibit Response Function: Service Stop
6. Triggering Event:

que 7 DR . Inhibit Response Function: Data Destruction
e R R g N 7. Impact: Loss of Availability
.............. 8. Impact: Loss of Productivity and Revenue

u_ﬂ Handa ftzmatis Curtamis Service 8 w

it this time Honda Customer Sarvice snd Honds
Financial Services are espesiencing technical
diffiodties and are unavailable. 'We are working 1o
T i, We

kel e HsUB a8 gL
spclngice for the incon ce an:
your patience and understanding

-
1 Comprehension
! |
D-180 Initial Access D-0 Triggering Event D+2
(Est. June T, 2020) (June 8, 2020) June 10, 2021
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EKANS Probability of Adversary Behavior

EKANS Precursor Analysis of Adversary Behavior by Phase

—&— Early —— Middle —>— Late —&— Impact
1.0 1.0 ’
Adversary Behavior
Nominal: No Adversary Behavior
> ® ° T0886: Remote Services
= 0.87 -0.8  |T0859: Valid Accounts
© T0849: Masquerading
o T0840: Network Connection Enumeration
% 0.6 - 9 - 0.6 T0881: Service Stop
g xj( 2¢ T0809: Data Destruction
© T0826: Loss of Availability
o - T0828: Loss of Productivity & Revenue
D047 &—— ‘_f—* ~0.4 L
©
(7]
=
3 0.2 1 - 0.2
<
0-0 I I I I I I 0-0
D-o D-180 D-179 DO H+1  H+2
Nominal T0886 T0840 TO881 TO809 TO0826
T0O859 T0828
T0849

Time & Adversary Behavior
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Colonial Pipeline

* In the spring of 2021, the Colonial
Pipeline experienced interruptions to Bloomberg | ' —==—re

OLInIlM| Markets  ncheevies  Technelsgy  Foliics Wealth  Fursul Grean  Citylab  Crypic | Muorg

operations and loss of revenue due to a “mses  Hackers Breached Colonial Pipeline

C b . | i - H
e Using Compromised Password

ransomware attack on the enterprise o vestotrs suspecthckars gt pasucrd o d bl
network.

* Impacts to Operational Technology: :

* The largest pipeline in the United e
States was shut down for five days '
and S4.4 million was paid in ransom.
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Colonial Pipeline Attack Timeline

T iU T e 1. Initial Access: External Remote Services
Technique 2 2. Persistence: Valid Accounts
Technique 3 3. Privilege Escalation: Exploitation for Privilege Escalation
Techniguie 4 e 4. Command and Control: Standard Application Layer Protocol
Technique 5 5. Command and Control: Connection Proxy

Technique: 6 - - - 6. Collection: Data from Information Repositories
Technigque 7 R 7. Impact: Theft of Operational Information

Technique B [l 8. Inhibit Response Function: Data Destruction

''''''''''''''''''''''''''''''' 9. Triggering Event: Inhibit Response Function: Service Stop
-------------------------------------- 10. Impact: Loss of Availability

——————————————————————————————————— 11. Impact: Loss of Productivity and Revenue

Technique 11

I 1 Comprehension
1
. 1
D-9 Initial Access D-0 Triggering Event O+5
(Est. April 28, 2021) (May 7, 2021) (May 12, 2021)
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Adversary Behavior Probability

Colonial Pipeline Probability of Adversary Behavior

Colonial Pipeline Precursor Analysis of Adversary Behavior by Phase

—&— Early —— Middle —— Late —&— Impact
1.0 1.0
oo—
0.8 - e L 0.8
.—
0.6 - L 0.6
B
044 @—m ‘_T_‘A L 0.4
O-O T T T T T T T 0-0
D-x D-9 D9 D9 H-1 DO H+1
Nominal T0866 T0890 T0869 TO811 TO809 T0826
T0859 T0884 TO882 T0881 T0828

U.S. DEPARTMENT OF ENERGY

Time & Adversary Behavior

| Adversary Behavior

Nominal: No Adversary Behavior

T0866:
T0859:
T0890:
T08609:
T0884:
TO811:
T0882:
T08009:
TO881:
T0826:
kT0828:

Exploitation of Remote Services
Valid Accounts

Exploitation for Privilege Escalation
Standard Application Layer Protocol
Connection Proxy

Data from Information Repositories
Theft of Operational Information
Data Destruction

Service Stop

Loss of Availability

Loss of Productivity & Revenue
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WannaCry

* In the spring of 2017, Renault-Nissan
manufacturing plants experienced
interruptions to operations and loss of
revenue due to WannaCry ransomware
leveraging multiple exploits.

* Impacts to Operational Technology:

* Renault-Nissan shut down five
manufacturing plants for three days

o

Oocops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on Can I Recover M}’FI'ES?
SME2017 00:47:55 Sure. We guarantee that you can recover all your files zafely and easily. But you have
not 50 enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your flles, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

[Also, if you don't pay in 7 days, you won't be able to recover your files forewver.

We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on

How Do [ Pay?

Payment is accepted in Bitcoln only. For more information, click <About bitcoin>.
Please check the current price of Bltceln and buy some bitcoins. For more information,
click <How to buy bitcoins>.

|And send the correct amount to the address specified in this window.

| After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

LY LY

Send $300 worth of bitcoin to this address: |

bitcoin _
proseteie [129YDP qwueZ9NyMgw519pTAABIS)r6 SMw @
| CheckPayment [N Decnpt
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WannaCry Technique Timeline

Technigue 1 1

. Initial Access: Exploitation of Remote Services
Technique 2

2. Command and Control: Standard Application Layer Protocol
3. Execution: Execution through API
""" 4. Discovery: Network Connection Enumeration
5. Lateral Movement: Exploitation of Remote Services
Technique 6 wo- --6. Lateral Movement: Remote Services
8
9

Technique 3
Technique 4

Technigue 5

Technique 7 . Lateral Movement: Lateral Tool Transfer

Technique 8 |l . Execution: Execution through API
Technique 9 . Persistence: Modify Program

Technigue 10 ettt 10. Triggering Event: Inhibit Response Function: Service Stop
Technique 11 [ttt 11. Impact: Loss of Availability

Technique 12  HEEEE ettt 12. Impact: Loss of Productivity and Revenue
Technique 13 | 13. Persistence: Modify Program

Technique 14 [ — 14: Command and Control: Connection Proxy

Technique 15 (e 15: Inhibit Response Function: Data Destruction

9

L J

I Comprehension
! 1
Est. April 14, 2017 D-0 Triggering Event May 15, 2017
Initial Access (D-26) (May 12, 2017)

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE




WannaCry Probability of Adversary Behavior

WannaCry Precursor Analysis of Adversary Behavior by Phase

—&— Early —— Middle —»— Late —&— Impact

1.0 1.0 - ~
° :_T...=' Adversary Behavior
Nominal: No Adversary Behavior
TO866: Exploitation of Remote Services

0.8 T0869: Standard Application Layer Protocol
f T0871: Execution through API

T0840: Network Connection Enumeration
L 0.6 TO866: Exploitation of Remote Services
TO886: Remote Services
TO867: Lateral Tool Transfer
TO871: Execution through API
- 0.4 T0889: Modify Program
TO881: Service Stop
T0826: Loss of Availability
L 0.2 T0828: Loss of Productivity & Revenue
T0889: Modify Program
T0884: Connection Proxy

0.0 LT0809: Data Destruction ]

o
[e0]
]

©
(o))
]

o
N
1
®

o
N
]

Adversary Behavior Probability

0.0

D-« D-26 H-3 H-3 H-3 DO H+1 H+1
Nominal TO866 T0869 T0866 TO0871 TO889 T0826 TO889
T0871 T0886 T0881 T0828 T0884

T0840 TO0867 T0809

Time & Adversary Behavior
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What are the differences between the reports?
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Dwell time varied significantly across cases

Time from Initial Access to Triggering Event

180

Days

26
. I
I
EKANS Colonial Pipeline WannaCry
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The sequence of intermediate tactics varied significantly

r | . || | ‘
s N\ N s N l
I o Inhibit
Initial : : :
EKANS Persist. Evasion Discovery Resp I
I Access
Func.
|- J AN N l
I/ N\ N N ) I
. Inhibit
Colonial Initial : Privilege
Pipeline I Access Persist. Escalation C&C || Collec. I;Ersi I
I\ 2N J\ ___ I
If N N N e s N N s N
Initial Lateral i of Inhibit
WannaCryI Disc. Persist. Resp. Persist. C&C Resp.
Access Move.
Func. Func.
l\ J J J _ \_ J / . J
] J - -
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Initial Access Persistence Privilege Discover Lateral Collection Command Inhibit Response Impair Process
Escalation y Movement and Control Function Control

. Change Exploitation for Change Network Activate
Drive-by > . .. . . Default Automated Commonly : Damage to
Compromise Operating Modify Program Privilege Operating Connection Credentials Collection Used Port Firmware Brute Force I/O Propert
P Mode Escalation Mode Enumeration Update Mode perty
Exploit . I o Data from . .
- Exploitat Expl f
Public-Facing Command-Line Module Hooking xplofta _|on Network Sniffing P onatnon.o Information Connection Alarm' Modify Denial of Control
. Interface Firmware for Evasion Remote Services o Proxy Suppression Parameter
Application R itori
Indicat R t .
Exploitation of Execution Project File ndicator emote Lateral Tool Detect Operating Sta?dafd Block Command Module . .
) 3 Removal System Application . Denial of View
Remote Services through API Infection X Transfer Mode Message Firmware
on Host Discovery Layer Protocol
. Remote System . .
External Bemote Graphical User System Firmware el Information Program 1/0 Image Block Reporting Spoof Reporting
Services Interface . Download Message Message
Discovery
Internet Man in the Unauthorized
Accessible Hooking Valid Accounts Rootkit Wireless Sniffing Remote Services Middle Block Serial COM Command Loss of Control
Device Message
Remote Services Modify Cc?ntroller Spoof Reporting Valid Accounts Monitor Process
Tasking Message State
Replication A .
Through Removable Native API Pom_t & T.ag Dema.l of Loss Of
Media Identification Service Protection
Rogue Master Scripting Program Device Loss of Safet
Upload Restart/Shutdown Y
Spearphishing . Manipulate .
V) E t t
Attachment ser txecution Screen Capture 1/0 Image Loss of View
Supply Cha.:m Wireless Sniffing Mod|fy_AIarm Manipulation
Compromise |_e ge nd Settings of Control
Transient Cyber . Manipulation
Asset 1 Instance 2 Instances Rootkit of‘\’,iew
Wireless Theft' of
C i Operational
ompromise |__Information |
Information
System Firmware
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The occurrence of observables varied significantly

® EKANS @ Colonial Pipeline ® WannaCry

B Ul D ~ (o) Yo}
o o o o o o

Number of Observables
3

-
®
SH e

0
D-180 D-160 D-140 D-120 D-100 D-80 D-60 D-40 D-20 DO
Time trom Triggering Event (Days)
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Precursor evidence strongly indicated adversary behavior

Likelihood of Adversary Behavior Before Triggering Event

93.1
89.2
0.4 83.2 83.3
73.2 73.8
69
I 54.9 I I

Early Phase Middle Phase Late Phase

100
90
8

o

7

o

6

o

5

o

4

o

3

o

2

o

1

o O

B EKANS M Colonial Pipeline M WannaCry

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Take-Aways

* Demonstrates how observers value cyber-events and
estimates likelihood of adversarial behavior

* Demonstrates value of cumulative precursor evidence
* Provides justification for investigation of related events
* Demonstrates diagnosticity of the evidence

* Enables improvement of observers’ belief systems

* Training tool for improving human perception &
comprehension of observables

* Enables future meta-analysis of case studies
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For questions contact:

Gabriel Weaver, CyOTE Precursor Analysis Program Analyst, Gabriel. Weaver@inl.gov

Lee Maccarone, Lead CyOTE Precursor Analysis Program Risk Analyst, Imaccar@sandia.gov

Yy  ©@DOE_CESER

o linkedin.com/company/office-of-cybersecurity-energy-
security-and-emergency-response

63 energy.gov/CESER

This presentation was prepared by Idaho National Laboratory (INL) under an agreement with and funded by the U.S. Department of Energy. INL is a U.S. Department of Energy National Laboratory operated
by Battelle Energy Alliance, LLC.

Sandia National Laboratories is a multimission laboratory managed and operated by National Technology & Engineering Solutions of Sandia, LLC, a wholly owned subsidiary of Honeywell International Inc., for
the U.S. Department of Energy’s National Nuclear Security Administration under contract DE-NA0003525.
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