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What have we done in O365 so far ...

Enable SNL for
Teams
Meetings due
to COVID

May 2020

| Nov 2020

T, Physical
\ Conference

Skype to
e
~— Teams

Fun Facts!

4 \

ﬁ Microsoft) Rooms * Microsoft
J converted from

\ )

EE Teams and
Channels made ‘ Enable Teams
Exchange available for OneDnve for chat & calls
enhanced for Business and remove
collaboration SRN Skype
Aug 2021 Jan 2022

Dec 2021

Migrate
OneDrive
(mysite) from
on-prem to
OneDrive
Online

o NNSA mandated that we move our email to the cloud.

o We were planning to migrate email first "Exchange Online" prior to COVID. We
had to rapidly get Teams ready to keep the communication and collaboration
going. Our MOW couldn't use their cameras at the start of COVID.

o We migrated 130 TB of email data, 9 months of migration work, 17K mailboxes,
in 32 batches/bricks and nearly 1 Billion email records. We went from 5GB

mailboxes to 100GB mailboxes.

o We migrated over 17K users and 1.75 TB of data to OneDrive Online. Expanded
storage capacities from 150GB max to 25 TB max per user.




41 What have we done in O365 so far continued ...

-

/ N\ SharePoint
4 \/ \ R ) Online*
Delve Y . FindTime Bookings Collaboration &
Find all your lo-Do \ .&% /  Pinpoint times Schedule & information
files in the 0365 ! - \\ / for scheduling manage sharing
ecosystem — meetings appointments
_ _ Feb 2022 -
Jan 2022 April 2022 June 2022 Aug 2022 Sep 2024

Feb 2022 May 2022 July 2022 Oct 2022
Whiteboard Planner Forms Stream
Collaborative Surveys & polls Video sharing
digital canvas to collect service
feedback

*SharePoint Online includes the Power Platform
(PowerBl, Power Apps, Power Automate, and M5
Lists). These capabilities will be used to develop
new SRN based collaboration solutions and over
this time period SRN and ECN solutions will be
incrementally redeveloped in SharePoint Online.

Dates are subject to change




5 | How we got security approval

o Started security approvals in January 2018.

o Sandia had to get two Authorizations to Use — One for Azure and
one for Office 365.

o Multiple year effort with collaboration including Microsoft,
cyber, Sandia Field Office, and IT partners to research, develop and
implement security controls needed to get the first approval of this
Kind.

o Understand detailed security requirements. We became very
familiar with NIST!

o We added a dedicated ISSO and a project manager to our team.

o Approval is not yet finished. We are iterating through approvals for
the various Office 365 solutions.



What are the building blocks?

Sandia Unclassified Environment o

Microsoft Data Center

Located in United States
http://o365datacentermap.azurewebsites.net/

—

Onell ) .
Azure Active Directory
Sandia AD

Directory / Kerberos

AD Connect
Di Sync

Users f Groups

ADFS
Kerberos Authentication Office 365 GCC Tenant
S Audit and Security Logging
Cloud App Security —CASB
Splunk — Nostanding access to user data
Microsoft Cloud Add-in | Workflow for elevated access

Email Transport (mTa)
SharePoint Office Pro

OneDrive Plus

leams




71 What have been the technical challenges?

o User Principal Name (UPN) updates — all users’ accounts previously
had a UPN of <userid>@srn.sandia.gov. Sandia had to update all user
accounts to have the format of <userid>@sandia.gov.

o Account Provisioning — Sandia’s account provisioning services had to
be updated to account for mailboxes having been migrated to Exchange
Online.

o Voicemail services — Microsoft discontinued voicemail services from
the Exchange Product both on-premises and in Exchange Online. As a
result, Sandia had to migrate 12k+ user voicemail services from Exchange
to Office IX

o Forward Proxy Tenant Header configurations — Due to Sandia’s
requirements to prevent access to other email services, Sandia needed to
enact custom configurations to access to it's own 0365 services, but
prevent access to other 0365 tenants.

o Exchange Mailbox Migrations — Over individual 30 issues were
identified after a mailbox was migrated to Exchange Online. All show-
stopping issues were resolved prior to migrations

o Email client connectivity Authorization / Authentication — By
default, access to 0365 services is very permissive. Access needed to be
configured to grant access to 0365 services from authorized devices and
networks.



8 I Cloud Agility — Skype & Teams

Pre-Covid ’
Skype N
Infrastructure >

Teams - Cloud S8
Alternative

Teams upgrade settings

Taams upgrads ts you Se up your upgrade seperknce from Skype Tor Businass 1o Teams for your wssers. You can use the

dafaull 2etlings or make chamges to the comdsience moda and app prefanances 1o fit your crganizational nesds. Laam man
Coexistence mode
Comwstence mode Istands
PFelareds.
Moaity Skype for Busingss usears that an upgrads 1o Users can i Doth the Saype tor Butiness gnd
Teams is available. Tag o
Skype for Business anly
Users reneiee chits and Calls and sthedule
g in Shype for Business.

What are our Options?  zmue==

Users reneies chists and Colls snd sthedule
rastinegs b Slope: For Business, bt use Teams o
eoup colisbonton l
Skypa for Buonese with Teams

coliaboration and mestings

Users renties chats and Calls in Siype for Business
bt e Temaves s group collabaction sl
ting scheduling

Feams anly
Usars confgussd in Hes MR0s Ltk TREmE B thew

Rapid Deployment:
Teams Meetings Only




9 I What are the Challenges in providing services via SaaS?
Controlling Changes

Documentation

(9)

rvsits peaphe b2 jole pau

Frama sccounbe nat mansged by an arganization

o o g

Skype users

— ' Microsoft 365 suite service alert

Incident information

Tithe: Lisers may experi=nce intermitient access issues to mulbple Micrascft 365 servces
D MO305T2E

ctatn Microsoft 365 suite service alert

Senvice Degradation
Inckdent information

Title: Ussers may expenence niemmittent acoess ssues to multiple Micrasoft 365 serices

Alerts and Outages ===

¥ Microsoft Stutus
False Posifiive
" -
Exchange Online service alert
hevisery infarmation
Tithe: We're looking ings a potential pratlem
: EX301404 H H
10: 22201 Microsoft Intune service alert
Status . .
Investigating Bedvizgary infarmatian
essligatir
Tithe: Dewices ol providing carmect Mabile Applestion Mansgement (MAM) epating
folkawing BMAK ereoliment
Dretails Cr IT305670
Title: We're looking infz a podential prablem
Usar Inpact: We'ne checking for potential impact to your users, 5

Current status We're investigating @ potential ssue and checking Tor impact i wour

§ Service Restored
organizabon. We'l prosade an updabe within A0 merwtes.
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Security and Operational Advantages

Operational Activities

— Cyber, SIMP, Legal requests

— custom scripts, processes
Cloud Tools

— Microsoft 365 Defender

— Microsoft 365 Compliance
Advantages

— Built-in

— Ease of Use

— Custom development
Conclusion and the Future

— Much improved operational benefits

— Future growth... Anti-Spam/Anti-Phishing




11 1 What's Next: SharePoint Online Migrations Path Forward

o Long-Term Effort completed by 2025

o User Impact: URL Change, Ul Changes, Digital Transformation, Feature Parity
o Scope
o ~ 6000 Site Collections, varying degrees of complexity
o Significant Refactoring of Features, Applications, and Processes
o Categorized Sites based on Features, Risk, and Utilization
o Unused Sites
o Features that migrate cleanly ("Vanilla Sites")
o Moderate Risk and/or Refactoring
o Business Critical Sites
o High Risk and/or Extensive Refactoring

o Beginning SPO Migration Pilot this FY

o 7 sites w/Site Collection Administrator providing end user support
o Test migration tools and processes
o Better understanding of UX for transition

o Citizen Developers performing Early Testing (non-production)

o Next steps... focus on the Vanilla Sites w/no customization
o Easy to migrate, less operational risk, more control over volume

o Rollin phases to more difficult sites with higher risk in parallel




121 What's Next : Teams Telephony & External Access

*External Access

* Joint effort between O365 and
Azure Teams

* Azure Team manages Identity management
and User Validation

* 0365 Team manages Access Packages
Administration

* Pilot in design phase, hoping to
rollout broadly next CY

. =0
@ e 4 &
*Teams Telephony

* Currently requesting Security @ - e

Approvals, joint effort w/ Sandia’s 5 Y &

telephony team _
* Working on Pilot configuration -2 QE Q Q.= &

+ Dial plans for remote users to leverage dial- S . P

out capabilities ° 2 &

* Working to Mitigate CNSSI 5000 Annex J in
Secure Spaces

* Physical Disconnect Devices




What's Next: Data Sensitivity, Labeling, and Information

131 Protection

oMoving Toward a Zero Trust Architecture

oChallenges of separating from a network-boundary approach for
protecting data (such as Export Controlled information)

oAddress challenges for Foreign Nationals while ensuring compliance with

contractual and legal obligations

Microsoft Information Protection
Pratection ar 1 govern your data — wherever it lives
N =y o
Jos!_ ) W o
=10 49, 2 Yaly
Discover Classify Protect Monitor
car Bl detect sercitrve dats Classdty and labsl dats based fpphy protection actions Reporting, alerts, remedsabion
Across
—— A~ |_‘[\‘
+[]=] 0= - b
Devices Apps Cloud services On-premises

ZERO
TRUST

NEVER TRUST, ALWAYS VERIFY




14 1 \What's Next: Data Protection

= Information Engineering’s cross-departmental work on Sensitivity Labels
that will appear throughout the Office suite of products.

=Aligns with Zero Trust Architecture

= Provide document level data protections in lieu of network-boundary or
user managed access controls.

Y

m" Microsoft _ N

-/ e — L-:_JCB :

- Users are guided to _J-"' Pp '\\-_—/
Oﬁlce 365 Q’ classify files, or e S _
content automatically

scanned ifr?{ﬂaenslt:ve :.. ([\‘EI ] _ i Iag:tgﬂz

EJ Ea _/“-.-_ \ -~ Data gets protected Q /_\

3 3 Q@ . based an policy “=|E ‘IE

. A Data travels across M
Data gets created, imported, T various locations, shared T
g P
& modified across Data gets labeled Data gets
various lacations based on sensitivity retired, deleted

ve (@ on)
Fil Home sert Design Layout References Mall'ng Review  Weew  Developer  Help Acrobat & share @ Comments
— = Test label - Usad for Se ity Labels & DLP PoC."** Sengi miclassified inforrmation that reguines rails on thie svailability of such infor dﬂ cted access from Forsign Nationals,
| } TESTON - MO FN_T Thucl: inds of sensit fon-not n includes: - OUO Exe mp: 3 Export Contrel Infor mmen {ECIE ns;\ |L-:R uEAJ! Unmsj.ch |IedN clear Information (UCNI) - Safeguards View Permission... *
Information (SGI)

QFFICIAL USE ONLY/ECI




15 1 Using Azure Information Protection for Labeling

<~ Pattern #1 Low

Primary element
Keyword list: keyword_ouo-eci-header-footer

Character proximity
Detect primary AMD supporting elements within unlimited characters

#~ Pattern #2 Medium

Primary element
Keyword list keyword_ouc-eci-header-footer

Character proximity
Detect primary AND supporting elements within 1000 characters

Supporting elements
Dictionary (large keywords): dictionary_eci-marking

A\ Pattern #3 High

Primary element
Keyword list keyword_eci

Character proximity
Detect primary AND supporting elements within 1000 characters

Supporting elements

Minimum 3 match should be found from following element(s):

Sorry, you don't have permission to open this document
« Keyword list: keyword_eci-law ,
. Kemr\d ]i;t kmgrd_eci-usc Thw documend i protected by a nghis management senace, such as ATuee Informaton Prodechon

« Keyword list: keyword_eci-violation-notice

G0 Rk 10 JTE




Q/A




Backup




18 | Data Sensitivity and Moving Toward Zero Trust

AZURE INFORMATION PROTECTION

Classify, label & protect files — beyond Office 365,
including on-premises & hybrid

MICROSOFT CLOUD APP SECURITY

Visibility into 15k+ doud apps, dataaccess & usage,
potential abuse

OFFICE 365 DATA LOSS PREVENTION

Prevent dataloss across Exchange Online, SharePoint Online,
OneDrivefor Business

OFFICE 365 MESSAGE ENCRYPTION

Send encrypled emads in Office 365 10 anyone
inside or outside of the comparny

WINDOWS INFORMATION PROTECTION

Separate personal vs, work data on Windows %0 devices,
preventwaork data from traveling to non-work locations

QFFICE 365 ADVANCED DATA GOVERNAMCE

Apply retention and deletion pobces to sensitive and
mpontant datain Office 365

Discover

MICROSOFT
INFORMATION
PROTECTION

Classify

Protect | Monitor

CONDITIONAL ACCESS

Cantrol access to files based on policy, such as identity, machine
configuration, geo location

OFFICE APPS

Protect sensitive informationwhile working in Excel, Word,
PonwerPaint, Qutlook

SHAREPOINT & GROUPS

Protect files in Boranies and lists

ATZURE SECURITY CENTER INFORMATION PROTECTION

C awﬁ,-& label sansitive structuned data in Azure S0L, 0L
Server and other Azure repositaries

SDK FOR PARTNER ECOSYSTEM & 15V
Enable 15Vs to consume labels, apply protection

ADOBEFPDFs
Matively view and protect PDFs on Adobe Acrabat Reader




