
NETWORK ENVIRONMENT

CONCLUSION

INTRODUCTION 

 Sandia National Laboratories was asked to evaluate the 
security and robustness of an application developed by a 
customer. The application will be used for situational 
awareness and control of Photovoltaics (PV) and 
microgrid energy systems. 

 The objective of this evaluation is to assess the risks and 
cyber posture of the app through targeted cyber attacks 
under controlled conditions that can be engaged by an 
adversary. 

 The red team assessment combined practices from 
multiple sources; NIST’s Guide to Industrial Control 
Systems (ICS) Security, best cyber security practices, and 
collective expertise regarding securing web applications. 

OBJECTIVES

 Conduct software checks on current version of the 
software. 

o Verifiable operating system check
o Formal language check
o Memory safe language

 Conduct vulnerability and penetration tests of the 
device: 

o Reconnaissance 
o Interruption
o Interception
o Firewall

 Conduct 10 OWASP security risks to web apps:  
o Broken Access Control
o Security Misconfiguration
o Injection
o Cryptographic Failures
o Insecure Design
o Vulnerable and Outdated 

Components
o Identification and Authentication 

Failures
o Software and Data Integrity Failures
o Security Logging and Monitoring 

Failures
o Server-Side Request Forgery

 Vulnerability assessment and penetration testing 
focus on finding and exploiting flaws that can 
compromise the system before attackers do.

While vulnerability assessment identifies 
vulnerabilities that can lead to security and 
information compromise, penetration tests exploits 
these security weaknesses so that the best 
mitigation steps are applied.

 These experiments ensure that the system properly 
implements the CIA (Confidentiality, Integrity, 
Availability) triad security principles that affect the 
ability of a system to operate efficiently. 

RESULTS

Procedure

 The experiments were conducted on an isolated 
and controlled network environment. 

 The network was created using a network hub 
that connected the device to the attack 
machine which is Kali, an open-source Linux 
operating system based on Debian, that is 
equipped with security and analysis tools for 
identifying and exploiting vulnerabilities.

 Burp Suite Professional, an application web 
security testing software was installed on Kali 
Linux. 

 The team had to get to the test environment 
using a jump host server. The test network 
environment is shown in Figure 1

Figure 1: Physical testbed for red teaming

Figure 3: Unauthorized access to .git directory

Device Penetration Testing 
Reconnaissance

 To gather as much information as possible about the target system and to find 
openings, Nmap, a vulnerability scanning tool was utilized. Nmap was used to 
scan ports, fingerprint the OS, and enumerate services. This is shown in Figure 2. 
From the scan, it was discovered that the version of the server being used was 
vulnerable to high CVE’s with high severity scores. 

 In the security assessment of the application and the 
device, vulnerable areas that could be exploited  were 
identified that adversaries could use to gain access or 
control the application. These areas of weaknesses were 
mostly due to system configuration flaws and the use of 
outdated software. 

 The scoring rubric used to categorize the top 10 OWASP 
vulnerabilities in the results section were taken from 
MITRE’s Common Vulnerability and Exposure (CVE) and 
the NIST’s Common Weakness Enumeration (CWE) 
rankings.

 The assessment team endorsed the utilization of the 
recommendations provided in the result section so that 
the cyber security posture of the customer’s application 
and tool is improved on. The team also encouraged the 
use of security and hardening best practices for better 
performance and security of their device configuration 
and communication. Finally, the team recommends a 
biennial security assessment for a snapshot of the 
security risk of the application for continuous mitigation.
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Figure 2: Nmap operating system and services detection

Nmap scan results also showed a “Git repository! Http-git: IP address/.git/ 
Repository description: Unnamed repository; edit this file 'description' to name the…. 
Last commit message: Renamed new.php to index.php” This information allows an 
attacker extract sensitive information by requesting the hidden metadata 
directory of the version control tool Git creates. This is shown in Figure 3

Interruption and Interception

 The team was able to interrupt the application using a Denial-of-Service (DoS) 
attack. This is shown in Figure 4. 

 The team was also able to intercept and bypass the authenticated channel to 
legitimately login into the device. Curl commands were used to first pull data 
and then make changes on the index page without authenticating to the console 
as a privileged Admin user. This is shown in Figure 5

Figure 5:  
Curl command to turn on the solar array button
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Figure 4: Interruptions to the application and device
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