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-Problem Stafément

= Finding vulnerabilities of
Elliptical Curve
Cryptography.

= Background:

= Elliptical Curve
Cryptography (ECC) is the
approach to public key
cryptography based on
elliptic curve over finite
fields. [1]

= The RSA algorithm is
currently the most
commonly used algorithm
for public key

cryptography.

= ECC is slowly edging out
RSA as it provides
equivalent, if not higher,

level of security with a
shorter key length.

= As a result of this, ECC
offers higher speed and
security than a RSA
certificate.

= Objectives and
Approach:

= The objective of the
project is to focus on
finding vulnerabilities of
ECC, as it becomes more
popular in use in cyber
security circles.

= The approach is to run a
number of tests within a
virtual machine to find the
places where ECC lacks
and help mitigate the
ISSuUes.
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Expected Results:
= Looking for vulnerabilities:

e Found in Rowhammer
Attack.

* Found due to Access
Based attacks.

* Timing Based attacks or
Derating Factor.

e Side-channel attacks.
e Power attacks.

e Brute force attacks.

= Testing vulnerabilities
commonly affecting RSA
and seeing if those
vulnerabilities affect ECC:

e Wiener’s attack.

* Recovering private keys
through the private
exponent (possible with
RSA, if d is less than the
4th root of N.)

* Franklin-Reiter attack.

= Possible Future
vulnerabilities:

* Vulnerabilities brought
forward by Shor’s and
Grover's algorithmes.

Impact and Benefits: As
RSA becomes more obsolete
and vulnerable due to the
development of faster
functioning technology, we
need to find an alternative,
such as ECC. Finding ECC
vulnerabilities will be helpful in
mitigating attacks as it
becomes more used.
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