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Results
 Completed: 

The DUF protocol implemented with TrustZone is 
running successfully on QEMU

 In Progress: 
Working toward implementing a GUI to allow the 
user to create their own RDP

 Next Steps: 
Get the QEMU implementation and the GUI 
working in hardware

(Potential Hardware: Rock Pi 4 Plus Model B Rockchip 
RK3399(OP1))

DUF

Problem Statement
 IoT is a rapidly growing infrastructure with a 

projection of 27 billion connected IoT devices in 
2025. As these devices are making their way into 
our cars, homes, and work places the number of 
security concerns increase and as such, it's 
important that we protect IoT devices from 
attackers. One major area of concern is Over-the-
air (OTA) updates. With billons of IoT devices a 
non-secure OTA update can leave many devices 
compromised, even without the user's knowledge.

 To secure OTA updates we introduce the DUF 
protocol. The DUF protocol is built on top of ARM 
TrustZone which can be used to securely verify 
software packages and secure transfers between 
servers and IoT devices. 
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  Benefits
 We propose a novel architecture that allows secure OTA updates to untrusted 

IoT devices.

 This architecture prevents potentially malicious unsecure applications already 
running on the IoT device from altering the software package.

DUF Process
TrustZone randomly generates a secure 640-bit random 
number. Each pin (0-9) in the GUI represents 64-bits. 
TrustZone determines which 64-bits of the secure 640-bit 
number are associated with each pin (0-9). The user 
submits their 8-digit pin in the GUI which is then sent to 
TrustZone. TrustZone determines the 64-bit value of each 
pin number.

 
The combination of eight 64-bit chunks in the 
corresponding pin order creates the 512-bit RDP.

 
In the factory device: Message contents get hashed to 
create HASH #1. The RDP from step 1 is XORed with HASH 
#1 and the output is hashed to create HASH #2.

 
In the vehicle device: This is the process done to confirm 
that the firmware wasn’t tampered with before a 
firmware update. The message contents are compared 
with the RDP and XORed, like in step 3. The output is 
hashed to create HASH #3. HASH #3 is then compared to 
HASH #2 found in step 3.

 
If the two hashes match, then the firmware is allowed to 
update, otherwise the failed attempt gets reported.
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