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Distributed Energy Resources and Cybersecurity

f Demand
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» Rapid DER deployment F | —

o 2017 —2021: 78 GW installed; 2022 —
: Distributed
Generation
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2026: 175 GW projected [U.S. DER
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« Connected to the public internet, rapidly
evolving environment

 Meanwhile...

« Cybersecurity requirements still being
formulated
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* Roles/responsibilities not defined

 We are all Stakeholders

« Utilities, DER vendors, Standards
Development Organizations,
government/regulators, academia,
cybersecurity researchers

The grid of the Future is increasingly distributed



A Key Focus of Activity: SunSpec/Sandia DER
Cybersecurity Working Group

* In August 2017, Sandia National Laboratories and
SunSpec Alliance launched the WG, sponsored by
the DOE Solar Energy Technologies Office (SETO)

* Two programmatic tracks:
o Educational: monthly webinar series

o Technical: document best practices; inform cyber standards SUMNSPEC
_ —— ALLIANCE —
* Impact:

o 1,700 DER & cybersecurity experts, high engagement

o |EEE P1547.3 “Guide for Cybersecurity of DERs Interconnected With
Electric Power Systems” included recommendations directly from the WG Sa“dia
reports National

o Recommendations leveraged by state regulators (e.g., NASEO/NARUC lﬂhﬂ[ﬂtﬂl’iﬂﬁ

Cybersecurity Advisory Team).

https://sunspec.org/sunspec-der-cybersecurity-initiative



‘ DER Cybersecurity WG — Webinar Program

2021 Webinar Series

1/21/21 - Cybersecurity Advisory Group for State Solar (CATSS) Brief — NASEO

2/25/21 — Overview of IEEE 1547.3: A Guide for Cybersecurity of DER Interconnected
with Electric Power Systems — NPR Associates and Xanthus Consulting International

3/25/21 - Conceptualizing Systems Cybersecurity Challenges for Rooftop Solar — DOE
SETO

4/22/21 — Securing the Industrial Internet of Things: Cybersecurity for DER — NIST NCCoE
5/27/21 — An Industrial Cybersecurity Perspective — Dragos

6/24/21 — Centralized vs Decentralized DER Role-Based Access Control Implementation —
UNM

7/22/21 — Software Vulnerabilities (Software Bill of Materials — Transparency in the
Software Supply Chain; Longclaw — Firmware Analysis Framework; Next Generation
Firmware Analysis for Energy Systems) — USDC NTIA, LLNL, SNL

8/26/21 — Cyber-Physical Intrusion Detection/Mitigation System — SNL
9/14/21 — Zero Trust Security for Distributed Energy Resources — Xage
9/23/21 — DER Incident Response — FireEye/Madiant

10/28/21 — Historical Public Key Infrastructure Failures — Tufts University

11/18/21 — CyTRICS: Cyber Testing for Resilient Industrial Control Systems — INL & DOE-
CESER

12/8/21 — Cybersecurity Manufacturing Innovation Institute (CyManll) — UTSA

2022 Webinar Series

* 1/27/22 - Cybersecurity Risk Management for DERs — NREL

e 2/25/22 - Solar Inverter Risks and Defenses from Power Electronics
Hardware Attacks — University of Arkansas

* 3/24/22 - Cryptographic, Protected Processors for DER Authentication,
Control, Measurement, and Attestation - Trusted Computing Group (TCG)

* 4/28/22 — SunSpec Cybersecurity Certification for IEEE® 2030.5™ Client
Gateways — SunSpec Alliance

* 5/26/22 — Defending America's Rural Electrical Grids: How to work with the
National Rural Electric Cooperative Threat Analysis Center — NRECA

* 6/23/22 — Network Traffic Analysis with Malcolm — INL

* 7/28/22-TBD
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https://sunspec.org/sunspec-cybersecurity-videos/

5 ‘ DER Cybersecurity Workgroup Activities

SunSpec/Sandia DER Cybersecurity Workgroup Nationa

SUNSPEC

~—ALLIANCE —

Sandia

Laboratories

-

DER Cybersecurity Certification Procedure
* Defined standardized procedure for DER vulnerability assessments.
* Leads: Danish Saleem (NREL) and Cedric Carter (MITRE)
* Publication: “Certification Procedures for Data and Communications
Security of Distributed Energy Resources”
N

Future work: Expected development within UL 2900-2-4 STP
Data-in-Flight Requirements
* Encryption, authentication, and key management requirements.

* Lead: Ifeoma Onunkwo (Sandia)
* Publication: “Recommendations for Trust and Encryption in DER Interoperability

\

Future work: IEEE 1547.3 update, IEEE 2030.5 revisions.

Standards”, another covering Data-in-Transit Requirements document (forthcoming).

Patching Requirements
* Establishing patching guidelines for DER devices and DER networking equipment.
* Lead: Ingo Hanke (SMA), Jay Johnson (Sandia)
* Publication: “Certification Procedures for Data and Communications
Security of Distributed Energy Resources”
\- Future work: inclusion in IEEE 1547.3

Workgroup information: https://sunspec.org/cybersecurity-work-grou

Email: support@sunspec.org to participate!

Gecure Network Architecture
* Created DER reference architecture best practice.
* Lead: Candace Suh-Lee (EPRI)
* Publication: “EPRI Security Architecture for the Distributed Energy Resources
Integration Network: Risk-based Approach for Network Design”
\° Future work: Risk-based approach adopted in IEEE 1547.3
/

Access Control

* DER Role-Based Access Control recommendations.

* Lead: Jay Johnson (Sandia)

* Topics: Access control taxonomy and security models

* Planned: “Recommendations for Distributed Energy Resource Access Controls”
*  Future work: Add recommendations to IEEE 1547.3 Guide

DER System Security Evaluations

¢ Creating recommended auditing/assessment practices for DER systems and adding these
recommendations to the DHS CISA Cyber Security Evaluation Tool (CSET).

e Started Jan 2022. Leads: Steve Bukowski (INL), Jay Johnson (Sandia)

o —— — — — — — — — — — — — e e

[ Related Activity: Blockchain Workgroup

| * Defined requirements and specifications for using blockchain to ensure the security of private
| keys in DER manufacturing environments.

l\ * Leads: Jorg Brakensiek (Wivity) and Alfred Tom (Wivity)

Convening! )

K. Topics: Step-by-step auditing procedure for internal or external compliance review. j



https://sunspec.org/cybersecurity-work-group/
mailto:support@sunspec.org

6 ‘ DER Network Architectures

 Reference architecture with | | &
i I EPRISECURITY ARCTHITECTURE FOR THE DISTRIBUTED
reqUIrementS for DER Sltes based On 7 TENERGY RESOURCES INTEGRATION NETWORK
Crltl Cal Ity (n a m e p I ate ratl n g ) RISK-BASED APPROACH FOR NETWORK DESIGN

— e A A —
[l [}
* Requirements were broken into seven DecUTIE sy
s distribured enerpy resources (DFRS) expand rapidly as  majar “The standard must consider various Facets of epber sacurity inclading:
. source of electriciy generation and interconnect with the grid, *  Communictions and protocal securicy
" the ability v securely monitor and control the apemtions of the *  Uryptographic key management
Ca e O rI eS in a Jarge peographical are beconse increasigly i = End-palne sccuriry for DER deviees
u ro makneain safery, reliabilisy, and resiliency of the narion’s grid. = Personnel, physical, and environmentsl securicy
Remone maniraring and coneml of distribared require +  Ongaing securiry operarions—minershiliry and parch

lacal devices and sensors to communicate operational status and s nagemint, secusity monitating, and incident response

R1: Resource Criticality Levels e

commuiicarion networdis, n cthe mexntime, the cyber-thens

aginst the nation’s grid i increasing as more and more devices
Tn this repars, DER, diseribused emenyy resource, and resounce are nsed

R2: Network Segmentation e ety bt

o cybec thress. e used to canwey lighely diffevent meanings from their genecal
usape:

TERMINOLOGY

This paper pravides a pracrical ser of eybersecuricy equirements

R3: Boundary Protection iient et o o g o

resources [DER] communications. The requirements spe cified berein aperation af DER ar geid services in relarion o TER.
aiin v peduce the cybersseurivy risk vo the distebution grid w which . DER & P spoteam, A tpposting e

R4: Communication Partitionin e D e e el el sl 5 i e
- noe make any assumprion o the communicarian pratacols, particalir DER. managing apivem include dan acquisitian and eongel,

functional stindards, or certiin cwnenhiplbusines medels n terms g G CE unication o har
. . . af their effectiveness in cybersecurity. Rathes, it zims ta provide 2 excends exsermal o the local area neswork (LAN]—
etwork Service Protection e
. 3 3
Buggests fiow they can be protected from cyberareacka. nerwoek (IAN or clowd), or the Interser.

" . . ‘The scope of this report is limited to network security concerns. The = Securiry zowe. One or mone subnen or broadeast
R6: Communication Intearit oot et et o g st merleeivg ook docl e G 1 00m i omAISCH
- dnfrastructure in 2 way tar will minimize he likelilood, duation, with ather devices within the zone freely, but access oo

arimpact of a successful cpherarrack. and from devices outside the zone is controlled.

R7: Communication Confidential |ty e ey et e NETWORK SECURITY REQUIREMENTS

O O O O O O O

integrasion. To protect DER and the conneceed grid "“"q:“;‘df’ad The general nerwork securicy requirements described in this section
mar T . scandard mise be P are d rawn from varions cybersecuriny standards ava lkible ro the
implemented. indusery [1-6].

Access: https://www.epri.com/research/products/000000003002016781



https://www.epri.com/research/products/000000003002016781

7 ‘ Architecture Requirements 1-2

R1. Resource Ciriticality Level

R-1.1 - R-1.2:

Resource criticality classification for all participating

resources
- High-Impact
- Medium-Impact
- Low-Impact

R-1.3 If a group of resources can be operated sit
through a same managing system, each resourc
must be assigned the criticality level correspond
aggregate risk posed by the simultaneous (mis)c
resources in the group.

R-1.4 A managing system that can issue a write,
command to one or more resources must be as:
criticality level which corresponds to the aggreg
simultaneous (mis)operation of all resources wt
controlled by the managing system..

R-1.5 If a resource can be categorized into two
different criticality levels, it must be categorized
highest possible level.

A: non-segmented
central management DER Management

Server

R2. Network Segmentation

R-2.1 - Resources with different criticality levels must be
located in different security zones.

- High-impact-zone
- Medium-impact-zone
- Low-impact-zone

R-2.2 — Each security zone must have one or more security
gateways with access control lists

R-2.3 - Communications between two different security zones
must be routed through the security gateways with access
control

R-3.4 - Communications between systems or resources in the
high-impact-zone and a system/resources in the low-impact-
zone must be routed through a DMZ

R-3.5 - Communications to/from an external network must be
routed through a DMZ

For simplicity, consider only
nameplate rating. Assume,

L: <10 KW
M- 10-99 KW

DER Managing Entity

Network Topology

Logical Connection

c———>

Level L 1-Zone
Resource




s | DER Cybersecurity Certification

* Focuses on verification security for DER
communications

* Created several test cases

O O 0O O O 0o o O O O

©)

* NREL-led WG now working with UL to develop a

Two-Party Application Association (T1)
Transport Layer Security (T2)

Session Resumption/Renegotiation (T3)
Master Secret Key Update (T4)

Message Authentication Code (T5)

Multiple Certification Authorities (T6)—Optional
Certificate Revocation List (CRL) (T7)

Expired Certificate (T8)

Operating System and Service Version (T9)
Authentication and Password Management (T10)
Physical Security (T11)

UL certification program
* Concepts included in IEEE 1547.3

Certification Procedures for Data and

Communications Security of Distributed
Energy Resources

Danish Saleem' and Cedric Carter?

! National Renewable Energy Laboratory
2 The MITRE Corporation

| L0

N ectrical Manufacturers

Technical Report
NREL/TP-5R00-73628

NREL is a national laboratory of the U.S. Department of Energy July 2019

Office of Energy Efficiency & Renewable Energy
Operated by the Alliance for Sustainable Energy, LLC

Contract No. DE-AC26-08G0238308




o I Data-in-Flight Security

- State-of-the-art encryption, key management,
and authentication approaches for DER
communications

 Modbus

©)

©)

Strengths: MODBUS/TCP Security an option

Weaknesses: Trust and cryptography features often
unused for this protocol.

- IEEE 1815 — DNP3, IEEE 2030.5 — SEP2.0,
IEC 61850/62351

©)

Strengths: TLS v1.2+ encryption; Mutual client/server
authentication via X.509v3 Digital Certificates

Weaknesses: TLS protocols support cipher suites with
varying degrees of security; Uses different PKI models and
supports self-signed certificates; Key exchange algorithms
with noted vulnerabilities

Recommendations for Data-in-
Transit Requirements for Securing
DER Communications

Heoma Onunkwo

SANDIA REPORT
SAND2019.1480

Printad Fabnsary 2019

Recommendations for Trust and
Encryption in DER Interoperability
Standards

Jamess Oiberl, Patricis Cordero, Jay Johnzon, Gordon Lum, Tom Taney, Max Pata,

&
155 and Lverreme
Cabininy Ga550

(&) Ssndia National Laboratories




0 I Access Controls

* Options to minimize unauthorized access to
DER systems and functions QR oy

* Access to DER monitoring and control

Recommendations for Distributed

features via three steps: Energy Resource Access Control

Jay Jahnson

1. User is identified using a proof-of-identity
2. User is authenticated by a managed database
3. User is authorized for a level of access

« Recommendations for role-based access
control (RBAC) implementation for DER

o Defined roles (e.g., installer, owner, DER vendor, etc.)

o Defined point-by-point role-to-rights for IEEE 1547
functionality represented in IEEE 2030.5 — SEP 2.0, IEEE S
1815 — DNP3, and SunSpec Modbus e




Implementation RBAC for DER in IEEE 2030.5

: Utility AC Mechanism Utility OT siulti-Damain DER
. Network | uiti-omain
| Access Control Service | Access Control
I » | Environment
I 3\, \2 /1 |
| 4 |
r e e e e IEEE 2030.5 Server DERMS (0bject with |
i : Roles-to-Rights Map) 1
Loy i L
[1:] . .
&I : 5 U DER Service Provider |
i | IEEE 2030.5 Client - ser /—m
g [ : Connected to
|
:;__-1 1 1+2 Serveg 1 Aggregator
=1 1 3. LDAP : I
o1 1 IEEE 2030.5 or Proprietary Protocol Server pumbabelalal 4 |dentity |
1 | (Object with Roles-to-Rights Map) e Provider |
1 1 4. Token
‘\ L — - \ LDAP , L) ) -
\ 5. Client Pulls New Profile ’

Device Access
Control linked to
Vendor

J. Johnson, “Recommendations for Distributed Energy Resource Access Control,” Sandia Technical
Report SAND2021-0977, January 2021.



2 I Patching

» Patching recommendations based on IEC 62443-2-3
“Patch management in the Industrial Automation and
Control Systems (IACS) environment’

« Scope:

O

O

Patch lifecycle: vulnerability disclosed - patch available >
patch in test - patch authorized - patch installed

Patching requirements for DER vendors, aggregators, grid
operators, efc.

Recommendations for patch integrity: checksums and digital
signatures/code signing

Scheduling patches and prioritization (e.g., critical security
patch)

Vendor requirements: policy for release after vulnerability
disclosures, quality assurance, compatibility warnings, end-of-
life notifications, etc.

Patch schemal/file name conventions

« Recommendations included in IEEE 1547.3

SANDIA REPORT

SAND2021-11150 Sandia
Printed Septermber 2021 National
Laboratories

Recommendations for Distributed
Energy Resource Patching

Jay Johnson, ingo Hanke
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