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Electric Grid Critical Nodes Background

Problem: A lack of  understanding of  
which components and nodes in the 
electric grid are most critical to our grid 
resilience and which nodes are most 
vulnerable. Specifically interested in 
preventing cascading failure.

Goal: Build the framework to identify 
electric grid critical nodes and their 
levels of  vulnerability to a specified 
threat (e.g. hurricanes). 

Which Nodes are Critical to Grid Resilience and Cascade Prevention?
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Critical and Vulnerable Node Definitions

➢ A node will be deemed critical if  its removal from service 
causes a severe consequence

▪ Nodes with critical loads (e.g. military installations, water services, 
hospitals). 

▪ Nodes that repeatably cause cascading failures

➢ Node vulnerability level is high if  a high percentage of  threat 
scenarios cause the node to be removed:

▪ Directly by the threat

▪ Or indirectly from cascading outages.
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Framework to Identify Electric Grid Critical Nodes

4

Create Threat Scenarios

Cascading Transient Model

Analyze Stochastic Simulations

Interpret Critical Node Results

Develop scenarios based on a regional threat to 

analyze. Scenarios must capture the uncertainty 

of the threat and the probability a threat will 

take out major power system components.

Run power system dynamic transient simulations 

that capture the initial impact of the event and 

the cascading failures throughout the system, 

including protection tripping

The analysis framework uses combinations of 

ordination, clustering flow analysis, and 

network theoretic approaches.

Identify trends, unique system behaviors, and 

critical components whose failure is more likely 

to cause serious systemic effects
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Cascading Outage Model using Transient Simulations (N-k modeling)

▪ Thousands of  earthquake scenarios are created

▪ Each earthquake scenario identifies which grid components are 
damaged and removed from service, and at what time.

▪ An electromechanical transient simulation is run for each 
earthquake scenario (N-k event).

▪ The transient simulation includes grid protection models (i.e. 
under/over frequency/voltage protection, overload protection, 
and underfrequency load shedding).

▪ The protection elements allow for secondary transients and
cascades to occur.

5

RTS-GMLC Power System

Cascading example
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EMP location
clusters

Component trip
clusters

Loadshed
clusters

Most of these scenarios end up here   →

Most of these scenarios end up here   →
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Threat

▪ Run thousands of  dynamic 
simulations.

▪ Analyze cumulative results

▪ Certain threat locations clusters 
lead to certain component trip 
clusters

▪ Certain component trip clusters 
lead to specific grid outcomes.

Identify Electric Grid Critical Nodes
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Critical Component Damage can Lead to Grid Collapse

RTS-96 system generators 
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Predicting Grid Cascade

Earthquake driven cascading state transitions

Initial results – predicting future grid system states based on the current state during disasters and cascading events.

8

Cluster analysis of  1000 earthquake scenarios at times slices 0,1,2,3,4,5,10,20,30 seconds.
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High Level Takeaways

9

➢ We can use a combination of  threat modeling, grid modeling, and data analytics to identify electric grid critical 
components to resilience, which is useful when planning for a resilient grid

➢ We can identify which grid components lead to cascade and collapse more frequently. 

➢ It may be possible to predict grid cascade transitions. That is, predict future system states based on the current 
state during major disasters. 
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