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P EV Charging Context

/" DOE public charger estimates:
« 2021: 46,500 chargers available today
« 2030: Demand for 600,000 chargers

$1T infrastructure law included $5B for EV
charger installations

* Plan: 5-year roll-out of a network of EV
chargers along interstate highways, rural
corridors, and underserved or
disadvantaged communities

« Target: 500,000 chargers with one every
50 miles of interstate highway

- States have until Aug. 1, 2022 to submit
plans for their funding

* There will be federal interoperability and
cybersecurity requirements for state
installations

* Question: what security issues need to
be addressed?

The Washington Post

Transportation

Biden administration plan calls for $5 billion
network of electric-vehicle chargers along

interstates
Grants included in the infrastructure law will help states build a charging network designed to reach highways
every cormer of the country

. 2 Updsted Fabeugey 10, 2022 at 148 pom EST

ki Listen to article 5 min

N almoast

i LS Polities  Econom

EV Charging Network Will Target Interstate Highways

Money approved by Congress for electric-vehicle chargers should first build out a networ

How the EV Industry IsTwinﬂ@ Its Charging Bot oM

THE WALL STREET JOURNAL

k on high-use corridors, federal officials say

e https://www.wsj.com/articles/ev-charging-network-will-target-interstate-highways-11644487200
e hitps://www.washingtonpost.com/transportation/2022/02/10/electric-vehicle-chargina/
» hitps://afdc.energy.gov/stations/states
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Electric Vehicle Charger Pen Testing Research

4 o Goal: Discover and patch EV Supply Equipment
(EVSE) vulnerabilities before exploitation
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o Sandia/ANL investigation

o 8 high power and 4 Level 2 chargers (from 10 companies)
o 2 backend cloud networks
o OCPP 1.6

o 1SO 15118-2 PKI requirements

LFRTIEE !

o Results

o Vulnerability information was provided to industry partners
through secure channels

o Partners addressed many of the findings, or incorporated
changes/mitigations into product roadmaps

o Sandia surveyed known/published EVSE
vulnerabilities and exploits to understand risks
faced by EV charging community




P EVSE Cybersecurity Vulnerabilities

o Four interfaces of primary interest
1. EV couplers — CCS, CHAdeMO,
etc.
2. User terminals — touch screens,
credit card swipes, etc.
3. Internet connections — cellular or
wired backhaul networks

4. Maintenance terminals — local
debugging and service interfaces
(USB, ethernet, etc.)

o Vulnerabilities exist for each interface

o The following slides include a
subset of vulnerabilities that may be
of interest for the industry
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/ EV Connectors — Losing the Car Keys
and Brokenwire

Vulnerability in the Combined Charging System for Electric Vehicles

In 2019, University of Oxford showed you could sniff
Personally-ldentifiable Information (i.e., billing information)
radiated from CCS charging cables

In 2022, the University of Oxford and Armasuisse S+T
extended that work to remotely terminate CCS sessions.

* Radio frequency (RF) interrupts necessary CCS control
communication between the vehicle and charger - Aborts
charge sessions.

* Inexpensive software defined radio (SDR)
 Lessthan 1 W of power.
*  Successful at distance of 47 m.

Attack Scenarios
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Drive- by PrOX|m|ty attacks: car-to-car
attack

Remote
attarnls

e,
¥ A
I 1
140 |
b
g
~ "
FE =

Broken L)

Equipment for attack, including antennas, SDR, and UPS

Charging Stopped

Charging unexpectedly stopped.
Please return plug and try again.

C15 A

Unable to start the charging session
Please disconnect your vehicle and start again
- CCS Vehicle Requested Stop Or Vehicle Pilot Signal Error -

Service Code: 23

https://www.brokenwire.fail/
https://www.usenix.org/conference/usenixsecurity19/pr
esentation/baker
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EV Connectors — Java Log4j/Log4Shell Privilege Escalation

Exploits & Yulnerahilivies

Trend Micro used CCS comms to exploit . . cregs .
Apache logging package Logd]. Examining Loq{lj Vulnetzabllltles In Connected
Cars and Charging Stations

* Log4j vulnerabilities + V2G Injector +
HomePlug GreenPHY key collection
flaws = escalated access privileges on
simulated EVSE running the RISE-

V2G Java stack. oecimner 23,2021
«  Encoded XML payload delivered to of ol ] -
EVSE using the Vehicle-to-Grid <8 E 5 2HHE  Attacked i Normal l
Transfer Protocol (V2GTP) layer. [ evse | [ eveo [ v |
- Vehicles also vulnerable to this attack. e J] oposhophoesofe .
. S . « - - _ SupportecAppProtocalies | |
; : SessionSetupReq i

LILY HAY NEWMAN SECURITY DEC 18, 2821 2:54% PM

ServiceDiscoveryReq
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& i ’ - - - ServiceDiscoveryRes _ _ _ _ _ | i
The Internet Is on Fire ‘ :
A vulnerability in the Log4j logging framework has security teams scrambling to put in a fix.

+ https://www.trendmicro.com/en_us/research/21/l/examining-log4j-vulnerabilities-in-connected-cars.html ©2021 TREND MICRO

e https://www.wired.com/story/log4j-flaw-hacking-internet
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Options for authenticating/billing driver for charging:

* Credit Card
*  Cyber criminals use skimmers/shimmers steal card
information.

«  RFID/MIFARE
*  Cloning risks of using RFID tags and MiFare Classic (13.56
MHz contactless smart cards)
*  Drivers can be tracked if RFID and Charging Station ID are
broadcast (e.g., via unencrypted OCPP 1.6) to e-mobility
roaming providers.

«  NFC/phones
*  Some smart phone apps include EVSE management and
vendor cloud interface vulnerabilities.

* Plug-and-Charge Functionality
*  Questions raised regarding the ISO 15118-2 PKI security

implementation.
. These are being addressed in ISO 15118-20/SAE PKI project.

M. Dalheimer, “Ladeinfrastruktur flr Elektroautos: Ausbau statt Sicherheit (Charging infrastructure for electric cars: expansion instead of security)” in
Proceedings of the 34th Chaos Communication Congress; 2017.

A. Friedland, “Security and Privacy in the Current E-Mobility Charging Infrastructure. In Proceedings of the DeepSec; 2016.

A.C. Wright, J.E. Street, “Charging in the Crosshairs: How EV Drivers Could Become Cyber Criminals’ New Target; 2019.

INL, “Cyber Security Research and Development: Cyber Assessment Report of Level 2 AC Powered Electric Vehicle Supply Equipment,” 2018.
Practical Considerations for Implementation and Scaling ISO 15118 into a Secure EV Charging Ecosystem, 2019.

/" EVSE Operator Interfaces — Authentication Issues

Proxmark3 for sniffing,
reading, and cloning
RF Tags

MIFARE

<soapenv:Envelope xmlns:soapenv="http://schenfts
xmlns:v2 ="http:/www.
xmlns:v2l ="http: /e,

<soapenv:Header/>
<soapenv:Body>
<v2:eRoamingAuthorizeStart>

<v2:SessionID>re/v2:S5essionID>
<v2:EVSEID>DE*GEF*1234567*1</v2:E
<v2:PartnerProductID>ACl</v2:Part

LU

<v2:Identification> APRIL C. WRIGHT
<v21:RFIDmifarefamilyldentific skt
<v21:UID>CAFEBABE23</v21:UT[REELLIL
</v21:RFIDmifarefamilyIdentifi
</v2:Identification>

</v2:eRoamingAuthorizeStart> OCPP diSCIOSing

</soapenv:Body>
</soapenv:Envelopes EVSE ID and _n



/" Internet Interfaces — Web

< Nasr et al. reported multiple web vulnerabilities for the Schneider
> EVlink and other products including:

« Cross-Site Scripting (XSS)

* Cross-Site Request Forgery (CSRF)

« Server-Side Request Forgery (SSRF)

* javascript information exposure

INL found EVSE web vulnerabilities including:

*  Missing authentication methods such as client-side validation
* Unencrypted HTTP for logon credentials

*  Unsanitized logon fields vulnerable to SQL injection attacks

XSS on EVlink allows hijacking the administrator’s session

Vulnerabilities in EV Charging Management Systems
CWE I Vulrsrabibty
4 = 200 306 in Tz 415 rag 755 o1z 947 541 133
EVCEMS Crogs-Site SOL Injection  Information  Mising Au-  Embedded Creva-Site Farged Fiard-Coded  Missing Bate  Server-5ide  COES Miscon- FCDP Miscon- CSWV Injection
Scripting 150 Disclosurne thentication  Secrets Riguest Browsing  Credentials  Limdt Reguest figaration feguration HoEY)
(K55 Forgery (C5RF) Forgery {55RF)
Firmenaans E¥link ¥ ' w w w ¥ w ¥
xChargein ' " e
CEW Exral ¥ W w » ¥
SmantkFox L ¥
Keba » ¥
Ml ChargePoint -
G w w
EW Connect L e
Wek: (AE1S Portal  w W
BasSE EVEAS v i
Enstn: £5] ' h"'
FCEIS " w
ICERAS ¥ ¥
PiControl ¥ w ¥ ¥ W »
Gare C=1 ¥ L
Lancelat ) ¥

T. Nasr, S. Torabi, E. Bou-Harb, C. Fachkha, C. Assi, “Power jacking your station: In-depth security analysis of electric vehicle charging station management systems,” Computers & Security, I

L A AP NS



4 Maintenance/Internet Interfaces — Malicious Firmware Updates
z

/ Many examples of unsigned, unvalidated EV charging firmware

F

/ Software Company \

* INL Case 1: Firmware automatically updated when USB drive oy Divs Rt Ty, QR sl S 5 g s s S}
Firmware Sign {tone) » Access .| Signing o e Hardware Security Wendor Private  ---u
Connected de Teol " contral "\ Framework [ Module (HSM) Signing Key E
v - Kitkericat I H5Ms have secure Vendor gengrates E
. . . . . ':quee:til:f :_ :E::;: cryptoprocessor chipsto  private/ public key H
* INL Case 2: Sniff traffic, steal FTP credentials, compromised il Project manage digial keys and  pair, and provides
b i pas”s-:lhrase Permissions perform digital signature  public key to CA [
11 H 1 i ticn. t tificate ]
server, push out modified firmware to all EVSE devices —‘ P e S phe il |
Internal Code Audit access project keys H
and log activity. H
* Pen Test Partners: platform without authorization did not require \ :
L]
firmware signing e i . 5
Additional ' ; b ——
el . . . Code Signing Certificate Authority Fr—
N I E I f k Data Signed Firmware T sisglfir;a;ili:j:jd : ;
) - H Code Signing CA confirms signer's 1
asr et a . tre Irmware downgrade attaC S *___ff'_p_ft_cf____ Time Stamp Authority identity and provides a signed Chain i
gmre ] certificate that ties the signer to the of E
e =5 e Signed code may also be TpeR AR iic e, .
Signature provided to atime stamp  pEEEEEEEEE———— H
Algorithm 4—1 Private Key authority {T54) to indicate Root Certificate Authority _L ________
System settings [ configuration: ehiel B R SRR i
Flease visi duct Product Product
Produst madat et Produc roduc v roduc
support.etrel.com o get — — The “Verifier” Verifier validates the sign | any certificates | | HSM with Trust Anchors
thes |alesi soltware vesrsEan lor Verifier ‘ Verifier ‘ and Lime stamps using the trust anchor
voir modal, Click an tha Signed Firmware ' :
; y ‘Install new version” bution iana ’__,+ ficati it le Signer's publickey L'
Sl it i R . — Signatura Verification Algorithm + B P ey
k%% e Inuiall naw varsion and follow the instructions to Trust Trust o000 I e M i
upload the lates] aofwarne Anchor Anchor roPt CA}, installed
WRTSIEN 10 YOUF STticn | oata (=] nasn [ during manufacture.
Troubleshooong if & problem soours on your Changing SIaton. plEase Contaot owr ————
Syl g wupport services . The slafon ales aliraes you o dowmbomd
i agrinstic logs, which yoi can send vin & mad 55 an anachmien
Etrel allows attacker with administrator privilege to downgrade the EVSE firmware Example Secure Code Signing Architecture

* Cyber Assessment Report of Level 2 AC Powered Electric Vehicle Supply Equipment, INL Technical Report INL/MIS-18-45521, May 2018.
* https://www.pentestpartners.com/security-blog/smart-car-chargers-plug-n-play-for-hackers/

e T.Nasr, S. Torabi, E. Bou-Harb, C. Fachkha, C. Assi, Computers & Security, Volume 112, 2022.

* J. Johnson, |. Hanke, “Recommendations for Distributed Energy Resource Patching,” Sandia Report SAND2021-11150, September 2021.



https://www.pentestpartners.com/security-blog/smart-car-chargers-plug-n-play-for-hackers/

/ Russian company, Gzhelprom, outsourced components in EV chargers to a Ukrainian Company, Autoenterprise
/ * Charging stations installed in 2020 on the M-11 route with backdoor access
« Recently the chargers were disabled and displayed anti-Putin/pro-Ukraine messages

Malicious Firmware Updates and Supply Chain Vulnerabilities

Hacked electric car charging stations in Russia
display ‘Putin is a d*ckhead’ and ‘glory to Ukraine’

'Oy

mEWPgTPAHCHOPi

A —

https://electrek.co/2022/02/28/hacked-electric-car-charging-stations-russia-displays-putin-dckhead-glory-to-ukraine/
https://www.dailymail.co.uk/news/article-10565697/Russian-electric-vehicle-chargers-hacked-display-message-supporting-Ukraine.html
https://jalopnik.com/russian-company-outsourced-the-main-components-in-ev-ch-1848603252
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7~ Maintenance and Internal Interfaces
/4

Maintenance interfaces are common on EVSEs, including:
e Serial (e.g., RS485, RS232, serial over USB, etc.)

*  Wi-Fi or Ethernet (e.g., SSH, Telnet, HTTP, etc.)

*  Bluetooth

*  Front panel/screen codes

Fraunfofer found USB ports that would copy logs and configuration data
including the OCPP server login and password, and authentication tokens
from previous users.

Pen Test Partners noted issues with secure storage and secure boot.
Example exploit of eoHUB:

« Step 1: Remove the SD card

«  Step 2: Inject root account

«  Step 3: Boot device and SSH into system

«  Step 4: Exfiltrate/modify anything of value

. Full source code of device PENTE ST PARTNERS

*  FTP Credentials
*  SMTP Credentials
¢ Cloud communication encryption/decryption keys

https://media.ccc.de/v/34c3-9092-ladeinfrastruktur_fur_elektroautos _ausbau_statt_sicherheit
https://usa.kaspersky.com/blog/electric-cars-charging-problems/14357/
https://www.pentestpartners.com/security-blog/pwning-a-smart-car-charger-building-a-botnet/
https://www.pentestpartners.com/security-blog/smart-car-chargers-plug-n-play-for-hackers/

#### CONSTANTS ###4

self OFFLINE MODE = False
self.CONFIG_FILE = '
self.FW_ADDED CHKSUM
self.FILE KEY = '
self.CCS_ENC_SECRET_KEY =
self.EO FLASH SYNC ADDR = '
self.UPDATE_FOLDER = " -
self .UPDATE_FILE_NAME = "u
self.CONST_TERM_RESEND = 1
self.CONST_TERM_FAILRE = &I
self.CONST TERM SES CHECK =
self.CONST_CCS_FTP_SVR = |
self.CONST_CCS_FTP_USR = §
self.CONST CCS FTP PASS =
self.CONST_CCS_FTP_PORT =

N



https://media.ccc.de/v/34c3-9092-ladeinfrastruktur_fur_elektroautos_ausbau_statt_sicherheit
https://usa.kaspersky.com/blog/electric-cars-charging-problems/14357/
https://usa.kaspersky.com/blog/electric-cars-charging-problems/14357/
https://www.pentestpartners.com/security-blog/smart-car-chargers-plug-n-play-for-hackers/

How can we

mitigate these
iIssues?
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P Sandia EVSE Cybersecurity Best Practices Infographic

PROTECTING TOMORROW:
SECURITY RECOMMENDATIONS BASED ON EVSE PENETRATION TESTS

o Guidance based on findings
from hands-on assessments

(A \Tat - i - i ;
= R st e S pewy A cy High-level view of the entire
i SITUATIONA . . .
RISK MANAGEMENT AMD CONFIGURATION VULNERABILITY —
MANAGEMENT MANAGEMENT MANAGEMENT NE ecosystem ina Slngle, concise

Establish methodology to priceitize
cylmr Ly i provements Based an sk
ta EvSE operations.

Mairtain updated nessork architecture
diagrame ta identify critical ascars, Intemet
cannectians, apen ports and supported
protocoks.

Establish a pracess for updating deplayed

EWSEs, imchuding ackditianal on-site
martenance activities for critical patches.

INFORMATION SHARING

Create formal process for uploading code
T4 carporate repasinories,

Stage updares for deployment using approval
processes that require multiple persorns
and a separation-of-dutkes model.

Use digital sgratures Tor sl update packages
Us= a boctiosder that supparts secure boat
operations and verifies dgital signatures and
firmware update ingegrity,

o ify the access control system to require
authentication when recanfiguring the EVEE.
Froperly secure and back up coritical
credentials, keys, or crher “secrel” items for
protection in caze of persoonel departurs or
system falure.

EVENT AND INCIDENT

Require iIndividual credentials to log into
sysrerns, Da aol reuse redentials across
differers syste

Cizalkra starage of common credentiak
Iinslde the EVSE anchas
Limit thee urse of systerr
accounts. If regured, 1
shauld be Bmited to a
Empikcry access-coraral
syztemns that support 4
Canfigure ineernal info)
NIST-compliant pass
raili-factar authentic
rompromisad crederi|
attacker access.

SUPHE
AND [&

Estabiish a thweat profiie for the types
af amacks thar are camivan an EVGE
netwarks and back-ered systems ta
=ffectively respord.

Cybersecurity
Practices

IDERATIONS

Ensure physical security and access logging for test
charpers, marlsunrg aeas, and affice spaces

Monitor netveork s and traffic for malicous
anomales. Cansider using network-based and

document

Best Practices

BUSINESS NETWORK & OPERATIONS

" Implement seoure coding practices irchuding ireegrity
checks of code repasiiories and versicn cantrolling.

e se separation of privilege for all EVEE-relsted aperstions.
' Ensure cyhersecurity best practices ke the NIST
Cybersecurity Framewerk ane used for incemal

BEsasATentE, cyber hygiene, patibing, Supply chain
and inzider threat mitgations, atc.

EVSE SECURITY

RESPONSE, CONTINUITY
OF DPERATIONS

| MPIITETT TAPgHer-IBTRCTon Sencis and alanms on
EWSE ersclosures,

DEPgE==.
MANES

There is a dramatic increase in the quartity of elecrc
vebicles [Eve) and EV Supgly equipment (EVSEL High power
EV chargers are commanty being retalisd at workplaces

= EVSE providers, grid operacors, vehicle manufaciurars, and
poverrenent apendi must understand cylie-attacks tarpeting
EVSE chargers can create both bocalized and widespread impacts:

AND COMMUNICATIONS

Encrypt Al commuricabons internal and
external 1o the EVEE.
For external networks, apply best pracices

Ensure that “Toor Open™ alams, system kgin
retifications, and orhes oritical events ane
prioriized and uploaded immediabely toa

Propare EVSE for shipg
process thal inchades <
to document the exact [

and publichy-accessible locations

EWSE oybeermaruinity atacks may impact many oitical
infrastruciure sechars (e g, iramiportation systers,
ENErgy. emergency serdces, manufschuring).

Local mpacts

= Theft of Bil and financisl information

Failure to charge wehicle

~ Frianitize alarms and ensune timely actions on oritcal
g euents

" Encrypt all infoemation shorage deices wathin the EVSE

inchuding retwork segmentation and security cercralized loggirg servce. when it leaves the facll

+  Combdred of id technologies, mobi -
systems =uch s 105 and firewalls. + Take remadiation seps immeciarely ifwhen »  Perfarm quality aseir. ;p;kmmnlf:m ;T:wrwm:ns et Iﬁwmnru - ?;"Q;Fm?rpm‘smﬁr?&:ﬂm"
- i possibli, establish a separate VPN 10 the lags show critical everas, marufacturing step to several risks, inchading: « Loss oF EVSE service avslability EVSE NETWORK

system server for sach EVSE. This would then
block direct communication bebwesn two
EWSE systems.

Facilzane nformamion sharng programs far
SE vendors and network aperstors to
excharge pertinent cyberseournity
INFarMarion with The Commisiny,

Ermure that sscure protocok are ensbled
whenever supported.

Create a Secunty Operations Center (500
that employs security information and ovant
maragement (SEM) andior secirity
orchestration, sutomation and resporse
[50AR] technalogies.

Eszalilish Buisingss contireiity, incident
resporese, and disaster recovery plans and
rediew the strategy regularky.

componenis are used .
hardware & not prosories L
Cisassemble, inspet, §
sample of equipment 3
partners ard location:
Add security mechan
oryptographic materiall
Track all exterral brar
o poreeits: for ey
Create and maintain
ta check against tamp

Hew attack wechors far the LS, eleciric grid

Losss of oustomer data such as perscnally idensfiabke
infarmation and financia information ¥
= Lorbial of the EVSE eplsr-phigtical system hreugh .
the Internet, patentislly offerng a foothald on .

Large-scale impacts
Harvestarg of B and firancisl information

Shutdmam of ertire EVSE charging netwark
Espasure of upsiream and pariner IT retworks

Misconfiguration af EVSE oraating damaging or dangarous conmitions
Lo of comsumer confidence in EVSE eopsystem

Bulk power system impacts

o Uiz natwark segrrardation and VLA 1o
isolate EVSE installatiors

~ Install firewalls and IDSE at key natwark Incatioes,
Inbernal enterprise networks ¥

w" Encrypt all nebwork traffic using a FIPS 140-2 compliant
cryptographic modube.

" Disabile Unmsesssry seviees and pens

' Ensure proper defense in depeh by limiting
azemnal access o davics ta anly autharized users
el davces LSING Coass comtTol Technakgins,

Metwork Protection & Manitoring
FVSE rerworks o0 Nl always Supgart encnyplion
atross necessary data modabtes, such a5 ot rest
or i tramsit.
Inbruskan Detecticn Systerms {|0Ss) ane not
insrallad @ ey metwek Cations, a8, MoT
D 2= and doasd fireveslls,
Lack of proper nebwnork ssgmentation in

Unused, enabled netwark ports in use.
Dehugging poats are not remaved prior
o deployment
Default or system accounts, using
common credentials, present
acoourcabiity for malickous activizies.
The Lise al Cormmen crsdentials presen|s

Faikire mlogcr generate an alarm when intamal
COMPATITANTS are accessad,
Unenerypted starsge slows strackers 1o steal
credentials for use in accessing EVSE or partrer
systems, retworks, and doud serdces.

+ Spacious internal compartments allow placemsent
of malicious hardware to sbéan Pl or finandal

EVSE OPERATIONS

" Valickate | netwerk raffic and EY inpuss bafore
ot thisn inme the EVSE OT nienwerk,

w Utilize secure srust principles such as HW/SW

https://www.researchgate.net/publication/344888849_Recommended_Cybersecurity [ et system adkinisratoes from revbing s T s v and
. . L acl 3N ma| ar damage Internal power access when persanne| we the o wulnerability scanpir i i, .
Practices_for_EV_Charqing_Systems lactranics and sfely AIgARTAoN o 1 IGNGAr feduine access. lutgl‘:uuwrkjudiufrdt{lu:u_ufib||ulnpuk|r|$|:_-|] SBFWaRE 18 gty processes

SIETITS,
Ingufficient physical measures oo detes ard

by EVEE amnersioperators.
identify inerusions.

« Manufacturers and develcpers should follow
secure sodtwane development practices.
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i EVSE Cybersecurity Recommendations — Lots more out there!

Organization/Researchers

Cybersecurity Hardening Suggestions, Technologies, or Topics

U.S. DOT Volpe Center, 2019

Collection of XFC requirements: design, logging, cryptography, communication, assurance, hardening, resiliency, secure operation, etc.

Chan and Zhou, 2014 Cyber—physical challenge-response charging authentication

Sandia, 2021 Broad cyber recommendations for business and EVSE network & operations, EVSE physical and logical interfaces, and EVSE ecosystem.

NREL, 2019 Encrypt data-at-rest and data-in-flight, remove external ports, add tamper alarms, and certify cloud services with FedRAMP.

ElaadNL, 2016 Design, cryptography, communications, system hardening, resilience, access control, logging 1 le, governance, assurance.

ElaadNL, 2019 ility management) security.

Eekelen ef al., 2014 ustomer identity; end-to-end encryption;

Baker & Martinovic, 2019

d new SLAC initialization steps

Chan & Zhou, 2014

Vaidya & Mouftah, 2020

INL, 2017 and 2018

DigiCert, ChargePoint, and Eonti, 2019

requirements, etc.

Fuchs et al., 2019;

Fuchs et al., 2020 protocol

Lee ef al,, 2014 a third-party auditor to thwart EV-EVSE
Hofer et al., 2013

Bao et al., 2018

Miiltin, 2018

Rubio et al., 2018 sectirity, and role-based access control (RBAC) security mechanisms to OCPP

Van Aubel et al., 2019 , and OCPI to provide secrecy and nonrepudiation at the in-dividual data field level

Vaidya & Mouftah, 2018 tem on the OCPP Control Center server

INL, 2018 5, code signing, unique username/password combinations, improve mobile APIs, and securing sessions with a signed certificate
Moroson & Pop, 2017 Neural network trained to detect malicious OCPP traffic

Carlson, 2021 Monitor EV charger operations with intrusion detection framework

Gottumukkala et al., 2019 Use secure-by-design principals, software security, hardware security, and tamper monitoring and resistance

Ghatikar, 2021 Secure Network Interface Card (5-NIC) with secure boot and tamper resistant technologies

Yang, et al.; 2011; Liu et al. 2014

Privacy-preserving technologies for V2G applications
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Interface Research Areas

e Techniques to prevent loss or manipulation of charging communications via
side-channel attacks.
Improved authentication and authorization mechanisms for EV and EVSE S— -
equipment, including those established with PKIs.

1 | EV-to-EVSE

Cther Cloud Services
- Navigation

- Billing

- 3rd Party Apps
- Etc.

)) Cellular T
Authentication

Terminal [ ]

o -

EVSE Vendor and/or
EVSE Operator Cloud
(Web/API)

] E Wired or

EVSE Owner Weelees
Internet Access

Aggregator
(Web/AP1)

e New privacy-preserving authentication solutions for EVs and EV operators.
Improved EVSE credential, data, and PII storage.
e Hardened and sanitized local web services.

2 | EV Operator

Maintenance
Terminals (serial,
Ethernet, USB, JTAG)

Power system m
communications
{e.g., OpenADR, @T

0SCP)

Charger
Master
Gontroller

EV Owner
or Operator

e Communication solutions with end-to-end confidentiality, integrity,
authentication, authorization, non-repudiation, and auditing.

e Novel EVSE firmware update mechanisms that account for key/certificate

3 | EVSE Internet provisioning and storage.

e EVSE network-based intrusion detection and mitigation systems.

e Cloud, website, and API security solutions that prevent manipulation or
information disclosure with authentication on all endpoint operations. Electric Vehicle Supply Equipment

Internal
Communication
Network

Grid Operators Internal

Control Board

Internal
Control Board

Power
Electronics

L

Transmission Distribution

Power

e Host-based intrusion detection systems and tamper-resistant technologies

4 |EVSE for physical and logical access.

Maintenance e Device-level security features, including secure storage, secure bootloaders,
and other software/hardware hardening technologies.
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J. Johnson, T. Berg, B. Anderson, and B. Wright, “Review of Electric
Vehicle Charger Cybersecurity Vulnerabilities, Potential Impacts, and
Defenses,” Energies, vol. 15, no. 11, p. 3931, May 2022, doi:
10.3390/en15113931.

energies

e
[mMDPI|
3

Review

Review of Electric Vehicle Charger Cybersecurity
Vulnerabilities, Potential Impacts, and Defenses

Jay Johnson *, Timothy Berg ), Benjamin Anderson and Brian Wright

check for

updates
Cltstion: fohrson, | ; Berg, T
Anderson, B.: Wright, B Review
of Electric Viehvicls Changer
Cvbersecurity Vilnerabilities.

Poskenitial lmguacts. s Debeses

Esrgioi 209 15,

hont g 1050780 o 190 19
Academic Editor Mario Manhesoni

Eoceived: 10 May X123
Accepied: 24 My N2
Puibishd: 2 May N2

Publinkerr's Mobe: WLH'T stays seuiral
i i o itk el
prisbliahied maps s @istintional s

[P

=) O

Copyright © M2 by the suthors.
Licensee MIFL Basel. Switrerland
This article is an open scos artichs

distbiibed  under B bein il

cimudiions of tw Creative Commons
Attriation (OC BY) lioenss (hitps
el po T g s, by

AL

Sandia National Labosatories, Alboquengoe, NM B7123, USA; thergiisandia.gov (TR
branderibaandia gov (BA ) bjwrightisandia go (BW)
* Cormespondence: jjohns2iksandia gov; Tel: +1.505.284.9586

Abstract: Worldwide growth in electric vehicle use is prompling new installations of private and
public electric vehicle supply squipmaent (EVSE]. EVSE devioes support the electrification of the
Eransportation industry but also represent a inchpin for power sysiems and transportation infras-
tructunes. Cybersecurity researchers have recently identified several vulnerabilities that exist in
EVEE devices, communications to cbectric vehicles (EVs), and upstream services, such as EVSE
wendor coud services, thind party systems, and grid operators. The potential impact of attacks on
these systems stretches from localized, ndatively minor effects to long-term national disruptions.
Fortunately, there is a stromg and expanding collection of information technology (IT) and operational
technology (OT) cybersecurity best practices that may be applied to the EVSE environment to secure
this equipment. In this paper, we survey publicly disclosed EVSE vulnerabilities, the impact of EV
charger cyberattacks, and proposed security probections for EV charging technologies.

Keywords: cybersecurity; chectric vehiche supply equipment (EVSE); electric vehicle (EV); EV chargers;

power system security

1. Introduction

Electric vehicle charging is expected to drastically increase in the next decade. Charg-
ing p(yints in the EU and UK increased from nppnnimnwlr 34,000 in 2014 tov 250,000 in
.‘\'l-'pnmh'r N3, and the [Zurnpe':m Commission has seta target of 1 meilliom fhurg;ing pcuinhe
by 2025 to curb greenhouse gas emissions [1]. Similarly, the United States experienced
a'9.2% quarterly growth rate in public chargers in 2020 Q4 [2] and recently passed the
100,000 public charger mark in March 2021 [3]. In the U5, a bipartisan infrastructure bill
passed in Movembrer 2021 in which USD 7.58 was allocated for developing an EV charging
network across the country [4]. In addition to the expanding prevalence of electric vehicles
and chargers in the passenger vehicle area, there i also an increased adoption of electric
vehickes for medium and heavy duty (ie., freight) applications [5].

Even wilhgnm‘iﬂg vehicle h.lhrr.\'(npn(iriw, USETS are l'xpu;ring faster turnarounds at
chargers. As a result, chargers are becoming increasingly powertul, Extreme fast charging
(XFC) draws 350400+ kW to provide 200 miles of range in about 15 min [£]. For medium
and heavy duty applications rmnging from school and city buses to commercial delivery
and over-the-road trucks, current designs are supporting more than 1 MW per vehicle [7-9).

Charging providers and users alike seek o optimize their use of the growing network
of fast chargers through a variety of highly interconnected and internet-enabled tools. EVSE
must communicate with cloud services, EVs and their battery management systems, and
much more. For example, EV chargers may be integrated into distributed smart grid EV
charging, or interconnected with Building Automation Systems (BAS) or Building Energy
Management Systems (BEMS) [10]. On a larger scale, EV chargers are taking a role in smart
city technologies to help ensure the sustainability of urban living [11]. Automated and
networked connections to grid and microgrid power management and controls round out
the picture of the complexity of EVSE connectivity.

Emergies 2002, 15, 3931, hittps:/ / dol .org./ 10,3390, /en1 5113931

hittpa:/  www.mdipl.com,/journal fenengies
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/" Conclusion

Cybersecurity researchers continue to identify EV charger vulnerabilities
o Part of a continuous process of hardening charging infrastructure against cyberattacks
o EVSE vendors should have bug bounty programs and support responsible disclosure processes
o EVSE vendors and 3 parties should consider adopting zero-trust principles in addition to traditional perimeter
defenses

Federal and state governments should seek policies to improve the security of EVSE systems
o National Electric Vehicle Infrastructure (NEVI) Formula Program adding cybersecurity requirements
o Similar issues exist for the distributed energy resource (DER) industry — there is a growing community
addressing those issues (e.g., SunSpec/Sandia DER Cybersecurity Workgroup)

Comprehensive national cybersecurity approach must include:
o Information sharing programs in conjunction with EVSE/cloud anomaly/intrusion detection systems
o Incident response strategies, especially for coordinated/widespread attacks on grid infrastructure




