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Overview

Developer
Experience

= Evidence
Based
Practice

Customer
Values

* Introduce Evidence-Based Practice (EBP) in

Software Engineering

< EBP - Integrating current best evidence from
research with practical experience and human
values to improve decision-making related to
software development and maintenance.

- Showcase how our team has explored the use
of EBP techniques in our work, and share our
lessons learned.

“* When we combine peer-reviewed evidence with our

professional experience and put it to use in real-
world contexts, we learn.

< We share and discuss what we learn as to build
consensus around those practices.




Software Development Practice Continues to Evolve
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Al-enabled system

Theory of composability for specification methods

model-integrated computing
and quality attributes

Design and analysis methods

Documented patterns and tools for Al-enabled systems

for composition notations,
rules, & relationships

Testing practices for

“Smart composition” Al-enabled systems
technologies

Theory for assured

composition of evidence New quality attributes

based on human
behavior at scale
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development lifecycle Platforms for
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socio-technical
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), capabilities

quantum algorithms

Tool chains for
combining evidence
to re-assure
a system

Data & data models for

Al-augmented paradigms Debugging tools

&techniques

Standardized
New forms of Scaled auto-code : : software stack
evidence of quality generation & repair el speclfic interfaces

languages

VISION

Humans and Al Profiling tools Hybrid classical
are trustworthy quantum algorithms
collaborators that

Automated design,
evolution, and analysis tools

Evidence of developer
acceptance

L Y ' rapidly evolve N o )L J
Research Research systems based on Research Research
Focus Topics programmer intent Topics Focus

Areas

Areas
Engineering Research and Development. Software Engineering Institute, Carnegie-Mellon University. 2021. ‘

Carleton, Anita D., et al. Architecting the Future of Software Engineering: A National Agenda for Software
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7/ Staying Current With Best Practices is Challenging

4
/" Being software professionals at the national labs, we bring to scientific

computing a rich heritage of tools, techniques, and methodologies backed
by over five decades of research and practice.

- We have a responsibility to act on the basis of the best available evidence
as insights continue to emerge. But that's easier said than done!
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What works well in SE, DevOps, ITSM are We have limited time and resources
conventional industry may or understudied in to stay current with the latest
may not translate to our scientific computing findings and trends, and there is
domain. contexts. always something new to learn.

Problem Statement: How do we know we are staying current best practices and doing what's right for

our customers?
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P/ What is Evidence-Based Practice?
/4

/

The goal of evidence-based Developer
practice (EBP) in software Experience
engineering is to integrate
current best evidence from
research with practical
experience and human values
to improve decision-making Research Customer
related to software Evidence Values
development and
maintenance.

Evidence
Based
Practice

Dyba, Tore, Barbara A. Kitchenham, and Magne Jorgensen. "Evidence-based software engineering for practitioners.” IEEE software 22.1 (2005): 58-65.



P/ Parallels with Evidence-Based Practice in Medicine

Evidence-based medicine is not just about the research. Research is
imperfect. And even if the evidence is perfectly quantifiable, neither your
experience nor patient values are.

Part of the beauty and joy of medicine is that it can't be reduced down to a
set of optimized algorithms. Instinct, judgment, and communication all play
key roles.

However, we still need the skills to appraise the evidence we're using, even if
we can't perfectly measure and quantify its validity. Otherwise, we'd be
practicing medicine in the dark, operating completely on faith that what we're
doing is helping our patients.

Dr. Eric N. Strong, MD

Strong, Eric. “An Introduction to Evidence-Based Medicine.”
Strong Medicine; YouTube. 2017 <https://www.youtube.com/P-G2veeYC10>



https://www.youtube.com/watch?v=P-G2veeYC1Q
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/ Navigating the Evidence Hierarchy

d » The foundation of all 5ystematic Reviews :
decision-making is our and Meta-Analyses
experiences as J
practitioners and the D
needs of our Peer-Reviewed
customers. Primary Studies

J

» Incorporating high-
qguality evidence helps
reduce bias and
mitigate risk, enabling
better decision-making.

Our Expertise
and Customer Needs

Breadth of Evidence
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/ Example: How Do We Build Secure DevSecOps Our Experiences

and Customer Values

What is our consensus as a team on
best practices in this space? What
do we already know about this
topic?

What has worked well in previous
DevOps pipeline solutions we’ve
built? How can we extend these

solutions to incorporate security?

What do we know about what our
customers want and need? What are
their values and priorities?




/ Example: How Do We Build Secure DevSecOps Peer-Reviewed
Infrastructure? Primary Studies
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/ Example: How Do We Build Secure DevSecOps

Infrastructure?

Information and Software Technology 141 (2022) 106700
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journal homepage: www.elsevier.com/locate/infsof

Challenges and solutions when adopting DevSecOps: A systematic review
Roshan N. Rajapakse ", Mansooreh Zahedi *, M. Ali Babar “*, Haifeng Shen ¢

* CREST - The Centre for Research on Engineering Software Technologies, School of Computer Science, The Universiy of Adelaide, Adelaide, Australia
" Cyber Security Cooperative Research Centre, Australia
©The HilstLab, Peter Faber Business School, Australian Catholic Univrsity, Sydney, Australia

ARTICLE INFO ABSTRACT

Kewords: Context: DevOps (Development and Operations) has become one of the fastestgrowing software development
Devops paradigms in the industry. However, this trend has p

Security

while maintaining the agility of DevOps. The efforts to integrate security in DevOps have resulted in the
DevSecOps paradigm, which is gaining significant interest from both industry and academia. However, the
adoption of DevSecOps in practice is proving to be a challenge.
Objective: This study aims to systemize the knowledge about the challenges faced by practitioners when
adopting DevSecOps and the proposed solutions reported in the literature. We also aim to identify the areas
that need further research in the future.
Method: We conducted a Systematic Literature Review of 54 peer-reviewed studies. The thematic analysis
method was applied to analyze the extracted data.
Results: We identified 21 challenges related to adopting DevSecOps, 31 specific solutions, and the mapping
between these findings. We also determined key gap areas in this domain by holistically evaluating the
available solutions against the challenges. The results of the study were classified into four themes: People,
Practices, Tools, and Infrastructure. Our findings demonstrate that tool-related challenges and solutions were
the most frequently reported, driven by the need for automation in this paradigm. Shift-left security and
continuous security assessment were two key practices recommended for DevSecOps. People-related factors
were considered ritical for successful DevSecOps adoption but less studied.
Conclusions: We highlight the nced for developer-centered application security testing tools that target the
continuous practices in DevSecOps. More research is needed on how the traditionally manual security practices
mated to suit rapid software deployment cycles. Finally, achieving a suitable balance between the
speed of delivery and security is a significant issue practitioners face in the DevSecOps paradigm.

DevsecOps
Continuous Software Engineering
Systematic Literature Review

1. Introduction One such challenge is ensuring the security of software outputs to
stakeholders while maintaining the agility of DevOps [6].

DevOps (Development and Operations) has led to a paradigm shift Traditionally, security is treated as a non-functional requirement

aimed at removing the traditional boundaries (or “silos”) of the soft-  [10], which is handled at a later stage of the software development

ware development and software operations teams [11. This shift re- life-cycle [11,12]. Accordingly, a set of standard application security

sulted in reducing the time between committing a modification in @ fests or acti

ies are conducted on a software release. These activities
system and that change being placed in a production environment [2].  cither need substantial manual effort (e.g. security code review [131)
DevOps is currently a widely adopted software development paradigm o gre time consuming tasks (e.g., Dynamic Application Security Testing
in the indusiry [3]. This interest in adoption is due to the gains N (pacr) [141). Therefore, applying the same security tests in the context
business value reported by industry practitioners and academic re- ¢ o0 o i O e of deployments. A the same time,

searchers [4]. The mq ommonly reported benefit is the ability t N . . .
earchers [41. The most commonly reported i the ability t0 i ihe rising number of attacks, the security of software is critical
deploy releases faster and more frequently [5]. However, the practices . ° °

: . in today’s context, particularly in a cloud environment. There are
of rapid delivery have presented new challenges to organizations.

* Corresponding author at: CREST - The Centre for Research on Engineering Software Technologies, School of Computer Science, The University of Adelaide,
Adelaide, Australia
E-mail addresses: roshan.rajapakse@adelaide.cdu.au (RN. Rajapakse), h du.au (M. Zahed), ali
(M.A. Babar), Haifeng Shen@acu.cdu.au (H. Shen),
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Available online 22 August 2021

0950-5849/@ 2021 Elsevier B.V. All rights reserved.

Future research directions

Challenges in DevSecOps

Tools

The need for security tools that target developers and not
security experts (i.e., developer-centered security)

The need for security tools that compliment the rapid
deployment cycles in DevSecOps

Application security testing as a service

Challenges related to tool selection in DevSecOps

Security issues resulting from tool complexity and
integration challenges

Limitations of static analysis tools affecting
rapid deployment cycles

Configuration management issues of tools

Limitations of dynamic analysis tools restricting
its usage in DevSecOps
Vulnerabilities affecting CI systems

Limitations of Infrastructure or Configuration as Code
tools and scripts
Security limitations or vulnerabilities affecting
the container ecosystem

Security limitations or vulnerabilities affecting the CDP

Systematic Reviews
and Meta-Analyses

Proposed solutions

Prac-
tices

{:}a

Continuous vulnerability discovery and
management practices

Empirically validated security metrics for DevSecOps

Consensus on shift left and continuous security

Inability to fully automate traditionally
manual security practices to integrate into DevSecOps

Inability to carry out rapid security requirements
assessment

Challenges related to security measurement practices
in rapid deployment environments

Challenges related to continuous security
assessment

Incompatibility between security and DevOps
practices due to velocity of change, complexities and
dependencies

B ge towards tool
Documentation with security support
Adopting best practices for tool usage
Interactive Application Security Testing (IAST) tools

Move to cloud-based solutions (e.g., static analysis as a
service)
Using a virtualization tool to encapsulate part of the
system

Tools

Static analysis for Infrastructure as Code scripts
Using orchestration platforms
Reusable design fragments and security tactics

Tools for continuous vulnerability assessment

Peoplel

Defining security roles in DevSecOps

The need for socio-technical studies addressing people
related challenges in DevSecOps

Inter-team collaboration issues
Challenges in organizational culture
Knowledge gap in security

Insider threats

Using threat analysis practices

Adapting standards pollcles models, service agreements
o testable criteria
Automated vulnerablllty detection through requirement

analysis
Devising security metrics or metric based approaches

Prac-
tices

Big data and behavioral analytics techniques /{'}‘ug

Effective process doct ion and logging

Shifting security to the left

Security patch management using DevOps practices

security practices

Infras-

ructure|
]

Empirically validated frameworks in different contextual
settings

Difficult to adopt DevSecOps in highly regulated
environments (e.g., air-gapped env., medical devices)

Difficult to adopt DevSecOps in resource constrained
environments (e.g., embedded systems, loT)

Difficult to adopt DevSecOps in complex cloud
environments (e.g., multi cloud env.)

Having security champions in the teams
Carrying out organizational HRM programs in parallel

Implementing security knowledge sharing methods and

training Fecpla

Integrity protection frameworks

Facilitating inter-t — ot
with the appropriate controls or standards

Strict access management and policies
Adopting Infrastructure as Code
Model-driven engineering to support DevSecOps

of product-specifi it Infras-
ructure|
Hybrid lifecycles with data-security focus [ ]

e

Creating simulation or replication environments for testing

Framework support for DevSecOps

Are there trends in DevSecOps we should be aware of? Is
the field converging on certain solutions?
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Processes Our Team Has Experimented With

g

& Research
Department 1424

Atk

Best Practices Meetings Rapid Reviews

Software Engineering}

When we combine peer-reviewed evidence with our professional experience
and put it to use in real-world contexts, we learn. We then share and discuss
what we learn to build consensus around those practices.

Milewicz, Re dJm Willenbring, a dD a Vigil. "Research, Develop, Deploy: Building a Full Spectrum Software Engineering and Research
Depa rtm nt." Research Software Engine HPC(RSE HPC -2020). 2020. SAND2020-11072C




/ Key Process: Best Practices Meetings

« We have to stay current with tools and
best practices, and we must always be

looking for better ways to design, develop, ‘e -
and maintain software. We must build
v

74
4 9

strong teams and promote long-term
growth.

« QOur team holds weekly Best Practices
Meetings, round-table discussions where Areas of Improvement Include. ..

team members join together to deliberate —
and discuss the processes and principles Cu't'Va;':fgkr;ﬁ:V'Edge
that lead to high-quality software.
. Examples nclude... Empowering Facilitating Teamwork
< Strategies for backlog prioritization Independence
% Containers and how to use them : -
% Understanding the Liskov Substitution 'mprovaagkiggc's'on'
Principle

’:’ H ow tO con d u Ct Effe Ct|Ve COd e reVi ews D. Trumbo and R. Milewicz, “Poster: Towards a Culture of Continuous Learning

and Improvement within RSE Teams.” 2021 Collegeville Workshop on Scientific
Software, 2021.
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Key Process: Rapid Reviews

- A Rapid Review (RR) Protocol is a
systematic, time-boxed literature review
designed to deliver evidence in a timely and
accessible way.

» Motivated by practical problems and report
results directly to practitioners in the field.

RAPD » Simplify or omit certain steps from full systematic
______________ : g S A reviews, enabling turnaround times measured in
“f L days rather than months

* RR topics have included...
» Requirements gathering techniques

» Software quality incentivization
| , » Best practices in CI/CD pipelines
—— » Optimizations for containers

R. Milewicz, “Towards Evidence-Based Practice in Scientific Software Development,” Sandia National Lab.(SNL-NM), Albuquerque, NM (United
States), Tech. Rep., 2020.




” Techniques

What requirements techniques
have evidence for their
effectiveness, and when and where
should they be applied, particularly
in domain-specific and/or
online/remote contexts?

Primary Studies Secondary Studies

v Example: Rapid Review on Requirements Elicitation

Fvidence Briefing of
Requirements Gathering
Technigues and How to Use
Them

O
h 7

Apply Techniques in Real-
World Contexts

Best Practices
B Meeting on RQ
_Elicitation

Retrospective
Interview About RR




// Discussion: Finding Common Ground With Evidence-
Based Practice

/4

/. We accept that no team member is Research «  We accept that we have a responsibility

perfect, no team is perfect, and no product to act on the basis of the best available
is perfect. There is always room for evidence as acquired through systematic
improvement. and rigorous investigation.

« We should always strive to
integrate current best
evidence with practical
experience and human
values to improve our
decision-making.

- We should always strive
for excellence, make
continuous learning
and improvement
activities part of the
team culture, and keep
each other

accountable. _ _ o
« This requires balancing imperfect

research alongside our instinct,
judgment, and communication. Even
if the evidence is perfectly
quantifiable, neither our experience
nor customer values are,

« This requires a commitment to
humility, honesty, forgiveness, self-
reflection, and a willingness both to
give constructive feedback and
receive constructive feedback.




P/ Conclusion
/4

/"« In this talk, we... RS
- We defined evidence-based practice (EBP) in aé?é,fﬂ%\ °

software development means and why it Pl

matters. s

- We described the techniques our department 35%0

has explored to build consensus around best %%, 6<%
practices. D 6%

- We discussed how to unite principles of
team-based continuous learning and
improvement with empiricism in software
engineering.

« Food For Thought: On the right is a word
cloud of the topics covered by all the
talks and tutorials at ASC S3C. Consider
all of the challenges that we face as
Eractitioners. How might EBP techniques

elp us meet those challenges?
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