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Through the use of a software Bill-of-
Materials and third-party library 

tracking, it is possible to leverage the 
CI/CD system to quickly address CVEs 

that occur in the software supply-chain.

• Software BOM
• CI/CD
• Third Party Library Repository
• Third Party Library Scanning
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Adapted from N. Radzuan (2022), From DevOps to DevSecOps
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An SBOM is a complete inventory of a 
codebase including the open source 
components, the license and version 
information for those open source 
components, and whether there are any 
known vulnerabilities in those 
components.



Third-Party Library SBOM Examples

+--- com.google.code.gson:gson:2.8.7
+--- org.apache.commons:commons-lang3:3.12.0
+--- org.apache.commons:commons-math3:3.6.1
+--- org.springframework.boot:spring-boot-starter-web -> 2.6.1
|    +--- org.springframework.boot:spring-boot-starter:2.6.1
|    |    +--- org.springframework.boot:spring-boot:2.6.1
|    |    |    +--- org.springframework:spring-core:5.3.13
|    |    |    |    \--- org.springframework:spring-jcl:5.3.13
|    |    |    |    \--- org.springframework:spring-context:5.3.13
|    |    |         +--- org.springframework:spring-aop:5.3.13
|    |    |         |    +--- org.springframework:spring-beans:5.3.13
|    |    |         |    |    \--- org.springframework:spring-core:5.3.13 (*)
|    |    |         |    \--- org.springframework:spring-core:5.3.13 (*)
|    |    |         +--- org.springframework:spring-beans:5.3.13 (*)
|    |    |         +--- org.springframework:spring-core:5.3.13 (*)
|    |    |         \--- org.springframework:spring-expression:5.3.13
|    |    |              \--- org.springframework:spring-core:5.3.13 (*)
|    |    +--- org.springframework.boot:spring-boot-autoconfigure:2.6.1
|    |    |    \--- org.springframework.boot:spring-boot:2.6.1 (*)
|    |    +--- org.springframework.boot:spring-boot-starter-logging:2.6.1
|    |    |    +--- ch.qos.logback:logback-classic:1.2.7
|    |    |    |    +--- ch.qos.logback:logback-core:1.2.7
|    |    |    |    \--- org.slf4j:slf4j-api:1.7.32
|    |    |    +--- org.apache.logging.log4j:log4j-to-slf4j:2.14.1
|    |    |    |    +--- org.slf4j:slf4j-api:1.7.25 -> 1.7.32
|    |    |    |    \--- org.apache.logging.log4j:log4j-api:2.14.1
|    |    |    \--- org.slf4j:jul-to-slf4j:1.7.32
|    |    |         \--- org.slf4j:slf4j-api:1.7.32
|    |    +--- jakarta.annotation:jakarta.annotation-api:1.3.5
|    |    +--- org.springframework:spring-core:5.3.13 (*)
|    |    \--- org.yaml:snakeyaml:1.29

…



Third Party Library Visibility Reporting
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What is CVE-2021-44228

• Essentially, an injection-based attack that allowed for remote code 
execution

• At its base, allowed exploiting JNDI to load arbitrary code, and the 
recursive resolution of the formatting strings enabled the exploit

• Though it clearly occurred in the supply-chain, it was not a supply-
chain attack

• Within just 24 hours, almost 200,000 attempted attacks; 72 hours, 
800,000 attacks



Public Timeline log4j Updates
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Identify the Products

With the SBOM, easy to identify the particular 
products.

In theory.

Though the SBOM had the information, 
there was not a central search for the SBOM 
contents.

But find and grep are our friends.



Build (and rebuild) and Publish
For the identified products, execute the standard 
approach.

Update the library version reference & commit.

Allow branch to build and scan.

Merge, build, and release.

Easy-peasy.

Except for high-side networks, COVID Restrictions, 
and the multiple log4j updates…



Work with Others

Communicate with and update platform partners.

Coordinate with external customers.

Pro-active identification and releases allowed zero
-friction between our DevOps and security 
scanning. 
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The SBOM allows for build system 
to flag Third-party library issues 
and fail builds.
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The SBOM supports visibility by 
integrating with multiple alerting 
systems.
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The SBOM provides evidence of 
the as-built configuration with 
versions, licensing, and 
vulnerability reporting.



Lessons Learned

Vulnerable installations from pre
-SBOM days can keep popping 
up

Messaging about vulnerabilities 
demands care

Having an SBOM helps you reduce attack 
surface by consolidating usage of similar 
libraries in different parts of a large 
codebase

Fixing bugs found by static analysis 
demands the same care as fixing any other 
bugs

Elasticsearch or similar 
would be helpful


