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Government owned, contractor operated

FFRDCs are long-term strategic partners
to the federal government, operating in the
public interest with objectivity and
Independence and maintaining core
competencies in missions of national
significance
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MICROSYSTEMS ENGINEERING 4
SCIENCE & APPLICATIONS(MESA S

MESA provides scientific and engineering
expertise in areas such as material growth and
process development for silicon and
compounds, device and product design,
advanced packaging technologies for 3-D
integration, reliability, and failure analysis which
makes possible the custom trusted solutions we

delly# 2 ABHtdMTI¢E S

= Microsystem and electronic
technology research

* Trusted and rad-hard
microelectronics foundry



Example projects available for university collaboration

Electromagnetic pulse interactions with microelectronics
o Collaboration with UC Boulder

> Modeling in COMSOL and lab experiments on test chips fabricated at Sandia

Understanding electromagnetic emanations from microelectronics
o Consultation with UC Boulder and UT Austin

> Modeling in Sandia developed microelectronics simulation environments and validation in test chips

UNMCollaborations (Plusquelic):

Design and resilience of strong Physically Unclonable Functions through data-driven models
Fault analysis on RISC-V microprocessors using advanced features of FPGAs

Fail-Safe RISC-V systems
FPGA applications to Quantum Computing



What we look for in a project



A good place to start
The Heilmeier Catechism

What are you trying to do”? Articulate your objectives using absolutely no
jargon.

How is it done today, and what are the limits of current practice?

What is new in your approach and why do you think it will be
successful?

Who cares? If you are successful, what difference will it
What are the risks?

How much will it cost?

George H. Heilmeier

How long will it take?

DARPA MBS IR HAGRTESTHT iRy TR AP EXEHE O CRIEER FSF Gferiaggegmine what isks are worth aking?

George H. Heilmeier, a former DARPA director (1975-1977), crafted a set of questions known as the "Heilmeier Catechism" to help Agency officials think
through and evaluate proposed research programs.
www.darpa.mil



8 \What is your project about?

' | Are you doing physics or engineering?

Discover — uncommon in HW security, since we are doing engineering, yet

## there is some fundamental discovery missing in the field of HW security

Create — this is very common since we are doing engineering and there
are a lot of mitigations being proposed in research projects

> Going back to Heilmeir — what difference will it make?

@ Prove — assess maybe

o If you are trying to prove that your mitigation works this may be the checkpoint
you get at the end of your project, some level of independent assessment — so
important in security because measurement can be elusive where in other
disciplines it is straightforward.

> And a good assessment can lead to a new project




Fundamental discovery in HW security

PUFs — (a physics problem, Discover)
> What is driving the entropy?

o Will you or the adversary find out first?

o |s the entropy durable through the development process? Is it discoverable? In some

cases it is.

> Here is an example using optical resonators on silicon that shows
the manufacturlng process and ghe physical interactions can vield
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Using a representative design in a test chip, measuring it, understanding the physics of the
oscillators and the manufacturing process a predictive model was built and biases were

revealed that can be broadly applied.

test wafers w. Zortman, D. Trotter, and M. Watts, “Silicon photonics manufacturing,” Opt. Express 18, 23598-23607 (2010).

how understanding
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Finally, the within chip
deviations were extracted.
The spike in device 2 was
due to a mask snap grid
error ... we give the mask
to the adversary.




Other hard problems in hardware security

Side Channel Analysis Countermeasures
- What problem are we trying to solve?
o |s the source of the signal at the gate level or in the power distribution layers?
- Can we do better than masking?

Finding credible supply chain threats

> Modifying a 5nm fabrication line is possible, but it's expensive and risky
o Adversarial projects should point the way

> How will the adversary carry out the attack?

If you are working on countermeasures
o What attack are you trying to defeat
o Consider having a colleague assess your solutions
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* NATIONAL SECURITY PROGRAMS

Provide trusted, threat-informed
pathfinder technology for national
security
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