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Cloud Frontiers (1)

min FY2021 | served as the PI (Principal
Investigator) of a small project focused
on Multicloud Frontiers.

= This category of project explores
existing technologies that potentially
could benefit multiple programs at
Sandia Labs. They occupy a funding
space between single-program applied
work and multi-program research work.

Sandia National Laboratories
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Cloud Frontiers (2)

= The goal of my project as proposed was
to explore leading-edge cloud
capabilities that all the major cloud

vendors were beginning to offer:

- Internet of Things (loT)
- Edge Computing
- High Performance Computing (HPC)

C2E and - Quantum Computing

JWCC
T - Artificial Intelligence (Al) / Machine Learning (ML)

nifeeed mAlthough my title was Multicloud
enterprise ~ Frontiers, for logistical reasons AWS

Agreement
vinacp.was almost solely my target cloud
platform.

Unclassified Unlimited Release
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loT vs. Edge Computing

(1) Sandia National Laboratories
Unclassified Unlimited Release
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loT Computing Paradigm

e Aggregation
e Analysis

e Visualization
e Monitoring
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(1) Sandia National Laboratories
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Edge Computing Paradigm
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loT Computing in AWS

mAWS has a rich set of console-based loT
services as well as device SDKs

mv1.4.9 of the Python loT SDK was used
because it bundles v1.11 of Greengrass
Edge Computing SDK instead of v2.x.

mCommercial/GovCloud only

[ - S
{~ = r":\/ — 1“ ) u
: @ F — (¢ ' HmE—~—o N BN "I
BE| i o
;@; """ AWS loT
..... » _

7 2 ) loT devices AWS services
S Image Source: https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.htm @ Sandia National Laboratories
Unclassified Unlimited Release




Unclassified Unlimited Release

Finding AWS loT Qualified Devices

AWS Partner Device Catalog

er qualif rare with A

Filter by: Clear all Q

. 1-15 of 115 results
¥ Qualifications

AWS loT Core
AWS loT Core for LoRa\WAN

THE THINGS INDUSTRIES

AWS loT Greengrass
FreeRTOS

Amazon Kinesis
Video Streams

¥ Device Type

Asset Tracker
C
Cellular Modem

e The Things Indoor Gateway

Ultra low-cost LoRaWAN gateway w

Development Kit
a integrated Wi-Fi backhaul connect

Edge Server
Gateway [ Router
Hardware Security Module
Industrial PC (IPC)

Shop now
Programmable Automation

Controller (PAC)

Programmable Logic Sualified for AWS ioT Core
Controller (PLC)

Reference Design

VERIZON,

Critical Asset Sensor

Reliable cellular-enabled a
out of the box

2t tracking

Shop now

DEVELCO PRODUCTS A/S

Squid.link Gateway

Flexible and market-ready white-label
oT gateway solution with w
connectivity aptions

Shop mow

RF M

SEGGER MICROCONTROLLER
SBC

Sensor
SOM JCOM
Starter Kit
Storage
Other

* Industry
B Application emPower

» Region
SEGGER emPower is an Evaluation

Board which includes evalua

® Hardware Architecture on

software for an easy start to any loT

* Silicon Vendor
project

T VT S T

Unclassified Unlimited Release

U-BLOX

eblo:

NINA-MFT

NINA-W13

MIMNA-W13 module series with u-
connect software

Secure Wi-Fi connectivity with clowd

or a head start

services natively supported,

QUECTEL WIRELESS SOLUTIONS [ LiSigin
IEEEARRHER LT

BGE5

Multi-mode LFWA module supporting
LTE Cat M1/Cat NB2/EGPRS and
ntegrated GNSS

Sandia National Laboratories
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AWS loT EduKit

SECURE ELEMENT
PORT.C

5x

RGB LED
SK6812
(G25)

D.MIC

SKeg12 SPM1423

(G25) (GO,G34)
6.DOF TP4057 BUILT-IN
MPUGE86 MAGNET

MS5Stack Core2 ESP32 |oT Development
Kit for AWS loT EduKit

Brand: M5Stack
Wwikddd v 2ratings

Price: $42.00 & FREE Retums

Get 550 off instantly: Pay $0.00 $42-66 upon approval for the
Amazon Rewards Visa Card. Mo annual fee.

Reference hardware Kit for use with AWS 10T EdukKit;

« ESP32-DOWDQ6G-V3, supports 2. 4GHz WIiFi, Bluetooth 4.2, BLE;
16M Flash, M PSRAM; Built-in ATECC&08 Trust&G0O hardware
encryption chip;

Capacitive touch screen; Built-in PDM microphone, power indicator,
6-Axis MU, vibration motor, 125 codec, Amplifier, Speaker, RTC,
power button, reset button, 10 x RGB LEDs; SD card slot (supports
up to 16GB); Built-in 500mAh lithium-ion battery, equipped with a
power management chip;

« Suppors FreeRTOS, MicroPythen, UIFlow, Ar duino development
framewaorks;

Walidated through AWS Device Qualification Program

5% off coupon
LABISTS Raspberry Pi 4 BGB RAM

Starter Kit with 128GB Micro 5D Card

: v (8GB RAM)
i e -
% . | L 269
o 1 !
"o

$149.99 prime

Sponsored €

https://www.amazon.com/dp/BO8VGRZYJR/

$42.00
& FREE Returns ~

FREE delivery: Sunday, March
28 Details

Fastest delivery: Thursday,
March 25

Order within & hrs and 31 mins
Details

In Stock.

Qty: 1w

| Add to Cart

ln Buy Now

Secure transaction

Ships from Amazon
Sold by M5Stack Official Store

prime

p —

Enjoy fast, FREE delivery,
exclusive deals and
award-winning movies &
TV shows with Prime

Try Prime and start saving
today with Fast, FREE
Delivery

(1) Sandia National Laboratories
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AWS loT Computing Architecture

eMQTT (Message Queuing Telemetry
Transport) pub/sub messages used for
device communication since supports
low bandwidth/high latency environments

mEach loT device (called a Thing) has a
Shadow that the cloud can populate with
a Desired value and the device can
populate with a Reported value using
MQTT and a REST API endpoint

m Things can be typed and grouped

mDevice-specific PKI certs and associated
IAM policies used for security

Unclassified Unlimited Release
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loT Prototype Architecture

P
m
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v o)
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m
2
wn
O
X
wn ) Rasoberny Pi 3 B BME280
aspberry Fi 5 b+ Temperature/ o
1 Raspberry Pi 4 Barometric Pressure/ AWS loT Core Amazon QuickSight
Humidity / (Altitude)

AWS loT Analytics

- Unclassified Unlimited Release @@
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loT Computing Prototype

=3 Raspberry Pi mData from
devices with GPIO/ Raspberry Pi:
12C sensors sent . CPU temperature
data to lIoT Core - Average CPU percent

] - Number of processes
uloT Analytics - WiFi signal quality

created data table
Data f GPIO/
(dataset) from the = SRl

12C sensor:
data pushed by - Ambient temperature
loT Core . Ambient humidity

= QuickSight pulled - Ambient barometric

e iy h pressure
and visualized that . Altitude (calculated)

dataset Sandia National Laboratories

Unclassified Unlimited Release
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Results: QuickSight Dashboard

¥y Multicloud CapStew loT Sensor Dashboard
Data  Saveas  Share  jmbineb

Avg CPU, ambient (roam), and delta temperatures (C) by day

PLRMLRA
766 [11%)

Avg CPU temperature (C) by day and device Avg WiFi signal, humidity, and CPU load percents by day

Sandia National Laboratories
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Results: QuickSight Mobile App

w! | Verizon F 12:47 PM L% . w' Verizon T 12:47 PM 35% @

+ Multicloud Cap... - « Multicloud Cap... -

Count of measurements by device

Avg CPU, ambient (room), and delta temperatu... '

Dec 22, 2020

Dec 21, 2020

Dec 20, 2020

Sandia National Laboratories
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Mechanics: Raspberry Pi Sensor |/F

GPIO Pinout Diagram

g o E X
!*f:ﬂ;ﬂ.iﬂa!ﬁ g o= -!H!iﬁ'l'
(.1 f 2B Rz B oE o3 B B B8 o3 B o3 OB g8
B 82 o 83 B3 8 o o a 1] a o ai 2 [c] o (5] ] (<] ]

" @ ] L = (] D& 0 =K - " @
O RHEE 5 & sl g ¢4 8¢ § 8 % 5 5
%8 3% & a A $& a2 gl % o &
3 =] (L] a: a B -] a

4 Squarely Placed 40 GPIO SMSC LANS514 USB

Mounting Holes Headers Ethernet Controller

Run Header Used -
to Reset the PI || skttt ot

...............

2x2 USB-A
Ports to PC

Broadcom BCM2835

MicroSD Card Slot
{Underneath)

DSI Display Connector gL
Switching Regulater for
Less Power Consumption

 mitmRaRARRRERER

3.5mm Audic and
Composite Output Jack

5V Micro USBE  HDMI Out Port
Power
C5I Camera

Connector Sandia National Laboratories
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-

~  Mechanics: Things (loT Devices)

AWS loT Things

Things E=)
Search things m Info

Name Type

Raspberry_Pi_Lab_Group_Core RASPBERRYPI sen
Raspberry_Pi_3BPlus_Black RASPBERRYPI ses
Raspberry_Pi_3BPlus_Red RASPBERRYPI sun
Raspberry_Pi_4 RASPBERRYPI -

(1) Sandia National Laboratores
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Mechanics: PKI Certs with IAM Policiesl

AWS loT Certificates

AWS [oT

Policies Raspberry_Pi_loT_Policy
Actiony -
Policies

| Overview P:llh:')-' ARM

Raspberry_Pi_Lab_Gr... Raspberry_Pi_loT_Policy

Date created

Paolicy document

Edit palicy documant

(1) Sandia National Laboratories
Unclassified Unlimited Release
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Mechanics: Auto Push to loT Analytics

AWS lo Rules SendAllPiSensorData2 Analytic

SendAllPiSensorData2Analytics

EMABLED

I Overview Description Edit

y Pis 1o loT Analytics
Rule query statement Edit

The source of the messages nt to process with this rule.

Using S0L version 2016-03-23

Actions

Actions aré what happens wh

@ rule is triggered, Leam more

B Send a message to loT Analytics Edit »

Error action

Optionally set an action that will be executed when something goes wrong with processing your rule.

lll‘ Send a message as an SN5 push notification Remave Edit » @ m Nﬂﬂﬂﬂﬂl lﬂhﬂm
Unclassified Unlimited Release



Unclassified Unlimited Release

Edﬁf extrapola

O
a1 E
92 £ t int
212 - e
94 minutes to exceed threshold = 0
a5 affected sensor = "'
96 = for sensor in sensor data.keys():

# Run linear regression on the sensor data file (i.e., train with the *entire® data set instead of a partitioned training data set)
dataset = pd.read csv(sensor_data[sensor] ['filenams="])

X = dataset.iloc[:, :-1].wvalues
¥ = dataset.iloc[:, 1l].wvalues
regressor = LinearRegression() R 1 (f't d | t t h' t 1 | d t )
regressor.fit (X, ©) egression (1t model 10 recent nistorical data
¥ Project 1nto the near-cerm ruture; first find the highest epoch seconds in the sensor data file.

highest_epoch seconds = 0

with open(sensor data[sensor]['filename'], 'xr') as file:
reader = csv.reader(file, delimiter = ', ")
index = -1

for row in reader:
print (row)
index += 1
if index == 0O:
continne
if int(row[O]) » highest_ epoch_ seconds:
highest_epoch seconds = int(row[0])
$ Now project (extrapolate) into the near-term future based on the regression line calculated
£ (i.e., test with extrapolated wvaluss instead of a dedicated test data set)
future epoch seconds = highest epoch seconds + &0
for x in vange (int(future projection minures)):
future ext=[[future epoch seconds]] . . .
v exc - regressor.preaicr(runure exny| PF€AICION (Near-term extrapolation)
if (v _ext >= float(threshold pct)):
if minutes_to_exceed threshold = 0 or minutes_to_exceed threshold > x + 1:
minutes to_ exceed threshold = x + 1
affected sensor = sensor

break
future_epoch seconds += &0
return minutes to_exceed threshold, affected sensor

(1) Sandia National Laboratores
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7 Mechanics: Subscription Table

Add Subscription ‘

Deployments Subscriptions
Subscriptions
Source Target Topic
Cores
Devices Q?E}b loT Cloud @ gggr;grassCoreWateerelSens multicloud fwaterlevel fsensor wee
Lambdas
pee @ S::;zgraﬂorew.atemeve[sens @ Cloudwatch Metrics:4 cloudwatch/metric/put aes
Connectors
Tags ﬁ']TBJ Raspberry_Pi_3BPlus_Red Q']T& loT Cloud hello/world/pubsub .ee
Settings
@ ErrselgigrasscoreWaterLevelSens ‘ﬁTB' loT Cloud multicloud/waterlevel/edge wes
{1{]}} Raspberry_Pi_3BPlus_Black {i& loT Cloud hellofworld/pubsub e
@ Twilio Notifications:5 éfﬁ:ﬂ loT Cloud twilio/message/status “es
@ Raspberry_Pi_3BPlus_Red @ Srr:_;:gmsstorewmer ISens multicloud fwaterlevel/sensor s
. GreengrassCoreWaterLevelSens .
Q}Tﬁﬂ Raspberry_Pi_3BPlus_Black @ ors.34 multicloud/waterlevel/sensor wee
GreengrassCoreWaterLevelSens. i . e .
@ ore34 #g Twilio Notifications:5 twilio/txt s
) Cloudwatch Metrics:4 ‘fﬁ[} loT Cloud cloudwatch/metric/put/status wes

(711) Sandia National Laboratories
- Unclassified Unlimited Releagse @
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Mechanics: Updating to New Version

mOn Lambda dashboard:

- Change code and save it
- Deploy new code and create new version

mOn loT Core dashboard:

- Remove old version of Lambda function

- Add and parameterize new version of Lambda function
(including all environment variables)

- Delete subscriptions for old version
- Re-create subscriptions for new version
- Reset deployment and deploy

mElapsed time: 10-20 minutes; error-prone

= Mitigations
- Modified code to (mostly) run locally to debug syntax errors
- Used Jupyter Notebook for prototyping LT e—

Unclassified Unlimited Release
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~ " Mechanics: Jupyter Notebooks

: Jupyter scikit-learn Last Checkpoint: a minuta ago (autosaved) i"' Loagout

File Edit w nsert Cell Kemal Widgats Help | Python 3 O

B+ 2 @ B 4+ 4 FRum B C W cod v | =

file_handle.write(file_line)
file handle.close()

Perform linear regression (1.e., supervised l=aming) on the iatest version of the file and plot it

In [25]: wdataset = pd.read csv('D:\MulticloudFrontiers\datasets\water_levels.csv")
wX = wdataset.iloc[:, :-1].values
WY = wdataset.iloc[:, 1].values
from sklearn.linear_model import Linearfegression
wregressor = LinearRegression()
wregressor. Fit(wX, wY)
# Plot the file data
wdataset.plot(x="EpochSeconds”, y="WaterLevelX', style="o')
plt.title( Water Level wvs. Time")
plt.xlabel{ " Time (in Seconds Since Epoch)”)
plt.ylabel( "wWater Level Percent’)
plt. show()

Water Lével vs. Tinb
»  Visterlevel® «*

‘Waker Level Percent
- - 2 B OB S
e 3 2B L3
-
-
L]
L]
-
-
-
-
L]
,
L ]
-
[ ]
L ]

(5
w

-
L]

L 1000 1500 200
Time {in Seconds Since Epoch}

Predict (forecast) every minute for an hour into the future. Greale way to aler 1o a skow leak

In [26]: THRESHOLD = 25.@
future_epoch = highest_spoch + 6@
for x in range(6@):
futwre_ext=[ [futura_spoch]]
y_ext = wregressor.predict(future_ext)
# numpy evidently wonts the old-style format st
print(“Future epoch: %d, futwre water level: ¥1.1f" X (future epoch, y_ext))
if (y_ext »= THRESHOLD):
minutes = x+1
print (“Water level threshold of %1.1f percent is projected to be breached ¥1.1f minutes into the future.™ ¥ (THRESHOLD,n
break
# print{*{:.1f}". format{y_ext))
future_epoch += 68
4 ]

Future epoch: 2348, future water level: 19.5
Future epoch: 2488, future water level: 28.8 M m I_m

Future epoch: 2468, future water level: 28.5




Unclassified Unlimited Release

Mechanics: Group IAM Role / Policies

Raspberry_Pi_Greengrass_Group

Successfully completed Actions ~

Deple Group Role

Greengrass_ServiceRole see

Policies
SecretsManagerReadWrite

Lambdas AmazonSQSFullAccess
AmazonS3FullAccess
CloudWatchFullAccess
CloudWatchLogsFullAccess

Tan AWSGreengrassResourceAccessRolePolicy
AmazonSNSFullAccess

| Settings
AWSGreengrassFullAccess

(1) Sandia National Laboratories
Unclassified Unlimited Release
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High Performance Computing
(HPC)

(] Sandia National Laboratories
Unclassified Unlimited Release
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HPC on AWS (1)

m AWS provides an open source cluster
management tool called AWS
ParallelCluster. It stands up an HPC
cluster using a configuration file and
pcluster CLI commands.

mUnder the covers, AWS ParallelCluster
creates and instantiates a set of nested

CloudFormation templates.

- This is important to know because if something goes wrong
in creating or deleting the cluster, the only way to delete a
corrupted cluster is at the CloudFormation level.

- | have received many “Security Token Expired” or network
errors trying to create or delete clusters.

(] Sandia National Laboratories
Unclassified Unlimited Release


https://github.com/aws/aws-parallelcluster
https://github.com/aws/aws-parallelcluster
https://github.com/aws/aws-parallelcluster

Unclassified Unlimited Release

HPC on AWS (2)

This is a mWhat standing up a cluster actually does
significant is to create a master node (EC2 instance)

behavior (and

oerformance)  that is configured for a particular HPC job

aerence  scheduler, which will stand up compute
dedicated nodes when a job is submitted.

HPC

computer, MAWS reduced support to two HPC job
Jleigate schedulers at the end of 2021.

nodes are
always - Slurm (popular; dynamically spins compute nodes up/down)

running - AWS Batch

m AWS has replicated the traditional batch-
oriented, command-driven interface for
HPC. If it ain’t broke ...

Sandia National Laboratories

Unclassified Unlimited Release
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HPC Example: Calculating Pl (1)

mFirst, configure pcluster itself (one time).
- $env:AWS PROFILE="commercial" [if SRN PowerShell]

- pcluster configure

mNext, stand up a cluster (~10-12 minutes)
+ Senv:AWS PROFILE="commercial"

- pcluster create PI --config
PiDemoCluster.cfg

= Example output from cluster creation
- Beginning cluster creation for cluster: PI
- Creating stack named: parallelcluster-PI
« Status: paralleleifilsiser Pl — CREARFSCEHENNE
sMasiter Pub 11 CIFPSSSSENs S well P>

e ClusterUser: ec2-user

il oile Mo B REE NI o< DoV ate ] Bex S

Unclassified Unlimited Release



In MPI, one
of the
compute
nodes is
considered
the root
node

Unclassified Unlimited Release

HPC Example: Calculating Pl (2)

mNow SSH into master node using Public
IP address and configured PKI key

- pcluster ssh PI -i <*.ppm key with
restricted permissions>

- (Use PUTTY with *.ppk key in Windows.)
mDownload code and scripts from S3

mCompile on master and run on cluster
(~3-5 minutes)
e mpicc MPICalculatePI.c -o MPICalculatePI
-« sbatch ./MPICalculatePI.sh

- {squeue | sinfo}

Sandia National Laboratories
Unclassified Unlimited Release
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S il

Instances (11) infe

Q

Master Node and Compute Nodes

‘ Instance state: running )(|

Name
Master
Compute
Compute
Compute
Compute
Compute
Compute
Compute
Compute
Compute

Compute

v

l Clear filters

Instance ID
i-0ddd8b4c795d41420
i-01b&dbb4a4464fe00
i-0db8f03dabb291393
i-070d4a4a43e95285d
i-0d63a9794094010d0
i-05c011e0ccf174f82
i-0ee720c61113bef37
i-0c41fb55e7a271999
i-0909c804045a7 5fef
i-0204a89aaf0efc139

i-00fde2f044921537d

Unclassified Unlimited Release

Instance state
® Running
& Running
@& Running
@& Running
@& Running
@& Running
® Running
® Running
&) Running
@ Running

@ Running

v

clel
clel
clel
clel
clel
Qq
Qq
QQ
clel
clel
clel

Instance type @
t3.micro
t3.micro
t3.micro
t3.micro
t3.micro
t3.micro
t3.micro
t3.micro
t3.micro
t3.micro

t3.micro

anc e v ] [hcions v [T I
1 @

Status check

& 2/2 checks passec
) 2/2 checks passec
& 2/2 checks passec
& 2/2 checks passec
& 2/2 checks passec
& 2/2 checks passec
& 2/2 checks passec
& 2/2 checks passec
() 2/2 checks passec
& 2/2 checks passec

& 2/2 checks passec

Alarm status

No alarms
No alarms
MNo alarms
MNo alarms
No alarms
No alarms
No alarms
No alarms
No alarms
Mo alarms

No alarms

+ + 4+ ++++++ + +

Availability Zone v
us-east-1f
us-east-1f
us-east-1f
us-east-1f
us-east-1f
us-east-1f
us-east-1f
us-east-1f
us-east-1f
us-east-1f

us-east-1f

Public IPv4 DNS

ec2-3-224-102-2
ec2-3-236-225-1.
ec2-3-236-244-1.
ec2-3-238-28-23
ec2-3-236-173-8
ec2-34-231-180-
ec2-3-215-177-2
ec2-3-235-194-8
ec2-3-238-82-18:
ec2-3-237-3-60.c

ec2-34-238-189-.

L

() Sandia National Laboratories
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HPC Example: Calculating Pl (3)

mCheck output in *.out and *.err files

- Number of nodes was 12; pi calculated as
approximately 3.1421713566497971; error from
the PI25DT constant 1is 0.0005787030600040.

Neverwas  mSlurm will spin down compute nodes

able to

successfully ~ automatically after a period of non-use

request spot

netances  MOther useful pcluster commands

- pcluster 1list
P uisischamSiFa 115 Rl
- pcluster instances PI

s peluster Jstopssliw-iase| update}

mDelete the cluster

- pcluster delete PI
Sandia National Laboratories

Unclassified Unlimited Release
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Running a CFD Simulation on AWS

= A more typical HPC workload is a
Computational Fluid Dynamics (CFD)

simulation
a0 mOpenFOAM was chosen because it is
experimented
with the FDs. ~ OP€éNn source

SMV fire mOpenFOAM was both compiled and

dynamics

simulator executed in HPC mode

- Compiled with 36 nodes on 1 c5n.18xlarge EFA instance
- Executed with 108 nodes on 3 c5n.18xlarge EFA instances

Amazon FSx mThe data plane for the nodes was a
Rt shared Lustre-based parallel file system

mVisualized the output remotely and

Sandia National Laboratories

IOcaI Iy Unclassified Unlimited Release



Takes ~15
minutes

Takes well
over an hour

Takes ~3-5
minutes

Unclassified Unlimited Release

OpenFOAM CFD Simulation Flow

mStand up the CFD cluster

- pcluster create CFD -c ./CFD.cfg

mSSH to master node of cluster
- pcluster ssh CFD -i ./<key pair>.pem

mChange directory to FSx shared file
system; download OpenFOAM from S3.

= From master node, compile OpenFOAM
with 36 EFA-enabled compute nodes

= sbatlch W feamitcenesNEcisT

= From master node, execute OpenFOAM
motorBikeDemo (108 EFA compute nodes)

g dhiEiNe . . Sinbom 1 Weh

Sandia National Laboratories
Unclassified Unlimited Release
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pcluster / slurm for CFD Prototype

PS C:\Users\John\Multicloud> 1s
Directory: C:\Users‘\John\Multicloud
LastWriteTime Length Name

6/8/2021 2:33 PM 1679 cfd _lab key pair.pem
6/12/2621 7:12 PM 1296 config
6/12/20621 7:12 PM 1238 config-arm

PS C:\Users\John\Multicloud> pcluster create cfd -c .\config

Beginning cluster creation for cluster: cfd

Info: There is a newer version 2.10.4 of AWS ParallelCluster available.
Creating stack named: parallelcluster-cfd

Status: parallelcluster-cfd - CREATE_COMPLETE

ClusterUser: ec2-user

MasterPrivateIP: 10.9.0.88

[ec2-user@ip-10-0-0-88 etc]$ cat compile.sh
#!/bin/bash

#SBATCH --job-name=foam-36

#SBATCH --ntasks=36

#SBATCH --output=%x_%j.out

#SBATCH --partition=compute

#SBATCH --constraint=c5n.18xlarge

module load openmpi

source /[fsx/OpenFOAM/OpenFOAM-v2012/etc/bashrc
export WM_NCOMPPROCS=36

cd /fsx/OpenFOAM/OpenFOAM-v2812/

./Allwmake > log.dat

Sandia National Laboratories
Unclassified Unlimited Release



Will not work
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Remote Visualization with NICE DCV

mStand up a GPU-based visualization
instance using a NICE DCV AMI

m Attach to the same FSx for Lustre parallel
file system as the CFD cluster

m Configure DCV permissions and
password and start DCV server

minstall DCV client on local machine

mLog in to visualization instance from local
DCV client

through SRN  m|lnvoke remote visualization software,

Proxy

which ships pixels to the local DCV client

Sandia National Laboratories
Unclassified Unlimited Release
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- o n i —
7 Client Login to Visualization Instance

L= MBCE DY - [}

LV

Please, specfy the sarwer 1o connect.
You may optionally add the port numibber
server| port

1.238. 182 247

(1) Sandia National Laboratories
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~~ " Remote NICE DCV Viz with ParaView
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Elastic Fabric Adapter (EFA)

mEFA is AWS'’s high-throughput OS
bypass networking capability used for

demanding HPC jobs

- EFA is AWS's equivalent of InfiniBand in traditional HPC

- The libfabric API is used with a plugin for AWS's reliable
UDP protocol called SRD (Scalable Reliable Datagram)

Anattempt  mAvailable in a few high end 100 Gbps

to

aoproximate - N€twork bandwidth instances (such as

an HPC c5n.18xlarge) which are put in the same
backplane .
asmuchas  placement group in the same AZ

possible in

hedoud  MDepends on AWS'’s proprietary Nitro
hypervisor, which is mostly HW-based

Sandia National Laboratories
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- &

~~“ EFA Layer Cake

v \ 0 Y

I 1 I 1

| i 1 :

' HPC application : : :

| i 1 :

I 1 1 1

I 1 1 1

I n n 1 1 1

' MPI implementation : t : :

7 | User space i i

I ] I 1

' ' Kernel ! : t

I

: TCP/IP stack E } E E User space

: ! ! i Kernel

| ENA network driver i E EFA kernel driver E }

i : i "

] ] I ]

: ' = | '

| ENA device i ; EFA device i

! : E :

'l-__ ______________________________________ & \‘__ ______________________________________ &
Traditional HPC software stack in EC2 HPC software stack in EC2 with EFA

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/efa.html

(71 Sandia National Laboratories
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SRD Reduces Network Flow Congestion

mSRD enables o Beg

&0 ® ey PP
- 10 "’ ,,,-’: 1D ]ﬂﬁr . Y

Equal-cost Multi- e B S

Y A e 16

Path routing Bag @ By o

1 . : .
10 1o 11010 x'j?,aa"“"

(ECMP) N

- Reduces network flow @;@ e ?B » EAVA S
congestion (and thus bl b P L= ST A,
collisions) by load- SR =L SRS
balancing traffic over R T NS
multiple paths ¢ % L g e,

- Results in much greater Pug T

network throughput /f_‘;:m:;j;_‘a3 @@
- The animated GIF shows @
equal cost paths between

source (purple) and
destination (yellow)

https://www.wikiwand.com/en/IEEE_802.1aq

h) Sandia National Laboratories
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Linear Scaling with EFA

U.S. NAVAL
ESEARC

FBORATORY High Resolution Forecast: Performance - Comparison

Cloud Scaling, 5 Day Long, 19km Resolution Forecast - no 1/O

7000
Performance Improvements: 6000
C5n with EFA on AWS EC2 5000
-;dIfIDU
+ At the highest core counts: o5 3500
- + 3000
= 107% faster than Penguin Ezsoo
= 43% faster than Azure g 2250
- 160% faster than previous AWS ~ 'C i?gg |
- 25% faster than Navy DSRC g |
L. |
51250
+ Min size estimated to meet 7.5 min: & <o
v
- 33% faster than Azure &
E 800
- 23% faster than Navy DSRC S N
ks W\
g 600 b 'y
+ Min size forecast cost estimate: T spg — Navy DSRC (Cray XC-40)
- Azure: $82.97 E i . iWS, c:.lﬂglalrgf, ithedrnet
. . e Zure, r, iInfnioan
- C5n with EFA: $44.02 N Penguin, B30, OmniPath
" —— AWS, c5n.18xlarge, EFA
7.5 min / fcst day
200 ;
® % < B % % 2 9% "aﬁ;:’.’ );r"ﬁ,;vogi (jf"fyi‘?

Process Count

awal Fessarch Laborabory T SR i

https://www.slideshare.net/insideHPC/navgem-on-the-cloud-computational-evaluation-of-cloud-hpc-with-a-global-atmospheric-model

(1) Sandia National Laboratories
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Quantum Computing

(1) Sandia National Laboratories
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Quantum Computing Introduction

= Quantum computing is performed using
quantum bits (Qubits), which exist in

multiple simultaneous states [0:1]

- This phenomenon is called quantum superposition and is
fundamentally a parallel processing play

- Qubits are notoriously unstable and only operative during
very short time windows
+ In the quantum world, if you measure it you change it

Simultaneous . PKI as we know it would no longer be effective in a quantum

states are not world (cf. Shor’s Algorithm)
independent;

entanglement @Quantum entanglement occurs when
gig:gf;ate some groups of simultaneous states

distance. correlate or interact with other groups of
simultaneous states

Unclassified Unlimited Release
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https://en.wikipedia.org/wiki/Shor%27s_algorithm

Unclassified Unlimited Release

Quantum Computing Flows

= AWS Braket flow (to “explore” quantum)

- First, simulate and refine a quantum circuit on conventional
aAWs hardware using a Jupyter Notebook coded in Python

- Then schedule a circuit computation notebook cell on
Amizin Mkt quantum hardware, a.k.a. QPU (Quantum Processing Unit)

mSandia Quantum flow, using its own ion-
trap-based quantum computing capability
< recently made externally available, called
7;"QSCOUT

RS - A proposal must be submitted and accepted to access

- QSCOUT is coded in Jagal quantum assembly language
(Just another quantum assembly language)

- Install the open source package JaqgalPag with samples,
emulators, and transpilers from other quantum languages

- Python Jupyter Notebooks emit Jagal code (111) Sendia National Laboratories
Unclassified Unlimited Release



https://www.sandia.gov/news/publications/labnews/articles/2021/03-12/QSCOUT.html
https://www.sandia.gov/quantum/Projects/QSCOUT_Call2021.html
https://www.sandia.gov/quantum/Projects/quantum_assembly_spec.pdf
https://gitlab.com/jaqal/jaqalpaq

Amazon Braket Devices

Quantum Processing Units (QPUs)

D-Wave — Advantage_system1.1

Quantum Annealer based on superconducting qubits DiWJauE

Quibits Status

5760 DNLINE

Region Mext available

[T C ) @ AVAILABLE MOW

Rigetti — Aspen-8

rigetti

Universal gate-model QPU based on superconducting qubits

Quibits Status

3 (® OFFLINE
Region Mext available
us-west-1 () UNAVAILABLE
Simulators

Amazon Web Services — SV1

Amazon Braket state vector simulator q IE
Quibits Status
34 () ONLINE

Region

Wb ih=, uSownists1, US-vnist-2

Unclassified Unlimited Release

- QPUs and Simulators on AWS

Braket

D-Wave — DW_20000Q_6

Quantum Annealer based on supercenducting qubits

Status
{2 OMLINE

Region Mext available

us=wiest-2 {2) AVAILABLE NOW

Rigetti — Aspen-9

Undversal gate-model QPU based on superconducting qubits

Qubits Status

3 @ ONLINE
Region Mext available
us-west-1 01:14:24

Amazon Web Services — TN1

Amazon Braket tensor network simulator

Qubits Status
50 {2) OMNLINE
Region Mext Labde

us-@asts1, us-west=2 (5] LABLE NOW

Dawaue

rigetti

lonQ

Universal gate-model QPU based on trapped fons

Quiits Status
1 @ DNUMNE

MNext available
() AVAILABLE NOW

(LR




-t
- &

 Jupyter 4_Supardense_coding meed changes) [T
Fis Edi insan Cal Kamad edgls Halp canda_braka ©
B+ »» & B #+ 4+ WRm B C P com v | =3
FEASUMERENT_COUNTST LOUNTEr(] 11 © Tewa))
i
L]
£oe
§n4
[
L1

In [14]:

Unclassified Unlimited Release

fter Simulation, Run Cell on QPU

B E] E] E

Eitinings

Pessage: 1l, Results:
Counter({ 11°: 1888))

device = sDevice( arn
counts = Pet_result{dev
print{counts)

raket:: tdevice/gpufrigeTtifaspen-9°)
ire, &)_folder)

Status: CREATED

Sratus: QUEUED

Status: ALUNNIRG

Status: COMPLETED

measurENT_counts: Counter({‘81°: B65, 1171 81, ‘@@': 45, "18°: 9}

B £ E] =
bitatringa

Counter({'81': 885, “11': 81, '80°: 45, “18°: 8})

Aimazon Braket Tasks

d

Source: https://aws.amazon.com/braket/hardware-providers/rigetti/

(@ QPUs ars region specific. Please saloct the tormact device region for its tks. Leam mon [

Tasks (2]
o

Task id Status
It%aetTe-Tab1-432c-a3bd-c0d 11681 1hS E.'I COMPLETED

OedSccT4-540a-4 187919 -98 Tebd TTTOCR E-:l COMPLETED

Denice ARM
[ arcawsbraketdevioe gpu rigartifAspen. 2

[ arcawsbraketdevioe gpu rigartifAspen. 2

Actions ¥

Created at

Fab 23, 2027 1539 (UTC)]

Fab 23, 2007 1537 (UTC]
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Machine Learning (ML)

(1) Sandia National Laboratories
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X7 8

Types of

Le

arning.
Supervised
(e.g.,
classification)
Unsupervised
(e.g.,
clustering)
Reinforcement
(e.g., robotics)

Unclassified Unlimited Release

The 5 Questions that ML Can Answer

Source: Microsoft
Published: March 2019

April 19,2021

The 5 questions machine learning can answer

Data science predizzﬂfs answers to questions usinq algori’rhms.

It's helpful to think about an algorithm as a recipe and your
data as the ingredients. An algorithm tells how fo combine
and mix the data in order to getan answer. Computers are
like a blender. They do most of the hard work of the
algorithm for you and they do it pretty fast.

It might surprise you, but there are only five questions that
dota science answers:

Question Algorithm family | Example
) Will this copier fail in the
ls this Aor 87 | Classification S R
Yes or no?
|s this credit card charge
Is +his weird? | Anomaly detection | normal?

How muth - or-

What will the Q1 expenses

How many? Regression oe?

How s this ) Which car models have

organized? Clustering the most brake problems?

Whaf should | : For a humidity control

do next? Reintorcement system: adjust humidity
LERITER) or \eave as ist

(111) Sandia Natonal Laboratoris




It's all about
the data.

Unclassified Unlimited Release

The Data Science Work Flow

= 0. Prepare data (training, test, holdout) in ML-ready form

Analyzing the ™ 1. Start with a simple regression or classification model

data,
visualizing
the data,
cleaning the
data,
handling
missing or
suspect data,
transforming
the data.
Stated
another way,
data is
primary,
processing is
secondary.

N

m 2. 1D viz to inspect features for potential transformation
= 3. Rerun the simple model

m 4. 2D viz to compare features pair-wise for interactions
= 5. Rerun the simple model

m 6. 3D viz to see interactions between features and target
m 7. Rerun the simple model

= 8. Consider engineering (synthesizing) new features

= 9. Rerun the simple model

= 10. Dimensionality reduction and/or feature selection

= 11. Rerun the simple model

= 12. Repeat steps 1-11 using different estimators and deep
learning approaches (i.e., transcend the simple model)

= 13. Evaluate final model against the holdout dataset

= 14. Save your model. General rejoicing. a————
Unclassified Unlimited Release
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" Computer Science vs. Data Science

THE #1 PROGRAMMER EXCUSE THE #1 DATA SCIENTIST EXCUSE
FOR LEGITIMATELY SLACKING OFF: FOR LEGITIMATELY SLACKING OFF:
“MY CODE'S COMPILING.” “MY MODEL'S TRAINING*

HEY! GET BACK

HEY! GET BACK
TO WORK:

7

Source: xkcd

(1) Sandia National Laboratores
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ML Technology Landscape

In static 1 T ” -
aaons. e ™ Traditional” (generally regression

ayers define  based) Machine Learning

the . - scikit-learn (the ML Swiss Army Knife)
computational
graph in » Xgboost

d d -
e © mDeep Learning (neural network-based)
injected at - “Deep” refers to the multiple layers in the neural network
g“”t'm‘?- In - Front-end APIs (which define model layers)

?‘/:al‘zglcthe » Keras (used in TensorFlow; now deprecated in MXNet)
S : + Gluon (used in newer releases of MXNet)
computational _
graph is - Back-end Frameworks (which run data through layers)
defined on-the » PyTorch (Facebook; dynamic graph; more used for research)
-fly by the + TensorFlow (Google; static graph; more used for production)
forward + MXNet (Apache; popular with AWS, which generally uses Keras)

computation.

m The use of Jupyter Notebooks in Python
is pervasive in data science [ s aiona tabotres

Unclassified Unlimited Release




Neural
networks are
biologically
inspired
(neurons and
synapses)

Unclassified Unlimited Release

Popular Types of Neural Networks

= Multi-Layer Perceptron (MLP)

- Fully-connected, multi-layer neural network good for speech
recognition and machine translation

m Convolutional Neural Network (CNN)
- 3D arrangement of neurons good for classifying images

mRecurrent Neural Network (RNN)

- Preserves temporal sequence information; good for text
processing, speech recognition, and handwriting recognition.

mLong Short-Term Memory (LSTM)

- RNN variant preserves long-term memory; good for speech.

m Generative Adversarial Network (GAN)
- Generates “deep fake” exemplars from CNN models

mDeep Learning CNNs were my ML focus

Sandia National Laboratories
Unclassified Unlimited Release
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= Neural Network Chart

A mastly complete chart of

D) Backbed input Call N e u ra l N Etwo rks Deep Feed Foraard (DFF)

Mt Celd 2016 Fieelor uars Wi - ik i ralilubia. o

Moigy | % Call
&) wolsy Input Ca Percaptron (F) Feed Farmard [FF} Radial Barsis Network (AEF)

B =adentay
. Probablistic Hidden Cell

@ svikin Hiden Cel Recurrert Neural Network (ANM)  Lang / Short Term Memary (LSTM) - Gatedt Reeurrent Unit (DAL
o

. Dutput Cell
. Masch Input Output Cell
. Aecurmant Cell

A
@ vemorvca Bt Encoter (A} Variatioral AE [VAE) Denaising A€ (OAE) Sparse AE (SAE)
@ oferent themcey et

Kernel

0 Cormalution e Poal

Mariow Chain (MC] Hopfield Network (MM Boltzmann Machine (EM)  Aestricted BM (REN) Deep Balief Metwark (DEN]

Q
2 ° https://towardsdatascience
e .com/the-mostly-complete-
e ap. e ® o .- chart-of-neural-networks-
e & “*g:c@o:g:g explained-3fb6f2367464
O O Q

Cenerative Adversarial Network [GAN] Liguid State Machine (L5M)  Extreme Learrin B Machire (ELM)
Q RN R R N
cis e eise; &
S
e W -
Dewp Aesidual Metwark (DIRM) Koboren Hetwork (KM Support Vector Machine [SVM) Neoral Turieg Mackine (NTM)

() Sandia National Laboratories
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Installing Deep Learning Frameworks

mForward and backward passes through
deep network layers are implemented
using matrix-vector multiplication

= This is fundamentally parallel, so GPUs
are commonly used.

mUnfortunately, each leading Deep
Learning Framework (PyTorch,
TensorFlow, MXNet) requires a different
version of NVIDIA’s CUDA and cuDNN

- Makes it difficult (but not technically impossible) to support
multiple frameworks on the same machine

m AWS takes the curse out of that
“undifferentiated heavy lifting” ™ st s

Unclassified Unlimited Release
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Options for Deep Learning on AWS

mLaunch a GPU-enabled EC2 instance
using a Deep Learning AMI for the
desired OS from AWS Marketplace

- SSH to the instance and invoke Jupyter Notebook. Choose
kernel with desired framework and language version.

- Some environments (i.e., classified) may need to tunnel Ul

gagdel\/'akir through bastion host and require security group changes.
tudio is the
most mLaunch a GPU-enabled Jupyter Notebook

convenient — jnstance from AWS SageMaker

and
serverless, but  + The only option that worked for me on the classified cloud

currently only - Requires special tag values and IAM Access Role
supported on

aws  mLoad the desired framework and
conmeredl  Janguage kernel from SageMaker Studio

’ Sandia National Laboratories

Unclassified Unlimited Release



Unclassified Unlimited Release

-MNIST to Learn CNNs

MNIST/Fashion
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https://deeplizard.com/learn/video/EqpzfvxBx30
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Hyper-
parameter
tuning just
iterates over
hyper-
parameter
ranges and
scrapes
output results
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Several ML CNN Prototypes Created

= MNIST CNN on TensorFlow using Keras in
SageMaker Studio Jupyter Notebook for model
- Two different layer structures used for the Keras CNN
model; the first attempt overfit but the second didn't.
= MNIST CNN on TensorFlow using Keras in
SageMaker Notebook instance for tuning
- Required because of a SageMaker Studio container issue

- Completely restructured the Jupyter Notebook code to
create endpoint and perform hyperparameter tuning

» Note that hyperparameter tuning (which takes about a half hour to
run) does not tune or change the layers of the model

- Real-time inference with hand-drawn digits using endpoint

= MNIST CNN on PyTorch in SageMaker Studio for
comparison

- Observed the differences in the way that dynamic model

graphs and static model graphs are coded Sandia National Laboratories
Unclassified Unlimited Release
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- .
~ = SageMaker Notebook For Tuning

: Jupyter keras-mnist-sagemaker-hyperparameter-endpoint Lsst Checkpoint: 02/01/2022 (autosaved) A Lagout

File Edit I Cell Mot Trusted conda_fens

B+ 3 & B 4+ 4+ HARin B C W Markdown v | = O nbdiff

Find the best hyperparameters with Automatic Model Tuning

This is by far the most expensive part of this exercise, we're gaing 1o use a fair amount of ime on P3 instances here. If you're worried about your AWS caosts,
skip the rest of this notebook and just shut down your Sagebdaker notebook instance now. Tuning took about a half hour

In [13]: | from sagemaker.tensorflow import TensorFlow

tf_estimator = Tensorflow(entry_ point="mnist-train-cnn.py*,
role=raole,
instance_count=1,
instance_type="ml
framework_version='
py_versiom="py37°,
script_mode=True

3. 2xlarge”,
2

In [14]: from sagemaker.tuner import IntegerParameter, CategoricalParameter, ContinucusParameter, HyperparameterTuner

hyperparameter_ranges = {

‘epochs”: IntegerParameter(s, 28},
'learning-rate’: ContinuousParameter{®.8@81, @.1, scaling_type="Logarithmic"),
‘batch-size’: IntegerParameter(32, 1824},

}

objective_metric_name =

objective_type = "Maximize’

metric_definitions = [{"Mame': 'wval_acc’, "Regex': '"val_accuracy: ([@-9%%.]+)"}]

tuner = HyperparameterTuner{estimator=tf_estimator,
objective_metric_name=objective_metric_name,
metric_definitions=metric_definitions,
hyperparameter_ranges=hyperparameter_ranges,
max_jobs=18,
max_parallel_jobs=2,
objective_type=objective_type)

In [ ]: tuner.fit{{"training': tralning_input_path, 'validation': validation_input_path})

Deploy the best model

# Look ot the Hyperparameter tunimg jobs meny
# Namely, the model val_accura
import time

E5
e it the best.

tf_endpoint_name = ‘keras-tf-mnist-' + time.strftime("XY-Em-Ed-XH-EM-Z5", time.gmtime(})

agstic inferenmce accelerators conmot be used.
Low, which seems bemign:

Note that Tensorflow wersion
Lso note that this command o
updote_endpoint is o no-op
See: https://sagemaker. readthedocs. 10/ ‘en/stable/v2. html for details.
tf_predictor = tuner.deploy(initial_imnstance_count=1,

instance_type="ml.c5.large’, M m I_m

andnnint nama-t£ ondnnint nama’

Ok % %
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SageMaker Autopilot (AutoML)

mSageMaker Autopilot automatically
selects the combination of data
1 was the preprocessing and machine learning

metric (a algorithm that best fits your dataset
weighted
avee?agee of mBasically, AutoML applies Machine

Precisionand | earning to Machine Learning

Recall)
mConstraints

- Regression or classification problems; not for deep learning.

- - Data available in CSV format (with header row) in S3
ook about an

houranda  mSageMaker Experiments used to iterate
half using the

default of 250 over potential preprocessing & algorithms

del :
mCan deploy the best model as an endpoint
for real-time inference Sandia National Laboratres
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SageMaker Autopilot Prototype

mCreated a SageMaker Autopilot (AutoML)
experiment using a public domain
housing price CSV data set from Kaggle

mDeployed an endpoint based on the best
model out of 250 iterations

mPerformed real-time inference on a test
set using that endpoint

mCalculated the Confusion Matrix

Confusion Matrix
38 5
1 29

Accuracy=0.9178, Precision=0.8529, Recall=1.2667, F1=1.0194

(1) Sandia National Laboratories
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Sagebaker resouroes
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Experiments and trials
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SageMaker Autopilot in Studi
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Takeaways

m AWS is representative of most cloud vendors and provides leading-edge
capabilities in the cloud. However, only the ML capabilities—and only a
subset—are currently available in both GovCloud and classified clouds.

m These capabilities are most useful when an organization already has a
significant amount of data in the cloud

= However, the nature of the cloud is that it provides a flexible and agile
sandbox for experimentation, exploration, and prototyping

= loT computing is applicable when large numbers of sensors need to be

processed and aggregated

= Edge computing capabilities are applicable to factory floor or fabrication

environments, as well as in-theater battlefield contexts and sensor-based
workgroups in general

= HPC and Quantum Computing capabilities may be less useful at National

Laboratories that have internal access to such computing resources

= However, the rich set of Machine Learning capabilities in the cloud may

prove very useful for rapid prototyping and domain exploration, and
potentially to expose endpoints for real-time inference
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