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SANDIA’S HISTORY IS TRACED TO THE
MANHATTAN PROJECT
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Government owned, contractor operated

FFRDCs are long-term strategic partners to
the federal government, operating in the public
interest with objectivity and independence and
maintaining core competencies in missions of

national significance
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SANDIA ADDRESSES NATIONAL SECURITY

CHALLENGES
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‘ SANDIA HAS FIVE MAJOR
PROGRAM PORTFOLIOS v
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Technology Nuclear
Deterrence

Energy &
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National
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SANDIA HAS FIVE MAJOR

PROGRAM PORTFOLIOS N[ |

Advanced
Science &
Technology

IR BTS00 T i

Deterrence

Perform fundamental and applied R&D to support
the resilience and security of the nation’s energy
system

Provide protection for our nation’s digital and
physical critical infrastructures

Reduce U.S. vulnerability to chemical, biological,
radiological, and nuclear threats

Homeland

Security OLeloEL

—~ Security
g Accelerate transformative innovations in the
: transportation sector through foundational physical
and computational research

National
Security
Programs
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THE CIVILIAN CYBER CHALLENGE: PROTECTING
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‘ CIVILIAN CYBER SUPPORT:

Technical and engineering expertise to address unique challenges

and support policy decisions in 3 key areas:

Cybersecurity

Engineering

Cybersecurity
Risk & Threat

Cybersecurity
Modernizatio
n

Technical expertise and
development efforts seek to
prevent disruption and
enhance recovery
capabilities by
understanding changes to

\the technical landscape. /

Application of

methodologies, tools, and
capabilities reduces risks

that affect increasingly
complex and dynamic
systems.

\. y,
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A robust understanding of
the threat environment, and
current engineering
challenges, leads to the
development of policy to
drive modernization of

\cybersecurity services. y,




9 ‘ CIVILIAN CYBER SUPPORT:

Cybersecurity

& Engineering

Technical expertise and
development efforts seek to
prevent disruption and enhance
recovery capabilities by
understanding changes to the
technical landscape.

-

OPPORTUNITIES FOR PARTNERSHIP

Malware Analysis
Enhance the capabilities of the
intrusion detection services by
improving the ability to discover
and reverse engineer malware.

N

Advanced Analytics
Evolve capabilities through the
addition of Threat Discovery,
Behavioral Analytics, and
Automated Defense.
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. ‘ CIVILIAN CYBER SUPPORT:

Cybersecurity

Risk & Threat

Application of methodologies,
tools, and capabilities reduces
risks that affect increasingly
complex and dynamic systems.

/
OPPORTUNITIES FOR

PARTNERSHIP

£ 77

Risk Metrics

Develop algorithms to identify

clusters of threat activity and

threat actor capability tiers in
order to communicate the value
of intrusion prevention services.

?

HE BN
Cyber Risk Methodologies

Develop a risk methodology focused
on consequences to CI/KR and
federal networks that can be

leveraged for risk decision making.
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CIVILIAN CYBER SUPPORT: CYBERSECURITY
MODERNIZATION

Cybersecurity

Modernization

A robust understanding of the

threat environment, and current
engineering challenges, leads to
the development of policy to drive
modernization of cybersecurity

services.

/
OPPORTUNITIES FOR

PARTNERSHIP

£,

Threat & Architecture

Analysis
Enable smart investment
decisions across the .gov
environment through robust
architecture and threat analysis.

Analysis of Emerging

Trends
Understand the breadth of the
emerging challenges, and
develop mitigation strategies to
maintain and evolve
cybersecurity capabilities.
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Emulytics Overview and
Application
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13 ‘ What is Emulytics?

TRAINING

ACTUAL SYSTEM VIRTUALIZED TESTBED SIMULATION
TESTBED
Interoperabi_xperiment

REAL HARDWARE ‘ ABSTRACT HARDWARE ‘ ABSTRACT HARDWARE
REAL SOFTWARE REAL SOFTWARE ABSTRACT SOFTWARE

Emulytics

TEST &
EVALUATION

00

-
W
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HUMAN HITL EMULATED SIMULATED
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14 ‘ Emulytics Overview

[ Minimeg ) | SCORCH | ‘

Orchestration Platform: Experiment Control Platform

* Launch and manage Virtual Machines » Enables the definition of experiment parameters |
& Containers « Automated changing of parameters and

» Software Defined Networks (SDN) experiment execution "

* Hardware in-the-loop (HITL) - Define, configure, run, fuzz, repeat

 Built in Command and Control

[ HADES J { Sceptre J |

Deception and introspection: Cyber-physical processes & Simulations

» Creates a deception environment « Adds Supervisory control and data acquisition \

* Monitor and track active users from (SCADA) & Industrial Control Systems |
inside and outside the deception « Faithful simulation of physical systems
environment ‘
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Emulytics Stack

Secondary ‘

Primar! El_“”'Y“CS Emulytics Tools

Experimental Design and Control ( A d Other map b
Phenix SCORCH miniweb discovery || to model | |
L P L tools )
Emulation f ) Experiment Tools
SCEPTRE-ICS Protonuke, VNC Drone,
L ) L miniccc )
minimega H Instrumentation tools |
_ _ - S (i.e. Elastic Search,
Resource Reservation (optional) | Igor J L Splunk, etC.) )
Cluster/Hardware d b i
Baremetal Legend I
\ Y, _—
| minimega ]
Packa ec[ Solee R )
9 Firewheel ]
(39 Party ]
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6 I Map to Model — Discovery

Map-to-Model Need:

Map-to-model solutions are
typically
application/customer
specific and human
intensive.

Operators often do not
know what is actually on
their network.

Emulytics Solution:

Emulytics network
discovery and mapping
method was developed to

support a rapid iterative
map-to-model process.

Super Computing 2016 Model

Iocalhost: BOOO/ graph htmi *title=sc1T-12-00 ]
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17 I Map to Model — Discovery E

CAIDA and RouteViews: |

Using CAIDA traceroute
and route views Routing
datasets to build areas of
the internet that are of
interest to study

Center for Applied Internet Data Analysis (CAIDA)

Inferencing:

Build out tools to assist in
the inferencing process to
get a realistic topological
model
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hostnameNB85822
Llog syslog inTormational
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18 I Map to Model — Discovery interface ath2

ip address 134.55.37.58B/308
I

interface gth@
ip address 134.55.39.158/3@
|

interface gthl
ip address 19B.129.33.49/3@

|

Router:NB5822
AS:292 Guess:Talse
RouterInterface:

AS:293

IPs:134.55.39.158/38

Generic: false

Guess: false
RouterInterface:

AS:292

IPs:198.129.33.49/38@

Generic:false

Guess:true
RouterInterface:

AS:293

IPs:134.55.37.58/38@

Generic: false

Guess:false
RouterInterface:

AS5:292

IPs:198.129.78B.53/38@

Generic: false

Guess:true

interface gth3
ip address 19B.129.7B.53/38

ip gspf, area @
|
|

interface lo
ip address 18.8.8.45/32

ip gspf. area @
|

router bgp 292

bagp log-neighbor-changes

neighbor 18.8.8.1 remote—as 292

neighbor 18.8.8.45 update-source 18.8.8.45

neighber 134.55.37.57/38@ remote-as 293
neighber 134.55.37.57/738 update-source 134.55.37.58/3@

neighber 198.129.78.54/38 remote-as 377
neighber 198.129.78.54/38 update-source 198.129.7B.53/38
|

address—family ipwv4 unicast
neighbor 18.8.8.1 route-reflector—-client

neighbor 134.55.37.57/38 next-hop-self

neighbor 198.129.78.54/38 next-hop-self

Router:N3635849
A5:293 Guess:false
RouterInterface:
AS:6B
IPs:192.65.95.1/38@

network 192.43.188B.8/24
network 198.128.8.8/14

exit—address—family
|

réuter ospf
aspf, router—id 18.8.8.45

redistribute connected
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Emulytics Use Case (Minimega)- Cybersecurity and
Operations Exercises . e

Bctvernmy Hba ok

Project Scope

Exploration: Leverage threat
modeling and emulation to
explore how advanced
persistent threats (APTs) can
cause adverse effects on the
way government functions at
the network layer and above.
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Experimentation: Deliver an
experimentation capability
that enables cyber security
teams to leverage adversary
models within representative
emulated networks to answer
questions about
countermeasure prioritization,
detection techniques,

orl\laroor\l Attaclk 1mn
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+ i 0
A" 7 e;C Model
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20

minimega Ul and fast build

If you can draw it
you can launch it

Familiar Ul: Leverage the
feel of other drawing
utilities like visio and lucid
charts with the abllity to
launch virtual machines

Speed of prototyping:
Increase the speed at
which new and
experienced users can
design and launch
experiments.
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miniccc and VNC Drone

miniccc: is a command and
control agent that can be
installed on VMs so that you
can send/receive files and
execute commands from a
central location

VNC Drone: simple VNC
record and play back features
allow users to record behaviors

and programmatically play
back

Protonuke: simple network
generator which contains a client
and a server. Can be deployed to

21 I When Drones attack ... a network E

using a number of protocols
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2 | Emulytics Use Case (Minimega) — Architecture and Organizational
Investment
* Inform and Prioritize .gov Cybersecurity Investments: A cyber threat-driven .gov cybersecurity

investment prioritization tool, providing acquisition recommendations to Federal Civilian
Departments and Agencies to improve their cybersecurity posture.

. Value Add [
Modeled Architecture Implementation (including Notional Architectures) \

Modeled implementation enforces architecture assumptions r

. Rigor of Threat Model g ) g
Incorporation of adversary tools, techniques and methodology based on open wL v
source intelligence
Data-based Metrics

Metrics based on empirical data adds rigor and consistency to scoring
Validation of SME Results

Empirical data augments SME analysis

Analysis
Sensitivity analysis creates robust, tailored RAOs.

Consistency and Efficiency
Replay similar threats and utilize Recommendations,
same metrics within/across SPINS Affirmations, Observations
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23

SCEPTRE

phénix

Sandia’s phénix orchestration tool allows users to quickly Execute live attacks within the
deploy, undeploy, and interact with SCEPTRE ICS

environments

Threat Modeling

SCEPTRE SCADA environment

SCADA Applications

Industry standard software for SCADA applications,
including:

Human Machine Interfaces (HMI)

QOPC and SCADA servers

Database historians

Software Defined Networking

ICS devices (simulated, emulated, real)
communicate and interact via high fidelity
SCADA protocols
ModbusTCP, DNP3, IEC 61850 and 60870
Written to specification

Enabling technology that allows communication between
Hardware-in-the-Loop (HITL) and simulated devices

SCEPTRE ICS Field Devices

Simulated ICS devices

RTUs, PLCs, protection relays, FEPs

Communicate using high fidelity, to spec SCADA protocols
Emulated PLCs
HITL devices such as relays, PLCs, RTUs

End Process Simulation

SCEPTRE integrates field devices and end
process simulations to provide realistic
responses in the physical process as events
occur in the control system and vice versa
Leverage industry standard software to provide
realistic end process models

' 3 o Z=s
o

Real Time SCADA Analysis

Continuously collect data for test and ..
evaluation, design, and analytics

1] a] 1] 1]

IE Il ==

RTU PLC HITL Relay
| 1

Conseguence Modeling

Frequency va. Time

|, 1
el

End Process
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‘ Port Control System Network
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*All of the components run on Windows VMs using the following configuration:
*  Windows Server 2008 R2 Standard x64 Service Pack 1
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Emulytics Demonstration I
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26 | Emulytics Demonstration

Scenario

* A fictious power
company’s IT and OT
infrastructure located in
Texas is modeled

* The infrastructure is
faithfully modeled from
layer 2 and up with all
the necessary services
and physical simulation

* An enterprise user is
social engineered (e.g.,
phishing email) to go to

some website on the
internet

o SCEPTRE
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High-Fidelity Adaptive Deception and Emulation System E

(HADES)

Technical Challenge s T
onge =
* Create a realistic deception son

Operational Network Deception Network \\
Controller

environment e | e E \
* Feels like Real:
' X 51 S2 S3

» Network, Applications, Virtual
Machines, Users, & Data |§|] —

« Seamlessly move the adversary to the
deception environment

® M0n|t0r and traCk the attaCker Wlth k | Copy and Fork } l
minimal impact on the system to [ Hypervisor

Introspection

prevent detection by theadversary ‘

\
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26 I High-Fidelity Adaptive Deception and Emulation System
(HADES)

DATA INPUTS SYSTEM SPECIEICATION DEPLOYMENT PLATFORM

# = o

HADES openstack vn?g}?ire

Passive DNS

Routing/IPs

OS/Devices

Email/ldentities

&

OpenAl

NATURAL LANGUAGE R s ey b et
GENERATION e o>

FALSIFIED DOCUMENTS

SME Inputs

Documents
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