Thislpaperldescribeslobiectiveltechnicallresultsfandianalysis.JAnyj sub|ect|v viewsloflopinionsithatimightibelexpressedin}
helpaperfdojnotinecessarilyjrepresentfthejviewsofftheju.S | rt, tloflEnergyforfithejUnitediStatesjGovernment,

A_Cyber-PhysicaI Experimentation
Platform for Resilience Analysis

Presented by Jamie Thorpe (jthorpe@sandia.gov)

Authors: Jamie Thorpe, Ray Fasano, Meghan Galiardi Sahakian, Amanda Gonzales,
Andrew Hahn, Joshua Morris, Timothy Ortiz, Hannah Reinbolt, Eric D. Vugrin

ACM Workshop on Secure and Trustworthy Cyber-Physical Systems
Baltimore-Washington DC Area
April 27, 2022

B : mmaAl mimmemfpmad i A mt] mmm] T g mlaim alm e mam Al P m lim o e O aliiblpmimn af Ommfim T 1A o e
Sandia National I-‘Sandla Natlonal Laboratorles @5 multlmlsswn IaboratoNclmanaqea'andtoperatedl‘bv"f\lationa?Technoquv‘&h‘Enqineerin&rSqutionsLof(Sandia,*LLC,ja%Nhollv'ownedony

™

SAND2022-3028C

Sandia
National
Laboratories

owned subsidiary of HosubsidiarylofiHoneywelhinternationaliinc.,.for the:U.S.rDepartmentofrEnergy'siNationallNuclear SecurityyAdministrationfunden contrachDE-NA0003525.0003525.



Outline

Motivation

Platform Overview
« System Representation
 Threat Representation
* Metrics
 Experiment Control

Nuclear Power Use Case
Results
Conclusion




Motivation

Iranian Centrifuges (Stuxnet):
~2010

Ukrainian Power Grid
(CrashOverride): 2015, 2016

Chemical Facility Safety Systems
(HatMan): 2017

Industrial control systems are increasingly being targeted by cyber attacks.




Key Questions

How should infrastructure operators prioritize cyber threat planning?

How can we model cyber attacks and systems to inform prioritization
and characterize resilience of critical infrastructure systems?

Can we address these questions in a way that is reliable and gives
guantitative, meaningful results?




ADROC: Advancing the Resilience of Control Systems
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Four Components

* Representation of Industrial Control System
* Representation of Threat(s) of Interest

* Experiment Control

* Metrics




Representation of Industrial Control Systems
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Increasing Realism
Decreasing Flexibility
Increasing Cost
Increasing Time

(5)-9 -
> — ey
ag n'! (=) s (.6}, . 3
o d0 M lung

—In 5 (e ) E_
O r-l.n" I:J'I':I ] = l:""l 1u} I .lE) -
= A= ——

-I I'(x)- .‘:u Fx, 0)dx M:n;.:; l:::_‘..“__ a) Jam

| “ Avn
= In!.f:.t’i:'} f= o) .I”"-' e |
26 ) .

J' rix)|

PN o il

o mT1(8) o0 .. = _afl i

6 P —
- 1 e £ ag" ) &

Increasing Abstraction
Increasing Flexibility
Decreasing Cost
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We have several options for modeling and analyzing cyber threats.




Representation of Industrial Control System
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Representation

The ADROC Platform Leverages SCEPTRE for ICS Emulation and Integrates Threat Emulation Capability.




Representation of Threats

Several tools available to model threats in a high-
fidelity, automated way

CALDERA is a MITRE-developed threat emulator
» Attack profile, including capabilities and goals
* Automated

* Closely tied to MITRE ATT&CK framework

*  Opportunity to add plug-ins

CALDERA

The ADROC Platform Integrates CALDERA with SCEPTRE and Extends CALDERA with ICS-Targeted Threats.




Experiment Control

Expt. Control & Metrics: RevRun

£ - Minimum acceptdble production
[ CALDERA W rsadrnend
u E | | Scennrinlundetatwc:::!"i“im L
INPUTS: Threat Emulators: Emulated System: Outputs:
Threats CALDERA & SCEPTRE Consequences &

ManiPI1O Metrics

X

RIS

dadaaaa

:




Metrics

System Level Overall System
(Architecture)

Evaluation

Major Cyber
Physical/Mission e Situational
Awareness
Components
Device Sub-group KIXM Sub-grou Sub-group EIIM Sub-grou Sub-group LI Sub-group Sub-group XXM Sub-grou
group group group group group g group group
Groupings '
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Device/Data
N Device Device Device [Id Device Device [XJ Device Device Device [] Device
Collection Level

The Resilience VeRification Unit (RevRun) contains an extensible library of

resilience metrics for analyzing emulation results.




Use Case

System: Pressurized Water Reactor for Nuclear Power Generation

Threat: Worm from the Corporate Network Performs Data Injection




Scenario: Attack on Nuclear Power Plant
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Attacker Goal: Cause Unsafe Conditions in the System




Attack Specification

Scenario | Corporate Network: SCADA Network:
i Attack Path Target & Effect

0 N/A N/A
1 RCP PLC: set speed to 0 - overheat core
2 SG PLC: set valve position to 0> increase pressure, overheat core
Full path
3 RCP & SG PLC: change set point in RCP PLC & provide constant sensor reading

into SG PLC

RCP PLC: mimic broken sensor by toggling flow value between 0 and 100
RCP PLC: set speed to 0 - overheat core

SG PLC: set valve position to 0> increase pressure, overheat core

~N OO o b~

Min path RCP & SG PLC: change set point in RCP PLC & provide constant sensor reading
into SG PLC

8 RCP PLC: mimic broken sensor by toggling flow value between 0 and 100

RCP = Reactor Coolant Pump SG = Steam Generator PLC = Programmable Logic Controller




Metrics of Interest

Data Source

Metric

Pressure

1st time pressure exceeds 8.974 MPa*

Reactor Core Temp

1st time temp exceeds 580K *

DNBR

1st time DNBR drops below 1.3*

PWR Coolant Flow

Cumulative diff between nominal and attack values

Traffic between C2 server and privileged device

Cumulative packet count

Traffic between C2 server and SCADA Workstation

time 1st packet is sent

PWR = Pressurized Water Reactor DNBR = Departure From Nucleate Boiling Ratio C2 = Command & Control

*Triggers Reactor Protection Scheme
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Top Level Scores

Target
Coolant Pump

Std

Without
Insider

Knowledge

Attack 1 Attack 2 Attack 3 Attack 4
0.5 A 0.869 0.856 0.86

With Insider
Knowledge

Attack 5 Attack 6 Attack 7 Attack 8
0.156 q it 0.78 0.773 0.779

Attacks of Highest Concern: Numbers 1 and 5

@ 0-05

® 05-08

® 08-1




Attack Effects: Temperature

Reactor Temperature
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Attack Effects: Pressure

Pascals
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Attack Effects: Speed of Malware

CALDERA Beacon Packets from SCADA Workstation
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Conclusion

Cyber resilience is a growing need for ICS W
2. 9@

The ADROC platform uses system emulation to ‘ 31: 5

* Model the system of interest 2; g
/. © )

* Model the threats of interest
* (Generate data to quantify the impact of the threat on the system
* Prioritize threats by their impact to the system mission




Questions?

Jamie Thorpe, jthorpe@sandia.gov




