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2 | DER: Cyber Threat Landscape

DER systems are increasingly being adopted

DER technologies are liable to physical and cyber security threats
» Technologically developed countries are more prone to these cyber threats
» Technology enables audacious attackers to hack and spy on these countries
* Network, systems, devices are increasingly connected in developed countries

Recent Trends

» Cyber attacks on critical infrastructure — power plants, energy pipelines, water
systems, and transportation networks

» Cyber security attacks on DER systems are increasing. Known examples include:

» Stuxnet — cyber warfare attack against the “air-gapped” network of a nuclear facility in
January 2010

» Ukrainian Blackout — coordinated grid attack in December 2015
 Large Distributed Denial-of-Service (DDoS) attack using a botnet of loT devices affected
many websites including Amazon, Twitter, and Netflix in October 2016

Sandia National Laboratories is a multi-mission laboratory managed and operated by National Technology and
Engineering Solutions of Sandia, LLC, a wholly owned subsidiary of Honeywell International Inc., for the U.S.
Department of Energy’s National Nuclear Security Administration under contract DE-NA0003525.
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3 I Growing Cyberattacks Worldwide on Critical Infrastructure
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+ I Today’s Discussion on Cybersecurity and DER Systems

Cyber Threat Analysis (speaker: Gordon Lum)
* Understanding cyber threats to DER systems
* Defining best practices for threat mitigation

Enable secure communication for DER interoperability using PKI
(speaker: Tom Tansy)

* PKl is emerging as the de-facto standard for authentication, identification, and digital
signatures

* Facilitating DER device and data authentication trust using PKI

Emerging technologies to mitigate DER network attacks (speaker:
Adrian Chavez)
* Improving secure communication by creating uncertainties

» Using automation and unpredictable communication paths to increase the difficulty of
an attack

« Adapting with automation via machine learning and software-defined networking
techniques
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