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Detection of False Data Injection Attacks In Battery Stacks Using Physics-

Based Modeling and Cumulative Sum Algorithm

Abstract Method : . Case Studies Results
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As the power grid 1s modernized by adding electrical components that may be connected to the FDIA Detection using CUSUM Algorithm k=05 Attack on a Single Sensor ** Successfully detected attacks (as low as £500 ul)
internet, the grid and its associated energy storage systems have become more vulnerable to injected in a single sensor with no false alarms
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 Used to detect a shift in the mean of a stationary random process - l g * Most likely FDIA due to the cost and effort associated with CUSUM Charts  [—31 —=
cyberattacks. Battery Energy Storage Systems (BESSs) employ a Battery Management System Fig. 1 is a flowchart that describes the processes to detect an FDIA . . launching a FDIA , e | — |
BMS) that i ible for the safe and effici ' f th includi Imati : : Determine population e o e
( . ) that 1s responsible for the sa ? an .e OICIOCIlt operqtlon p .t € system, 1nc u.mg. estimating using the CUSUM Algorithm mean and standard  Was tested on a three-cell battery stack 5 $ oo
variables to ensure the system remains within its operating limits. False Data Injection Attacks . A 4d4s data over time and adds/subtracts a correction term to deviation + Voltage sensors susceptible to attacks: i .
(FDIAs), a type of cyber attack, could be used to manipulate sensor readings, which could cause determine if the system goes out of bounds 'A L | ot 1o Vbt 2 Ubar 3 Vetacr R FR— T — 2
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the BMS to inaccurately .estlmate variables critical to the systetp s operation, in this case the State + The upper (UCL) and lower bounds (LCL) are symmetric about divided into samples vy sonsot s festad with & sty ot b fnes and < .. o
of Charge (SoC). The impact of FDIAs could be degradation of the BESS or poor system the horizontal axis: Calutate Bounde magnitudes : :
performance. This poster presents a method for accurate SoC estimation for stacks of batteries and UCL = ho- , : - : s, S
: o , , , = Nno; | * Goal: to determine the minimum magnitude attack that was ° DL IO
detection of FDIA injected in voltage sensors using physics-based models, an Extended Kalman ILCL = —ho- ¥ ¥ d ble by the CUSUM Algorith . . .
Filter (EKF), and a Cumulative Sum (CUSUM) algorithm. Case studies were performed to verif - - i : Upper Control Limit Lower Control Limit clectable by the gortthm Fig. 5: CUSUM Charts with a +1 mV Attack Injected to the
Hte ) . 412 ' vere periol e Y Where h 1s a correction term and o5 1s the population standard - (UCL] T Vpat 1 Measurement at t = 5500
the effectiveness of the proposed methods in various practical problems, including identifying the deviation. | |
minimum detectable attacks and detecting an attack when a single sensor or multiple sensors are + High Sum (SH) and Low Sum (SL) are used to more accurately nitilize SH =0 initizlize 5L =0 Observability Study
compromised by the attack. The CUSUM algorithm was found to detect small magnitude attacks determine the presence of FDIA than using a single sum Calculate High Calculate Low * Observability 1s a measure of whether a system 1s observable, * For a stack f)f two batteries, the system remgmed
with no false alarms. Detecting and responding to FDIAs i1s critical to the safety and reliability of SH, = max(0,Z, — u — ko, + SH,_;) Cumulative Sum Cumulative Sum unobservable systems are unable to perform state variable observable in the event of a single sensor failure,
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the electrical grid, and the proposed method was able to detect attacks that evaded other commonly SL; = min(0,Z — u + ko, + SL;_,) estimation therefore state variables were able to be accurately
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used detection mechanisms. Where Z; is the residual data, p is the population mean, k is a X * A system may become unobservable when one or more sensors . estimated
correction term, o3 1s the population standard deviation, SH;_4 vES Within vEs_ | become disconnected / offline 6 S W USRS .added ey e
Introduction and SL;_, are the previous high sum and low sum, respectively. Sounds? * Was tested on a two-cell battery stack STEUEE 6 IO robust.estlmator .

he ol loridisb dated to hel bl d * The data mput into the CUSUM algorithm was the a priori | * Voltage sensors that could go oftline: vpqa¢,1, Vpat,2) Vstack ** In the event of a multi-sensor failure (where more

* The electrical grid 1s being updated to help integrate renewable resources, and to improve . . . . ' : ' '
reliability ava;glability co;gt :n d efficienc 5 S b residual data (the unadjusted difference between the estimated rlﬂ * The Vs¢qcr measurement added redundancy to the sensor thanbone sirllsor gagle.d at Enge), thle dsystle m bec]j e
’ ) MUSE . | | lues): measurements, as it was a combination of the other LB EIS Q7RIS B IR AAOL S a8 )T S EL0LS

* These updates require the addition of new systems to be connected to the grid: SCRSOT va 1;[3]5( r‘;d_aﬁui ;6[32?01 ;El[lillelj)— 1] measurements (Vg 1 and vy ») effective to estimate states or detect FDIA using the

* Energy Storage Systems (ESSs): 1n this case Battery Energy Storage Systems (BESSs) : L : ( Aftack Present ) SN ' - ' : a priori residual

) . . here z is the a priori residual. v is the actual measurement * Goal: to determine 1f state variables could still be accuratel
 Electrical Components: sensors (voltage, current, temperature), communication devices, Where z 1s the P JOTLTES dual, y 1s the CHual MEASUTEMELIS : : : Y
(sensor values), ¥ is the sensor values estimated from the battery estimated in the event of sensor failure(s)

hardware components. These components may or may not be connected to the internet.

 Battery Energy Storage Systems Overview model, and k 1s the time step.

Fig. 1 : CUSUM Algorithm Flowchart

: : 1 . * An out-of-boun tem 1ndicates FDIA 1s present : : :
* Most commonly, stacks (multiple batteries connected together) of Lithium Ion (Li-ion) out-of-bounds system indicates > PIESE Time-To-Detection Analysis . . .
. L. S : .. : *¢ The CUSUM was found to be effective in online
batteries are used in grid applications * Time-To-Detection 1s a measure of how quickly an attack was : . L
. . . . . . . and offline grid applications
« A Battery Management System (BMS) 1s responsible for making sure the batteries perform Appllc ation detected by the CUSUM Algorithm % In all offline experiments the attacks were detected
within their operating and safety specifications, collecting data about the batteries (current, Modeling of Battery Enersy Storage * Calculated for online and offline applications i1 Tess than 0.1 s
voltage, and temperature), performing state variable estimation, monitoring the health of the 5 - B st * Online applications: done in real-time, the amount of time 1t~ In all online e;x eriments the attacks were detected
system and ensuring the system is safe System Stacks took the CUSUM Algorithm to detect an attack from the time it ~ . b .
: : : . : . in less than 10 s (sometimes less than 1 s)
* State variables cannot be measured and must be estimated by the BMS, inaccurate * A simple battery stack can be represented using an had been injected to a sensor . , .
L. ’ ~ . LT . . L . . ¢ In general it took significantly longer to detect
estimation could make the system unsafe Q Equivalent Circuit Model (ECM) (Fig. 2) and a Charge  Offline applications: typically done over a longer timeframe . ) . :
. . : L : S . : . 1 th  1ua] I attacks 1n online applications than offline
e The state variable State of Charge (SoC) was investigated in this study. The SoC is a 2 Reservoir Model (CRM) (Fig. 3) (ex: once a day), once all the residual data was collected and olicat; . .
, , . : : : : . pplications, this 1s because the CUSUM Algorithm
measure of how much charge 1s left on a battery relative to the total charge (ex: when your ~." « Equations were derived from Fig. 2 and Fig. 3 to stored, it was run through the CUSUM Algorithm all at once. _ ,
o : . : . . : : : had to wait for the system to generate residual data
phone battery has 86% remaining, the SoC would be 0.86) approximate the physics of the batteries * Goal: to determine if CUSUM Algorithm is fast enough to work in - real time
* The SoC can be estimated using Equivalent Circuit Models (ECM) and Charge Reservoir * The battery model (ECM and CRM) was used to real-world applications
Models (CRM) that approximate the physics of battery systems estimate state variables for each battery cell in the stack Attack Multiole S
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* With more devices being connected to the internet, the grid and its BESS have become more Resistor-Capacitor circuit (Fig. 2) Sy to occur 11 an attack on a single sensor will suttice, but b ik so e wo iy
vulnerable to cyberattacks * State of Charge: SoC (¢q, ..., ¢y) (Fig. 3) included for completeness
« Common cyberattacks include: * Sensors were used to take measurements for each * Was tested on a three-cell battery stack (with mimimum detectable- CUSUM Charts [T e, — /o,
» Denial of Service (DoS): prevents the system from doing its desired purpose by battery cell in the stack magnitude attacks, where applicable) gt g Ve
spamming the system with error messages * Voltage drop across each battery cell (Vpq¢ 1, * Voltage sensors susceptible to attacks: 7 3, N
* Replay Attacks: replacing new sensor measurements with old, repeated measurements so ‘ . Upat.N) Ubat,1» Vbat,2» Vbat,3» Vstack g g,
the system is performing with out-of-date information * Total voltage drop across the battery stack (Vyrqci) * Every combination of sensors was tested with a variety of B e —
* False Data Injection Attacks (FDIAs): manipulates sensor readings that are needed for Fig. 3: Charge Reservoir Model for Stack of N Batteries * The a priori residual data, used in the CUSUM attack times and magnitudes el e
state variable estimation, this causes inaccurate estimation and incorrect orders from algorithm, was generated using this model * Attack scenarios included: o | c o 3 o
management systems * Attacks of the same magnitude, injected at the same time g, g,
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* The attacker typically has knowledge of the system design and targets sensors battery model during simulation : SaC, K] * Attacks of different magnitudes, injected at different times
» Require additional detection mechanisms to be discovered . Tested on sinele sensors and f - * Goal: to determine if the CUSUM Algorithm was able to detect Fig. 6: CUSUM Charts with a +500 uV Attack Injected to
e Couldb doml ted or t ted t ifi t cs1e O SINSIC SENSOTS ' ' ' ' ' ' ' ' attacks when multiple sensors were injected with FDIA the vpqe1 and vy, measurement at t = 5500
ould be randomly generated or targeted to a SpeCilic systiein multiple sensors 0 1000 2000 3000 4000 5000 6000 7000 8000 9000
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‘ * Tested at random timesteps
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Damage to equipment, including degradation of batteries

This work was supported by the U.S. Department of Energy, Office Electricity, Energy Storage program. Sandia National Laboratories is a multimission laboratory managed and Flectrical Erameosn Desariment at Hleerioal Broomeorine Depariment Ereras Storens Torholo & Systems Sand
@ EN operated by National Technology and Engineering Solutions of Sandia, LLC., a wholly owned subsidiary of Honeywell International, Inc., for the U.S. Department of Energy National O o s Tiesas Tech Universi e baueraue, MM USA TEXAS TECH Ng’[[]ioﬁlal
. o~y . . . . . . . . . . o . ational Laboratories ubbock, 124, revi@sandia.gov B ———————————————
A rve~cy  Nuclear Security Administration under contract DE-NA-0003525. This paper describes objective technical results and analysis. Any subjective views or opinions that mlght be expressed Lubbock 5 1 Albaer e AL USA vittal.rao@tu.cdu rdtrevi@sandia.gox :
N’ VA' ayﬂ v’ictoria.obrien(ﬁlttu.e;du_, , UNIVERSITY. laboratorles

e sesmnesier i the paper do not necessarily represent the views of the U.S. Department of Energy or the United States Government. SAND . coipovmeies nmeco o masse ros o oy s o st o ooy vaobrie@sandia.gov

diary of Honeywelll t |I f th US D p artment fE gy N tional Nuclea S urity Admm t t d ontract DE- NA0003525




