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Abstract—Fabric-attached memory (FAM) is proposed to en-
able the seamless integration of directly accessible memory
modules attached to the shared system fabric, which will provide
future systems with flexible memory integration options, mitigate
underutilization, and facilitate data sharing. Recently proposed
interconnects, such as Gen-Z and Compute Express Link (CXL),
define security, correctness, and performance requirements of
fabric-attached devices, including memory. These initiatives are
supported by most major system and processor vendors, bringing
widespread adoption of FAM-enabled systems one step closer to
reality and security concerns to the forefront.

This paper discusses the challenges for adapting secure mem-
ory implementations to FAM-enabled systems for the first time
in literature. Specifically, we observe that handling the security
metadata used to protect fabric-attached memories needs to
be done deliberately to eliminate unintentional integrity check
failures and/or security vulnerabilities, caused by an inconsistent
view of the shared security metadata across nodes. Our scheme,
Minerva, elegantly adapts secure memory implementations to
support FAM-enabled systems with negligible performance over-
heads (3.8% of an ideal scheme), compared to the performance
overhead (99.5% of an ideal scheme) for a scheme that uses
conventional invalidation-based cache coherence to ensure the
consistency of security metadata across nodes.

I. INTRODUCTION

The continued growth of large-scale scientific computing,
diversity of workloads, and virtual machine consolidation all
points to an increased need for larger memory capacity [28].
To increase the accessible memory for each computing node,
minimize the memory under-utilization, and reduce the mem-
ory access latencies researchers proposed the disaggregation
of memory modules from the computing nodes [23]. The
increasing popularity of memory disaggregation led major
vendors to formalize a connection fabric i.e., Gen-Z [6], CCIX
[2], CXL [3]. Such fabrics enable a new system architecture
where computing nodes and memory modules are connected to
the system’s fabric, in which each processing node can access
the memory modules without passing through other processing
nodes. The huge memory capacity requirement for Fabric-
Attached Memory (FAM) architectures, makes the emerging
Non-Volatile Memories (NVMs) an appealing option as one
of the main building blocks of the main memory.

The emerging NVMs stand as an appealing candidate for
several reasons. Such NVMs have access latencies comparable
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to DRAM and higher densities, where each DIMM is expected
to be in the order of hundreds of gigabytes or even terabytes
i.e., each Optane DC module can have 512GB of capacity [9].
Additionally, these NVMs are byte-addressable, have lower
cost per bit, ultra-low idle power consumption, and retain
data during power loss episodes [14], [25]-[27], however; at a
limited write endurance. Additionally, these NVMs have slow
and power-consuming writes [12], [14]-[16], [40], [41]. While
the NVM’s data persistency might be the most appealing
feature, it also facilitates data remanence attacks. As such,
NVMs are typically coupled with security features to ensure
the integrity and confidentiality of the data [12], [14], [40],
[41].

Secure memory implementations limit the trust boundaries
to the processor chip only, which requires ensuring data confi-
dentiality and integrity when it leaves the processor chip [14],
[40]. Such security features are gaining more popularity in the
research community [12], [16], [29], [35], [36], [40], [41] and
in industrial products e.g., Intel’s Software Guard Extension
(SGX) [8], [18], Intel’s Total Memory Encryption (TME) [7],
and AMD’s Secure Memory Encryption (SME) [1]. Such
increasing popularity of these security features is mainly
caused by the increased attack surface in current computer
systems, the proliferation of accelerators, current computer
systems comprising hundreds of sub-systems that could be
manufactured by different vendors [1], [13]. Additionally, the
data remanence attacks which were performed against the
DRAM in the form of cold-boot attack [21], and are easier to
implement against NVMs, are making the security features a
functional requirement of the emerging NVMs [14], [15], [40],
[41]. Secure memory implementation adopts an encryption
scheme to protect the data confidentiality and an integrity tree
to ensure its integrity [35], [37], [40], [41]. However, these
security features entail high performance overheads, a large
number of memory writes, and have crash consistency issues
when used with NVMs [12], [14], [29], [35], [37], [41].

Reducing the overheads of secure memory implementations
has been driving the efforts of researchers for the past decade.
However, the proposed schemes to reduce the performance
overheads and increase the cachability of integrity tree nodes
and encryption counters [14], [18], [33], [35]-[37], recover
the encryption counters [29], [40], and recover the integrity
tree [12], [41] all assumed the memory is accessed directly
by a single Processing Element (PE). With FAM architectures
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deviating from this assumption by allowing multiple PEs to
access the memory directly, these schemes challenge one of the
most fundamental assumptions in secure memory implemen-
tation. Such deviation results in a security metadata coherence
problem, which can lead to unorthodox overheads for several
reasons. First, unlike data coherence, the security metadata is
transparent to software, which mandates a hardware solution.
Second, for each data cacheline write, its associated encryption
counter and the whole branch of the integrity tree need to be
updated, which can exceed 12 levels for such huge memories.
Third, typical data coherence can be solved by notifying
only the sharers of the modified cacheline. On the other
hand, the security metadata is shared by all the PEs sharing
the memory. Thus, for each cacheline update, the associated
security metadata (12 cachelines) needs to be propagated to
all the PEs in the system. Fourth, failing to communicate
these updates in a timely manner can compromise the system’s
security by allowing encryption counter reuse, replay attacks,
and detecting legitimate memory updates as tampering and
locking the whole system. Finally, to ensure the system’s
ability to recover from crashes, in case of NVMs, these updates
need to be persisted to the NVM, which can exacerbate the
NVM’s write endurance problem and significantly reduce its
expected lifetime.

To address this problem, we propose a novel hardware
support, Minerva, which enables both coherent and crash-
consistent views of the security metadata in FAM architec-
tures. In particular, Minerva exploits the applications’ data
locality and the integrity tree nodes’ coverage to minimize
the overhead of maintaining security metadata coherence.
Furthermore, Minerva ensures security at the system level
by enforcing exclusive caching of security metadata. In other
words, Minerva allows a single security metadata cacheline to
be cached by one processing element at any point in time. To
reduce the overhead of maintaining coherence, Minerva relies
on a lazy-invalidate scheme to make the overhead a function
of security metadata cache misses instead of security metadata
cache updates. Finally, to reduce the communication overhead
and facilitate scalability, Minerva implements an inexpensive
directory-like scheme that leverages the unused bits in the
parallelizable integrity tree to store the ID of the PE currently
caching the node.

To evaluate Minerva, we use a publicly available architec-
tural simulator, the Structural Simulation Toolkit (SST) [32],
which models disaggregated memory systems and is widely
used in relevant architectural studies [24]. We model a FAM
system with multiple PEs, and, similar to previous work [30],
we use 7 in-house developed persistent applications that stress
the memory system. On average, Minerva’s performance is
3.8% slower than a hypothetical baseline that ensures consis-
tency of security metadata across PEs without any changes to
the existing implementations of secure memory. Additionally,
we used applications from the SPEC2006 benchmark suite
and HPC workloads. Meanwhile, the performance of a scheme
that leverages conventional invalidation-based cache coherence
incurs an average of 99.5% performance overhead. Moreover,

Minerva supports crash consistency for FAM architectures that
can leverage persistent memories. In summary, the contribu-
tions of our work are as follows:

o We propose Minerva, a novel hardware support for se-
curity metadata coherence in FAM architectures, which
makes the security metadata coherence messages a func-
tion of security metadata cache misses instead of secu-
rity metadata cache updates, and enables decentralized
updates of the security metadata.

o We design a distributed security metadata cache recovery
scheme, enabling Minerva’s lazy-invalidate scheme, crash
consistency, and system recovery.

o We evaluate other possible schemes that can provide the
same security and crash consistency requirements and
compare them against Minerva.

o We analyze Minerva’s impact on the system performance
and vary the number of processing elements in the system
to provide insight on Minerva’s scalability.

II. BACKGROUND AND MOTIVATION

In this section, we discuss the most related concepts fol-
lowed by the motivation of our work.

A. Background

1) Threat Model: We assume an attacker capable of passive
and active attacks. Similar to state-of-the-art work in secure
memory architecture [35]-[37], [40], [41], the attacker is
capable of scanning the memory to read its content, snoop
the memory bus, drop packets, tamper with the packets or
memory content, and replay old packets. Finally, memory
access pattern leakage [39], timing side-channel leakage [39],
power analysis [31], and malicious PE(s) are beyond the
scope of the paper. However, our proposed secure architecture
scheme is orthogonal to defenses targeting these types of
attacks, thus it can be integrated along with defenses against
these attacks to achieve a higher degree of protection.

2) Connecting Fabric Protocols: To address the increasing
demand for higher memory bandwidth, larger memory capaci-
ties, and memory sharing requirements, Gen-Z was developed
[6]. Gen-Z is a new data access architecture that was developed
by a growing consortium of technological companies who
believe memory-semantic data access is crucial to address
the growing needs [4]. The Gen-Z enables all types of
components to communicate with each other directly using
a unified protocol, which eliminates the need for intermediate
interconnects, simplifies the communication, and improves the
interoperability [4]. In order to utilize the Gen-Z fabric, each
component needs to implement the Gen-Z protocol interface at
the memory controller, which translates high-level commands
i.e., memory read/write operations into the fabric commands.
Additionally, the Gen-Z protocol has several security features,
which include packets encryption and end-to-end integrity
verification [5]. Furthermore, Gen-Z breaks the processor-
memory interlock, which abstracts the memory media and
enables the disaggregation of memory modules [4].
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Fig. 1. Gen-Z memory controller.

In the split-controller design, shown in Figure 1, the mem-
ory controller still performs almost all the tasks in current
processors. However, the media controller is responsible for
media-specific operations, executing the commands, and re-
turning responses [4]. Additionally, the Gen-Z protocol can
be used with multiple topologies and deployment models
i.e., P2P, Daisy chain, Mesh, Torus, switched or any routing
topology, which enables the memory-centric architectures [4].

3) Memory-Centric  Architectures: Current  High-
Performance Computing (HPC) systems are implemented such
that each computing node has its own memory module(s)
attached to it directly. One of the main issues with this
architecture is that memory modules are only utilized by
the processor attached to it, as accessing data in other
nodes is typically implemented through expensive network
interfaces [24]. This approach of coupling memory modules
to processors limits the efficiency, flexibility, and performance
of current systems. Therefore, system vendors are moving
toward memory-centric architectures [2], [6], [17], [19] i.e.,
HPE Labs’ The Machine [22], Facebook’s Disaggregated
Rack [38], and Intel’s Rack Scale Architecture [28].

Memory-centric architectures, also known as Fabric-
Attached Memory (FAM) architectures, allow multiple pro-
cessing elements to connect to a shared memory pool using
a connecting fabric, and seamless integration of processing
elements from different vendors. The main enabler of the
FAM architectures is a connecting fabric, which is governed
by a connecting protocol, such as Gen-Z [6], Compute Ex-
press Lanes (CXL) [3] or Cache Coherent Interconnect for
Accelerators (CCIX) [2].

In FAM architectures, each component can communicate
with any other component directly by implementing the Gen-
Z interface. As FAM architectures are expected to have large
shared memory pools and due to the high power requirements
for frequent refresh and cooling of DRAM, FAM architectures
are expected to use emerging NVMs as the foundation of
the shared memory or as a part of it [22]. While using
secure memory measures is not limited to the NVM, but
due to the NVM’s data persistency, which facilitates data
remanence attacks, the use of memory encryption and integrity
verification becomes a necessity.

4) Secure Memory Architectures:  Secure memory
architecture limits the trust boundary to the processor chip,

therefore the memory content is usually encrypted to ensure
data confidentiality, and a Merkle tree (MT) is used to verify
the data’s integrity. Below we describe the state-of-the-art
schemes in memory encryption (counter-mode encryption),
and integrity verification (Merkle tree).

Counter-mode encryption is used in state-of-the-art proces-
sor systems as it provides strong defenses against a wide
range of attacks. Namely, the counter-mode encryption thwarts
the dictionary-based attacks, known plain-text attacks, and
snooping attacks [14], [40], [41]. Moreover, the counter-mode
encryption reduces the decryption latency by overlapping the
decryption with the memory read latency. To ensure the
security of the counter-mode encryption, reusing encryption
counters (ECs) is prohibited, as it facilitates known plaintext
attacks [14], [40].
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Fig. 2. (a) Split counter-mode encryption, (b) Bonsai Merkle tree (BMT).

Figure 2:(A) shows the split-counter mode encryption and

how it works. In the split counter mode, an initialization
vector (IV) composed of a per-page major counter, per-
block (cacheline) minor counter, page offset, page ID, and
padding is encrypted by an AES encryption engine using an
encryption key to generate a One-Time-Pad (OTP). The OTP
is then XORed with the plaintext/ciphertext to complete the
encryption/decryption [18], [29], [33], [36].
Merkle trees (MT) are used in state-of-the-art schemes
[14], [29], [37], [40], [41] for memory integrity verification
purposes. Depending on the tree structure, Merkle trees can be
non-parallelizable (e.g., General Merkle tree) or parallelizable
(e.g., SGX style counters tree). Additionally, the MT can be
built on top of the encryption counters instead of the data, to
reduce the MT size. Wherein the integrity of the encryption
counters is protected by the MT, and the integrity of the
data is protected using keyed-Message Authentication codes
(HMAGCs). This organization of the MT is typically referred
to as the Bonsai-Merkle Tree (BMT) [33].

Merkle tree is an N-ary hash tree where the hashes of the
data blocks and/or encryption counters are the leaves and every
N leaves will have a hash value calculated to generate the next
tree level. Similarly, all the intermediate nodes up to the root
are constructed using the hash value based on its children.
The root is always kept secure, that is, it never leaves the
chip. Any tamper with the data used to generate the Merkle
tree root, data blocks and/or encryption counters, leads to the
failure of regenerating the same root value.

In general, the hashes of each level of the Merkle tree are
calculated using the hashes of the level below, which requires a
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sequential update of the tree. Figure 2:(B) shows a 2-ary BMT.
As the figure shows, the bottom level includes the encryption
counters which are hashed to generate the first level of the tree,
then each two hashes from the first level are hashed to generate
the second level. The process then continues recursively until
a single node is generated, the root.

On the other hand, the parallelizable tree (known as
Tree-of-Counters (ToC)) works differently; ToC includes
eight encryption counters and a Message Authentication Code
(MAC) value in each leaf node. To generate the associated
MAC value, the node counters, and a version from the parent
level are hashed together. Figure 3 shows a subset of the
ToC structure. Notice that, in ToC, whenever a data block
is written back to the memory, its associated counter is
incremented and the parent, also known as the version of the
counter, is incremented as well [12], [18], [20], [41].

B. Motivation

Maintaining a coherent view of the security metadata in a
FAM architecture is very challenging for several reasons. First,
the use of software data coherence solutions is inapplicable
due to the transparency of security metadata to software.
Second, for each cacheline update, its associated encryption
counter and the whole MT branch need to be updated. Note
that the MT size grows as the memory size grows, which can
reach 12 levels for a 1TB memory. Assuming a system with P
PEs where the memory is protected by n levels MT, whenever
a data cacheline is updated, (n-1)*P coherence messages need
to be sent to notify the PEs about the update. Third, to ensure
the correctness of the MT updates and prevent data races,
the whole MT branch needs to be locked before updating the
MT, and the updates need to be held in the processor write
buffers until the update is acknowledged by all the PEs in the
system, which can lead to filling the processor buffers and may
cause processor stalls due to the inability to replace security
metadata cachelines. Fourth, while the PEs are sharing the
memory, they do not necessarily need to share the data, which
means not all the MT branch updates need to be reflected.
However, the MT node’s coverage increases based on its level.
For instance, assuming P PEs sharing a 1TB memory that is
protected by a 12-levels MT, two different PEs with interleaved
memory pages will be sharing 10-11 levels of the MT. On
the other hand, two different PEs with each one operating on
adjacent 1GB of the shared memory would still need to share
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Fig. 4. The performance overhead of traditional coherence schemes.

the top 4 levels of the MT. In the best case, where they are
operating on separate MT branches, the PEs would still have
to share the root, thus communicating the root updates would
still be necessary. Finally, for crash consistency requirements
for NVMs, these updates need to be persisted atomically along
with the modified data cacheline. As failing to persist part of
the integrity tree branch, the encryption counter, or the data
cacheline can fail the integrity verification, which can lead to
either discarding the memory content or accepting the risk that
the memory content might be tampered with.

In order to evaluate the performance overhead for
achieving security metadata coherence, we designed two
Crash Consistent Coherence Messages (CCCM) schemes;
namely, CCCM-Invalidate and CCCM-Update. The CCCM-
Invalidate scheme is based on the MESI protocol, which sends
invalidation coherence messages to other PEs in the system
whenever a cacheline is updated. The updated cachelines are
held in the processor write buffer until the invalidation is
acknowledged by all other PEs in the system. The CCCM-
Update scheme works in a similar manner, but uses update
messages instead of the invalidation. Both schemes ensure
the system’s ability to recover by persisting the writes to
the NVM in an atomic manner. As shown in Figure 4, using
traditional coherence schemes can have 2x slowdown.

III. DESIGN

In this section, we discuss Minerva’s design in light of the
threat model discussed in II-Al, possible design options, and
their trade-offs. Before discussing Minerva’s design, we start
with the security requirements followed by possible design
options.

A. Security Requirements

Secure memory implementation limits the trust base to
the processor chip only, which requires protecting the data
integrity and confidentiality when the data leave the processor
chip. In FAM architecture, having multiple PEs in the system
introduces several attacks that are not possible in a processor-
centric architecture. To protect against these attacks, the design
should meet the following requirements:

o Ensure the Data Integrity: as each PE is caching a
subset of the security metadata, the system should ensure



all PEs are able to verify the data integrity using the
most recent version of the MT nodes. Thus, the system
should allow PEs to communicate without PE-PE packets
dropping.

o Prevent Encryption Counter Reuse: as encryption
counter reuse compromises the counter mode’s security,
which can happen if multiple PEs are updating the same
EC simultaneously.

o Ensure Correct Updates of the MT: having multiple
PEs updating the MT simultaneously can lead to incorrect
updates of the MT branch if ordering was not followed
strictly.

Note that these requirements are hard to achieve in FAM
architectures due to having multiple PEs, wherein each PE is
caching a subset of the security metadata, where they need to
communicate in a timely and secure manner.

B. Design Requirements

The design should meet the design requirements necessary
to allow wide adoption and high-performance while ensuring
the system’s security requirements. In summary, the design
requirements are as follows:

o High-Performance: the design should allow secure
memory implementation with minimal performance over-
head.

e Memory Utilization: increasing the memory utilization
requires the design to enable PEs to share the memory,
even if the running applications are not sharing the same
pages.

« Scalability: addressing the coherence problem should be
done with a minimal number of exchanged messages to
allow scalability.

o Crash Consistency: this requirement is concerned with
ensuring a consistent state of the data and its associated
security metadata to allow recoverability.

e NVM Friendly: this requirement is concerned with en-
suring the previous requirements with minimal number
of writes to avoid shortening the NVM’s lifetime.

C. Strawman Design Options and Limitations

In the following, we discuss several straightforward design
options which can potentially meet the design requirements.
Option 1: Centralized security metadata handling achieved
by having one PE handling all the encryption and integrity
verification operations. While such a scheme can eliminate
the security metadata coherence problem, it can create a single
point of failure at the trusted PE and increase the performance
overhead due to throttling the trusted PE. Additionally, this
technique defies the purpose of FAM, where PEs can access
the shared memory directly. Similarly, the security metadata
handling can be done using in/near memory computing tech-
niques, while using a point-point encryption to protect the data
in transient as proposed by Awad et al. [16]. However, such
a scheme does not limit the trust base to the PEs only, but
expands it to include the logic in the memory modules.
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Fig. 5. Update process in invalidation-based security metadata coherence
protocols.

Option 2: Allocate specific memory region per PE where
each region is protected with different ECs and a separate
MT. While this scheme will eliminate the security metadata
coherence problem, such a scheme have several drawbacks.
First, it prevents the PEs from effectively sharing the memory
and reduces the memory utilization, which defies the purpose
of FAM. Second, accessing a memory region that belongs to
another PE requires going through the owner PE, or moving
the data from the owner’s memory region to the requester’s
memory region, which requires re-encrypting the data using
the requester’s metadata. Alternatively, the owner can share
its encryption key with the requester to allow access to the
owner’s region, which would require coherence between the
two. Third, such a scheme requires complex key management
protocol to handle the credentials used by each PE.

Option 3: Utilize existing coherence mechanisms used for
data coherence. While data coherence can be achieved us-
ing software or hardware techniques, security metadata is
transparent to software which limits the possible solutions to
hardware techniques only. Hardware coherence mechanisms
can be classified into invalidate- or update-based schemes.
While the invalidate-based schemes i.e., MESI/MOESI are
more popular in data coherence, due to the reduced traffic,
using such schemes can lead to higher overheads in case
of security metadata, due to frequently invalidating shared
metadata cachelines. Figure 5 illustrates the effect of having
multiple PEs updating different data files in a shared memory
region. Note that despite the PEs are updating different files,
they still affect each other, due to sharing the same MT as
discussed in section II-B.

While the first option meets the security requirements, is
NVM friendly, crash consistent, and can provide good memory
utilization, it lacks the required scalability and will have a
high performance overhead. On the other hand, the second
option can meet the security requirements, is NVM friendly,
scalable, crash consistent, and have a low performance
overhead, but it does not allow the memory sharing and
thus reduces the memory utilization. Finally, the last design
option supports memory utilization and crash consistency,
but lacks the scalability, is not NVM friendly, and has a high
performance overhead as shown in Figure 4. Additionally, this
option requires using a universal system clock and messages



integrity protection to meet the security requirements.

D. Minerva’s Design

Before delving into the details of Minerva, we discuss how
Minerva meets the design requirements, and maintains the
system’s security against the previously mentioned attacks.
Maintain system security. Minerva uses counter-mode en-
cryption to ensure the confidentiality, and implements a Tree of
Counters (ToC) to ensure the integrity. While these measures
can protect the data at rest, dropping PE-PE data packets can
lead to ECs reuse and integrity verification failures. Fortu-
nately, the Gen-Z fabric provides an end-end authentication
and integrity verification, which ensures the packets delivery
and integrity. Combining these techniques Minerva ensures the
system’s security, but has a high performance overhead.
Reduce performance overhead. The performance overhead
of maintaining a security metadata coherence stems from
(D) the number of processing elements caching the updated
cachelines, and @ the number of updated cachelines for each
memory write. In order to reduce the number of PEs caching
a security metadata cacheline, Minerva enforces exclusive
caching, which means a security metadata cacheline can be
cached by one PE only at any point of time. The exclusive
caching allows each PE to operate on its cached security meta-
data without notifying other PEs for each update. However,
exclusive caching does not reduce the number of updated
security metadata cachelines for each memory write. Thus,
Minerva uses a lazy-update scheme to update the ToC, which
can limit the number of updated security metadata cachelines
to one for each write.

Improve the scalability. Despite the advantages of the lazy-
update scheme, updating a security metadata cacheline parent
would still be required on eviction. Thus, whenever a PE
requests a ToC node from another PE, the responder has to
update the parent of the requested ToC node, which can lead
to a chain of requests and updates. Minerva expands the view
of security metadata into a system-level instead of PE-level,
which allows the PEs to transfer ToC nodes to each other
without the need to update the parent of the transferred node.
Combining these techniques results in a system-level scheme,
which we refer to as the lazy-invalidate scheme.

Crash consistency support. While the lazy-invalidate scheme
can change the security metadata coherence messages to a
function of the security metadata cache misses instead of
updates, its still susceptible to crash consistency problems
and requires frequent coherence broadcasts to request security
metadata nodes that are cached in other PEs. Therefore,
Minerva implements a distributed crash consistency scheme
that incorporates a Phoenix-like [12] persist unit in each PE, as
discussed in section III-D2, and implements a cheap directory
scheme discussed in section III-D1.

1) Node Ownership Tracking: Minerva employs a
directory-like scheme by maintaining the owner-ID of each
cached security metadata node in the memory. Note that
providing security measures for the region containing the
owner-IDs will result in broadcasting the updates each time

a node’s owner-ID is updated. Therefore, Minerva uses a
dedicated unprotected memory region for general MT. On the
other hand, each ToC node contains an unused 8-bit space
which can be used to tag the node with the current caching
PE, therefore we will be focusing on the ToC, although the
same idea applies to the general MT.

The unused 8 bits, shown in Figure 6, can be used to write
the ID of the PE currently caching the node, or the memory
ID if not cached by any PE. Thus, when a security metadata
cache miss happens, the requesting PE reads the node’s owner-
ID tag from the memory, then sends a read-invalidate request
to owner. Upon receiving the request, the owner writes the
requester’s ID as the node owner-ID, then sends the requested
node. Note that the transfer operation is done as a transaction
to prevent data races and using the owner-ID tag will reduce
the communication whenever a PE requests a node cached at
another PE. For nodes that are memory-tagged, the request
has to be broadcasted to prevent duplicate node’s caching.

As mentioned earlier, the owner-ID tag bits are not pro-
tected, therefore an attacker can tamper with these bits.
However, tampering with these bits will result in requesting
a node from a PE that does not have it in its cache, which
leads to a broadcast. Therefore, tampering will be detected
and it will only lead to a broadcast. On the other hand,
protecting the owner-ID bits will cause more overhead than
broadcasting. Even though tagging each node with the owner-
ID can eliminate the broadcasts for nodes cached by other
PEs, broadcasting the request of a memory owned node, and
the root each time it is updated would still be required to
prevent replay attacks. Note that Minerva’s exclusive caching
reduces the traffic and removes the need to notify other PEs
when a security metadata cacheline is updated.

Note that handling the owner-ID updates can be done as
described earlier, or by implementing a directory functionality
in the memory modules. While using a passive memory and
delegating the owner-ID updates to the PEs leads to data races
when requesting the nodes from the owner PE, implementing
a directory functionality in the memory modules can lead
to another type of data races when a node’s owner-ID is
updated but before the PE actually obtains the node from its
previous owner. However, both data races can be resolved by
performing the owner-ID update as a transaction, and notifying
other requesting PEs about the node being updated.

2) Distributed Crash Consistency and Recovery: Minerva
has multiple PEs transferring MT nodes to each other upon
request. Therefore, Minerva employs a persist unit similar to
Phoenix [12] for each PE, but changes the persist unit to
include the MT nodes received dirty from other PEs.

The persist unit tracks the changes to the cached security
metadata by tracking the dirty cached nodes and limiting this
tracking to the address only for encryption counters [12].
In case of a crash, one of the PEs orchestrates the recovery
process (assuming PEO) to prevent memory throttling.
The recovery manager (PEO) starts recovering its security
metadata cache by reading its mirror region, recovering the lost
encryption counters, fetching the lost intermediate nodes, and
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finally verifying the integrity of the restored security metadata
cache. Once done, PEQ sends an initiate-recovery to the next
PE, which follows the same procedure to recover its cache
and sends a recovery-done signal back to PEO. The process
continues until all the PEs in the system finish the recovery. In
case one of the PEs fail to recover, a recovery failure signal is
raised and tampering is detected. Note that, the owner-ID bits
are not included in the MAC calculations and therefore are
not recovered. Thus, to avoid unnecessary broadcasts, during
the recovery each PE ensures the correctness of the owner-1D
bits of its cached nodes. The main difference between the
persist unit and Phoenix [12] scheme is in tracking the nodes
received dirty from other PEs, as Phoenix is a single PE
scheme, it does not require tracking any newly fetched node.
3) Minerva’s Operation: As Minerva’s main goal is to
reduce the performance overhead of maintaining security
metadata cache coherence, it is only affected by the cache
operations, which are the update, evict, and misses.
Updating a security metadata cacheline is done whenever
a data cacheline is written back to memory. Since Minerva
implements the lazy-invalidate scheme, it only needs to update
the associated EC for each memory write and there will be no
need to notify any other PE. However, as the ToC root is
kept in a persistent register in each PE, the root updates are
broadcasted to all PEs.
Misses are resolved by requesting the required ToC node from
the component currently caching it. As shown in Figure 6,
whenever a PE suffers a security metadata cache miss, it starts
by reading the requested node from the memory to obtain the
owner-ID as in steps 1 and 2. In step 3, the requester sends a
request to the owner, which updates the requester’s cacheline
owner-ID, invalidates the requested cacheline from its cache
and sends it to the requester in steps 4.a, 4.b, and 5. Finally,
the requester updates its persist unit and insert the requested
cacheline into the security metadata cache in step 6. Note that
multiple PEs can request the node from its owner at the same
time, which results in data races. Thus, Minerva locks the
requested ToC node once a request for the node is received
(step 4.a) and does not unlock the node until received by the
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requester (step 6).

Evicting a security metadata cacheline in Minerva is perceived
by the way it was initiated. Since Minerva is a system-level
scheme, it differentiates between evicting a cacheline due
to replacement, and evicting a cacheline due to ownership
transfer request. Evicting a cacheline due to replacement
requires updating its immediate parent node as it will be
written back to the memory. On the other hand, transferring
the cacheline to another PE does not require updating anything
except for the owner-ID bits, as discussed earlier.

IV. METHODOLOGY

We modeled Minerva, CCCM-Update, and CCCM-
Invalidate security metadata coherence schemes in the
Structural Simulation Toolkit (SST) simulator [32]. To
accurately model our work, we modified the memory
controller to handle the security metadata, and implemented
the coherence messaging exchange scheme, the security
metadata caches, and the message communication between
PEs. The configurations of the simulated PEs and the memory
system are shown in Table 1.

TABLE I
CONFIGURATIONS OF THE SIMULATED SYSTEM.

System Configuration
2, 4,8, 16

40ns

Fabric Attached Memory

Number of PEs
Fabric latency

Technology PCM-based NVM
Capacity 16GB
Latencies Read 60ns, Write 150ns
Processing Element (PE)
Processor 4 Cores, x86-64, Out-of-Order, 2.00GHz
L1 Cache Private, 4 Cycles, 32KB,8-Way
L2 Cache Private, 6 Cycles, 256KB, 8-Way
L3 Cache Shared, 12 Cycles, 1MB/core, 16-Way

Cacheline Size 64Byte
Encryption Parameters
Security Metadata Cache [ 256KB, 8-Way, 64B Block

Interconnect Parameters

Topology Torus
Ring BW, I/O Buffers 96 GB/s, 4KB
MMU Opal [23]

To evaluate our proposed scheme, we ran combinations of
the persistent applications shown in Table II, similar to the
previous work in [11], [30]. Each PE is running a different



TABLE II

WORKLOADS.
Workload | Benchmarks Workload | Benchmarks
Mix1 libquantum Mix8 arswp, btree
Mix2 libquantum, soplex || Mix9 hashmap, randwr
Mix3 lulesh2.0, Ibm Mix10 randwr, rbtree
Mix4 lulesh2.0 Mix11 SeqwWr, arswp
Mix5 miniFe.x Mix12 seqwr, hashmap
Mix6 soplex. Ibm Mix13 tpce, btree
Mix7 soplex Mix14 tpcce, rbtree

benchmark for SOOM instructions. In our model, we connected
all the PEs to share the fabric attached memory, where each
PE has a cache hierarchy as described in Table I. Additionally,
the persistent applications expect to recover from crashes and
thus the application’s data need to be NVM resident, which
requires data writes to be flushed all the way to the NVM.
Consequently, the security metadata of the NVM need to be
updated with each write.

V. EVALUATION

In this Section, we discuss the evaluation results of the
CCCM and Minerva schemes against an ideal coherency
scheme that incurs no overheads.

A. Minerva’s Impact on ToC Accesses

Minerva implements a lazy-invalidate scheme that reduces
the accesses to upper MT levels, which results in less frequent
communication of MT updates. Figure 8 shows Minerva’s
accesses to the ToC levels compared to other schemes. We
observe that Minerva shows a similar behaviour as the ideal
scheme, but generating 18% more accesses to the ToC than
the ideal scheme. As shown in the figure, Minerva serves
65.8% of the requests from the first ToC level, 10% from
each level of levels 2-4, 3.5% from level5, and less than 0.3%
from upper levels. Thus, Minerva only requires to request
the security metadata cacheline’s ownership in a very small
percentage of the requests.
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Fig. 8. Percentage of accesses to different MT levels.

In contrast, the CCCM schemes generate 3.16x and 2.21x
for the invalidate and update schemes, respectively. We ob-
serve that majority of the ToC requests in the update scheme
are caused by updating all the ToC levels, and the invalidate
scheme requests are generated because of invalidating the
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Fig. 9. Minerva’s impact on performance.

nodes of the upper ToC levels. As shown in Figure 8, the
update scheme is serving 23.7%, and the invalidate scheme
is serving 33% from the first level. Upper levels are serving
11.8%-7.7% each. Therefore, these updates are causing the
high overheads of the CCCM schemes.

B. Minerva’s Impact on Performance

As shown in Figure 9, Minerva has a very low performance
overhead as it has an average performance overhead of 3.8%,
CCCM-Update has 67.1%, and CCCM-Invalidate has 99.5%.
The performance overhead of the CCCM schemes is a function
of data cache’s miss rate (dirty data evictions). For instance,
Mix3, Mix6, Mix10 and Mix16 have the lowest data cache’s
hit rates of 87-89%. However, Mix6 performs better as half of
the PEs are executing the soplex benchmark, which has a low
MPKI, reducing the frequency of sending coherence messages
to invalidate/update security metadata cachelines in other PEs.
The performance of other Mixes is a direct function of the
data cache’s hit rate. We observe that CCCM-Update scheme
always performs better than CCCM-Invalidate scheme, which
is caused by the frequent invalidation of the security metadata
cachelines, resulting in memory reads.

In contrast, Minerva’s performance is a function of the
security metadata cache’s miss rate. Thus, workloads with
the highest security metadata cache’s miss rates incur the
highest performance overhead. As shown in Figure 9, Mix10
and Mix13 are incurring the highest performance overhead
in Minerva, which is caused by the low security metadata
cache’s hit rate, as shown in Figure 10. Note that Minerva’s
performance overhead is minimal, since the security metadata
misses are actually a fraction of the data caches’ misses. With
an average data caches’ hit rate of 95% and an average security
metadata cache’s hit rate of 92.1%, Minerva only needs to
request security metadata cachelines from other PEs on 0.3%
of the memory accesses.

C. Minerva’s Impact on Number of Writes

Figure 11 shows the normalized memory writes incurred
by Minerva. The number of writes for CCCM-Update and the
CCCM-Invalidation schemes are not shown as it is 8x, due to
the need to persist the whole ToC path on each update.

In comparison, Minerva increases the average number of
shared memory writes only by 20.8%. Minerva updates the
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ToC node’s owner-ID in the memory for each security meta-
data cache’s miss. Therefore, workloads with high security
metadata miss rates are showing high overheads. However,
Mix13 and Mix14 are showing a high increase in the number
of writes, which is caused by TPCC benchmark that is a
read intensive and has a low number of writes. Therefore, the
owner-ID updates are showing a high increase in the writes
overhead. We Observe that Mix9 and Mix12 are showing the
highest increase in the number of writes, which is caused
by the frequent owner-ID updates. Note that Minerva’s write
overhead is a direct function of the security metadata cache’s
hit rate. Therefore, workloads with the lowest security meta-
data hit rates should incur the highest increase in the number
of writes. However, the impact of this increase is minimal
as Minerva incurs an extra write for each security metadata
cache miss, which is less than 5% for most of the applications.
Additionally, when the number of writes is normalized to the
application’s number of writes, the normalized value can be
unrepresentative especially in read intensive applications.

D. Minerva’s Impact on Number of Reads

Figure 12 shows the normalized number of memory reads
for the evaluated schemes. CCCM-Update has an average read
overhead of 0.26% caused by receiving and caching security
metadata from other PEs, which causes few evictions of the
required metadata. The CCCM-Invalidation scheme has an
average of 519.9% number of reads, which is caused by
invalidating the upper ToC levels. On the other hand, Minerva
has an average reads overhead of 10.7% which is caused by
reading the owner-ID of the requested node before sending

the request to the owner. Mix10 and Mix13 are showing the
highest increase in the number of reads, which is caused by
the low security metadata cache’s hit rate for these mixes.
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E. Minerva’s Impact on Traffic

Figure 13 shows the exchanged packets in the system
in different schemes. The CCCM-Invalidation scheme
has an average of 420.6% extra packets, caused by the
metadata reads, metadata writes, invalidation messages, and
acknowledgments. The CCCM-Update scheme results in an
average of 450.1% extra packets caused by the metadata
writes, update messages, and acknowledgments.

o

Ideal ® CCCM-Update Minerva = CCCM-Invalidate

o

rS

w

[

Normalized Packets Overhead

-

Miey Micy Mixg Mivg Mixs Mixg My Mixg Mivg Micyy Mixy, Mies, Micyy Mivry Avery,
e

Fig. 13. Minerva’s impact on traffic.

Note that the CCCM-Invalidation scheme only requires to
send the updated encryption counter to invalidate the whole
branch. On the other hand, the CCCM-Update would require
sending the whole branch to prevent multiple reads by each PE
to update its cached security metadata nodes. However, both
schemes receive a single acknowledgment message. Minerva
has an average of 12.1% extra packets caused by the broad-
casts to obtain the memory owned nodes, as most of the misses
come from encryption counters that are not used by any other
PE as the applications are not sharing data.

FE. Sensitivity Analysis on Scalability

We analyze how Minerva performs with increased number
of PEs in the system (from 2 to 16), and our experimental
results show that Minerva barely affects the performance as
shown in Figure 14. Each performance metric is normalized
to ideal memory encryption and integrity verification scheme
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with the same number of PEs, that assumes coherence without
sending any coherence messages.

We observe that Minerva’s performance stays the same
when 4-8 PEs are used, but increases by 1.1% when 16 PEs
are used. This small increase is caused by the increase in the
broadcast range. The number of memory reads increased by
0.6% when 16 PEs are used, but stays the same for less than
16 PEs. The number of transferred packets increased by 0.4%
when scaled to 8 PEs, and increased by 2.3% for 16 PEs
due to the broadcasts for memory owned nodes. Note that
increasing the number of PEs has two contradicting effects on
Minerva’s performance. On one side, increasing the number
of PEs increases the broadcast range when the root is updated
or a memory owned node is requested. On the other side,
increasing the number of PEs increases the percentage of
PEs owned security metadata, which reduces the number of
broadcasts. The writes overhead stays the same for 4-8 PEs,
but increased slightly by 1.2% for 16 PEs, which is caused by
the owner-ID updates. These result are expected, as Minerva
enables secure FAM architectures by adding a single message
to the security metadata node’s owner, followed by a single
write to update the ToC node owner.

VI. RELATED WORK

The most related works to Minerva are the secure memory
in Non-Uniform Memory Access (NUMA) architecture [34],
Anubis [41], Phoenix [12], Triad-NVM [14], and Osiris
[40]. The proposed scheme in [34] addresses the security
requirements for distributed shared memory systems in
NUMA architectures. In the proposed solution, each processor
handles its memory security and the security metadata of
one processor memory cannot be cached by other processors.
Whenever any node tries to access another nodes’ memory, it
has to go through the home processor for that memory. Anubis
[41] targets the recovery time problem of the encrypted and
integrity-protected NVM. Anubis allocates a memory region
in the NVM to persist the cache updates, and then uses the
allocated region to recover the cache content after a crash.
Phoenix [12] is an optimized version of Anubis [41], which
reduces the number of writes to the NVM by adding more to
the recovery time. Triad-NVM [14] discusses the performance
and recovery time trade-off and suggests persisting N-levels of
the BMT to reduce the recovery time. However, Triad-NVM
does not work with ToC. Osiris [40] targets the encryption

counters recovery problem and implements a stop-loss
mechanism to persist the encryption counters on each N-th
write. Osiris also relies on the ECC bits as a sanity check
to recover the lost counters. The memory encryption engine
[20] describes the details of the memory encryption engine
of Intel’s SGX, and describes the details of the ToC.

Several works were done in the NVM security and persis-
tency community [35]-[37]. Morphable Counters [35] pack
more encryption counters in a cacheline, thus increasing the
cacheability and boosts the performance. Vault [37] proposes
a variable arity integrity tree to reduce the tree size and
improve the cacheability. However, the majority of the works
discuss the performance overhead of NVM encryption and
integrity verification, and propose optimizations to reduce
these overheads. Caching Techniques [10] proposed a split-
tree scheme to protect the integrity of the global memory in
FAM architecture. However, the proposed technique addresses
the problem of a single PE and does not address the security
metadata coherence problem in multiple PEs.

VII. CONCLUSION

Minerva is a novel memory controller design that solves the
security metadata coherency problem in small to medium scale
FAM architectures. Unlike traditional coherence mechanisms,
Minerva uses a lazy-invalidate scheme that limits the update
to the encryption counter. Additionally, Minerva reduces
the performance overhead significantly due to the exclusive
caching, which makes the coherence messages a function
of the security metadata cache misses instead of security
metadata cache updates. In summary, Minerva achieves
security metadata coherence with a performance overhead of
4.8% for systems with up to 16 PEs, and reduces the number
of extra writes to the NVM to 20.9%.
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