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Overview2

• Introduction to Sandia and High-Reliability Electronic Components group

• Commercial-off-the-shelf (COTS) surveillance testing program

• Electronic Component Analysis & Test Tracking (eCATT) System

• What is preventing COTS data from being fully leveraged?

• Current dispersed state of COTS data

• Proposed solution: relational table-based data structure

• Understanding COTS data users/consumers

• Demonstration of proposed solution: restructuring and analysis of Long Term Dormant 
Storage (LTDS) data from multiple user perspectives.

• Demonstration of proposed solution: Restructuring and analysis of metal-oxide field effect 
transistor (MOSFET) data from multiple user perspectives.

• Discussion of future work



Sandia & High-Rel Electronic Components Group
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• Sandia is a U.S. NNSA research & development laboratory focused on delivering essential 
science and technology to solve our nation’s most challenging security issues.
• Sandia’s primary mission is ensuring the U.S. nuclear arsenal is safe, secure, and reliable, and can 

fully support our nation’s deterrence policy.

• Sandia’s High-Reliability Electronic Components group responsible for development and 
delivery of high reliability electronic products for national security systems:
• Includes selection and qualification of commercial-off-the-shelf (COTS) parts.



COTS Surveillance Testing Program 4

• COTS surveillance testing program established to characterize long-term performance and 
reliability of electronic parts under adverse environmental conditions (e.g., humidity and 
temperature cycling, high radiation) and aid in part selection:
• Electrical testing data/metadata available for thousands of COTS parts maintained within the 

Electronic Component Analysis and Test Tracking (eCATT) system.



Electronic Component Analysis & Test Tracking (eCATT) System5

• Tracks movement of COTS parts as they undergo surveillance testing.

• Records steps used in processing parts and environmental conditions that parts are exposed.

• Process for collecting raw data and recording test metadata is highly structured and organized, allowing 
the test lab to move hundreds of parts through in an efficient and trackable way.

Steps performed in processing parts for eCATT Traveler #19555 Tester data file for eCATT Traveler #19555 



What is preventing COTS data from being fully leveraged?6

• Large volumes of data are being collected for COTS testing and surveillance, but these data sets are 
not being fully leveraged to identify potential performance issues within tested parts due to:
• Organization of data within eCATT, a system designed to maximize efficiencies and meet the needs of the 

test lab which are very specific. The foundation exists within the eCATT system and test lab procedures, 
but understanding and leveraging these data is a daunting task for other users.

• Dispersed nature of metadata.

• A need for a more complete, robust suite of data analysis tools easily applied to a broad range of data.

• Incomplete understanding of the data users/consumers (e.g., technologists testing parts, component 
engineers, surveillance engineers, statistical analysts, management, customers) and their needs. An 
understanding of COTS data users/consumers and their needs should impact how the data are organized 
(e.g., ensure that necessary data fields are stored) and analyzed.

• Lack of clear documentation of all questions to be answered by the tests, creating challenges for users 
unfamiliar with testing.



COTS Data Organization and Storage Challenges7

• COTS electrical testing data are collected with multiple types of testers (Tesec, Microflex, Vee, 
B1506A), each of which can output data in a different format.  

• Similarly, image data are collected for COTS parts using different imaging modalities (e.g., x-
ray, CT, thermal imaging).

• Electrical test data are spread across multiple files and folders in disparate file formats.

• Metadata specifying environmental and testing conditions that different subsets of parts 
were exposed to are not typically documented in tester data files, and instead must be 
determined from manual review of recorded steps in eCATT system.

• There is a growing need to organize and store these dispersed data sets and accompanying 
metadata so that they can be analyzed and understood by an expanding range of COTS data 
users/consumers.



Current Dispersed State of COTS Data8

Electrical test data stored in thousands 
of folders in multiple formats

Metadata stored in eCATT 
system

Part information in 
manufacturer data sheets

Image data embedded in 
reports/stored separately

Difficult to perform analyses desired by broad range of users given the current dispersed state of COTS data



Proposed Solution: Relational Table-based Data Structure9

• Consolidate information contained in multiple COTS data files and eCATT system into a 
relational table-based structure, where each table corresponds to a key class of information 
collected for COTS testing program.

• Key tables (classes of information) identified:
• Test Data* – Electrical testing data collected in a step for eCATT Traveler Number.
• Test Information* – Metadata describing each test data collection (e.g., test date, test data file 

name, operator).
• Test Variable Information* – Information regarding variables/measurements included in each test 

data collection (e.g., units, low limit, high limit).
• Part Information – Information for each part in COTS testing program (e.g., manufacturer, MFR part 

number, data sheet, part type, part subtype).
• Traveler Number Information† – Metadata describing each eCATT Traveler Number (e.g., Traveler 

number, Traveler type, Traveler status, part quantity, instructions, notes).
• Traveler Step Information† – Information associated with each step of an eCATT Traveler Number 

(e.g., step number, category, subcategory, start date, end date)

• Consolidated, relational table-based structure offers several advantages:
• Data can be easily retrieved across multiple tests, enabling improved data visualizations & 

analyses.
• Resulting tables can be directly translated into a relational database.

* Prototype table structure implemented
† Can be extracted from the eCATT system



Implementing Prototype Table Structure: Python-based Tools10

• Developing Python-based tools for automatically extracting information from COTS tester 
data files and organizing it into three relational data tables:
• Test Data
• Test Information
• Test Variable Information

• Problem: COTS electrical testing data are collected with multiple types of testers, each of 
which can output fields (e.g., part number, serial numbers) in different format.

• Implemented Solution: Simplify process of identifying fields within multiple tester data file 
formats utilizing text analytics, specifically regular expressions that allow for flexible pattern 
matching.
• Support for four most common tester data file types (Tesec, Microflex, Vee, B1506A).

• For example, regular expressions can be designed which recognize that the following text 
strings refer to the same field:
• “Serial Number”, “Serial”, and “S/N”
• “Operator” and “Test Engineer”
• “Part No.” and “Part Number”
• “High Limit” and “Hi Limit”



11 Implementing Prototype Table Structure: Python-based Tools



Understanding the Range of COTS Data Users/Consumers12

Data User/Consumer Data Needs(?) Needs Currently Addressed?

Test lab staff The ability to easily and accurately track movement 
of COTS parts and record testing data. 

Yes, within eCATT

Component engineers Access to ALL details of COTS parts, suppliers, tests, 
and results, with the ability to cross reference and 
document to provide a full story of each part.

To be determined (discussions 
required to assess)

Surveillance engineers 
(systems perspective)

Understanding of how parts are aging. Determine 
systems impacted by aging parts and corresponding 
risks. Desire to be less reactive and more proactive.

No, as it is difficult to extract data 
for multiple parts and systems

Statistical analysts Detailed statistics/data analytics using the full 
spectrum of (statistical) design, part supplier 
information, information garnered on testing of 
controls, test data details at granular level.

No, as test data are spread across 
multiple files and folders in 

disparate formats

Management (any 
level), customers

Results and conclusions from statistical analysis, data 
analytics (beyond summary statistics). Presented in 
mgt appropriate graphs and metrics on as needed 
basis.

No, information is available in 
eCATT but not easily accessible 

for these needs

Upper management, 
higher level customers

High level metrics for financial/project/strategy
decision making. Presented in mgt appropriate 
graphs/metrics at regular intervals of time.

No, information is available in 
eCATT but not easily accessible 

for these needs



Demonstration: Long Term Dormant Storage (LTDS) Testing of 
Capacitor (1) – Tests Performed & Data Collected13

• 100 parts placed on 1 control board and 3 test boards for LTDS testing.

• Electrical testing performed at 10 time points over 8 years:
• Initial testing prior to environmental aging.

• Post 1 year after temperature cycle aging (-20C to 40C).

• Post 1 year after temperature/humidity aging (50C/20% relative humidity).

• Post 2 years after temperature/humidity aging (40C/20% relative humidity).

• Post 2 years after temperature cycle aging (-20C to 40C).

• Post 2 years after temperature/humidity aging (50C/20% relative humidity).

• Post 3 years after temperature/humidity aging (40C/20% relative humidity).

• Post 4 years after temperature/humidity aging (40C/20% relative humidity).

• Post 6 years after temperature/humidity aging (40C/20% relative humidity).

• Post 8 years after temperature/humidity aging (40C/20% relative humidity).

• Measurements/variables collected:
• Capacitance (ability of part to store electric charge)

• Dissipation factor (measure of loss rate of energy)
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Demonstration: Long Term Dormant Storage (LTDS) Testing of 
Capacitor (2) – Data Users and Their Questions

Data User Question(s)

Test lab staff Are any gross performance issues observed in each test that 
would require retesting? Are measurements for tested parts 
falling within prescribed specification limits? If not, which parts 
are falling outside the limits?

Component engineers To be determined

Surveillance engineers How are parts aging as a function of time and environmental 
exposure? Which systems are impacted by aging parts and what 
are the corresponding risks? 

Statistical analysts What is the performance of the parts across testing conditions? 
What is happening with the failure rate?  Do parts fall inside of 
the specification limits? If not, do parts exceed the specification 
limits because the part is degrading, or due to sources of 
variability in the way testing was performed? What do the 
controls tell us about measurement variability?
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Demonstration: Long Term Dormant Storage (LTDS) Testing of 
Capacitor (3) – Data Before and After Reorganization

Multiple Raw Tester Data Files and Part Treatment 
Information from eCATT System

Information 
Consolidated 
into Multiple 

Relational Tables

Test Data Table

Test Information Table

Test Variable Information Table
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Demonstration: Long Term Dormant Storage (LTDS) Testing of 
Capacitor (4) – Answering Statistical Analyst Questions

• Did part exceed the specification limit because part performance is changing, or due to sources of 
variability (days of testing, personnel, methods, instrument drift) in the testing?

Cyclical pattern 
observed in test data 
over time suggests out 
of spec measurements 
are attributable to 
variability in the testing.
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Demo: Electrical Testing of Metal-Oxide Field-Effect Transistor 
(MOSFET) (1) – Tests Performed and Data Collected

• 5 parts formed the control set and 80 parts formed the test set.

• Electrical testing performed at 7 time points over more than one thousand hours of exposure:
• Testing after temperature bake (125C for 24 hours) and temperature/humidity (30C/60% RH for 8 

days) exposure. “Post Preconditioning” data

• Retest after cleaning. “Post Preconditioning Retest” data

• Testing after temperature/humidity exposure (85C/85% RH for 7 days). “Temp/Humidity 1” data

• Testing after further temperature/humidity exposure (85C/85% RH for 7 days). “Temp/Humidity 2” 
data

• Testing after further temperature/humidity exposure (85C/85% RH for 14 days). 
“Temperature/Humidity 3” data

• Testing after further temperature/humidity exposure (85C/85% RH for 21 days). 
“Temperature/Humidity 4” data

• Testing after further temperature/humidity exposure (85C/85% RH for 317 hours). 
“Temperature/Humidity 5” data

• Measurements/variables collected:
• Drain current (ID) at applied drain source voltage (VDS) of 590V
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Demo: Electrical Testing of Metal-Oxide Field-Effect Transistor 
(MOSFET) (2) – Data Users and their Questions

Data User Question(s)

Test lab staff Are any gross performance issues observed in each test that 
would require retesting? Are measurements for tested parts 
falling within prescribed specification limits? If not, which parts 
are falling outside the limits?

Component engineers To be determined

Surveillance engineers How are parts aging as a function of time and environmental 
exposure? Which systems are impacted by aging parts and what 
are the corresponding risks? 

Statistical analysts What is the performance of the parts across testing conditions? 
What is happening with the failure rate?  Do parts fall inside of 
the specification limits? If not, do parts exceed the specification 
limits because the part is degrading, or due to sources of 
variability in the way testing was performed? What do the 
controls tell us about measurement variability?
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Demo: Electrical Testing of Metal-Oxide Field-Effect Transistor 
(MOSFET) (3) – Data Before and After Reorganization

Information 
Consolidated 
into Multiple 

Relational Tables

Multiple Raw Tester Data Files and Part Treatment 
Information from eCATT System

Test Data Table

Test Information Table

Test Variable Information Table
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Demo: Electrical Testing of Metal-Oxide Field-Effect Transistor 
(MOSFET) (4) – Analysis Before Reorganization
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Min-mean-max plot introduces the data 

story, but can mask relevant details

Plot of drain current as a function of part serial number 

provides performance details for individual parts
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Demo: Electrical Testing of Metal-Oxide Field-Effect Transistor 
(MOSFET) (5) – Analysis After Reorganization

Box plot gives breadth and 

depth to story lost in min-

mean-max plot. This is the 

first stage in developing 

additional graphs as well as 

analyses that will tell a 

more complete story of the 

data.
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Analytics 
questions of 

interest 
regarding 

data

Lot to lot 
differences

Differences 
in testing 
protocols

process 
capability 
relative to 

spec

Distributional 
questions

Trends by 
serial 

number

Measurement 
error 

Definition of 
failure rate

Environmental 
test settings

Deeper analyses are possible for a 
broader range of users with this next 
level organization of raw data, metadata, 
and other disparate data. Incorporation 
of additional visualizations and statistical 
analyses will leverage the data to 
document part performance in testing 
and paint a more detailed picture. This is 
a work in progress as we explore 
questions from current and new users.

Deeper Analyses Possible with Improved Tools

#18435? #19589?



Conclusions/Future Work23

• Continue development of data analytics tools.
• Identify further questions that need to be addressed by data analytics. 

• Make sure tools that are being developed are targeting questions that need to be answered, 
within the capability of the data that are being collected.

• Use multivariate statistical analysis to better understand part failures.

• Leverage data available at multiple time points and under different testing conditions.

• Identify primary users/consumers of COTS testing data and their needs, in order to inform 
data organization and data analytics efforts.

• Collaborate with COTS database development team to establish new data organization 
framework.
• Identify core set of required, non-redundant relational tables (e.g., Test Data, Test Information, 

Part Information).
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