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Abstract—Unpredictable disturbances with dynamic tra-
jectories such as extreme weather events and cyber attacks
require adaptive, cyber-physical special protection schemes
to mitigate cascading impact in the electric grid. A harmo-
nized automatic relay mitigation of nefarious intentional
events (HARMONIE) special protection scheme (SPS) is
being developed to address that need. However, for eval-
uating the HARMONIE-SPS performance in classifying
system disturbances and mitigating consequences, a cyber-
physical testbed is required to further development and
validate the methodology. In this paper, we present a design
for a co-simulation testbed leveraging the SCEPTRETM

platform and the real-time digital simulator (RTDS). The
integration of these two platforms is detailed, as well
as the unique, specific needs for testing HARMONIE-
SPS within the environment. Results are presented from
tests involving a WSCC 9-bus system with different load
shedding scenarios with varying cyber-physical impact.

Keywords– real-time, cyber-physical system, cyber-
security, special protection schemes, machine learn-
ing, emulation, SCEPTRE

I. INTRODUCTION

As the electric grid includes more and more smart
grid (SG) technologies, traditional protection schemes
and special protection schemes (SPS), also known as
remedial action schemes (RAS), will not be enough to
handle the unpredictable disturbances that will not be
enough to handle the sort of unpredictable disturbances
that, despite their growing numbers, are still referred
to as high-impact low-frequency (HILF) events. Such
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unpredictable disturbances could either be man-made
such as the Ukrainian cyber attacks [1] or weather related
such as the Texas Winter Storm of 2021 [2]. SPS and
other protection schemes that handle the isolation of
faults to efficiently eliminate the cascading impacts and
damage to equipment are essential to our grid but are
not designed to handle these HILF events.

SPSs are typically deployed at the transmission level
of the system due to the cost and are designed to operate
at predefined system conditions. They have also been
used at the distribution level more recently [3]. The pre-
defined systems conditions could be better understood,
but take significant of time to design and deploy; the
triggering conditions and corrective action pair assign-
ment requires extensive offline simulation studies in the
planning stage [4], [5].

As the SG moves to incorporate the ever-increasing
penetration of inverter-based resources (IBR), such as
energy storage, photovoltaic (PV), and wind to the bulk
electric system (BES), the need for adaptive SPSs grows.
These distributed resources with communication-enabled
features that can be controlled with SPSs are becom-
ing more complex and time-consuming to engineer.
The communication features of these devices present
high-value, low-effort targets for cyber attacks that can
quickly destabilize the grid [6]. This further increases
the strain on SPSs to support the stability and reliability
of our grid [7].

To develop the capabilities needed by future SPSs, our
project team is developing a defensive, wide-area SPS
that learns system conditions, mitigates cyber-physical
consequences, and preserves grid operation under diverse
predictable and unpredictable disturbances. This harmo-
nized automatic relay mitigation of nefarious intentional
events (HARMONIE)-SPS processes both cyber and
physical data from both relays and out-of-band (OOB)
measurements, learns actual system conditions to adapt
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to both predictable and unpredictable disturbances, and
takes pre-emptive steps to prevent further cascading
impact [8], [9].

SPSs can no longer solely be designed and tested
in offline simulations. The work in [10]–[14] presents
several cyber-physical system (CPS) testbeds that have
been proposed. A PowerWorld simulation in [10] was
used to analyze SCADA cybersecurity. The authors in
[11] used a denial of service (DoS) attack with an
RTDS for their testbed. In [12], the researchers per-
formed several different cyber attacks in their testbed and
evaluated impacts. In [13], a cyber-physical simulation
environment is proposed to test SPS, however the details
of the cyber emulation details are lacking. Authors in
[14], developed a cyber-physical testbed using RTDS and
OPNET and a Man-In-The-Middle attack (MITM) was
used.

As the SG continues to incorporate IBRs and new
communication features, the need for a flexible real-
time cyber-physical (RTCP) emulation environment is
needed. Many of the existing efforts focused on specific
kinds of disturbances for their applications and high-
level communication network modeling.For evaluating
HARMONIE-SPS, we require a flexible cyber-physical
environment in which a wide array of disturbances (e.g.,
cyber attack, extreme weather, EMPs) can be modeled
and deep packet analysis of communication traffic can
be performed.

Therefore, in this paper we detail the design and de-
velopment of a real-time cyber-physical testbed that uses
the RTDS simulator and a co-simulation environment
with SCEPTRETM [15] to enable modeling of a wide
array of disturbances, high-fidelity modeling of both the
cyber and physical systems, and real-time data sampling
enabling HARMONIE-SPS machine learning as well as
evaluation. Results are presented with disturbance data
of varying cyber-physical cases using the WSCC 9-bus
system.

Furthermore, this high-fidelity environment will en-
able the resilient development of additional grid cyber-
security and response tools, beyond HARMONIE-SPS.
Both cyber and physical data streams can be monitored
to understand response effectiveness and any additional
burden, providing the necessary situational awareness for
ensuring grid resilience with novel response measures.

This article is organized as follows. Section II fo-
cuses on the needs of a cyber-physical testbed for
grid applications. Section III focuses on the design of
the proposed experimental setup and the SCEPTRETM

environment. Section IV provides experimental results.
Finally, Section V provides conclusions and plans for
future work.

II. THE NEED FOR A CYBER-PHYSICAL TESTBED

As SPSs are developed that depend on communica-
tions, testbeds that only enable physical (power system)
data simulation do not suffice; there is a crucial need
to incorporate the cyber (communication) data to un-
derstand the effects that predefined and unpredictable
disturbances can have on a grid cyber system. Fur-
thermore, performance of adaptive schemes such as the
HARMONIE-SPS must be evaluated comprehensively
with a wide array of disturbances and assessed with
metrics from both the cyber and physical systems. For
example, mitigations deployed by the HARMONIE-SPS
must be evaluated to ensure communication latency is
not increased significantly and/or power system opera-
tion is not interrupted.

A. Physical SPS

To date, SPSs have typically been designed to operate
under physical system conditions; triggering conditions
are identified and assigned to specific corrective actions
during the planning stage using extensive simulation
studies [7]. They generally take corrective action in three
categories (typical triggering conditions listed):

1) Load Shedding
a) The load is greater than generation
b) Peak in demand due to weather
c) Reduced production of renewable energy due

to weather conditions
2) Generation Tripping

a) Adjusting MW and Mvar output
3) Line Tripping

a) Excessive line loading
b) Topology changes

Each of these physical SPS corrective actions is designed
for a predefined system triggering condition that if
corrective action is not taken would result in the system
becoming unstable.

B. Cyber SPS

At present, cyber SPSs do not exist; instead, intrusion
detection and/or prevention systems may be installed in a
utility’s enterprise network to act on detected events [16].
Encryption and other defense tools can also be installed
to motivate a defense-in-depth approach. Usually, cyber-
side mitigations operate in a predefined, signature-based
playbook manner in the IT network and do not consider
physical system impact.

Thus, for cyber events in the electric grid, whether ma-
licious or inadvertent, we must consider cyber-physical
data to ensure impact to either domain is not sustained.
Furthermore, there is a need for adaptive cyber-physical
corrective actions to address unpredictable disturbances.



Fig. 1: WSCC 9-bus system oneline diagram.

Fig. 2: WSCC 9-bus system oneline diagram and representative communication network.

C. Cyber-Physical SPS

With the advent and integration of novel smart-grid
technologies that broaden the cyber attack surface, the
rise of unpredictable disturbances such as EMPs, and
the looming presence of extreme weather events, a next-
generation SPS with the following attributes is needed:

1) A SPS that can adapt to unpredictable events
(without predefined conditions) and effectively re-
spond to limit/eliminate the disruption quickly

2) A SPS that is cyber-physical in analyzing collected
data and taking response actions; it is no longer

sufficient for a SPS to process only physical power
system data and solely take physical-side actions;
cyber-side actions are necessary to eliminate ma-
licious compromise

3) A SPS that extends the use of protective relays
from fault isolation to also adaptively learning
system conditions, preventing cyber attack prop-
agation, and taking proactive actions to prevent
compromise within the relay set itself

To meet the needs of future SPSs, the project team
proposed the HARMONIE-SPS that learns system con-



ditions, mitigates cyber-physical consequences, and pre-
serves grid operation under diverse predictable and un-
predictable disturbances [9]. With this increased situ-
ational awareness and proactive control response ap-
proach, the HARMONIE-SPS can greatly improve the
resilience of the electric grid against cyber-physical
disturbances, whether they are malicious or inadvertent.
The remainder of the paper will detail the design and
development of a cyber-physical emulation environment
to test the HARMONIE-SPS approach.

III. THE HARMONIE-SPS CYBER-PHYSICAL
TESTBED DESIGN AND DEVELOPMENT

A. System of Study

As SPSs are used at the transmission level of the
grid, a simplified model of a portion of the US electric
grid was selected to build the initial HARMONIE-SPS
testbed. This does not limit the HARMONIE-SPS testing
to this use case, but is used for simplified demonstration
purposes. The Western System Coordinating Council
(WSCC) 9-bus system shown in Fig. 1 was modeled in
the RTDS. The RTDS is a real-time digital simulator that
enables dynamic power system modeling and hardware-
in-the-loop (HIL) testing capabilities [17]. The model
has several different voltages levels, generation sources,
and controllable loads; making it an ideal test case to
implement a cyber-physical system. The model is broken
into three different zones, as indicated in Fig. 2, and 9
phasor-measurement units (PMUs) placed at each of the
230 kV buses.

A representative communication network was devel-
oped using an automated approach [18]; the communi-
cation network developed for the WSCC 9-bus system
is shown in Fig. 2. The system is separated into three
different substations. Substation A includes generator 1,
Bus 2, Bus 7, and Bus 5. Substation B includes generator
3, Bus 4, Bus 6, and Bus 1. Substation C includes
generator 2, Bus 8, Bus 9, and Bus 3.

B. RTDS and SCEPTRETM Communications and I/O

The RTDS is able to support several different com-
munication protocols such as C37.118, Sampled Val-
ues, Sockets, DNP3, and Modbus. For this use case,
the C37.118 and Sockets protocols are used to send
and receive data. This data is communicated to the
SCEPTRETM co-simulation environment. How this data
is ingested within SCEPTRETM will be explained in the
next section. The RTDS is capable of supporting analog
inputs and outputs, as shown in Fig. 3. In our use case, an
SEL 451 protective relay is connected via these analog
inputs to form an HIL simulation.

Fig. 3: SCEPTRE and RTDS integration design.

C. SCEPTRETM Implementation

SCEPTRETM is an application that uses an underlying
network emulation and analytic platform (EmulyticsTM)
to model, simulate, emulate, test, and validate control
system security and process simulations. Traditionally,
tools and techniques for simulating and emulating con-
trol system field devices have been limited because the
physical processes such as power system operation are
omitted. SCEPTRETM integrates the device and process
simulations and enables a system capable of represent-
ing realistic responses in a physical process as events
occur in the control system and vice versa. HIL device
experiments are also enabled [19].

D. Integration Approach for RTDS and SCEPTRE

For integrating the RTDS and SCEPTRETM platforms
to enable cyber-physical emulation and enable real-
time cyber-physical data extraction for HARMONIE-
SPS training and testing, protocol communications are
being leveraged to link the two platforms. As shown
in Fig. 3, the SCEPTRETM provider running in the
SCEPTRETM will poll the RTDS for data via the
C37.118 protocol, implemented using pyPMU [20]. The
provider then converts this data into a protocol-agnostic
format and sends it to the virtual SCEPTRETM relays via
UDP multi-cast. Depending on their configuration, the
virtual relays will translate it to a communication proto-
col. To write back into the RTDS, the RTDS-proprietary
socket communication protocol [21] will be utilized. The
system is deployed on a server running SCEPTRETM

networked to the RTDS and with the HARMONIE-SPS
SCEPTRETM topology deployed.



E. HARMONIE-SPS Machine Learning Training and
Testing Needs

To handle the unpredictable HILF disturbances, the
HARMONIE-SPS testbed includes several different
types of algorithms for real-time analysis. The consensus
algorithm relay voting scheme approach [8] will ingest
both the cyber and physical data to arrive on a distributed
relay voting response to different disturbances. Addition-
ally, different machine learning (ML) algorithms are be-
ing developed and tested, such as graph neural networks
and transformer models, with the cyber and physical data
for the classify system conditions to inform response to
these predictable and unpredictable disturbances; more
details on the HARMONIE-SPS ML framework can
be found on [9] that can classify the system into four
different classes: normal operations, cyber disturbances,
physical disturbances, and cyber-physical disturbances.

The next section documents our use of the cyber-
physical testbed to explore several case studies with
varying impact to cyber-physical data. The results
demonstrate the collection of streaming cyber-physical
data and its successful collection in the environment’s
historian. This data can then be used for training the
ML algorithms as well as testing the real-time analysis
capabilities.

IV. CASE STUDIES

For these use cases, we focused on Bus 8 in Fig. 1
that is connected between two transmission lines and has
a 100 MW and 35 Mvar load connected. The load could
be remotely controlled as a corrective action deployed
from the HARMONIE-SPS.

A. Physical Event: Load Drop
To test that the closed loop connection between the

RTDS and SCEPTRETM was configured correctly, a
breaker trip command was sent from one of the Bennu
VMs (Substation C RTU) using a SCEPTRETM com-
mand (pybennu-probe) to open the breaker at Bus 8
simulating a load drop.

B. Results
The results of the HARMONIE-SPS cyber-physical

testbed for this load drop scenario show that the
WSCC 9-bus system has been successfully deployed
in the RTDS with the C37.118 protocol connections to
SCEPTRETM completed. Fig. 4, shows the RMS per unit
Bus 6 voltages of the use case when the load at Bus 8
is disconnected by a corrective response such as a load
tripping scheme.

Thus, the integration of RTDS and SCEPTRETM is
successful as this load shedding impact to the WSSC
9-bus system can be observed from either the RTDS or
SCEPTRETM system due to the emulation environment
design described in Fig. 3.

Fig. 4: Bus 6 RMS Voltages

C. Cyber Event: Loss of C37.118 At Substation C

For this use case, all of the PMU connections have
been dropped at Substation C. This could represent
an equipment failure or a malicious event (e.g., de-
nial of service attack). This loss of system visibility
could prevent an SPS from operating correctly. However,
the use of ML algorithms to help classify the system
into four different categories: normal operations, cyber
disturbances, physical disturbances, and cyber-physical
disturbances using the cyber data and the framework
in [9] and subsequent adaptive response, increases the
system resilience.

D. Results

Using the SCEPTRETM platform to drop several of the
PMU connections at a virtual router allows us to analyze
different system SPS that could be configured. The
results of this use case are shown in Fig. 5. The vertical
red line in Fig. 5 indicates when the router went offline.
The cyber data can be collected in real-time allowing
for a deep packet analysis capability of grid cyber data.
This deep packet analysis can be performed by the ML
algorithms deployed in HARMONIE-SPS and/or IDS
tools such as Zeek or Snort for other applications.

E. Cyber-Physical Event: Loss of Critical Cyber Equip-
ment At Substation C and with Load Drop

This use case joins the previous two cases together,
however the load drop command is sent from an un-
known location as shown in Fig. 2 as the Edge 1.

F. Results

The results shown in Fig. 6 and Fig. 7 depict the deep
packet inspection of the cyber data and physical data as
viewed from the control center. The vertical red line in
Fig. 6 indicates when the router went offline. A cyber-
physical scenario has been successfully deployed and the



Fig. 5: DNP3 Packet Capture From The Control Center
of Substation C

resulting data can be used to train ML algorithms to
mitigate such a scenario.

Furthermore, with insight into both the real-time cyber
and physical data streams, we can assess the performance
of mitigations deployed by HARMONIE-SPS for any
type of disturbance (cyber-only, physical-only, cyber-
physical). For response mechanisms such as SPSs, it is
important to consider the impact of the response to both
the grid operation (e.g., limit violations, stability) and
communication network (e.g., latency, bandwidth).

Fig. 6: DNP3 Packet Capture From The Control Center
of Substation C

V. CONCLUSIONS

In this paper, the HARMONIE-SPS cyber-physical
emulation testbed approach for testing an adaptive,
cyber-physical SPS has completed the process of con-
necting the RTDS and SCEPTRETM co-simulation envi-
ronments. Results for three different use cases are pre-
sented demonstrating a successful connection and data
transfer between the RTDS and SCEPTRETM platforms.

Fig. 7: Bus 6 RMS Voltages

The cyber-physical scenarios explored in the testbed
demonstrated the high-fidelity impact and extraction of
cyber-physical data; specifically, this testbed provides
deep packet analysis capability of grid cyber data as
well as analysis of power system dynamics. Therefore,
the developed testbed enables more effective and re-
silient development of grid cybersecurity tools such as
HARMONIE-SPS. Additionally, the ability to extract
cyber-physical time-series data streams for continuous
operation, with and without disturbances, is a significant
advantage for training machine learning algorithms, as
used in HARMONIE-SPS.

Future work for this testbed will continue imple-
menting different disturbances for training and testing
HARMONIE-SPS as well as incorporating additional
hardware-in-the-loop.
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