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Abstract — Smart inverters connected to a communication
network are susceptible to man-in-the-middle attacks. In this
paper, a self-security approach is implemented using the digital
twin concept for smart inverters. The digital twin is formed using
the inverter’s normal operating region and the inverter’s dynamic
model. Then, the incoming setpoints are autonomously examined
using the digital twin, and only the safe setpoints are engaged to
the inverter’s local controller. This paper demonstrates how the
inverter’s normal operating region and dynamic model are
formed. In particular, the normal operation region is
experimentally verified by changing the P and Q setpoints engaged
to the local controller, using a laboratory setup including a three-
phase 3-kVA SiC-MOSFET inverter and a 12-kW NHR 9410
regenerative power grid emulator. The results demonstrate that
the self-security technique can potentially protect inverters from
man-in-the-middle attacks by examining the incoming commands
(new setpoints) using the inverter’s digital twin before engaging
the setpoints to the local controller.

Index Terms— Smart inverters, cyber-physical devices, self-
security, reference model, digital twin.

I. INTRODUCTION

With the advancement of internet and communication
technologies, the power network is emerging to the next
generation. The next generation power network allows physical
power network to interact and exchange information
autonomously through a cyber network. Smart inverters can be
performed as controllable interfaces between the physical
devices and the cyber networks to make proactive and
autonomous decisions based on the two-way communications.
Communication enabled inverters can perform grid-supporting
functionalities such as voltage regulation and harmonic
compensation and also the grid-forming autonomous features
like black-start and networked microgrid operation [1]-[3].
Recent investigation demonstrates that as a part of a cyber-
physical system smart inverter can be programmed with
cooperative strategies to overcome different instability issues.
These advanced and autonomous features of smart inverters
allow high penetration of renewable sources to power systems
and ensure stable and safe operation of modern power grids [1],
[4]-[7].

Although, the high penetration of renewable energy sources
and new cyber-physical structures have numerous benefits but
these introduce new reliability, stability, and security risks in
the power grid [7]-[10]. Local measurements data, system
information, and supervisory commands of power setpoints
need to be exchanged between the physical device and common
cyber network. The smart inverter connected to a cyber network
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can be in danger of erroneous data communication, operator
error, or cyber-attack. With the increased number of smart
inverters sharing the same communication link the risk of
cyberattacks and erroneous operations increases, that may have
severe impact on the power grids [7]. Specially, the low inertia
units, such as the PV and the wind farm, which is more
impactful on the stability of the grid, are more prone to the
cyber-attacks. Any abnormal operation of a single inverter can
cause sequential trips of multiple inverters, destruction of
equipment, blackout of power system, and thus, high economic
losses [11]-[12]. Therefore, cyberattack detection and
prevention play an important role in avoiding potential
hazardous events in the power network.

Several studies have been carried out to prevent the
cyberattack and detect smart inverter anomalies. These
researches can be classified into data-driven approaches and
model-based approaches [12]-[13]. In data-driven approaches,
a machine-learning-based heuristics algorithm is used to
develop the model [13]-[16]. On the other hand, the model-
based technique compares the measured values with a time-
dependent threshold to detect the anomalies [13], [17]-[18]. The
goal of this technique is to provide system-level security.
Recently, model-based self-security is proposed and
experimentally tested [19]. In [12], a model-based cyberattack
detection filter is developed using a mathematical model where
the inverter’s normal operating region is defined by a trajectory
within a bounded area with a constant radius, and abnormal
operation is determined when the trajectory is outside of the
bounded area. On the other hand, a model-based adaptive
control is developed in [20] to ensure the synchronization of
multiple grid-forming converters during cyberattacks.

This work presents a knowledge-based self-security
algorithm to assess the incoming power setpoints, P and @, and
decide whether the setpoints are harmful before engaging to the
inverter’s local controller. The assessment is based on
evaluating the inverter’s linear operating region by a digital
twin of the inverter. Any setpoints beyond the inverter linear
operation region can cause non-linear behavior like over-
modulation, which can also lead to substantial pulse dropping.
As a consequence of pulse dropping, injected harmonics to the
grid can exceed the IEEE 591 standard limits [24]. Notice, the
injection of excessive harmonic components to the grid causes
system instability.

In addition to this introduction, the paper contains four more
sections. Section Il presents the system description and self-
security concept. Section Il elaborates on the proposed self-
security approach towards the digital twinning of the smart
inverter. Section IV discusses on the device level self-security
algorithm. Section V provides experimental results and Section
VI summarizes the findings of this work.
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Fig. 1. Smart inverters connected to the power grid and possible cyberattack
scenarios in a cyber-physical system.

Il. SYSTEM DESCRIPTION

In this section, the grid-interactive inverter based cyber-
physical network, to be studied under different malicious
cyberattacks device is introduced, see Fig. 1. Physical devices
such as grid-connected inverters, smart meters, transmission
cables, loads, battery chargers, transformers, capacitor banks,
etc., form the physical network. On the contrary, devices such
as utility controllers, third-party aggregator servers, data
processors, etc., that can establish a remote connection to the
inverters form a remote communication network, is known as a
cyber network. The communication link is the channel that
allows communication between the physical-devices into the
cyber network. This communication link provides smartness to
the inverters by allowing interactive and real-time control to
provide services beyond only active and reactive power
injection to the grid.

Additionally, the communication link allows data sharing
between inverters that are connected to different local networks.
This connectivity to the outside network and information
exchange can cause anomaly in the smart inverters. These
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anomalies can be classified as artificial and natural. The
artificial anomalies can be considered intentional and
unintentional cyber-attacks. A hacker can monitor inverter
operation, gradually change inverter settings, and perform a
malicious activity by sending manipulated active and reactive
power setpoints to the inverter’s local controller through the
cyber network. In this paper, manipulated external data,
intentional or unintentional, sent from the authorized sources
like utility operators requesting a change in the inverter’s power
setpoints is considered cyberattacks.

I1l.  SELF-SECURITY CONCEPT FOR SMART INVERTERS

Fig. 2 shows the inverter’s power capability curve and the
stability boundary along with the capability curve of a
generator. The capability curve of a synchronous generator
describes a limit within which the machine can operate safely,
as shown in Fig. 2 (right). To ensure a safe generator operation,
the field current should not exceed the safe region limited by
the armature when the armature limit curve falls inside the field
limit curve. For the synchronous generator, the armature limit
region is a circle with a radius V.1, centered at (0,0). The field
limit region is represented with an ellipse with a radius of
V.E;/1X;l, centered at (0, —V,*/X,) where V, is the terminal
voltage of the generator, Ef is the field excitation voltage, and
X, is the synchronous reactance.

Similarly, the equation of power, transferring from the
inverter to the grid, define the active and reactive power normal
region as a disk in the PQ-plane with a radius R centered at C,
where the dependency of the radius and the center to the grid
parameters are provided in Fig. 2(left). The circle with a radius,
Smazx» Centered at the origin, illustrates the rated capacity of the
inverter. The region where two circles intersect with each other
is the safe region for inverter operation and contains all valid
PQ setpoints [21]. However, the boundary of the safe region
can change instantaneously based on the grid and inverter
parameters. One can say from Fig. 2 that the idea of normal
operating regions defined for both the grid-interactive inverters
and generators is analogous. Nevertheless, any points that fall
outside of the inverter intersected operating region cause non-
linearity or abnormal operation. Therefore, these points are not
going to be engaged to the local controller.
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Fig. 2. Normal operating region of a grid-interactive inverter in a distribution grid compared with the capability curve of a synchronous generator.
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Fig. 3. knowledge-based for self-security techniques.

Self-security in smart inverters is an anomaly detection
concept that ensures a safe operating region for smart inverters
by providing an extra device-level protection layer on the
existing communication- and system-level protections to
examine the validity and applicability of incoming data. This
concept is essential when the existing security measures fail or
are bypassed due to incoming data appears to be coming from
authorized sources. When a smart inverter knows its stability
boundary, it can detect the bad setpoints that cause inverter
abnormal or non-linear operation. The knowledge-based self-
security techniques utilize reference models, as shown in Fig.
3, as a security wall before engaging the incoming data to the
controller. A designer can choose a fixed reference model or
adaptive reference model based on system requirements.

The inverter operates in a linear region when the incoming
setpoints are inside the normal operating region, see Fig.3. The
non-linear operation can be observed if the normal operation
region is passed. In the non-linear region, for instance, V,;, =
mv3Vp/(2v/2), can no longer be valid when sinusoidal PWM
technique is used, and over-modulation can be observed.
Consequently, current and voltage waveforms can be distorted,
and this distortion can increase total harmonic distortion
(THD). Significant pulse dropping can be seen if the total
harmonic distortion (THD) of the system increases. According
to IEEE Std. 591, see Table I., for low power applications,
allowed THD for current and voltage are 5.0% and 8%,
respectively [24]. Instability is the secondary impact of
injecting harmonics into the system due to the non-linear
behavior of the inverter. Maybe from a single inverter point of
view, the system might still be operating normal or linear
regions with low harmonics. However, in systems where
coordinated inverter operations are utilized, the interaction
between the inverters could lead to instability and reduce the
power quality. On the other hand, PLL could lose its stability if
the voltage is distorted. However, it must be noted that passing
the normal operating region does not necessarily lead to
instability.

Notice that, in the fixed reference model, model parameters
cannot update in real-time operation. However, in the adaptive
reference model, the parameters such as grid parameters need
to be updated in real-time to represent the actual system
characteristics. A well-tuned adaptive reference model that
represents the actual system behavior can also be referred to as
the digital twin of a smart inverter. Digital twins connect the
physical and the digital platforms to validate real-time
performance. When a smart inverter knows adequate
information, it can learn its boundaries of operation and the
dynamic characteristics at different operating conditions. This
concept can be referred to as self-learning for self-security,

TABLE | : IEEE 519
Voltage distortion limits Current distortion limits

Voltage (V) THD (%) Current ratio THD (%)
V < 1.0kV 8.0 Ise /I, < 20 5.0
1<V <69kV 5.0 20 < Igc /I, < 50 8.0
69 <V < 161kV 2.5 50 < I/, <100 12.0

Isc=Maximum short circuit current, I, = Maximum demand load current

which allows smart inverters to make accurate decisions during
variable operating conditions.

TABLE Il : PARAMETERS FOR EXPERIMENTAL SET-UP

Parameters Values
Fundamental frequency 60 Hz
PWM carrier frequency 20 kHz

Vi rms 208
Ve 350V
L, (Inverter-side of LCL) 1.0 mH
Cr (D) 30 uF
L, (Grid-side of LCL) 0.5mH
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Fig. 4. Part of the self-security algorithm flowchart for smart inverters.



TABLE IlI: EXPERIMENTAL DATA FOR VOLTAGE VARIATION

Scenarios (V) LA  pfdag) Ve, )  Vae(V)  Q"(kVAr)  P*(kW)  THD(%) m
Impactof 208 2.996 0.92 210.7 350 0.25 1.0 8.8 0.9902
55121‘; 208 2954  0.935 2107 337.6 0.25 1.0 103 1.026
V. (V) 208 3.016 0.93 2111 324.5 0.25 1.0 20.6 1.070
Impactof 208 2.99 0.922 210.1 350 0.25 1.0 8.8 0.987
xg/f)il(:age, 217 2.796 0.927 219.2 350 0.25 1.0 10.1 1.029
v, (V) 224 2.784 0.921 226.8 350 0.25 1.0 20.5 1.0649
TABLE IV: EXPERIMENTAL DATA FOR POWER INJECTION
Scenarios () (A  pf(ag)  Vape)  Va(V)  Q'(kVAr)  P'(kW)  THD(%)
Change in P* 208 4,165 0.966 209.6 350 0 1.4 10.1
for@* =0 208 4136 0.968 209.8 350 0 1.394 10.2
208 4.08 0.965 209.8 350 0 1.379 10.2
Change in P* 208 3.035 0.902 212 350 0.35 0.998 10.2
for Q" = 208 2.888 0.891 211.9 350 0.35 0.950 10.2
0.35 kVar 208 2.939 0.901 2118 350 035 0.969 105
Change in P* 208 2.745 0.82 212 350 0.5 0.852 11.3
for Q" = 208 2.499 0.79 211.9 350 05 0.748 10.8
0-5kvar 208 2.686 0816 2118 350 05 0.828 11

IV. DEVICE-LEVEL SELF-SECURITY ALGORITHM

The flowchart of the proposed self-security algorithm to
detect the validity of the incoming PQ setpoints is presented in
Fig. 4. This algorithm combines different reference models,
including the knowledge of IEEE-1547, steady-state, and
dynamic response reference models. The next step of this
algorithm is to check the incoming PQ setpoints by the steady-
state and dynamic reference model. After the PQ setpoints are
satisfied by the steady-state and dynamic reference model
requirements, the algorithm accepts the incoming PQ setpoints
and engages them in the local PQ controller.

V. EXPERIMENTAL RESULTS

The effectiveness of the proposed self-security technique was
verified experimentally using a three-phase hardware setup. In
this hardware setup, a custom-built 3 kVA SiC MOSFET-based
inverter is used. The switching signals of the inverters were
generated using the dSPACE MicroLabBox DS-1202
Controller Board. A three-phase LCL filter was connected at
the inverter’s output terminal to filter out the high-frequency
components. The three-phase inverter was programmed to
inject the desired power into a 12 kW NHR 9410 power-grid
emulator. A Magna-Power SL400-15/208 programmable dc
supply was employed as the DC source for the inverter. The
system parameters are outlined in Table 1. All the experimental
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Fig. 5. Steady-state line-line voltage and line currents at P =1kW, Q =
0.25 kVar

e

waveforms were measured using a Teledyne LeCroy HD4096
oscilloscope with CP030.

First, the theory of the steady-state analysis was verified by
an experimental test when the proposed self-security algorithm
was disabled. The experimental results are outlined in Table I11.
The steady-state voltage and current waveforms at the inverter
terminal are shown in Fig.5, where the inverter was at normal
operation with m < 1, and current THD was within an
acceptable limit, < 10%. The dc-bus voltage and grid voltages
were changed from their normal value to demonstrate the
inverter’s non-linear phenomenon. In all cases, active power
and reactive power were set to 1kWand 0.25kVAr
respectively. In the first scenario, Fig. 6(a) and 6(b), the dc-bus
voltage was reduced to 337.6V and 324.5V, respectively.
Reducing the dc-bus voltages caused over-modulationi.e., m >
1, which leads to higher THD. In the second scenario, Fig. 6(c)
and 6(d), the grid voltage was increased to 217V and 224V,
respectively. Therefore, increasing the grid voltages also caused
non-linear inverter operation.

To validate the inverter steady state linear operation region,
different PQ setpoint was implemented in the hardware. For the
given PQ setpoints total harmonic distortions (THD) was
recorded using a power meter. Initially, reactive power setpoint
was set to zero, and active power setpoint was increased until
the THD reached to maximum acceptable limits, i.e. 10%.This
process was repeated for three times and observed that active
power setpoint for acceptable THD limit was around P =
1.4 kW which is represented as point A in Fig. 6. Then, reactive
power setpoint was changed to 0.35 kVar and observed active
power setpoint was P = 0.95 kW for acceptable THD limits,
represented as point B in Fig. 6. Finally, reactive power setpoint
was set to 0.5 kVar and observed active power setpoint for
acceptable THD limit was 0.85 kW which is represented as
point C in Fig. 6. Notice, if the THD of the system increases
significant pulse dropping can be seen and as a consequence a
non-linear operation can be observed. Therefore, in inverter’s
normal or linear operation region PQ setpoints follows a trend
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Fig. 6. Steady-state line-line voltage and line currentsat P = 1 kW, Q = 0.25 kVar; (a) and (b), dc-bus voltages is reduced from normal value; (c) and (d), grid-

voltage is increased from normal value.

of circle with radius R centered at O as shown in Fig. 6. Outside
of this region, non-linear behavior like over-modulation can be
observed, and voltage and current waveform become distorted.

The effectiveness of the self-security algorithm for the
steady-state was checked in the hardware for different incoming
PQ setpoints. By estimating the system’s steady-state response,
the incoming PQ setpoints were placed in the PQ-axis and
detected whether they lied within the normal region or fall
outside. When the incoming setpoints were inside the region,
the proposed self-security algorithm accepted the setpoints.

Next, the incoming setpoints were checked by the dynamic
response model. The dynamic reference model can be formed
by a reduced fourth-order model [19],[23]. The transfer
function of the fourth-order system with added zeros can be
represented as follow.

AV K(s +2z)(s + z,) %

AP (s2 + 2w, + w?)(s2 + 2{ywy + ©?)
where, {;, {y represent low- and high-frequency damping
ratios, w;, wy denote low- and high-frequency natural
frequencies, and z,, z, are the zeros, respectively. Notice, the

low frequency poles are dominant in (1). This fourth-order
model can be further simplified to a second-order model by
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Fig. 6. Demonstration of inverter steady-state linear operation region for
incoming PQ setpoints.

including the low-frequency components only which can be
represented as follows,

AV Ki(s + 2) 5

AP (s2 + 2w, + w?) @
Where, K, is the gain and z is the zero of this second order
system. The second-order model is computationally modest
compared to fourth-order model and provide an accurate
estimation of actual system response [25]. In this work,
dynamic response model is formed by the second-order model.
To validate the performance of second-order model, the peak
amplitude of the voltage at PCC was recorded for both inverter
circuit simulation and dynamic response model. For a given
step change of active power, AP = 3kWat 0.13s, the
recorded response is shown in Fig. 7., from which one can
conclude that estimated results by the second-order system are
in good agreement with full-order inverter circuit simulation.
Thus, the proposed knowledge-based self-security algorithm
can detect the incoming setpoints that cause abnormal operation
in the inverter.

VI. CONCLUSION
In this paper, a knowledge-based self-security algorithm is
developed for incoming power setpoints. The knowledge-based
digital twin is formed by estimating the normal operating region
of the inverter and its reduced order dynamic model. The non-
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linear phenomenon of the inverter is experimentally
demonstrated when the incoming setpoints are outside of the
normal operating region. The incoming setpoints are checked
through the steady-state reference and dynamic reference model
to verify whether the inverter operation stays on linear or non-
linear operation region to ensure safe operation of the inverter.
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