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This research uses game theory to defend against cyber-attacks
while considering uncertainty

Who is our adversary?
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The goal of this research is to reduce the likelihood of
successful cyber-attacks on nuclear power plants

1. Predict how an adversary might target a plant
2. Quantify nuclear power plant cybersecurity

3. Allocate cybersecurity resources to defend a plant




where the outcome is uncertain

Normal > Hacked > Hazard

N

I
. | Stochastic game theory is used to analyze interactions m
I



Bayesian games address uncertainty about the adversary

Type 1: Disgruntled Employee Type 2: Terrorist

Attack 1 ac Attack 2

@ 0,2 - 1 Defense 1 -10, 10
Defense 2 -3,10 , @ , 0,4

Probability = 0.2 Probability = 0.8
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Stochastic Bayesian games consider uncertainty regarding
the players and their interactions

Normal Penetrated Escalated Hazard Loss
State States States States States

Adversary Types

+ Disgruntled employee  Radical activist
« Government cyberwarrior e« Terrorist

o



‘ This research consists of two major tasks:
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Game construction Game solution

Approach is demonstrated for a notional system & notional adversaries




The residual heat removal system maintains reactor
water level during a loss of coolant accident
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Adversary types were selected using Intel Corporation’s
Threat Agent Risk Assessment methodology

|dentify

Measure agents that Derive their cently

methods
likely to
manifest

threat agent exceed primary
risks to plant @ acceptable objectives
risks




10 | The radical activist, disgruntled employee,
government cyberwarrior, and terrorist are the greatest risks

Radical activist
Disgruntled employee
Gov. cyberwarrior
Terrorist

Gov. spy

Vendor

Internal spy
Corrupt gov. official
Legal adversary
Civil activist
Competitor

Data miner

Cyber vandal

Thief

Sensationalist
Mobster

Irrational individual
Anarchist

10* 10° 108 107 108 10°
Risk ($)




11 | The states of the game were defined using
System-Theoretic Process Analysis

|dentify losses, hazards, and constraints

Model the control structure

|dentify the unsafe control actions

|dentify loss scenarios




The state space consists of 45 states

T

Normal
State

(1)

Penetrated
States
(31)

~

Hazards:

NoumpsWh =

Loss of flow path
Damage to RHR pumps

Removal of suppression pool inventory

Reactor trip
RHR does not initiate
Inadequate flow

Cooling provided when not needed

Hazard
States

(7)

LLoss
> States

(6)

Losses:

oUnbhWWh =

Loss of power generation
Environmental damage
Personnel injury
Damaged public opinion
Major equipment damage
Core damage

o
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13 | State transition probabilities were estimated using the m
Common Vulnerability Scoring System

CVSS Exploitability
Metrics

1. Attack vector

|::> S;1S;.QA a
2. Attack complexity p( 3‘ ts &0 A)
3. Privileges required
4. User interaction



or pursuing a better hazard

IsH = H*?
H* = most desired hazard

H = best accessible hazard Yes No

Initiate H Calculate probability
of settling for H

Calculate the probability
of choosing each action
to pursue a better
hazard

I
.2 | The attacker chooses between the best accessible hazard m
I

p(action) = p(not settling) > p(action|hazard)p(hazard|not settling)
Hazards



s | The defender uses Bayesian learning
to estimate the attacker’s utility of a loss
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The defender uses Bayesian learning
to estimate the attacker’s utility of a loss
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17 | The defender uses Harsanyi-Bellman ad hoc coordination
to select a defensive action

Bellman Bayesian Nash

Optimal Control Equilibrium

Advantage: Situational strategy selection

Challenge: Computationally infeasible for this game




HBA can be approximated with path sampling methods

Greater utility
A

Average utility of all paths

Lesser utility




1o | Rewards are aggregated throughout the game
to quantify the outcome for each player

Outcome |
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The players continue to select actions until

either a loss occurs or the time limit is reached

Players
observe
history

Game
begins

FALSE

[

Attacker chooses action

]
| )

Bayesian learning of
attacker’s parameters

%

Defender updates
type beliefs

1

Termination conditions

Fame ] ) TRUE

Time step > limit
or

terminates J

state is absorbing

—

Defender chooses action
with HBA

%

Increment
time step

H

immediate utilities

State
transitions

Award
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State Trajectory
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»» | The greatest mean time-to-loss occurred
when facing the radical activist

Duration (time steps)
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3 | The greatest availability occurs when facing the terrorist

Government Cyberwarrior (62.0%) Terrorist (67.5%) I



-, | The defender’'s median utility was greatest
when facing the radical activist
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5 | The spread of the attacker’s utility varied significantly
among the attacker types
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s | The estimation of the attacker’s loss utility was best
when facing the terrorist
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,; | Estimation of the attacker's loss utility was inconsistent

for several reasons

1. Short duration of games
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s | Estimation of the attacker's loss utility was inconsistent
for several reasons

1. Short duration of games

2. Lack of new information as the game is played
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o | Estimation of the attacker's loss utility was inconsistent
for several reasons

1. Short duration of games
2. Lack of new information as the game is played

3. Insensitivity of attacker's decision-making to the loss utility

Radical Disgruntled  Government Terrorist
Activist Employee Cyberwarrior

Loss Rank 5th (tie) 6th 4th (tje) 1st




50 | The utility of the uncertain loss affected

the terrorist's hazard ranking
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;1 | Detection of the attacker’'s true type was most effective against
the radical activist and disgruntled employee
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5> | The goal of this research is to reduce the likelihood of
successful cyber-attacks on nuclear power plants

1.Predict how an adversary might target a plant
»  SBG construction

« SBG simulation

2.Quantity nuclear power plant cybersecurity
« SBG simulation: time-to-loss, availability, utility

3.Allocate cybersecurity resources to defend a plant
« HBA and Bayesian learning



;3 | This work can help infrastructure defenders to cost-effectively m
allocate security resources given uncertainty
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