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ABSTRACT

Microgrids require reliable communication systems for equipment control, power delivery opti-
mization, and operational visibility. To maintain secure communications, Microgrid Operational
Technology (OT) networks must be defensible and cyber-resilient. The communication network
must be carefully architected with appropriate cyber-hardening technologies to provide security
defenders the data, analytics, and response capabilities to quickly mitigate malicious and acciden-
tal cyberattacks. In this work, we outline several best practices and technologies that can support
microgrid operations (e.g., intrusion detection and monitoring systems, response tools, etc.). Then
we apply these recommendations to the New Jersey TRANSITGRID use case to demonstrate how
they would be deployed in practice.
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1. INTRODUCTION

A microgrid is a group of interconnected loads and distributed energy resources (e.g., wind tur-
bines, diesel or natural gas gen-sets, photovoltaic systems, batteries, flywheels, etc.) within clearly
defined electrical boundaries that acts as a single controllable entity with respect to the grid. A
microgrid can connect and disconnect from the grid to enable it to operate in both grid-connected
or island mode [1]. Microgrids are often designed as a backup source of electricity for critical
loads (e.g., hospitals, emergency service centers, etc.) in the event of an emergency (e.g. a power
outage or an adversarial attack) [2], and this makes them a target for adversaries looking to cause
disruption. Adversarial manipulation of the microgrid industrial control system (ICS) will disrupt
control actions and optimization functions, and likely cause microgrid load outages.

Recently, there has been a growing interest in deploying networked microgrids. Networked Micro-
grids (NMs) are two or more microgrids interconnected at the power/physical layer with commu-
nication and control capabilities. By taking advantage of control, automation, and communication
capabilities, NMs are able to increase reliability, resilience, scalability, and diversity of loads and
generation assets [3, 4].

In this work, we introduce a new term, Interdependent Microgrids (IMs), which are two or more
microgrids interconnected at the networking/communication layer. As opposed to being electri-
cally coupled like NMs, IMs can operate more efficiently or reliably by exchanging information
with other microgrids in the area. One example of this situation is a microgrid that powers a rail
line and another that powers a rail station along that line. If the rail line microgrid is de-energized,
loads at the rail station will likely be much lower. Similarly, if the station microgrid is unpowered,
the rail lines will not stop at this station and this will change the loads expected by the microgrid
powering the rail line.

Substantial research has been performed to study the benefits of NMs, including designing re-
silience into the system [5, 6, 7], energy management, optimization, power sharing, and scheduling
[8,9,10, 11,12, 13, 14], voltage and frequency control [15, 16], and restoration [17, 18]. There has
also been prior work to create a benchmark system for comparing and testing optimal power flow,
energy management, control, stability, and protection [19]. However, there has been less attention
to different approaches to secure communications in NMs or IMs.

As shown in Fig. 1-1, NMs represent multiple, dependent microgrids which are controlled with
a high-level controller. The microgrids can island during a grid outage individually or as a group
to provide additional reliability for the entire islanded system. The microgrid controller maintains
stability, protection/control, and energy management by communicating with the DER equipment
using a DER management system (DERMS), the protection equipment (e.g., relays) using a protec-
tion control system [20], and other Supervisory control and data acquisition (SCADA) equipment
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Figure 1-1. Microgrid Network Logical Architecture

like phasor measurement units (PMU) and advanced metering infrastructure (AMI). The same
networking architecture would exist for IMs.

At the higher level, control systems for NMs/IMs must have real-time communications to co-
ordinate the individual microgrids for power sharing and economic optimization. The NM/IM
controller must also include the ability to dynamically transition to any other NM/IM operating
modes and grid topologies by communicating these changes to the individual microgrid controllers
and relays that manage microgrid interconnections. Two centralized or distributed NM/IM con-
troller communication design possibilities include client/server architectures or publish/subscribe
approaches [21]. In either case, local microgrid DER/Protection/SCADA communications must be
secured to the local microgrid controllers [22, 23] and secured upstream to the higher-level NM/IM
controller(s).
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The challenge is that microgrid and other ICS systems have historically been installed in physically
secure areas and disconnected from wide-area networks; as a result, microgrid and networked
microgrid control systems are generally not designed with cybersecurity in mind [22]. What makes
securing NMs/IMs even more challenging is that the individual microgrid systems may be spread
over a larger geographical area—sometimes without dedicated communication lines between the
sites—and each microgrid is typically running isolated but poorly-secured industrial control systems
running proprietary or legacy control protocols with specialized software and hardware. In some
cases, connections to these systems may be performed over the internet using encrypted VPN, SSH,
or other connections, as is common for large wind and solar installations today. This requires a
zero-trust architecture where all accessible endpoints/assets authenticate and authorize users, as
opposed to primarily securing systems with perimeters [24].

NM/IM controllers and facilities will also need to connect with business/enterprise networks in
order to facilitate business and administrative operations. Integrating the Operational Technology
(OT) system with IT environments provides many benefits including remote access and monitor-
ing, grid interactivity, and cross-enterprise optimization. However, the OT/IT convergence [25]
also expands the attack surface of the microgrid, and these new attack vectors must be carefully
defended [26]. If the IT systems must be connected to the NM/IM controller, it is possible to es-
tablish a DMZ between IT and OT networks to ensure adversaries are prevented from crossing this
boundary.

It is also essential to design cyber-hardening technologies into NMs/IMs which provide security
operators with visibility, anomaly detection tools, and defensive options to respond to attacks.
These technologies may include the NIST Cybersecurity Framework (CSF) functions listed below
[27]:

1. Identification - Understanding, categorizing, and documenting the control network, sys-
tems, data, and assets, in order to effectively manage cybersecurity risks [27].

* Create Risk Management Framework for the organization.
* Define a governance program for legal and regulatory requirements.
* Identify critical functions and document potential risks to them.

* Document all digital assets (hardware and software) in the IT and OT networks and
establish an asset management program.

* Determine potential threats, vulnerabilities, and response strategies.

* Create Supply Chain Risk Management strategy with risk tolerances.

2. Protection - Network security implementations, policies and procedures designed to protect
cyber-physical systems from cyberattacks.

* Deploy stateful firewalls which track active network connections and intrusion preven-
tion systems to protect against malware.

* Establish demilitarized zones (DMZs) and network segmentation at different levels of
the system.
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» Use dedicated networks for critical applications.
* Where possible, update communication protocols with enhanced security technologies.
* Encrypt sensitive data flows.

* Implement access control with least privileged principles and multi-factor authentica-
tion.

* Implement whitelisting, which is considered more secure than blacklisting [28].

* Add unidirectional gateways and data diodes to isolate critical components and prevent
two-way communication where applicable.

* Use jump hosts and multi-factor authentication for remote connections and facilities.

* Disable unused connections, ports, components, and applications which could be used
as attack surfaces.

* Mandate timely and periodic patching of operating systems and applications.

3. Detection - This stage involves situational awareness and real-time monitoring of systems
and processes in order to identify attacks.

* Use antivirus and intrusion detection systems (HIDS and NIDS) to detect anomalies
and malicious behaviors.

* Implement continuous, centralized system monitoring and event logging (e.g. SIEM
tools).

* Maintain situational awareness of system operations.

* Conduct regular threat-hunting activities and update scanning tools based on new threat
intelligence.

4. Response - This includes plans and processes put in place to respond to attacks and incidents.

* Implement incident response and cyber-physical remedial action schemes to contain
the incident.

* Manage communications with the internal team, law enforcement, and external stake-
holders as appropriate.

* Create isolation and containment plans for compromised systems/hosts in the case of an
attack. As an example, this may include changing the network topology using Software
Defined Networking/Moving Target Defense.

* Perform forensic analysis to identify the source of the attack in order to fully resolve
the incident.

* In the event that a cyberattack impacts the power system or rail, bus, or ferry operations,
pre-planned remedial actions should be deployed to get the system operational.
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* Where applicable, containerized systems can be quickly reconstructed from known
good images.

5. Recovery - Measures by which to recover and restore system functionality to the state it was
before the attack.

* Execute the recovery plan, incorporate lessons learned, and update recovery strategies.

* Manage public relations by communicating internally and externally about recovery
activities.

Herein we present a collection of best practices for securing a collection of microgrid OT net-
works. This primarily focuses on the network devices and topology required to protect the mi-
crogrid. Other requirements from the NIST CSF and other best practices, guides, and standards
should be consulted to generate comprehensive cybersecurity strategies for specific NM/IM appli-
cations. The remainder of the report is structured as follows. Chapter 2 discusses the design of a
logical cybersecurity architecture for NMs/IMs, considering defense-in-depth techniques. Chapter
3 describes the New Jersey TRANSITGRID project use case and details the design considerations
for the NJT logical cybersecurity architecture. Chapter 4 discusses some key architectural cyber-
hardening technologies, Chapter 5 explores some operational cyber-hardening technologies, and
Chapter 6 concludes the paper.
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2. SECURE NETWORKING DESIGN

This section details our approach to designing a cyber-secure architecture for NMs/IMs. Our
cybersecurity architecture for NMs/IMs takes a holistic approach by considering the two primary
security zones of the microgrid systems: (a) the Information Technology (IT) networks that include
business and enterprise operations and (b) the Operational Technology networks that operate each
of the NM control systems, as well as networks providing communications between NMs/IMs.
Our design implements the following defense-in-depth measures:

1. Deploying paired firewalls from different vendors, and intrusion detection systems to protect
against malware [28].

2. Establishing demilitarized zones (DMZs) and network segmentation at different levels for
extra security.

3. Implementing a logically separated microgrid control network.

4. Use of unidirectional gateways and data diodes where necessary, to isolate critical compo-
nents and prevent two-way communication.

5. Use of jump hosts and multi-factor authentication for remote connections to facilities.

Unfortunately, IT security solutions are not applicable to ICS/OT environments due to the differ-
ences in how these systems are designed, their performance and reliability requirements, and their
modes of operation. In fact, many IT security tools may disrupt OT environments, e.g., scanning
certain control systems may cause them to reboot or misoperate [29]. Therefore, all security mea-
sures and technologies have to be carefully configured in the OT environments to prevent control
function disruptions or misoperations [30].

2.1, Application of Risk Management Frameworks to Define Security Features

The security of the NM/IM networks should be designed based on the risk tolerance of the owners,
operators, and other stakeholders. The question is "How can the appropriate network security fea-
tures be selected for the NM/IM?". There are multiple approaches for selecting security controls
based on the organization’s risk tolerance. Risk is a broad measure of the extent to which adverse
impacts would arise if an event occurs, and the likelihood of that occurrence [31]. Assessing risk is
challenging, but if time is taken upfront to discuss and document the threats and consequences in
terms of risk tolerance, assumptions, constraints, priorities, tradeoffs, and uncertainty, the system
can be designed with the appropriate security controls. The Department of Defense (DoD) Uni-
fied Facilities Criteria (UFC) 4-010-06, Cybersecurity of Facility-Related Control Systems [32],
describes a Risk Management Framework (RMF) in a five-step process: (1) selecting the impact
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levels (low, moderate, high) for the confidentiality, integrity, and availability of the control system,
(2) selecting the proper NIST SP 800-82 controls, (3) listing the DoD Control Correlation Identi-
fiers (CClIs) [33] for the controls, (4) identifying CCls that require input from the designer, and (5)
including the cybersecurity requirements in the project specification. The NIST RMF (SP 800-37
Rev. 2) has a similar approach, wherein the security controls are selected based on impact analysis
of the system and information that is processed, stored, and transmitted [34]. These approaches
stretch across the entire lifecycle of the system as opposed to the Electricity Subsector Cyberse-
curity Capability Maturity Model (ES-C2M?2) [35], DHS Cyber Security Evaluation Tool (CSET)
[36], or NREL’s Distributed Energy Resource Cybersecurity Framework (DERCF) [37], which are
tools for evaluating as-built installations or as-designed systems. RMFs are especially useful in the
design process, where high-level architectural and difficult cost-benefit decisions are made based
on the risk profile for the system.

For the following reference NM/IM security architecture, we have not completed the risk man-
agement process because this will change site-to-site and stakeholder-to-stakeholder. Instead, we
adopted best industry networking practices into a template for NMs/IMs. This design should be
modified based on site needs, resources, and risk frame.

2.2, Design Considerations

In the report “Microgrid Cyber Security Reference Architecture (V2)" [38], Stamp et al. designed
a microgrid cybersecurity reference architecture which leveraged defense-in-depth techniques to
secure the data exchanges required for microgrid operations. Defense-in depth is a multi-layered
defense approach where security measures are applied at different levels, ensuring that a single
compromised or misconfigured component does not compromise the systems [22, 38, 39]. The
Microgrid Cyber Security Reference Architecture was an improvement on traditional flat ICS net-
works because it segmented the microgrid control system network into enclaves, then into func-
tional domains, making it difficult for an attacker who gains access into the control network to
move laterally and compromise other systems. This architecture is created to prevent common OT
vulnerabilities such as [28]:

1. Connections to internet and external networks - Microgrid control network is insecurely
interfaced with the enterprise network or internet to facilitate monitoring and administrative
functionalities.

2. Misconfigurations - Improper internal perimeter configurations, security applications, or
other hardware/software. For example, misconfigured firewall rules would allow lateral
movement post-breach.

3. Insecure remote access connections - Poor management or configuration of remote access
to the control system, e.g., lack of authentication, active but unused connections and ports,
etc.

Our logical network design builds on the defense-in-depth methodology to prevent these issues by
creating a network that is simplistic, segmented, monitored, and independent:
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» Simplistic: This involves prioritizing system functionality and operation during security de-
sign consideration. While traditional IT systems are designed to ensure Confidentiality, In-
tegrity, and Availability (CIA Triad), in that order of priority, industrial control systems
are the opposite, embracing the reverse order of priority - Availability, Integrity, and Con-
fidentiality (AIC Triad). This is because, information technology (IT) security systems are
designed with the goal of protecting critical and sensitive information such as users’ personal
records, financial information, intellectual property, etc., whereas, industrial control systems
(ICS) are designed with a focus on enhancing the industrial process, and ensuring maximum
availability and integrity. It is important for an industrial control system to stay up and run-
ning without interruptions or unexpected downtime (availability), and for information being
passed across to be without errors or alterations (integrity), any of which could impact in-
dustrial operations negatively. Designing the network infrastructure to be simple makes it
easy to implement changes, fix errors, monitor processes and control operations. This means
implementing a functionality-based segmentation, and ensuring that while deploying and
configuring hardening tools, such as firewalls, intrusion detection and prevention systems
(IDS/IPS), and encryption technologies, the smooth operation of the IDS processes is not
negatively impacted.

* Segmented: Segmentation involves the separation of systems and components into different
logical groups, domains, or enclaves based on properties, such as communication protocols,
uniform policies, network traffic, level of trust, functionalities, interdependencies, security
requirements, criticality of operations, vulnerabilities, etc. This ensures that a compromised
system does not give attackers the freedom of moving through the network and infecting
other systems. With proper segmentation in place, security implementations such as au-
thentication, firewalls, intrusion detection and prevention, encryption, system monitoring,
event logging, and digital forensics are easier to implement. Segmentation helps to enforce
boundaries and minimize access to sensitive information by establishing rules that define
how information and communications are allowed through boundaries. According to [28],
segmentation can be implemented in the following ways:

— Logically through Virtual Local Area Networks (VLANS), encrypted Virtual Private
Networks (VPNs), and through unidirectional gateways that ensure communication
only flows in one direction.

— Physically through air gaps which completely prevent connection or flow of traffic
between network domains.

— Traffic filtering at the (a) network layer, based on IP and route information, (b) appli-
cation layer, based on application level firewalls, proxies, and content-based filtering,
(c) port/protocol level, based on service type, and (d) state-based filtering, based on
operation state and functions.

* Monitored: System monitoring and event logging should be implemented in a way that does
not impact industrial operations. Monitoring systems should be designed across different
segments of the network, collecting and logging system and process information within the
segment they are deployed. This reduces the overhead of logging and processing aggregated
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information across the whole network by a single monitoring system and the rate of false
positives that might arise with the monitoring of unrelated processes by a single system.

* Independent: Systems are segregated into different independent logical groups based on their
functions and processes as if they exist alone. This would make the microgrid control system
more resilient to attacks. In the event of a compromise of one of the systems, the rest of the
control network can continue performing their functions, while the compromised system is
isolated until the attack is resolved.

Additionally, since NMs/IMs must operate during power outages, all networking and control equip-
ment must be powered with alternative sources. This generally means that cloud-based assets,
Industrial Internet of Things (IloT), and other devices are not appropriate because, when power
is lost, there will be no internet connectivity. Instead, critical connectivity within and between
the microgrids must be provided with microgrid power, universal power supplies (UPSs), or other
means—depending on the NM/IM design requirements for islanded operations.

2.3. The Networked Microgrids Network Logical Architecture

We design our logical architecture as shown in figure 2-2, based on the Purdue Model for control
hierarchy [40]. The Purdue Model is a widely adopted reference model in the industrial control
system (ICS) industry [41, 42], which uses the concept of hierarchy to segment devices and systems
in the ICS into logical zones based on their functionalities and network requirements. It separates
the ICS network from the enterprise network by using a demilitarized zone in-between (Enter-
prise/ICS DMZ), which limits the degree of connection between both networks, regardless of their
interdependencies. The enterprise network, due to its business and administrative functions, allows
extensive traffic such as internet (HTTP), file transfers (FTP), email (SMTP), etc., which should
not reach the ICS network because of the risk of impacting control operations. If the enterprise and
ICS networks must communicate for certain reasons, it is advised that the number of entry points is
limited, and there should be no direct connection between both networks [43]. With the implemen-
tation of the Enterprise/ICS DMZ, in the event that the enterprise network gets compromised, the
systems in the control network will not be affected and will continue with their normal operations
uninterrupted. In addition to the separation of the enterprise network from the control network, fur-
ther hierarchical segregation is employed within the control network, in order to separate different
systems and components into logical groups, based on the functions they perform. Several tech-
nologies now allow logical grouping like Cisco TrustSec Security Group Tagging, which provides
software-defined network segmentation [44], and OpShield from GE Digital [45], which handles
OT network flows with hardware or Virtual Management Appliances (VMASs).

2.3.1. The Enterprise DMZ

The enterprise network needs to connect to the internet for e-mail, browsing, remote access, FTP,
etc. While this is necessary to facilitate business operations, it is important to ensure that these
external communications do not expose the enterprise network to external attacks. To protect the
enterprise network, we create an enterprise DMZ [43] as shown in figure 2-3, which acts as an extra
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Enterprise Zone

Level 3.5: Enterprise/ICS Dimilitarized Zone

Control Zone

Figure 2-1. Microgrid Network Logical Architecture

layer of protection between the internet and the enterprise network, which houses bastion hosts that
need to be exposed to the internet, such as e-mail gateways, Web, VPN, DNS, and FTP servers,
etc. The enterprise DMZ ensures that there is no direct connection between the outside world and
the enterprise network which provides access control benefits, foils network reconnaissance, and
prevents IP spoofing. Internet traffic that needs to reach the enterprise system (e.g., when hosting
the microgrid website) is processed by the servers in the DMZ network. Outgoing traffic is also
sent to the DMZ before they are forwarded to the external network. This layered security approach
makes it difficult for an intruder to make it past the DMZ and into the enterprise network without
being detected. In some cases, the enterprise DMZ may be replaced with a single firewall, if
sufficient protections are provided in other ways (e.g., reverse proxies for web servers, safe links,
NIDS).

Network design considerations:

» Segregated DMZs: Depending on design requirements, the enterprise DMZ could be fur-
ther hardened by separating it into smaller independent DMZs based on functionalities [28].
As seen in figure 2-3, each of the DMZs exists independently. This would prevent lateral
movement risks by ensuring DMZ assets are individually protected in case one of them gets
compromised.
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Figure 2-2. Overall Network Overview

* Firewalls: Web application Firewalls (WAFs) could be used to protect web applications on
the enterprise network from attacks such as SQL injection, cross-site scripting (XSS), file
inclusion, etc. By deploying a WAF in front of a web application, it acts as a shield, filtering
and monitoring HTTP traffic between the internet and the web application [46]. A system of
layered firewalls could also be used, such as a packet filtering router or firewall followed by
a next-generation firewall (NGFW) for different levels of packet inspection. With the high
volume of incoming external traffic, the packet filtering firewall could first filter out some
easily detectable malicious packets, before the next generation firewall performs a deeper
packet inspection on the filtered traffic. This helps reduce the delay or congestion that could
occur if the NGFW had to perform deep packet inspection on every single packet that comes
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from the internet. [28]

* IDS: An intrusion detection system is used in the DMZ as an extra layer of protection.
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Figure 2-3. The Enterprise DMZ

2.3.2. Enterprise Zone - Levels 4-5

The enterprise zone 2-4, while not part of the ICS, relies on the control network’s data for its
operations and may need to make changes to OT operations (e.g., adjust generation based on
updated fuel prices). The enterprise network houses the corporate IT infrastructure, systems, and
applications at Level 5. IT services such as web hosting, email servers, VPN, remote access, active
directory, and other enterprise applications exist in this zone. The Security Operations Center
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(SOC) is located at Level 5 because it needs to collect real-time threat intelligence from the internet,
acquire evolving information on attacks, reach out to external parties (law enforcement), etc. The
SOC also helps to monitor control systems by gathering network and process data from the control
network in order to provide quick detection and response during security incidents. Since the SOC
receives information from both the internet and the control network, strict security measures (such
as the use of DMZs, unidirectional gateways, etc.) must be taken to ensure that the SOC does not
introduce a security vulnerability into the control network.

Level 4 is the operation management network, where administrative and business operations are
performed. Some of them include usage monitoring and reporting, billing, inventory management,
scheduling, capacity planning, e-mail, printing, etc. I'T monitoring and logging operations are also
performed in this zone.

Network design considerations:

* Boundary Firewalls: Firewalls are recommended as enforcement boundaries or gateways
between the enterprise network and the upstream and downstream DMZs. This ensures that
communication flowing in and out of the enterprise zone is checked and controlled.

* It is also recommended to separate the enterprise network into different functional sub-nets
using VLANS or firewalls. This ensures extra protection for essential systems like monitor-
ing and logging, databases, authentication servers, etc.

* Intrusion detection systems (Host-based and Network-based) are used as an extra layer of
detection and defense.

2.3.3. The Enterprise/ICS DMZ - Level 3.5

While designing the microgrid control system network, it is important to ensure that the control
network is well isolated from the enterprise network. The enterprise network operates differently
from the control network and their requirements are different. The enterprise network has to com-
municate with external systems through the internet, e-mail, etc. Generally, enterprise computers
are modern, patched Windows and Mac computers, well-equipped for interacting with external
environments. Control system devices on the other hand are typically running Linux, Unix, or
other operating systems continuously for 10+ years and must be protected from enterprise network
traffic [47]. Attacks on industrial control systems and machines could cause life-threatening or
other high-consequence events, hence, it is critical to ensure that direct communication between
the enterprise and control networks is managed. This is implemented using a demilitarized zone
(DMZ) 2-5 between the IT and OT networks. The system could be configured in a way that ensures
all traffic from either side terminates at the servers in the DMZ, with no direct connection between
both networks. The DMZ would typically be comprised of shared historian servers, remote access
servers, jJump-hosts, authentication servers, patch servers, FTP/SFTP servers, etc.

Network design considerations:
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Figure 2-4. The Enterprise Zone

* Boundary Firewalls: Firewalls are recommended as enforcement boundaries or gateways
between the DMZ and the connected networks. This ensures that communication flowing in
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and out of the DMZ is filtered. A good practice to improve security could be to use firewalls
from different manufacturers. Since firewalls from different vendors would have different
security technologies and vulnerabilities, an attacker would need to exploit vulnerabilities
common to both firewalls in order to get past them without being detected, and this would
make the system more resistant to attacks.

* It is also recommended to separate the DMZ into different sub-DMZs. This ensures added
protection for systems in the DMZ. An example could be to have a separate DMZ for remote
access, and a separate DMZ for master servers and historians [28].

* The DMZs could also be implemented as separate unidirectional networks. One could be for
ICS-to-enterprise connections and another could be for enterprise-to-ICS connections. This
ensures that an attacker who gains access to the control network through the DMZ is unable
to retrieve information from the control network through that same connection since it is
unidirectional. Unidirectional connections could also be used for process monitoring, infor-
mation logging, and reporting. An example could be in cases where the enterprise network
needs process information from the control network - a read-only historian server could be
placed in the DMZ, which periodically pulls information from the control network for the
enterprise network’s usage, without allowing communication in the opposite direction.

* The DMZ could also be implemented using disjoint protocols. An example is using Mod-
bus/TCP on the controller side of the DMZ and HTTPS on the enterprise for specific com-
munication. With this setup in place, an attacker would have to use two different exploits
for the two different protocols in order to be successful, and this would be more challenging
than if both communications used the same protocol. This would also act as an extra layer
of security [28].

* Jump-hosts could be placed in the DMZ to provide remote access to vendors or employees
and unused connections should always be terminated [28, 43, 47].

2.3.4. The Control Zones - Levels 0-3

In each microgrid control zone shown in 2-6, there is a plant-wide microgrid control network
(Level 3), the area supervisory networks (Level 2), the local control networks (Level 1), and the
process network (Level 0). The control zone is very important to the smooth functioning of the
microgrid because it features all the devices, systems, and applications used in monitoring and
controlling the microgrid operations. It is therefore critical to ensure that this zone is logically
separated from the enterprise network and protected from possible attacks. Proper segmentation
and segregation should also be employed within the control zone, in order to protect the systems
and devices in this zone.

The microgrid control network (Level 3) performs management operations of the control system.
Systems at this level may communicate and share data with systems at the enterprise through a
DMZ, and also communicate with systems in lower levels for monitoring and control purposes
[47]. Some of the systems and applications found at this level include:

* Monitoring and reporting systems
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Jump hosts and remote access support

Network file servers
* Engineering workstations
* IT services such as Active Directory, DHCP, DNS, etc.

The area supervisory network (Level 2) includes systems and applications responsible for control-
ling and supervising a cell/area. Some of the systems found at this level include:

* Human Machine Interfaces (HMI)
* Control room workstations
* Alarms/Alert systems

Systems at this level may interface with systems in levels 1 and O for control and monitoring
operations, as well as systems above (levels 3, 4, 5) for reporting operations [47].

The Local control network (level 1) is made up of controller systems and devices that interface with
the sensors, actuators, analyzers and other field devices in level 0. The devices typically found at
this level include Programmable Logic Controllers (PLC), Distributed Control Systems (DCS), and
Remote Terminal Units (RTU), with some of them running vendor-specific operating systems. It is
common for the devices found at this level to coordinate with each other and exchange information
in order to facilitate their operations, while also communicating with HMIs and control systems at
higher levels (2 and 3) [47].

The Process network (Level 0) includes systems such as actuators, sensors, Industrial Internet-of-
Things (IloT) devices, Intelligent Electronic Devices (IEDs), and field devices, which are used
to directly control physical processes. These devices receive control instructions and update their
status information to the level 1 control devices, and are responsible for operations such as sensing,
measurement, speed control, etc. [47].

Systems in the control zone communicate using different protocols, such as the Modicon Commu-
nication Bus (Modbus), Distributed Network Protocol 3 (DNP3), Open Process Communications
(OPC), Inter-Control Center Protocol (ICCP), etc., possessing different network requirements and
specific vulnerabilities which must be considered while implementing security. Security at the
control zone should be implemented with a strong consideration for availability and latency re-
quirements. It is desired that the systems stay up and running with no interruptions to processes or
introduction of too much latency as a result of security. It is therefore essential that security imple-
mentation is as simple and non-intrusive as possible, bearing in mind that availability is prioritized
in ICS networks over integrity and confidentiality.

Network design considerations:

* Boundary Firewalls: Firewalls are recommended as enforcement boundaries or gateways
between the control center and the lower levels. This helps to have control over the commu-
nications across the control zone levels.
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* Logical Hierarchical Separation: The control zone is logically separated into different func-
tional and hierarchical levels using firewalls, VLANS, software-defined networks, etc. This
helps to ensure control over the communications across the systems and devices in the con-
trol zone.

* It is advised that logging, monitoring, and alert systems are separated and protected using
firewalls and IDS to reduce the risk of compromise.

* Intrusion detection systems (Host-based and Network-based) are used as an extra layer of
detection and defense.

2.3.5. The Safety Zone

The safety zone consists of systems designed to ensure health, safety, and environmental (HSE)
protection by alerting operators and placing control systems in a ’safe state’ in the event of a
system malfunction, component failure, or a potentially hazardous mode of operation. While safety
systems cannot prevent cyber-attacks from occurring, they help prevent unsafe conditions during
attacks by bringing control systems to a safe state. They are designed to be highly reliable during
safety events, with redundancy and self-diagnostics capabilities employed where necessary. Safety
systems are either interfaced with the local and process control systems (levels 1 and 0) on the
same network or logically isolated (air-gapped) using data diodes and unidirectional gateways. In
cases where they coexist with control systems on the same network, extra care should be taken to
ensure that an attacker who compromises the control systems is unable to compromise the safety
systems—such as in the Triton/Trisis attacks [48]. A successfully coordinated attack on control
systems and safety systems could make the safety systems unable to provide fail-safe shutdowns
to the control systems, which could be very disastrous. Compromised safety systems could also
be tricked to shutdown systems despite the absence of attacks, thereby disrupting operations of the
control system [47, 43, 49]

Special considerations:

* Principle of Least Privilege should be used to minimize the potential attack surfaces of the
safety systems.

* Air gaps, data diodes, and unidirectional gateways should be used to ensure that the safety
systems are isolated from the control systems. This helps protect them in the event of cyber
attacks on the control systems.
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3.

NETWORK SEGMENTATION TECHNOLOGIES AND BEST
PRACTICES

In this chapter, we highlight some cyber-hardening technologies for networked-microgrid control
system environments which segment the network into different subnets. Segmentation divides
networks into smaller units and security domains, making it easier to manage networks and enforce
security controls. Some common means of establishing segmentation and segregation include:

* Physical Segmentation: Networks are completely isolated (air-gapped) with no physical
interconnection between them. This could involve the use of separate network devices to
establish different networks, ensuring complete isolation of each individual network.

* Logical segmentation: Networks are separated through the use of logical network func-

tions e.g. VLANS, unidirectional gateways, firewalls, etc. Logical segmentation can be
implemented at any layer of the Open Systems Interconnection (OSI) model.

— Physical Layer (OSI Layer 1): This involves the separation of networks at the phys-

ical layer of the network (different from physical segmentation), using data diodes,
unidirectional gateways, etc.

Data link Layer (OSI Layer 2): Segmentation at this layer occurs through the use of Vir-
tual Local Area Networks (VLANs). Networks are separated using Layer 2 switches,
and their broadcast domains are restricted through the use of VLANS.

Network Layer (OSI Layer 3): Segmentation at this layer is performed using routers,
layer 3 switches, or firewalls on systems that utilize the Internet Protocol (IP) directly or
through encapsulation. Routing also provides security through the use of Access Con-
trol Lists (ACLs). Firewalls can also help provide segmentation through state-based
filtering, restricting communication between systems based on their current session
and state of operation (State-based filtering also involves information at layer 4).

Transport, Session, Presentation, and Application Layers (OSI Layers 4-7): Segmen-
tation can exist above the network layer using application payload information, rather
than just IP information. This can be implemented through content filtering or deep
packet inspection on application-level firewalls e.g., Next Generation Firewalls (NGFW),
proxies, content filters etc. Port and protocol level filtering can also be used to restrict
the type and number of services that systems use to communicate with each other,
thereby ensuring more flexibility and control in defining how information is passed
across the network [49, 28].
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3.1. Firewalls

Firewalls are able to operate at various layers of the OSI model, using different kinds of rule sets
to prevent unauthorized access to systems and networks operating within the industrial control
environment. There are three main groups of firewalls:

* Packet Filtering Firewalls: These firewalls, otherwise called stateless firewalls, operate at
Layer 3. They possess access control functionality, and filter packets based on basic infor-
mation such as IP address and protocols. They are faster than more advanced firewalls but
can be bypassed by attackers due to their stateless mode of operation [50].

« Stateful Inspection Firewalls: These firewalls keep track of active sessions and filter packets
based on their session information. They also check the transport layer content of packets.
They are more expensive to implement than packet-filtering firewalls.

* Application-level Firewalls: These firewalls perform deep packet inspection up to the appli-
cation layer and filter packets based on their application layer information (such as applica-
tion type or protocols). While they provide an extra level of security, they could introduce
delay to the ICS environment.

3.2. Unidirectional Gateways and Data Diodes

Unidirectional gateways are hardware devices or software technologies that allow connections in
only one direction (either incoming or outgoing), whereas, a Data diode is a hardware device that
allows a one-way transfer of information between segmented networks. They help maintain a
closed unidirectional connection by establishing a physical and electrical separation of networks,
making it difficult for attackers to establish malicious communications with devices on the other
end of the diode since most attacks require two-way communications [51]. One disadvantage of
data diodes is the lack of feedback for packets sent. There is no way to tell that a packet was
successfully received on the other end since connections only travel in one direction. Data diodes
are also expensive to implement, and they require special personnel [52].

3.3. Virtual Local Area Networking

A Virtual Local Area Network (VLAN) is a switched logical network domain with a restricted or
controlled broadcast area. With VLANS, systems and devices can be grouped based on their func-
tionalities or other characteristics, and communications such as broadcasts can be restricted to each
group, thereby adding a layer of security to the network system. VLANSs can be implemented using
a single switch, and they can also span multiple switches for larger networks. VLANS provide seg-
mentation by isolating systems and devices based on their functionalities or other characteristics.
Broadcast and multicast communications are confined within each group, adding a layer of secu-
rity to the network [47]. Separate VLANS can be inter-connected (inter-Cell/Area communication)
using routers or switches with Layer 3 capabilities or by connecting to access ports. Some common
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VLAN vulnerabilities include VLAN hopping, flood attacks, spanning tree protocol attacks, ARP
poisoning, etc. VLAN hopping can be mitigated by putting restrictions on the number of allowed
VLAN:Ss on the trunk or by disabling VLAN trunking on the switch [49].

3.4. Software Defined Networks

Software Defined Networks (SDN) allow a network controller to set up and reconfigure the net-
work based on the needs of the organization. This allows the network team to dynamically make
changes to a software-defined perimeter (SDP) or internal routing. In the OT environment, an SDN
is a programmable provisioning architecture affording the automation engineer to engineer their
Ethernet network as they do the rest of the control systems. SDN control abstracts the control plane
from the data plane of an Ethernet network for the traffic engineering of the circuits to prescribe
only what is allowed communication and to failover with control system performance needs of less
than 100 psec. In a proactive flow installation mode, network flows can be installed on each of the
SDN switches to allow only the specified traffic to traverse the network, while all other traffic is
denied. Alternatively, a reactive flow installation mode is possible where flow rules are installed
dynamically as traffic is observed, similar to a traditional network switch. There are benefits and
drawbacks to both approaches, but in general, SDN provides the ability for network administrators
to program the flow rules that control routing decisions for each packet without having to modify
existing routing protocols already deployed.

3.5. Remote Access to Microgrids

Remote access has become an essential solution for most industrial facilities due to a limited num-
ber of skilled and experienced personnel physically on-site, or with quick access to the site. Remote
access exposes control systems and applications to new attack vectors and increases the possibil-
ity of an attacker intercepting ICS network data. However, if done correctly, it provides greater
security by enabling quick troubleshooting, diagnostics, forensics, and corrective actions.

In fact, there is a significant movement within the security industry to move away from perime-
ter security and adopt more zero trust principles [24]. With zero trust architecture (ZTA), there
is no implicit trust, and instead, all subjects must authenticate and authorize actions regardless of
location. The NM/IM security team would continuously analyze the risks to assets and operational
functions, and respond to protect the system when appropriate. In this case, access to resources is
tightly controlled and only permitted when a subject authenticates and authorizes—which happens
continually while performing work on the microgrid resources. In the NIST ZTA guidance, there
are a couple of approaches that may be applicable to NMs/IMs. As shown conceptually in Fig.
3-1, the subject (e.g., power engineer) authenticates (proves their identity) and is authorized (per-
mitted to perform actions on the resources), based on the Policy Enforcement Point (PEP) rules
established by the Policy Decision Point (PDP).

There are techniques to securely enable remote access to sites that do not rely on external systems.
Some options include:
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Deploy an enterprise-managed Public Key Infrastructure (PKI) responsible for issuing and
revoking certificates for devices and end users/subjects. Intermediate certificates are issued
from the same enterprise root certificate authority. This would enable mutual TLS to authen-
ticate the subject and resources.

Remote personnel first authenticate to an enterprise VPN server using dedicated remote ac-
cess accounts and multi-factor authentication (MFA). Once on the VPN, the subject then
authenticates to an OT DMZ jump host-e.g., using SSH keys—before using OT applications
to authorize particular actions on the microgrid equipment. This approach would also work
for microgrids connected to the internet or untrusted networks if access to the OT DMZ used
whitelisted the public IP of the enterprise network.

. ZTA using micro-segmentation, wherein the subject is granted access to resources using

firewalls, device gateways, or host-based software that acts as the PEP [53].

Here are some recommendations for implementing remote access:

Ensure proper authentication, authorization, monitoring, and logging of IT and OT access.

Access to jump hosts should be role-based, and jump hosts for each role should only be
allowed to connect to devices managed by the role. Software and applications needed to
perform remote functions should be pre-installed on each jump host, and remote users should
never be allowed to run software or transfer data from their remote devices [54].

Use DMZs. No direct traffic should be allowed into the control zone. All remote connec-
tions should terminate at the DMZ, from where they are given limited access to the control
environment. Patch servers should also be installed in the DMZ in order to enable the initial
download of patches before they are deployed on systems in the control zone.

Control network protocols should be contained in the control zone and not used outside the
network, due to their vulnerabilities and limited security capabilities.
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* Establish strict remote access rules and controls. Ensure that proper access control is utilized
and least-privilege principles are used for remote personnel.

» Use of common protocols on either side of the DMZ is discouraged. It is a good security
practice to ensure that different protocols are used on separate sides of a connection. This
reduces the attack surface because an attacker would need to exploit vulnerabilities com-
mon to both protocols in order to be successful. It helps protect against worms. Security
devices (e.g., firewalls) from different manufacturers should also be used on separate sides
of connections.

* If possible, separate unidirectional connections should be established for remote access - one
for download and another for upload. This would make it more difficult for attackers to gain
access to the control network since most attacks require two-way traffic.

* The use of TeamViewer or other cloud-hosted remote access systems is discouraged because
it introduces insider threat risks from these other organizations, and in the event of 3rd-party
or internet outages, there is no way to access the site.

* Access control systems should be used to ensure that only authorized personnel have access
to controlled systems and facilities.

* Access control systems should be designed to be reliable, but not interfere with routine tasks
or emergency duties of plant personnel [28].

» Context-based access control policies should be employed. Such contexts include user roles
(role-based), device type, time of access, location of user or device, etc. This gives the admin
more flexibility and granularity of access control [55].

3.6. Segmentation Best Practices

Some segmentation practices:

* Implement segmentation based on functions and security requirements (e.g. grouping Sys-
tems based on common vulnerabilities and risks).

» Use least-privilege network access principles, to ensure that just the needed access is given
to each system or network that needs to communicate with another network [49].

* Firewall guidance:
— Use whitelists instead of blacklists.

— Keep a record of connections and information flowing through the firewall for traffic
monitoring and analysis.

— Ensure secure authentication of all requesting connections before access is granted.

— Block connections except authorized connections using rules such as source and desti-
nation IP addresses or protocols, connection session or state information, etc. [28]
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* Unidirectional gateways or data diodes may be used to limit physical network traffic, but
many TLS or TCP connections require bi-directional traffic to acknowledge the receipt of
data. In certain situations, "bi-directional" data diodes that consist of a pair of individual
diodes can be used to solve this issue, but they are more prone to compromise.

* When using VLAN:S, carefully configure the switches to prevent switch spoofing and double
tagging VLAN hopping attacks [56].
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4. OPERATIONAL CYBER-HARDENING TECHNOLOGIES AND BEST
PRACTICES

Security monitoring, data collection, and analysis are some of the major challenges of ICS envi-
ronments. These capabilities should be designed into the system architecture from the beginning
to provide the greatest situational awareness without expensive retrofits. The issue is that, gener-
ally, not a lot of attention is placed on developing monitoring and data collection technologies for
ICS. Focus is largely placed on IT systems instead. Some of these challenges are due to (a) the
distributed nature of ICS facilities, which makes data aggregation difficult, (b) the use of legacy
systems and poorly documented protocols, (c) the use of proprietary logging technologies instead
of standardized ones, and (d) high availability and integrity requirements. The following tech-
nologies and concepts provide situational awareness, detection, and response capabilities for OT
cybersecurity practitioners.

Layered detection and response security technologies make up part of a comprehensive, defense-
in-depth security approach to detecting and recovering from attacks. Over the last few years, power
system operators have been improving Security Operation Centers (SOCs) for their OT systems. A
SOC is made up of people, processes, and technology that monitor network and endpoint systems
for anomalies in order to detect and respond quickly to security incidents. SOCs are often physical
locations where security professionals monitor operational activities using data from several tools
including:

* Security Information and Event Management (SIEM) software that ingests data from dif-
ferent security monitoring and detection tools, and provides the cybersecurity team with a
single interface with detailed information,

» Network-based Intrusion Detection Systems (NIDSs), which use network data to alert on
adversary actions,

* Network-based Intrusion Prevention Systems (NIPSs) that block malicious traffic before
reaching its target,

* Host-based Intrusion Detection Systems (HIDSs), which track actions on endpoints (e.g.,
user logins, account creation/modification, binary execution, etc.),

* Host-based Intrusion Prevention Systems (HIPSs), which are a form of Endpoint Detection
and Response (EDR) that monitor for system changes and take actions to stop suspicious
activity, and

* Security Orchestration, Automation, and Response (SOAR) technologies that use automated
response playbooks fed with one or more data streams to defend the network and assets based
on pre-programmed rules. (Note: SOAR should not be mistaken for an Extended Detection
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and Response (XDR) technology which is similar, but represents a lighter-weight platform,
requiring no coding or playbook generation.)

As shown in Fig. 4-1, the SIEM and SOAR are deployed in the SOC, whereas the IDS/IPS tools
are deployed on all networks and hosts/endpoints that support them. Aggregating log data in a
SIEM platform is a recommended practice, as it would enable a detailed and more efficient log
data analysis.

Data from the I'T environment may be pertinent to OT SOC analysis, because any adversary actions
on the IT side may indicate their tactics, techniques, or procedures (TTPs) for gaining access to
the OT network. However, in a case where an integrated IT-OT SOC is to be implemented, efforts
should be made to ensure that the data collection process from both environments (IT and OT)
are separated, in order not to introduce IT vulnerabilities to the OT environment [57]. IT and
OT systems have unique data sources, operations and cyber threats, hence they require unique
security solutions. In an OT SOC, there are several data sources that may not exist in traditional
IT environments, such as OT alarms, controller events, operational data from DERs, PMUs, PLCs,
RTUs, etc. It is therefore critical to provide specialized OT incident monitoring and analysis, in
order to efficiently investigate and respond to security incidents. Not all equipment will have the
ability to support HIDS/HIPS technologies, as shown in Fig. 4-1.

41, Security Information and Event Management (SIEM)

Centralized situational awareness of OT systems is critical for debugging, threat hunting, and
forensics. Security Information and Event Management (SIEM) is a combination of Security
Event Monitoring (SEM) and Security Information Management (SIM) systems. SEM systems
are responsible for real-time monitoring and event correlation, while SIM systems are concerned
with the storage, analysis and presentation of collected security data. SIEM systems are essential
to ICS environments because they help provide cybersecurity functions such as real-time monitor-
ing, time-based event network and host/endpoint logging, data aggregation from multiple sources,
centralized information processing and analysis, event correlation, security alerting and reporting,
information presentation and management, data storage, etc. [58, 59]. SIEM systems should be
implemented with consideration for different ICS zone requirements, however. Common logging
protocols are suitable for high levels of the ICS environment (e.g., level 3), but passive network
monitoring should be used for systems running in lower levels (levels 0, 1 and 2) in order not to
disrupt their operations [60, 61].

4.2, Security Monitoring and Logging Tools

Security monitoring and logging involve the collection of security event logs in order to provide
visibility of activities occurring in various systems and facilities, and enable effective investigation
and incident response. It is a traditional IT security practice which is applicable to OT envi-
ronments as well. Security logging in OT is different from that of IT environments due to their
differences in uptime, operation, and safety requirements. Logging can also be quite challenging
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in OT environments as a result of different vendor restrictions and requirements, which makes it
difficult to establish a standardized logging architecture across the entire environment [62].

While logging is an essential security practice, it is important that log sources are carefully selected
and configured. Collecting logs from every log source available on the network could be expensive
in terms of storage. It could also lead to a risk of critical security incidents being overlooked, due to
the high volume of false positives and false negatives arising from large log data [63]. Categorizing
log sources by functions makes it easier to manage logs. Such sources could include endpoints
(servers, computers, PLCs, IEDs, RTUs, etc.), network devices (switches, routers, firewalls, etc.),
applications, etc.

Two primary sets of host-based logs are Syslog for UNIX-like environments and Windows Event
Forwarding (WEF) for Windows computers.

4.2.1. Syslog

Syslog is a logging protocol used to send event logging information to a log server. It runs natively
on UNIX and UNIX-like environments, and can be supported on Microsoft Windows through var-
ious open-source and commercial libraries. Syslog features three main layers - Content, which is
the information contained within a Syslog message; Application, which is responsible for gener-
ating, interpreting, routing, and storing event messages; and Transport, which is responsible for
transmitting the message over the network. Syslog operates over a network using a client-server
architecture [64]. On the server side, Syslog uses a Listener to gather log messages sent over the
network, a database to store Syslog data and management software that helps process, filter, and
manage log data. It is commonly used in network devices such as routers, switches, firewalls, etc.,
and ICS devices such as Programmable Logic Controllers (PLC), Intelligent Electronic Devices
(IED), Remote Terminal Units (RTU), etc., provided that they support Syslog functionality [62].

Some drawbacks include data being stored in clear text, making it possible for an intruder to read
or modify Syslog data, and Syslog not providing mechanisms for authenticating received log data,
making it possible for data to be intercepted or sent from an illegitimate source with no way to
verify. Data integrity is also a concern with Syslog since it relies on UDP transport which provides
no way to verify if messages are successfully received or not.

The confidentiality problem in Syslog could be solved by encrypting log data during transit. This
could be done using Secure Shell (SSH) port forwarding or encrypting the data using a Secure
Sockets Layer (SSL) or IP Security (IPSec) protocol. In cases where Syslog data has to be trans-
ferred over insecure networks, a Virtual Private Network (VPN) could be created between source
and destination to encrypt the log data during transmission [65]. The data integrity problem could
be solved by using Nsyslog, Syslog-ng, or Secure Syslog. These are newer versions of Syslog
that use TCP as a transport protocol instead of UDP. Lastly, the authentication drawback could be
mitigated by using Secure Syslog, which hosts certificates that help provide authentication during
data transfer. Secure Shell (SSH) forwarding could also provide authentication services for Syslog
data [66].
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4.2.2. Windows Event Forwarding (WEF)

Windows Event Forwarding is a feature of Windows Remote Management (WinRM) which helps
to transfer logs from ICS environments to a Security Information and Event Management (SIEM)
system. It can be deployed using a pull or push configuration. In the pull configuration a Windows
Event Collector (WEC) server pulls event logs from clients, while in the push configuration, clients
push their event logs to the WEC server. The push configuration, however, is the recommended
configuration, according to Microsoft. Windows Event Forwarding facilitates log aggregation from
multiple WEC servers in large networks, or across multiple windows domains, making log collec-
tion in ICS environments easier. Windows Remote Management (WinRM) communicates using
HTTP or HTTPS over TCP and uses Kerberos authentication to encrypt communication by default.
WEF provides flexibility in log collection by using a subscription technology, making it possible to
configure which WEC servers clients push their log to, and enabling hierarchical log aggregation
and management. While configuring WEF subscription, it is recommended that the communica-
tion is optimized for latency, in order to ensure that logs are forwarded quickly enough, but with a
minimal strain on network resources [62].

4.3. Intrusion Detection and Prevention Systems (IDS/IPS)

Intrusion detection systems monitor networks and systems in order to identify successful and un-
successful attempts to gain unauthorized access to the system. Unusual activity such as unusual
traffic patterns, unauthorized file access, changes to system configurations, suspicious network
scanning, etc., are constantly looked out for, and alerts are made when such events are detected on
the network. Intrusion detection systems should be tuned for the environment in which they are
deployed, in order to make them more efficient and reduce false positive alerts. Special attention
must be paid to ICS-specific protocols when deploying ICS in OT environments [28, 67].

Network-based Intrusion Detection Systems (NIDS) passively monitor and analyze network traffic
in order to detect and report possible intrusions, while Intrusion Prevention Systems (IPS) actively
monitor and analyze network traffic, with the ability to deny suspicious network traffic based on
some defined network traffic filtering rules and mechanisms. NIDS should be strategically installed
within a network in order to monitor inbound and outbound traffic, as well as communications
between systems within the zone where it is installed [43].

Host-based IDS are endpoint software that monitor system characteristics such as CPU usage,
log file entries, configuration changes, file accesses, etc., and create alerts when unusual activities
are detected on the system. Both host-based and network-based IDS should be deployed in ICS
environments, in order to have more efficient intrusion detection.

IDS systems can also be classified in terms of detection mechanisms as signature-based and
behavior/anomaly-based [68]. Signature-based IDSs use specified rules to identify intrusions with
well-known intrusion patterns. Behavior-based IDS are trained to recognize normal system behav-
ior and classify deviations from normal behavior as anomalies. Thus, they are able to detect new
and unknown intrusion types. Both signature-based and anomaly-based IDS should be deployed
in ICS environments for improved detection efficiency.
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44, Security Orchestration, Automation and Response (SOAR)

Security Orchestration, Automation and Response (SOAR) is a combination of three distinct se-
curity solutions - Security Orchestration and Automation (SOA), Security Incident Response Plat-
forms (SIRP) and Threat Intelligence Platforms (TIP). It provides the platform that makes it pos-
sible to coordinate and synchronize several security technologies through automation [69, 70].
By using automation and machine learning techniques, SOAR systems are able to learn patterns
and automate repetitive tasks, reducing manual processes, in order to provide quick and efficient
responses to incidents. They also provide centralized comprehensive reporting of events. One
publication [70] lists and describes some existing SOAR vendors, solutions and features.

4.5. Moving Target Defense

We implemented and evaluated IP randomization Moving Target Defense (MTD) techniques within
a laboratory environment at Sandia National Laboratories. The laboratory environment is shown
in 4-2. The MTD defense we developed focuses on randomizing IP addresses at user-configurable
frequencies to evade adversarial discovery. One of the goals of IP randomization is to create un-
certainty and increase the difficulty for an adversary to discover and track the systems existing
within a computer network. IP randomization is implemented using an SDN-based approach with
the flow rules installed at each switch controlling the randomization intervals. The randomiza-
tion algorithms reside at the network layer, transparent to the end devices themselves, for both
usability and scalability purposes. Improved usability comes from the fact that the randomization
algorithms are managed at the network level and do not need to be deployed at every end device.
The algorithms are built into the SDN fabric, which consists of several SDN-capable switches and
a management controller system. The SDN architecture provides a scalable solution where any
new end device introduced into the network will automatically have the IP randomization MTD
defense activated and enabled, without the end user necessarily having any knowledge that the
MTD defense is deployed.

When using an SDN-based approach, routing and switching logic can be customized to control
the frequency at which source and destination IP addresses are randomized. The customized logic
can also account for the periods of time when a packet is traversing the network and new ran-
domized source and destination IP addresses are installed on each of the switches in the network.
The random IP address mappings are programmed by flow rules that are managed by a central-
ized controller. Each flow rule has a “match” specification and an associated “action” to perform
depending on if the match criteria are satisfied. The flow rules for this implementation match a
packet based on a combination of the source IP address, the destination IP address, and the incom-
ing physical port of the switch that the packet was received on. If the incoming physical port and
source IP address that the packet was received on corresponds to a host that is directly connected
to the switch, then the action taken within the flow rule is to rewrite the source and destination IP
addresses with a set of newly generated random source and destination IP addresses. Otherwise,
if the host is not directly connected to the switch (but rather to an interior switch interface), the
packet is forwarded to the next hop switch. The location of the next hop switch is specified within
the flow rules that matched the randomized source and destination IP addresses for that particular
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Figure 4-2. The laboratory environment with IP randomization enabled between the two SEL2740 SDN switches.

MTD reconfiguration interval. The random mappings are communicated to the SDN controller via
a Python wrapper script that updates the mappings based on predefined user configurable random-
ization intervals desired.

Once the packet reaches the edge switch that is directly connected to the destination host, the orig-
inal source and destination IP addresses are restored within the packet back to the original source
and destination IP addresses. The result of this approach is that an adversary passively observing
traffic on an interior non-SDN capable network switch, will no longer automatically learn the true
IP addresses of the end hosts simply by observing network traffic passively. In this scenario, the
adversary would instead observe a pair of pseudo-random IP addresses traversing the network.
The pseudo-random IP addresses that are managed by the controller are continuously changing at
user-configurable time intervals and the random mappings are generated using a pseudo-random
number generator. For this implementation, the host bits of the 32-bit IP address are randomized
although all 32-bits can be randomized since our laboratory environment consisted of a flat net-
work that contains only layer 2 switches. If routers are included in the topology, only the host bits
of the IP address can be randomized so packets can continue to be routed correctly. This solution
would allow layer 3 devices to appropriately route packets without having to modify the underly-
ing routing protocols within those devices. A similar approach could have also randomized MAC
addresses or even set all MAC addresses to the same value since the match criteria of the SDN flow
rule does not depend on MAC addresses. Manipulation of MAC addresses was not performed in
this research but can easily be adapted to do so.

Figure 4-3 shows a screenshot of the MTD actively updating IP addresses between two endpoints
communicating through the SEL SDN network switches. SSH sessions between the two endpoints
are shown in the terminals on the left and on the right of the screen. The system in the right ter-
minal is pinging the system on the left terminal. The left terminal shows a packet capture of the
ICMP ping messages that are being received and sent from the system on the right terminal. As
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Figure 4-3. The laboratory environment with IP randomization enabled between the two endpoints. The left
terminal and right terminal are the two communicating endpoints. The virtual machine near the top-middle of
the image is the SDN controller. The left terminal shows IP addresses randomizing from 172.16.1.2->172.16.1.68
updating to 172.16.1.19->172.16.1.151.
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can be seen in the packet capture of the left terminal, the IP addresses are re-randomized from
172.16.1.2 communicating with 172.16.1.68 to the updated IP addresses of 172.16.1.19 commu-
nicating with 172.16.1.151. The SDN controller is also shown in the virtual machine window on
the top right of the screen capture. The SDN controller is the system responsible for issuing the
IP re-randomization flow rules into the SEL SDN switches. As a result, an adversary who had
gained reconnaissance information about the system communicating on the network would have
an outdated understanding of the systems communicating after re-randomization occurred.
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5. NJ TRANSITGRID USE CASE

New Jersey Transit (NJT) started the $570 million NJ TRANSITGRID project in response to *Su-
perstorm Sandy’ [71], which caused $65 billion [72] in damage and disrupted critical passenger-
rail and other transportation systems throughout New York and New Jersey. The NJ TRANSIT-
GRID project was designed to power limited passenger-rail, bus, and ferry service within the New
York City and New Jersey area during natural or man-made disasters, e.g., a future occurrence of
‘Superstorm Sandy’. The NJ TRANSITGRID project features several components: the Microgrid
Central Facility (MCF)+rail microgrid and seven microgrid facilities that operate rail substations,
bus terminals, and ferry ports.

5.1. The NJT Facilities

There are a total of eight Interdependent Microgrids that NJT will operate as part of this project.
The first is the Microgrid Central Facility (MCF) coupled to rail loads. The other seven are dis-
tributed generation (DG) microgrids. The MCEF is anticipated to be completed in 2028, Newark
Penn Station in 2027, and the other IM sites (often referred to as Distributed Generation (DG)
sites) in 2026.

These microgrids can be classified as IMs because operations of each will affect the loads and
generation needs of the other microgrids. During an emergency situation, if the rail station, bus
terminals, or ferry ports DG microgrids experience an outage, this will impact rail loads and there-
fore MCF generation requirements. Similarly, if the rail operations are reduced or cancelled be-
cause of MCF+rail microgrid generation limitations, the rail station, bus terminal, and ferry port
DG IMs will be impacted as transit patterns are modified. Exchanging power data, fuel levels,
alarms, and other status information across all the microgrids will improve situational awareness,
transportation efficiency, and emergency operations planning.

5.1.1. The Microgrid Central Facility (MCF) and Rail Loads

The original Microgrid Central Facility (MCF) was designed to include six 20 MW gas generators
and 150 kW of PV generation. As the central facility, it is responsible for powering NJT rail
lines in the event of a utility outage. The MCF can also be operated in a grid-connected mode
to provide power to the regional transmission organization, PJM Interconnection LLC when it
is financially advantageous. The selection of power generation technologies is currently under
revision to accommodate greater use of renewable energy technologies.
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5.1.2. Distributed Generation Stations

Each of the seven DG microgrids will include loads and distributed energy resources which may
include generators, energy storage systems, solar, bi-directional electric vehicle chargers, etc.

The NJ TRANSITGRID project features seven DG microgrids, which include the Newark Penn
Station, Broad Street Station, Secaucus Station, Wayne Bus Garage, Meadowlands Bus Garage,
Greenville Bus Garage, and the Port Imperial Ferry Terminal, as described here:

* Newark Penn Station is a rail station located in Newark, NJ. This is a four-story building
with more than 217,000 square feet of space for waiting rooms, offices, platforms, etc. This
facility hosts a number of rail and bus operators. This facility operates on a 24/7/365 sched-
ule. Going by the number of passengers using a facility, this is the busiest of the stations in
the TRANSITGRID project.

* Broad Street Station is a rail station also located in Newark, NJ. This is a two-story building
with 65,000 square feet of space for offices, retail spaces, and island platforms for passenger
waiting and entry. This facility hosts both commuter rail and light rail. The commuter rail
operates on a 24/7/365 schedule, while the light rail runs from 5:00 a.m. to midnight daily.

* Secaucus Station is a rail station in Secaucus, NJ. This is a three-story building with ap-
proximately 321,000 square feet of space for waiting rooms, retail spaces, offices, and utility
rooms. This facility hosts both passenger rail and bus operations. The facility operates on a
24/7/365 schedule.

* Wayne Bus Garage is a bus maintenance facility located in Wayne, NJ. This is a single-story
building with approximately 197,000 square feet of space for offices, maintenance/refuelling/storage
spaces, and utility rooms. This facility operates on a 24/7/365 schedule. Approximately 100
full-time staff and 300 drivers are employed at this facility.

* Meadowlands Bus Garage is a bus maintenance facility in Secaucus, NJ. This is a single-
story building with over 266,000 square feet of space for offices, maintenance/refuelling/storage
spaces, and utility rooms. This facility operates on a 24/7/365 schedule. Approximately 100
full-time staff and 300 drivers are employed at this facility.

* Greenville Bus Garage is a bus maintenance and storage facility in Jersey City, NJ. This
is a two-story building with approximately 85,000 square feet of space for offices, main-
tenance/refuelling/storage spaces, and locker rooms. This facility also includes a separate
parking lot across the street large enough to park 25-30 buses. This facility operates on a
24/7/365 schedule.

* Port Imperial Ferry Terminal is located in Weehawken, NJ. This is a multimodel station
supporting ferry, light rail, and bus services. This facility operates 16 hours per day; with
the parking area open 24/7.

Each of these facilities will be modified to possess its own generation and/or storage systems, with
natural gas generators and PV systems, where appropriate, as the main sources of power genera-
tion, and select facilities may employ chemical battery systems and flywheel energy storage as their
main energy storage systems. The expected generation at each of the microgrids is presented in
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Microgrid Generation

Microgrid Central Facility (MCF) | Originally six 20 MW natural gas generators and 150

+ Rail Loads kW PV plant, but new design will have more renew-
ables

Newark Penn Station 200 kW natural gas generator

Broad Street Station 200 kW/250 kVA natural gas generator

Secaucus Station Two 1035 kW natural gas generators

Wayne Bus Garage 1000 kW natural gas generator, 675 kW rotary UPS
flywheel, 75 kW carport canopy solar PV system

Meadowlands Bus Garage Two 785 kW natural gas generators

Greenville Bus Garage 500 kW natural gas generator

Port Imperial Ferry Terminal 250 kW generator

Table 5-1. NJ TRANSITGRID Networked Microgrid generation assets based on the 10% or 20% designs.

Table 5-1 and represented in Figure 5-1. The relative locations of several of these sites is included
in Figure 5-2.

5.1.3. Rail Operations Center

The Rail Operations Center (ROC) will act as the primary OT data aggregation and control loca-
tion for the MCF and seven DG-Networked Microgrid (NM) facilities connected to it. The ROC
includes engineering Work stations, E-mail servers, IT services, inventory systems, scheduling
systems, etc. This location will also act as the Security Operational Center (SOC) for the MCF and
IMs. All the sites will be programmatically connected to the ROC to provide several centralized
services:

1. Power system monitoring and control using supervisory control and data acquisition (SCADA).

2. Emergency operations communications and operational alerts to communicate between the
IMs and ROC.

3. Cybersecurity information from NIDS/HIDS and other tools to perform threat hunting and
detect adversary operations.

5.2. Power, Emergency Operations, and Cybersecurity Communications

5.2.1. SCADA Power Data

The MCF must interface with three remote rail entities that are not owned by NJT:

1. Amtrak rail connected through Substation 41. Power information is exchanged with the Cen-
tral Electrification and Traffic Control (CETC) facility. MCF power will be interconnected
with Amtrak at Substation 41. Power operations with Amtrak will be coordinated using
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Figure 5-1. Representation of the MCF feeding rail loads and the smaller DG IMs powering rail, bus, and ferry
facilities

SCADA data—including breaker states, voltage, and frequency conversion status (25 Hz for
Amtrak, 60 Hz for Transit)-run over fiber optic cable from the MCF to Substation 41. Based
on the MCF power generation levels, Amtrak will coordinate emergency mode operations
(i.e., reduce service).

2. NJT Morrison Essex (M&E) powered through Mason Substation owned by PSE&G. Two
lines run from MCF to PSE&G’s Mason Substation. In order to power that system during
an outage, PSE&G must isolate two breakers from the utility which are close under normal
operations. This will be coordinated via phone and SCADA data from the Mason Substation.

3. Hudson-Bergen Light Rail (HBLR). MCF will provide power to the Hoboken East substation
that provides power to HBLR in its northern segments. A nanogrid provides power directly
to the southern segments utilizing two onsite generation units at the HBLR yard shop. The
nanogrid will be monitored and controlled by the MCF.

Each of these entities requires SCADA data to be fed to the ROC power control system in order to
know which stations are energized. The ROC communicates with all NJT rail systems and Amtrak,
potentially with additional information from the light rail systems. Although station loads (except
for Hoboken) are not provided by the MCF generators, the MCF will be aware of any DG microgrid
station outages through status information data because it drives generation requirements. There
will be no rail control from the MCF.

To bid into PJM markets (e.g., day-ahead wholesale or ancillary markets), secure bids from the
MCEF to PJM would be placed. PIM would communicate back to the MCF production schedules.
In the case of providing PJM Balancing Operations [73], the MCF will need to communicate with
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PJM with a 2-second scan rate to get the Automatic Generation Control (AGC) signal value for the
traditional signal (RegA) and the dynamic signal (RegD), and provide the current MCF generation
level back to PJM. Regulation signal path communications with PJM will use Inter-Control Center
Communication Protocol (ICCP) to communicate from an MCF Communication Front End (CFE)
to the PJIM Energy Management System (EMS) or Generation Management System (GMS).

5.2.2. Rail Data

In the first 2 hours of any outage, the MCF must power Amtrak rail systems to provide safe haven
for Amtrak equipment and passengers, e.g., tunnel evacuation. Amtrak communications will be
made from the Rail Operations Center (ROC) to Amtrak. NJT will also receive real-time, read-
only Northwest Passage rail data (e.g., switching signals, traffic routing, designation of safe-harbor
locations, etc.). Similar information is provided to Amtrak so that the same screens are available at
the ROC and Amtrak’s Central Electrification and Traffic Control (CETC) facility in Penn Station,
New York. While rare, freight railroads (Norfolk Southern, CONRAIL) are permitted to operate
diesel trains up to the Jersey Portal tunnel, but these communications are anticipated to be via
telephone or radio. These communications would alert the freight operators that they cannot use
the Northeast Corridor (NEC) during the emergency.

5.2.3. Communications during Emergencies

Different communication systems may fail depending on the type and severity of the emergency.
Fiber connections may be severed during underground maintenance work, or entire cellular net-
works could be down from high winds during a superstorm. Ideally, the ROC would maintain
visibility and control of the MCF and DG IMs, but local, fallback control functionality should be
available for all sites in the event of communication failures. To coordinate operations of field
teams with NJT leadership, it is recommended to have redundant communication options (e.g.,
local Ethernet-based messaging, cellular voice and text, radios, etc.) to coordinate power system
and transportation operations during emergencies. Externally, NJT would communicate with law
enforcement, local fire departments, the Department of Homeland Security, and other emergency
communications using land or cellular phone systems.

5.2.4. Cybersecurity Data

The ROC will act as the SOC for both the MCF and DG IMs as shown in Fig. 4-1. Each of the
IMs will include network- and host-based intrusion detection/prevention systems, logging tools,
and other data collectors which will be aggregated at the ROC for processing and analysis. The
SOC will include a SIEM, and potentially, a SOAR, or other remediation systems that can change
the firewall rules and network topology, or take other actions. SOC analysts will perform threat
hunting and organize incident response operations.
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5.3. Architecture Design

NJT cybersecurity architecture was designed using the Purdue model discussed above. The OT
Security features are concentrated in the Control Zone, as shown in Fig. 5-3.
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Figure 5-3. NJT IT/OT Network Overview

Since some enterprise/IT assets need to communicate with the control network, they are connected
through a DMZ. Some IT resources that need OT data could include websites providing real-time
data on trains, ridership levels, or billing operations. The DMZ acts as a barrier between the control
network and the business/IT network. The DMZ also acts as a landing place for all the external
connections to PJIM and Amtrak/M&E/Hudson Bergen Light Rail. As a defense-in-depth measure,
each entity connected to the control network is given a separate isolated DMZ, as recommended in
[54]. This ensures that proper control is established between the control network and external net-
works, and in case of a compromise to one of the DMZs, other systems and connections would not
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be affected. This architecture is shown in Fig. 5-4. The connections would also be in compliance
with security frameworks and regulatory standards, such as the use of least-privilege principles,
and multi-factor authentication. These would ensure that authorized personnel and processes gain
just the required amount of access to the control network, in order to perform their operations.
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/

)

The NJT OT/control network is responsible for power, rail, and security operations, including
those at the MCF and DG IMs. It will gather data from the IMs, PJM, Amtrak/M&E/Hudson
Bergen Light Rail, and other resources to run NJT’s business. This system is shown in Fig. 5-5.
Additionally, the ROC Operations Center (shown in Fig. 5-4) will house the SOC, SIEM, security
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team, HMISs, databases, etc.
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6. CONCLUSION

This report proposes a cyber-secure reference network architecture for networked and interdepen-
dent microgrids. The approach uses traditional perimeter defenses with zero-trust architecture
concepts to provide remote access, while defending the IT and OT systems from a range of threats.
The segmented topology includes IDS/IPS, SIEM, and SOAR technologies to provide situational
awareness for cybersecurity analysts, threat hunters, and forensic teams. To demonstrate the con-
cepts, a reference network design was created for the NJ TRANSITGRID project, which included
the IT and OT networks for eight interdependent microgrids with several cyber-hardening features
and tools to detect and respond to adversary actions.
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