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ABSTRACT

As Additive Layer Manufacturing (ALM) becomes pervasive in
industry, its applications in safety critical component manufactur-
ing are being explored and adopted. However, ALM’s reliance on
embedded computing renders it vulnerable to tampering through
cyber-attacks. Sensor instrumentation of ALM devices allows for
rigorous process and security monitoring, but also results in a mas-
sive volume of noisy data for each run. As such, in-situ, near-real-
time anomaly detection is very challenging. The ideal algorithm
for this context is simple, computationally efficient, minimizes false
positives, and is accurate enough to resolve small deviations. In
this paper, we present a probabilistic-model-based approach to
address this challenge. To test our approach, we analyze current
measurements from a polymer composite 3D printer during emu-
lated tampering attacks. Our results show that our approach can
consistently and efficiently locate small changes in the presence of
substantial operational noise.
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« Security and privacy — Intrusion detection systems; Side-
channel analysis and countermeasures; Embedded systems se-
curity.
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1 INTRODUCTION

Emerging from innovations in embedded computing, computer
numerical control (CNC) technology, and polymer science, Addi-
tive Layer Manufacturing (ALM), or 3D printing, describes both
a novel approach to manufacturing and the category of technolo-
gies that implement this approach. Unlike traditional subtractive
manufacturing or molding, ALM produces a desired geometry by
progressively adding material, often layer by layer, until the final
shape is realized. This approach offers several significant advan-
tages. First, ALM allows for the fabrication of parts that are difficult
or impossible to create with other techniques, including articulated
or nesting designs [31]. ALM also offers significant cost, logistical,
and labor benefits for certain manufacturing use cases. By enabling
on-premise, short run manufacturing, 3D printing reduces turn-
around time and costs for rapid prototyping and tooling and fixture
manufacturing. With the recent advent of mature composite and
metal 3D printing, ALM is now being used to extend these benefits
into the creation of end use parts, including parts that are being
deployed in mission- or safety-critical systems [2].

ALM workflows begin by transforming a digital representation of
an object, often a CAD file, into a series of digitally-encoded discrete
actuator instructions. These instructions are sent to the ALM device,
which interprets them locally and "executes" them as a series of
actuator operations, which manufacture the product. This workflow
model promotes repeatability and quality control, and allows for the
easy transfer of workflow files to widely-distributed users. However,
this integration of IT into manufacturing introduces substantial
cyber-security risk [28].

The recent emphasis on 3D printing as a source of end-use parts,
including parts for safety-critical systems, necessitates investiga-
tion of security interventions for tampering attacks by remote
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adversaries. ALM devices exert enormous control over the final
disposition of the item being printed. Small changes in actuator
behavior can significantly alter the mechanical, chemical, and ther-
mal properties of the final part in a deterministic way [30]. A savvy
remote attacker, then, can stealthily tamper with the build process
in a manner that causes a targeted, predictable decrease in part
performance. This "deoptimization" attack can cause a part to fail
at a moment of critical stress [5], leading to property damage or
loss of life.

In response to this threat, a defense-in-depth approach has been
suggested [28]. Existing IT cyber security technologies would help
secure the transfer, operation, and storage of digital data and in-
structions, while process monitoring with analog sensors would
provide a "ground truth" data source for real-time anomaly detec-
tion and post-attack forensics. This line of inquiry compliments
research efforts to detect known stochastic fault types with analog
sensing for quality control. While the two threads are superficially
similar, QC fault characterization benefits from large quantities of
preexisting labeled data [16]; cyber attacks are, by design, novel.
As such, attack detection research struggles to adapt the insights
of fault detection to its own purposes.

On top of this, real-time anomaly detection in an ALM context
is fundamentally difficult. Each device features multiple sources
of noise, and the data volumes required to detect meaningful de-
viations in real-time poses a substantial big-data challenge to on-
premise or cloud-based computation resources. In this paper, we
address this challenge with a probabilistic approach to real-time
data analysis that is computationally tractable, simple, and accurate.

1.1 Organization

In Section 2, we discuss the current state of the art, and our proposed
contributions to it. In Section 3, we present our testbed and its
instrumentation, our data collection protocol, and our experimental
3D print. This is followed by Section 5, where we discuss in detail the
simulated attacks that we use to represent compromised processes.
In Section 4, we discuss our Bayesian anomaly detection model.
Finally, in Section 6, we present the results of our experiments. We
conclude the paper and provide some insights on our future work
in Section 7.

2 BACKGROUND AND RELATED WORK

2.1 ALM Cyber Security

As detailed by Yampolskiy, et al. [28], ALM cybersecurity research
efforts have generally clustered around three primary concerns: 1)
sabotage of the build process [29], 2) theft of technical information,
and 3) manufacturing of illegal or controlled goods [11, 12, 17, 28].
Due to space limitations, we refer you to [28] for a comprehensive
treatment of issues 2 and 3.

To address sabotage attacks, research efforts have attempted
to identify gaps in existing cybersecurity controls and introduce
solutions that are ALM-security-specific. In a survey, Elhabashy,
et al. [11] identifies several broad categories in these efforts. One
such category is frameworks for analyzing risk and organizing
policy-based responses. Yampolskiy, et al. [28] and Elhabashy, et
al. [12] have built extensive taxonomies of possible attacks againt
ALM deployments. As tools for threat analysis, these taxonomies
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are useful for identifying assets, pinpointing vulnerabilities, and
modeling attacks. These insights can then be codified within a
security framework, such as those proposed by Chhetri et al. [7]
and DeSmit et al. [10].

Some of these attack models have been validated through em-
pirical demonstrations. Belikovetsky, et al. [5], Kessel [15], Graves,
et al. [14], and Sturm, et al. [23] all implement simple attacks and
characterize their effects on a resultant product.

In their work, Sturm, et al. [23] assessed the response of human
users to a surreptitious process attack by tampering with a stu-
dent group’s class assignment. Based on these results, the authors
suggested a series of best practices for successful ALM incident
response. Finally, Ranabhat et al. [22] simulated an attack on a
composite ALM device, demonstrating the usefulness of material-
specific modeling for creating optimal ALM attacks.

2.2 ALM Process Modeling for Cyber Security

Because ALM devices are increasingly being used to manufacture
end-use parts, a data pathway is needed to provide both a real-time
"ground truth" of machine state as well as a source for post-attack
forensics. Side-channel process monitoring uses analog sensors -
e.g. acoustic, power, vibration, etc. - to capture signals that describe
a machine’s behavior over time. These signals are then used to
train a model of nominal device behavior [11], which is used for
real-time anomaly detection.

Side-channel emissions are exceptionally difficult to spoof, so
this line of inquiry has generated notable interest and encouraging
results. Of particular interest is the "signature” approach, which
creates a behavior model for each discrete process. This has the
advantage of treating the ALM device like a black box, but the
disadvantage of requiring baseline data collection for each new
production run. Studies have investigated acoustic [4], power [9, 13],
and visual sensors [3] under this paradigm, as well as multisensor
setups [6]. All produced good results.

While the state of "signature"-based research is promising, cer-
tain gaps need to be investigated. For instance, most side-channel
research uses relatively coarse-grained, "noisy" attacks, which casts
doubt on the usefulness of these algorithms and data sources when
faced with a sophisticated adversary, where stealth would be prior-
itized. Defined simply, a successful stealthy sabotage attack would
induce changes that can 1) successfully degrade the manufactured
part in the intended way, and 2) evade detection by process sensors.
Sensor evasion can be accomplished either by inducing changes in
a sensor "blind spot” [24] or by creating changes that a process mon-
itoring system would misclassify or interpret as noise. Because of
the sensitivity of certain feedstock materials to very small changes
in an ALM process, the risk of these stealth attacks is acute. To
our knowledge, only Rais, Li, and Ahmed [21] and Rais, et al. [20]
have investigated the challenges of designing, implementing, and
characterizing ALM sabotage attacks that meet the definition of a
stealth attack. In [21], the researchers implement a series of stealth
attacks on print infill by tampering with the filament extrusion
rate and heat block temperature of a fused deposition modeling 3D
printer. Their experiments showed that the attacks, while inducing
no visible changes, produced notable deviations from baseline in
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Figure 1: Testbed and instrumentation setup.

the printed part’s overall strength, stress-strain behavior, and fail-
ure speed. In [20], the researchers perform a similar task with infill
spacing attacks, with similar results.

While attack modeling for ALM security is still evolving, further
research is needed to understand the deployment, presentation, and
detection of stealth attacks, particularly for enterprise or industrial
contexts, where attacks would be more consequential. Another gap
is the relative neglect of probabilistic models. Intuitively, actuators
can be mathematically modeled with a deterministic and nondeter-
ministic component [27]. Using probabilistic analysis, researchers
can define and bound a ’noise term’ in a way that is useful to an
end user (e.g. providing a classification ’confidence score’). This
research attempts to address both of these concerns.

2.3 Motivation

In [9], researchers successfully developed and tested a phase-synchrony-

based probabilistic model on data collected from an extremely sim-
ple single-motor testbed. While their results were good, the simplic-
ity of the experimental environment prevents us from judging its
efficacy in a real-world context. For this research, we develop a sim-
ilar Bayesian classifier, which we train with multichannel current
data from an instrumented multimaterial composite printer. Our
objective is to investigate the efficacy and efficiency of a Bayesian-
based model when presented with a noisy, real-world-comparable
test environment, and when faced with simulated stealthy tamper-
ing attacks. The attacks that we use are intended to simulate realistic

attack types. The first attack type - which we call a "creep attack" -
adds small per-layer deviations to the temperature parameter that
dictates the melting temperature of the testbed’s feedstocks. The
second is a malicious change to a single Z-axis advance command
in the second layer of the print. Collected data from these attacks
will be labeled and used to test the sensitivity of our model to class
labels. We also investigate the efficacy of a single feature across
multiple data channels. We expect that the results of this work will
illuminate the challenges involved in side-channel analysis, which
include data collection, processing, and storage, feature selection,
model definition, and best practices for detecting novel attacks.

3 MULTI MATERIAL PRINTER TESTBED

For this research, we use an enterprise-grade multi-material 3D
printer as our testbed. This provides a convenient comparison with
the testbed from [9], which modeled a subcomponent of an ALM
device. There are several research benefits for our testbed choice.
First, it represents a more complex signals environment, with elec-
tronics and actuators that operate at higher frequencies and power
and a complete operational workflow from CAD file to printed ob-
ject. Second, we can explore the interplay between heterogeneous
actuators as they operate in a simulated real-world task. Finally,
to our knowledge no research has empirically investigated the im-
plications of attacks on a polymer composite printer, which is a
growing niche in the professional ALM market [1].
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Table 1: Testbed Components.

Component Use Class

NEMA 17 stepper

X, Y, Z axes, poly- | actuator
mer extruder

fiber extruder actuator
fiber cutter

12V heater car- | Polymer, nylon | actuator

NEMA 11 stepper
Micro servo

actuator

tridge heat source

Atmel 2561 8-bit MCU controller

Trinamic 2100 bipolar  stepper | motor control
driver

TI DRV8825 bipolar  stepper | motor control
driver

DMNG6040SS switching MOS- | heater control
FET

MeanWell LRS-150 | 24V AC/DC con- | power supply
verter

Our testbed device is a desktop fused deposition modeling printer
that provides two parallel material deposition lines. The first line
lays down a polymer that is delivered through a traditional fila-
ment, while the second can lay down a variety of continuous fibers.
By interleaving layers from these two lines during manufactur-
ing, the printer can fabricate fiber-reinforced polymer parts that
have (in some directions) a superior strength-to-weight ratio when
compared to traditional polymer parts [22].

As noted in Fig. 1, the device is equipped with an Atmel 2561
8-bit microcontroller, which receives and parses G-Code toolpath
instructions, then translates these instructions into pulse width
modulation control signals for each dependant actuator. Motor dri-
ver chips interpret these signals into microstepping pulses, while
switching MOSFETs allow for direct control of the heater cartridges
on the printhead. The machine is powered by a 24V switching power
supply. Table 1 summarizes these components and documents spe-
cific models.

3.1 MMP Instrumentation

We use current measurements as our primary data source. This data
is primarily collected with Magnelab HCT-0010-005 clamp-on Hall-
effect sensors, while the signals were digitized at 16 bit resolution
by a National Instruments USB-6346 DAQ at 10 kS/sec. The only
signal that we collect as voltage is the PWM modulation signal to
the polymer heater MOSFET, due to the difficulties of collecting
current data from the printhead control terminal. In this case, a
wire soldered to the MOSFET chip provides a voltage level to the
DAQ, which reads it with an internal voltage divider.

3.2 MMP Side Channel Data

Fig. 1 shows the placement of the sensors. During operation, a
Python script samples from eight channels simultaneously and
stores the data as separate columns in HDFS5 files.
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Table 2: Data Channels.

Channel Units Sensor

Y-axis stepper Amperes Hall effect

X-axis stepper Amperes Hall effect

Polymer extruder stepper | Amperes Hall effect

Fiber extruder stepper | Amperes Hall effect
Polymer heatblock PWM Volts Voltage divider

Z-axis stepper Amperes Hall effect

24V DC power supply Amperes Hall effect

120V mains power Amperes Hall effect

4 MMP ATTACK DETECTION MODEL

We start the anomaly detection work on our testbed by first collect-
ing side-channel data for the uncompromised or known-good signal
and the compromised or known-bad signals. We use a subset of
known-good and known-bad signals to compute a body of good:good
and good:bad signals comparisons, which we use to train our model.
The rest of the held-out signals are used to validate model accuracy.

4.1 Preprocessing

A point-value mean of the instantaneous phase difference distri-
bution between a known-good signal and a test signal is used to
produce a single data point, which can be used for training, model
validation, or detection.

Instantaneous Phase Angle. : Let S1 and Sy be the two input sig-
nals. To obtain the phase difference signal, we applied a Hilbert
transform to the input signals S; and Sz. The Hilbert transform
imparts a phase shift of 90 degrees to every frequency component
of a input signal. After this shift, we obtain the instantaneous phase
angle at every point of the input signals as Hs,, = angle(H(S1))
and Hg,, = angle(H(S2)), where H() represents the Hilbert trans-
form function. We then calculate the phase synchrony Ps between
the two input signals, which yields:

PS(HSIa’HSZa) =1- Sin(|H51a - H52a|/2-0) (1)

Thus, if the input signals are phase synchronous, Ps will be
1.0 for all points. However, due to the presence of noise, phase
synchrony comparisons of empirical data in the same class typically
yield distributions with their mean heavily right-shifted towards
1.0. As such, taking the point-wise mean produces values that are
consistently near 1.0.

Practically, further improvements to the synchrony comparisons
can be made, because the instantaneous phase angle calculated
for any signal corresponds to the dominant frequency at that time
instance. By applying a low-pass filter and cross-correlating, we
were able to ensure a closer match between the signals’ phase
angles.

Data Volume Problem. Because each of our test prints produced
over 100 million data points per channel, and the data was very
noisy, computation became expensive and the results of our analysis
suffered. Because of this, we downsampled and smoothed our input
signals S; and Sy with an anti-aliasing FIR filter.
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Time Synchronization of Input Signals. To produce a meaningful
phase synchrony comparison, S; and Sz need to be time synchro-
nized. We do this through a two-step process. First, we determine
a start point feature that is consistent across all of our test prints.
We find such a point in the Y-axis signal, where, after the dual
heat blocks have reached their operating temperatures, the Y-motor
begins a brief filament purge, which creates a distinct "spike” in
the data. Because all channels are collected simultaneously, we
calculate the offset for the Y-channel and then apply it to all the
side-channel signals used for analysis. By doing this, we ensure
that all signals have a common start point.

In our next step, we fine tune signal synchronization with cross
correlation. We do this by incrementally shifting one input signal
and computing cross correlation between the S; and S, after every
shift. After repeating this process within a specified time window,
we use the highest cross-correlation value to define a time lag,
which we use to shift one of the signals in time. We then truncate
both signals to maintain a constant length.

4.2 Bayesian Model

We use a simple logistical regression model for classification. Since
we intend to estimate the uncertainty among variables, we use a
Bayesian probabilistic model of logistic regression. The data that
we classify is the point-wise arithmetic mean of each phase syn-
chrony measurement. We calculate phase synchrony between two
known-good signals and between a known-good and known-bad (i.e.
compromised) signal and label them accordingly. To train, we use
Markov Chain Monte Carlo random sampling to optimize the shape
of the logistic curve.

Our model is a simple classification problem: synchronous (SYNC)
and asynchronous (ASYNC). We show that a single independent
variable or feature, which in our case is a side-channel signal that
is intricately involved for the whole length of the printing process,
is sufficient to obtain good results. We encoded the categorical val-
ues SYNC, which represents no change in the compared signals,
and ASYNC, which represents significant change in the compared
signals, as "1’ and ’0’, respectively.

Using regression, the mean can be estimated as 0 = f(a + fx)

1

for any input feature x. We can use a logistic function 15z as f for

classification. If 4 = a + fx, then the output of the logistic function

_ 1
- 1 + e®+Bx

@)

can be categorical, where values of 0 greater than the mean
0.5 take a value of 1 (SYNC) and less than 0.5 take a value of 0
(ASYNC). With our Bayesian model, we start with a normal distri-
bution for the a and f variables. Using each datum in our feature
set as an input to the logistic function and a Bernoulli distribution,
we obtain the probabilistic estimation of the category to which
an input feature belongs. To train, we use a specified training set
and the No U-Turn MCMC sampler (NUTS) to obtain the posterior
distributions of the a and f variables. Once training is complete,
these distributions are used to probabilistically predict the category
(SYNC or ASYNC) of the input feature, which is the mean value
of a phase synchrony calculation between a representative known-
good current measurement and a current measurement to be tested.
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Algorithm 1: Bayesian Logistic Regression Model

Xi input feature
yi input category (training only)
Ypred oOutput category
Parameters: « regression bias parameter
B regression slope parameter
N Prior Normal distribution (y, o)
0 output of the logistic function
1 o~ N(lg,0q)
B~ N(up,0p)
3 0 ~ logistic(a + x; )
4 Yprea ~ Bernoulli(0, observed = y;)

)
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Figure 2: Example of a temperature attack in a static G-Code
file. The altered code is on the left. Box 1 shows the layer de-
limiter, while Box 2 shows the injected command that decre-
ments the temperature by 0.5°C.

Algorithm 1 shows this Bayesian model employed for our training
and inference.

5 SIMULATED ATTACK DESIGN

As pointed out in the previous section, two sets of data were used
to build our model, namely (a) known-good and (b) known-bad. The
known-good side-channel data were derived from comparisons of
two uncompromised 3D printing processes. The uncompromised
printing process is unique and very consistent across multiple prints,
with the exception of some operational and EM noise, which reflects
repeated executions of an identical toolpath. The known-bad set
of data is derived from comparisons between uncompromised and
compromised printing process data traces. Unlike the uncompro-
mised printing process, which is unique given a known-good set
of toolpath instructions, the compromised printing process could
involve a multitude of deviations, from subtle to starkly evident.
While we focus on system faults that are induced by an intelli-
gent adversary, these deviations do not exclude the appearance of
random process failures.

5.1 Experimental 3D Object

Our experimental print is a three dimensional rectangular prism of
width 15 mm, length 100 mm, and height 8 mm, which was modeled
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with Fusion 360 and then sliced with our testbed’s associated slicing
software. The resultant G-Code file comprises eighty total layers,
and requires approximately 3.75 hours to print. We reinforce forty
layers of the test print with continuous fiberglass filament in two
discrete bands, from layers 10 to 30, and again from layers 50 to 70.
This greatly increases the stiffness of the part, while also providing
examples of transitions between reinforced and non-reinforced
layers. Fig. 3 shows an example of this print.

Figure 3: Test print

Each print generates over 100 million data points for each side
channel, creating a data processing challenge that is addressed
in subsequent sections. The sample rate and features are left un-
changed for the uncompromised and compromised sample printing
processes.

5.2 Attack Design and Description

The first attack type that we examine is one that accumulates small
deviations over time. These ’creep attacks’ induce large aggregate
changes in process parameters, and thus represent a threat to a
part’s integrity, while creating instantaneous change that is difficult
to consistently detect with side-channel analysis. (Our reasoning
is partly inspired by [25], where creep attacks are used to defeat
stateless anomaly detection for industrial control systems.)

Given access to a print’s GCode, creep attacks are easy to imple-
ment programmatically. Our notional threat actor achieves access
to the toolpath commands in the interval between model slicing
and the execution of the commands by the printer. Once access
has been achieved, a simple regex routine can identify locations
in the GCode file (or command stream) where commands need to
be inserted, deleted, or altered. Because these attacks are computa-
tionally lightweight and algorithmically simple, an attacker could
implement them in a variety of locations, including the printer’s
firmware, a low-powered device for Man-In-The-Middle network
attacks, or a malicious slicer plugin.

Our creep attack is a progressive temperature attack against the
polymer heat cartridge, which melts the polymer matrix filament
prior to deposition. During normal operation, an internal temper-
ature parameter is set with a single G-Code command, which the
printer maintains with a proportional-intregral-derivative (PID)
controller, a temperature sensor, and a PWM control signal output.
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Our attack makes small, layer-by-layer changes to the tempera-
ture set point through malicious G-Code insertions, thus raising
or lowering the temperature during the print. Figure 2 shows a
before-and-after example of this attack for a single layer of G-Code.

To test the effects of this attack, we performed several attack
variations, with progressively smaller layer-by-layer temperature
changes. Because the temperature values were limited by the firmware,
the change iterator reciprocated between the minimum and maxi-
mum allowable values (265 and 285 °C, respectively). As controls, we
also ran attacks that oscillated between the maximum and minimum
temperatures after every layer, as well as an attack that produced
a single, sustained drop in the middle of the print. We also experi-
mented with temperature attacks on the fiber heat cartridge, the
results of which are shown later.

The second attack type that we simulated was a "point” attack,
where a single GCode command is maliciously altered. Point at-
tacks differ from creep attacks in that both their instantaneous and
aggregate change are small, and thus hard to detect even with state-
ful monitoring. However, point attacks must be placed carefully to
yield the desired effect. To reflect this, we chose the Z-axis motor
as our actuator, and selected the layer transition movement be-
tween the first and second layers of the print as our target. During
normal operation, each Z-axis movement is precisely defined in
the G-Code with an axis identifier and a float value that defines
angular rotation distance of the Z-axis motor. Unlike the heater
cartridge, Z-axis control is completely open-loop. We perform this
attack by making a small, fixed-size addition to the targeted Z-axis
movement command. Table 3 lists all of the attack data collection
classes, including their associated actuator and per-layer change.

Besides stealthiness, both of these attacks are chosen to com-
promise the flexural strength of our sample print. When force is
applied perpendicularly to the orientation of a laminate compos-
ite’s reinforcement layers, the matrix’s layer adhesion strength is an
important factor in a composite’s stress and strain behavior [26].
Because the interlayer bond strength in ALM is determined in part
by the thermal profile of newly deposited material, we hypothesize
that effecting that profile either directly (by modifying the melting
temperature) or indirectly (by increasing the traveling distance
between the heat source and the desposition surface) will produce
a deleterious effect on the lamination, and by extension the flexural,
strength of the part.

Qualitatively, we have observed that the immediate effects of
these attacks are invisible to the naked eye. The finished prints
present either as indistinguishable from a nominal print, or in the
case of certain larger Z-axis attacks, as warping.

6 EXPERIMENTS AND RESULTS

Because our testbed is an industrial-grade system, and because we
exercise it by gathering data during a complete print process, the
resultant side-channel dataset is two orders of magnitude larger
than the dataset retrieved from the testbed in [9]. The noise in the
data significantly increases with the increase in the volume of the
data. Hence, one of the primary challenges lies in significantly han-
dling the noise such that the subtle deviations in phase are not lost.
For this reason, we use single features - single data channels - with
our Bayesian logistic regression model, and therefore evaluate each
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Table 3: Simulated Attack Data Collections

Attack Label Sample Count Actuator Type Description
Sawdown-polymer 11 polymer heat block | temperature slope + 20 °C change/layer
Sawdown-fiber 7 fiber heat block temperature slope + 20 °C change/layer
Singledrop 5 polymer heat block | temperature drop 10 °C drop for 20 layers
Longsaw10 5 polymer heat block | temperature slope + 2 °C change/layer
Longsaw20 5 polymer heat block | temperature slope + 1 °C change/layer
Longsaw40 4 polymer heat block | temperature slope + 0.5 °C change/layer
Slopedown 5 polymer heat block | temperature slope + 0.25 °C change/layer
Z-Inc-5 5 Z-axis motor Z-increment +0.05 mm increase on 2nd layer
Z-Inc-6 6 Z-axis motor Z-increment +0.06 mm increase on 2nd layer
Z-Inc-7 5 Z-axis motor Z-increment +0.07 mm increase on 2nd layer

side-channel individually. While we believe that a multi-feature
logistic regression model, especially involving X, Y and Z motor
readings, is beneficial, we restrict our experiment and analysis to
models based on a single feature so as to better define and corral
the influence of noise.

6.1 Hardware and Software

We used two test systems to perform model training and inference
and to evaluate the performance of our implementation. Test plat-
form System1 is a standalone workstation with an Intel(R) Xeon(R)
W-2245 processor with 8 cores (and 16 hyper threads) performing at
a base frequency of 3.9 GHz, a main memory of 128 GB, and an 8TB
hard drive. Test platform System2 is a server with two AMD EPYC
7742 64-Core processors, which provides a total of 256 simultane-
ous multi-threads, and has a main memory of 1TB and NVMe SSD
drives. Our software is Python-based and predominantly utilizes
the PYMC3[8, 18], Numpy, sklearn, pandas, Scipy [19] and h5py
modules. The software also uses the asyncio, multiprocessing, and
concurrent libraries to enhance the compute performance.

6.2 Model Training to Obtain Posterior
Distributions

To train our model with a single feature (e.g. data pertaining to
the X-axis, etc.), the data is first preprocessed and then used to
train a Bayesian model, which are discussed in Sections 4.1 and 4.2,
respectively. To test the effectiveness of our single-feature training,
we use two signals: (1) a reference signal from known-good printing
operations, and (2) a labeled test signal that needs to be analyzed
and verified before being classified as good or bad correctly.

6.2.1 Training Models and Corresponding Datasets. We start with
set of files containing side-channel data corresponding to known-
good and known-bad 3D printing processes, as mentioned previ-
ously. Each side-channel can be used as an input feature. As an
example, consider the signals from the X-axis motor. The X-axis
known-bad data is the signal from the X-axis motor that is collected
during a compromised print.

The data points in the training set are labeled as 1 (SYNC) to
represent known-good and 0 (ASYNC) to represent known-bad. To
overcome noise in the large dataset, we divided the input signals
S1 and Sy into several contiguous windows. We then calculated the

mean Pg, individually on these regions, then and these subwindow
means to compute Ps. Since every regional computation ensures
the input signals are highly correlated before computing Ps, this
procedure essentially reduces the propagation of error across the
length of the signal data.

For this research, we experiment with two types of models: (1)
models that are trained with data from all attack types, and (2)
models that are trained with data from a single attack type.

6.2.2 Experiment 1 - Training Models with All Attack Types. We
trained a single feature model where model samples from different
attack categories were used in the training set. This approach is
ubiquitous in all machine learning approaches.

For this model the training set was developed using 16 known-
good data and 33 known-bad or attack data (6 longsaw, 8 sawdown-
polymer-extruder, 4 sawdown-fiber-extruder, 2 singledrop, 3 slope-
down, 10 z-increment). This resulted in a training set with 120
known-good data points and 33 X 16 (528) known-bad points.

6.2.3 Experiment 2 - Training Models with a Single Attack Type.
Our testbed is a device that must precisely control an array of
actuators in concert and within very tight tolerances. Because of
this, we hypothesize that any deviation in the functional behavior
of one component will result in detectable variation in the behavior
of others. We choose a single attack type - the sawdown-polymer
attack - as our representative attack for training.

About 16 known-good or baseline data files and 11 sawdown tem-
perature attack relevant data files were used to build our training
data set. A total of 120 ((16 x 15)/2 = 120) non-repeated Ps data
points were obtained for each signal feature (e.g. X-axis, Y-axis, etc.)
by processing all unique known-good/known-good file combinations
in our sample set. Similarly, 176 (16 X 11 = 176) Ps data points from
known-good and known-bad data files were obtained for the same
features. This training data was used to train the logistic regression
based Bayesian model.

6.3 Feature Evaluation using Cross Validation
Method

To evaluate the efficacy of the models that are developed using the
signal feature (e.g. X-axis, Y-axis, etc.), we perform cross validation.
Stratified K-fold cross validation method is used for this purpose.
The training data comprising 120 known-goods and 528 known-bads
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Figure 4: Single-model ROC and precision-recall curves.

as described in Section 6.2.2 is used for this purpose. Note, we are
not using any of the data held out for validation for this purpose.
The stratified K-fold method, splits the input training data into
K partitions and we set the value of K = 3 for our evaluations.
Of these K partitions one partition is used as a test dataset, while
all the other remaining parts are used to train the model. This
process of training on K — 1 partitions and testing on one partition
is performed K times and each time a different partition of the K
partitions is picked for testing.

Table 4: Observed model accuracy(%) in stratified K-Fold

l Model (K=1) (K=2) (K=3) Mean ‘
X-axis 91.6 92.6 92.6 92.3
Y-axis 91.6 96.2 93.9 93.9
Z-axis 93.0 91.2 87.5 90.5

Heat-PWM 87.5 90.2 87.9 88.5
Fiber-Ext 81.5 81.5 81.5 81.5
Polymer-Ext  81.5 81.5 81.5 81.5

Table 4 provides the precision or accuracy observed on all the
listed single feature models. However, without recall values the
obtained accuracy is incomplete. Calculating the Receiver Operat-
ing Characteristic (ROC) and precision-recall curves for the single-
feature models (Fig. 4) shows the inefficiency and hence unreliability
of models based on polymer-ext and fiber-ext datasets, and as such
they are henceforth ignored. However, X-, Y-, Z-axis, and Heat-PWM
datasets demonstrate good recall. In Figure 5A, Figure 5B, Figure 5C
and Figure 5D we show the optimal decision threshold value for
the good models based on X-axis, Y-axis, Z-axis and Heat-PWM
datasets, respectively.

6.4 Attack Detection Using Probabilistic Model
Inference

To test inference, we use held-out known-good and known-bad
samples (representing all attack types) as inputs. Our model, again,

reflects Eq. 2, where the @ and f§ parameters have been trained with
an MCMC sampling process.

The phase synchronous signal is calculated from the test data
and a representative known-good training data sample and a point-
value mean is obtained. This mean value is used as an input (x)
in the logistic function, which calculates a score between 0.0 and
1.0 The test side-channel data point is categorized as good, if the
mean value is > threshold) or bad if it is < threshold), suggesting
an attack. The threshold values are obtained from the precision-
and recall-based analysis performed in Section 6.3.

Our held-out test dataset was comprised of 28 data files contain-
ing all attack types, including known-good/no attack. Out of these
28 files, 5 were baseline data files, 5 were of longsaw-polymer block
attack data files, 2 were slopedown polymer block attack data files, 3
were sawdown fiber block attack data files, 5 were sawdown polymer
block attack data files, 6 were z-axis increment attack and 2 were
singledrop polymer block attack.

6.4.1 Results for Experiment 1. As mentioned previously, these
models were trained with data samples from all attack types. The
resulting logistic curve (Fig. 6(1)) exhibits a narrow 95% confi-
dence interval, which leads us to expect more false-positive or
false-negative predictions while using this model. This behavior
especially pertains to the the classification of the known-good data,
which performs poorly (i.e. a much larger standard deviation) when
compared to previous models in Figure 7 (A, B, C and D).

Once again, the two extruder motors were unable to achieve
sufficient separation between the two distributions to perform ac-
curate classification. The Heat-PWM signal achieved decent results
for the temperature-based attacks, although the accuracy worsened
as these attacks became more subtle or were singledrop. Despite this,
it completely failed to distinguish between the known-good and
z-increment attacks. This is unsurprising (the Heat-PWM channel
is input-only), but raises the question of the most effective way
to group data from multiple attacks during training. The composi-
tion of the known-good and known-bad classes effects the conver-
gence behavior of the MCMC sampling process. By including the
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Figure 5: (A) Precision and recall versus the decision threshold for X-axis model. It shows the optimal decision threshold
value is 0.5, which we used for classification. (B) Precision and recall versus the decision threshold for Y-axis model. It shows
the optimal decision threshold value is between 0.5 and 0.6. We used 0.5 as our decision threshold. (C) Precision and recall
versus the decision threshold for Z-axis model. It shows the optimal decision threshold value over 0.6. we used 0.65 as the
decision threshold for this model. (D) Precision and recall versus the decision threshold for heat-PWM model shows the
optimal threshold value at 0.4, which we use. However the values of both precision and recall are low.

z-increment data with the temperature attacks, our Bayesian model
may have produced a much thinner distribution than it otherwise
would have, but this dynamic is not well-understood for our context
and bears further investigation.

We were able to successfully detect most attack deviations with
the positional actuators: X-axis, Y-axis and Z-axis motors’ signals.
The biggest surprise was the Z-axis motor, with performance that
is nearly identical to the single-attack-trained model.

Observation: With multiple single feature models, we were able
to detect and correctly classify all the attacks. The overall classifi-
cation could be more robust when the individual model results are
combined together. For example: a simple averaging of the values
predicted by the models can bias the classification towards the right
direction. In general, this seems to be most suitable for results in

which all of the models being aggregated have been trained with
similar label categories. In our instance, aggregating results from
single-attack-trained models would dilute divergent results and
compromise the unique position of each data sensor.

6.4.2  Results for Experiment 2. For this experiment, the resulting
logistic curve (available in Fig. 6 (2)) presented a larger confidence
interval, indicating better class separation and a higher likelihood
of correct known-good data classification.

With the majority of the attack directed towards the polymer
block, we expected that the side-channel signals corresponding to
the printhead subsystem would be able to successfully identify the
attacks. However, the signals from both the polymer extruder and
fiber extruder motors were completely unable to resolve the attack.
The results from the Heat-PWM channel (F) successfully labeled
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Figure 6: MCMC training distributions and confidence intervals for Experiments 1 and 2.

the sawdown-polymer test data, but misclassified all of the other
attacks. Surprisingly, the best classification results came from the
X-, Y-, and Z-axis motors (Fig. 8 (A, B, and C)). Based on training
with the sawdown-polymer data, the X- and Y-axes successfully
classified all but the singledrop-polymer temperature attacks, while
the Z-axis was able to properly classify all but two of the attack
data samples with high confidence.

These results allude to the fact that subtle variations in the behav-
ior of one component affects the behavior of other components in
the 3D printing process. This can be expected as each of these com-
ponents functionally complement each other during the printing
process. Further experimentation is needed, however, to elucidate
this point.

Observation: A significant takeaway from the results in Figure 8
is that the data corresponding to one type of attack can be used to
detect other similar attacks or different attacks. This feature is ex-
tremely significant since the method learns the common underlying
pattern of variations due to attacks or failures in the side-channel
signals.

6.5 Performance

Table 5: Runtime Performance during Model Training

System | Core I/O Read | Pre- Training
Threads | (seconds) | process (seconds)
(seconds)
System1 | 16 4145.71 21231.31 1305.35
32 2081.55 8824.17 2405.5
System2 | 64 1958.99 7433.48 2455.23
128 2073.43 6476.04 2412.91

Training models are computationally expensive and their run-
time performance can significantly hinder their practical applica-
tions. In this section we identify the compute intensive parts in
the model training process and provide runtime performance met-
rics. For the performance evaluation task, we considered training
all of the six single feature models from the six side-channel data

sources. In the training process, we have found that pre-processing
is the most time consuming procedure and have used Python’s
multiprocessing module to perform parallel computing during this
stage.

Table 5 provides the runtime performance numbers obtained
from our two test systems, System1 and System2. As one can see,
the I/O-read and model training mostly remain unchanged with
the an increase in the processing cores. I/O reads in System2 with
SSDs are almost 2X faster than disk reads. For pre-processing, speed
increases of 18% and 36% are observed as the number of core threads
increases from 32 to 64 and 128, respectively, in System2. There
exist more opportunities for parallel computing which haven’t been
tapped yet. For example, in the pre-processing stage, we perform
computations on regions that are independent of each other.

7 FUTURE WORK AND CONCLUSION

We approached the problem of stealthy cyber anomaly detection
in ALM processes by tracking the phase angle deviations of the
side-channel signals. We used an industrial standard multi-material
3D printer, instrumented it for electrical current signal collection,
devised several stealthy attacks, and collected data to reflect nom-
inal and compromised behavior. We then developed a Bayesian
model to detect anomalies and performed various experiments to
empirically demonstrate the feasibility of our novel approach in
detecting cyber anomalies. Our results suggest that the detection of
an anomaly using our approach does not necessarily require data or
models from directly comparable cyber attacks, those these would
likely be beneficial for transfer learning or to prevent overfitting.
These findings open up interesting research questions on the
characteristics of an optimal attack dataset for training models to
detect a larger set of attacks. As we observed in the Heat PWM
results for Experiment 2, model accuracy is sensitive to the causal
relationships between an attack and the actuator dynamics that are
being modeled. On the other hand, these causal relationships can be
difficult to predict. Two data features that consistently performed
well with the temperature attacks were the X- and Y-axis motors,
despite the lack of a clear explanation for the effect of temperature
control on the motion of the print head. A hint may lie in the fact
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Figure 7: (A) Test results on held out data using a model built using using X-axis motor signals. (B) Similar test results on held
out data using Y-axis motor signals. (C) Similar test results on held out data using Z-axis signals. (D) Similar test results on

held out data using Heat-PWM signals.

that the highest performing features corresponded to stepper mo-
tors, which in this case use open-loop control and produce a current
signal with a single dominant frequency. In contrast, the polymer
heat block PWM signal, which was directly changed by the heat
creep attacks, is closed loop, and produces a square wave, which is
a complex signal and makes the calculation of the instantaneous
phase less precise. This observation, however, only accounts for the
relative levels of noise in the two actuators, and does not explain the
propagation mechanism of the heat block attacks to a discernible
stepper motor signal change. More research needs to be done to
elucidate these cross-actuator causal links.

A related question concerns the necessity of labeled attack data
for model training. While the Bayesian algorithm that we used
was ostensibly developed for anomaly detection, our experiments
were classification-based. While we mitigated this somewhat in
Experiment 1 by training with multiple attack types, a real-world

implementation that relies on attack simulation data would be diffi-
cult to use. By design, there is no real "standard" set of attacks to
simulate. One-class classification would be the simplest approach,
because maximum rates of deviation could be defined a priori and
used to define a calibration routine. Our Bayesian model, or some-
thing similar, might be beneficial in this context, because phase
angle is cyclic and one-dimensional.

Finally, even though we successfully demonstrated the func-
tioning of the anomaly detection procedure, much remains to be
accomplished to meet the real-time performance needs for early
detection and notification. Further experimentation is required to
both improve the efficiency of our model and determine the most
practical compute platform to perform real-time training and de-
tection. Based on existing cloud-based compute services, we assess
that service-based cloud architectures are likely the most mature
platform for this task, but on-site or embedded computation could
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Figure 8: (A) Test results on held out data using a model built using using X-axis motor signals. (B) Similar test results on held
out data using Y-axis motor signals. (C) Similar test results on held out data using Z-axis signals. (D) Similar test results on

held out data using Heat-PWM signals.

augment or even replace cloud computing in instances where users
wish to keep machine data on-site.

In future work, we hope to pursue answers to these questions
through continued work on our existing testbed, as well as on new
classes of machines that operate through different mechanisms and
with different materials. By running experiments on machines with
more exacting tolerances, we can not only define the efficacy of
our Bayesian framework for industrial-grade machines, but we can
also begin to understand the absolute limits of side-channel detec-
tion in the context of a noisy production environment. With this
knowledge, we can truly place side-channel defenses as a practical
layer in a defense-in-depth strategy that can credibly respond to
real threats.
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B SAMPLE FLEX TEST RESULTS

As mentioned in 5, we selected creep and point attacks as model
stealth attacks because we hypothesized that 1) the small instan-
taneous change would render them difficult to detect, and 2) the
aggregate change would induce a measurable deviation in the me-
chanical performance of the printed part. In particular, we hypoth-
esized that the attacks would degrade the layer adhesion strength
of the attacked test prints, and so result in premature delamina-
tion during flex that would negatively affect the yield strength or
fracture behavior of the samples.

To test assumption 2, we performed destructive 3-point flex tests
on the samples with a Mark-10 M5-500 Force Gauge on an ES-30
manual test stand. Force was measured in Newtons and sampled at
a rate of 10Hz, and yields an approximate flexural strength curve
for each sample.

Fig. 9 shows the averaged flexural strength curve for the baseline
sample tests. While a full treatment of composite stress-strain be-
havior is beyond the scope of this paper, all of our sample flex tests
yielded a similar bimodal curve, with a roughly linear stress-strain
slope leading to a yield strength (YS) peak, a shallow trough as
the sample deformed, and a secondary ultimate strength (US) peak
immediately prior to fracture.
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Table 6: Flex Test Results (blue=max, red=min)

Label \ count \ YS Avg \ YS Std Dev. \ US Avg \ US Std Dev.

Baseline (All) 20 728.1 19.0 665.6 22.5
Baseline-1 10 742.2 15.9 675.5 233
Baseline-2 10 714 8.3 655.8 17.6
Sawdown 12 700.1 15.9 635.1 22.2
Fiber Sawdown 6 710 9.2 657.4 12.9
Longsaw (All) 14 712.9 6.5 653.4 17.6
Longsaw-10 5 710.3 7.0 658.3 10.1
Longsaw-20 5 716.1 6.7 665.2 13.3
Longsaw-40 4 712.0 5.1 632.6 11.0
Slopedown 5 702.0 3.3 646.4 12.7
SingleDrop 5 710.1 6.6 652.5 9.5
Z-inc (All) 16 731.0 16.2 665.5 17.5
Z-inc-0.05 5 720.3 18.8 671.3 20.4
Z-inc-0.06 6 729.3 6.3 657.1 14.8
Z-inc-0.07 5 743.8 15.0 669.8 16.9
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Figure 9: Average flexural strength curve for baseline sam-
ples

As mentioned earlier, the baseline samples were produced in two
distinct tranches. Twenty-one initial samples were produced before
any attack samples were run, and then ten more were produced
roughly one year later to show the effects of machine wear-and-tear.
Our results here use ten of the "early” baseline and all ten "late"
baseline samples, and will henceforth be denoted with separate
subscripts (1 and 2, respectively).

Attack labels are sometimes accompanied with descriptors to
denote the magnitude of the attack. For instance, the "longsaw-10’
label indicates a per-layer temperature increment (2°C) that requires
ten layers to traverse from the minimum temperature value to the
maximum value. Refer to Table 3 for a full description of the attack
classes.

Table 6 shows the flex test results, as computed using the average
curves of each class. We derived the yield strength for each curve
by finding the max of each vector, while the ultimate strength was
derived by finding the max of each curve after vector index 90. For
each average category, we mark the min and max values with red
and blue text, respectively.

Our results show that our attacks yielded modest changes in
performance, with the largest coming from the more extreme tem-
perature attacks. For instance, the ’sawdown’ category, where the
temperature value alternated between max and min values for each
layer, produced the largest reduction in yield strength (4%) and the
second largest reduction in ultimate strength (4.5%).

None of the Z-axis increment attacks yielded significant reduc-
tions in strength; in fact, they increased sample stiffness in some
cases. However, because the z-axis attacks produced varying de-
grees of concave warping, we hypothesize that this warping coun-
teracted the induced drift of the attacks, at the expense of the print’s
dimensional stability.

These results illustrate the surprising difficulty of predicting an
attack’s effects with respect to a given print’s geometry, material or
materials, manufacturing technology, and environment, as well as
the importance of empirical testing in to the task of both the attacker
and defender. Generating realistic attack scenarios requires a robust
discipline of threat modeling, simulation, and experimentation.
Further work needs to be done to elucidate the optimal relationship
between these tasks.
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