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Overview

* Risk informed timeline development is a new direction to aid in development of access
delay timelines

* What does this new approach do?
* Gives a broader understanding of delay performance than traditional timeline development methods
* Includes probability of both attack timeline and probability of attack success

* What does this new approach give?
* Provides methods to include additional data without throwing out any of the previous work

* Provides statistically defensible methods for combining SME judgement from multiple sources as well
as performance test data



Traditional Timeline Development

* Timeline developed from performance data
* Human performance test results of specific tasks (e.g., running climbing, cutting, etc.)

* Most performance data focuses on the quickest time that a task was completed in
during performance testing

* When applicable, SME judgement or data can be used with test data to adjust for
challenging environments

* Full timeline built from these minimum task times and reported as the delay timeline
* Conservative approach to minimize risk
* Backed by commonly accepted performance test data
* Method minimizes SME judgement for a given task when feasible



Historical Probability Data for Access/Delay

* For some software tools, probability distributions were desired
* Tools that account for these probabilities range back as far as the late 1970s

e Simplifications were made to ensure computational resources could handle the
distribution, as well as to account for limited data
* Assume fastest performance data was somewhere near the mean
* Triangle distribution, selected to represent an approximately normal distribution
* Peak at the reported task time
* Legs extending +/- 50% of task time in either direction

* Limitations
* Does not account for non-normal distributions
* Provided for distribution of task time completions, but did not account for probability of task success

* Does not address situations where testing was performed by highly capable personnel and was more
likely somewhere above average in the distribution



Risk-Informed Timeline Development

* To develop risk informed timelines, begin with an event tree structure to characterize
the underlying tasks

* Next utilize SME judgement to populate those tasks
* Break timeline down into tasks similar to traditional methods
* Generate a probability distribution for the time of each task

* Generate a probability distribution for the success rate of each task

* Complex tasks where a single tool failure will cause the attack to fail will have a lower probability of success than
traversing across an open field

* Then use Bayesian analysis to define uncertainty on the branch points in the event tree

* Use Monte Carlo sampling to propagate the uncertainty in each task through the full
timeline

* Once model is based on available information, Bayesian updating can be used to
incorporate new test data or new SME judgement into the model while maintaining the
previous data



Bayesian Updating

Bayesian updating is a method to incorporate a prior belief and update it based on
additional information that has become available
* Prior beliefs can be subjective, such as SME judgement, or quantitative, such as previous relevant
test data

Has been widely developed in recent years to support machine learning and artificial
intelligence

While related to machine learning, does not have the same “black box” concerns that
other machine learning methods can create

Bayesian methods can be used with smaller data sets than frequentist methods
* Due to the costs associated with access/delay tests, this often results in limited data sets



Event Tree Result: Attack Duration
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Event Tree Results: Probability of Success
without Bayesian Methods Applied
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Expected Benefits of Risk-Informed Timelines

* Moving to a risk-informed method allows the focus to move from the attacks that are the
fastest, to the attacks that are most likely to succeed
* Repeat timeline analysis for multiple potential paths

* Adversaries are going to try to maximize their chance of success, which does not always equate to the
shortest timeline

* Provides a broad understanding of which pathways have the most risk associated with
them, allowing prioritization of funds for upgrading physical protection systems

* Focus on the areas where your investment will give the greatest returns on overall system effectiveness

* Provides a method for combining all available data in a statistically sound and consistent
way

* Provides more detailed probability distributions for incorporating into modern system
evaluation tools

* May allow reconsideration of DBT elements, as with a risk-informed basis it may be
feasible to address a wider range of threats, resulting in higher overall system
performance



Next Steps to Realize Value

e Before these methods can be adopted, they will require buy-in from all stakeholders

* Incorporate feedback and discuss the benefits as well as potential drawbacks with stakeholders
* Utilities, vendors, NRC, and DOE
* What can and cannot be done with these methods and interpretation of results

* Run demonstration risk-informed timelines to compare the results of these methods with those of timelines
developed using existing methods

* Evaluate the methods to determine how they can be best applied

* Work with stakeholders to determine how these methods can best be implemented
 Statisticians and PRA SMEs employing these methods with Security SMEs at sites

* Incorporating these methods into existing system evaluation tools
* AVERT, Simajin/VANGUARD, SCRIBE3D, DANTE etc.

* Develop standalone tools for developing risk-informed timelines

* How does this new approach to timelines align with regulators?
* NUREG/CR-7145
* NRC Reg Guide 5.81
* |AEA NSS Guidance
* DOE Guidance



Risk-Informed Access/Delay Timeline Software

RISK INFORMED TIMELINE BUILDER RISK INFORMED TIMELINE BUILDER

ADD EVENT IMPORT SME FILE | | EXPORT SME TEMPLATE

Drag and drop events fo reorder

Breach Outer Fence Event Details

Breach Inner Fence "
i Event Description ALET SME Details
Place Exploshies at \Water Tower I

Detonate Explosives

Subject Matter Experts (SME)

Breach Outer Fence SME 2 SME Mame

SME 3
- SME 3
Breach Owter Door Additional Naotes

Fence breached with boltcutters SME Timeline Events
Event Delay Min | Delay Est | Delay Max | Prob Min | Prob Est | Prob Max | No
Breach Outer Fence 15 25 35 099 0.99%

Breach Vault Door
Set charges on reactor

[ A

Detonate

Comphication Level

Breach Inner Fenoe 15 25 35 099 0.99%
Low

Place Explosives at Wz 240 6§00 0.95 093
Trial Data Detonate Explosives 0 a5 50 099 0993

Number of Trials {Numbers Onl
-13'“ erof Trials (Humbers Only) Breach Outer Door 30 40 50 0.999 1

Successes [Mumbsrs Cnly) Breach Vault Door 450 900 065 0.85

11 5et charges on reacto GO0 1200 2400 0.6 n.g
Trial Meotes Detonate B 45 G0 0.55 0.55%
g

Calculation Parameters
bin Caloulation
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| Bleoan
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1
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‘ Overall Results
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‘ Requesting Software

https://insetools.sandia.gov/software-request

* Fill out form and select “Risk Informed Timelines”
in the software section.

Home | Software Request  Software Packages Documents

* Sandia will then process the request
. UsuaIIy 2-4 weeks Software Request

If you already hawve a license or are a Sandian, you do not need to fill out this form. Please login to download the

* After execution of license, a download link will be sent e e o ey e e o oo Do s (b o) sy

f h f Fill out and submit this request form. You will then be shown an End-User License Agreement or Government Use
O r t e S O tWa re Motice. Please accept or acknowledge, as appropriate. After review and approval, you will be sent a link to the

software download.

* Software will include a comprehensive user guide.

Country of Citizenship # Couniry of Citizenship of the Requester

Your E-Mail Address »

Phone Number » For additional contact if guestions |
v

Thanks to Andrew Thompson, Dusty Brooks, and Todd Noel for their efforts in developing this method and software
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