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Abstract

The majority of Industrial Control Systems (ICS) lack experienced Cyber-staff to provide the
necessary level of protection to defend against today’s Cyber-threat. The development of
effective Cyber-Decision Support Systems (CDSSs) would help in closing this gap.

We are investigating the development of CDSSs for protection of critical ICS environments. We are
entering the third phase of our investigations. Our studies explore the application of Partial
Observable Markov Decision Processes (POMDPs) as the Artificial Intelligence - Engine (Al-Engine)
within our CDSS. We are in the process of experimenting within a SCEPTRE Emulytics™ model of a
representative electrical grid facility. We have an initial prototype of the CDSS deployed within the
SCEPTRE ICS model.

Active areas of investigation include:

* Improved/simplified Cyber-ICS model development with automation and operator inputs,
covering attack, system, actions and reward models,

* Resilience of the CDSS against modeling and state estimation errors,

* Incorporation of dynamic learning capabilities,

* Additional Use Case studies in different ICS environments and

* (LDRD proposal) Human Factors Studies of functional allocation in a joint human/machine
Centaur system for guidance in future CDSS capabilities development.

We are in the initial and early application and development of this technology. It is an exciting

adventure and we look forward to improving the security posture of our Nation’s critical ICS
infrastructure in the process.
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ST
The Problem &S
M.DL
* We are developing a Cyber Decision Support System to aid in
the cyber defense of Industrial Control Systems (ICSs).
* Trained and experienced Cyber Defenders are hard to find.
* We want to improve this situation with the development of
decision support systems.
Model Building o
- baselining
- cost/reward models
- sensor characterization
- Nessus scans Al-engine
- vulnerability scans
- red team attacker models
DefensF
Sensor Responses
Fields
7/12/21 11:52 AM 13
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Algorithmic approach

=mnv i ronmesnt

POMDP Formal Definitions [#=--

So we can more formally define a POMDP as follows:

Definition: a Partially Observable Markov De-
cision Process (MDP) is defined by the tuple
(S, A,Q2,T,0,R) where S is a finite set of states,
Ais a finite set of actions, €2 is a finite set of ob-
servations, T is a transition function defined as
T:Sx AxS —[0,1], O is an observation func-
tion defined as O : S x A x 2 — [0,1], and R is
a rewards function defined as R: Sx Ax S — R.

7/12/21 11:52 AM 14
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7/12/21 11:52 AM
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Algorithmic approach
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So we can more formally define a POMDP as follows:

Attacker modeling

Definition: a Partially Observable Markov De- and Action effects

cision Process (MDP) is defined by the tuple
(S,A,Q2,T,0,R) where S is a finite set of states,
A is a finite set of actions, Q2 is a finite set of ob-
servations, T is a tranmtmn?unctlon defined as
T:SxAxS — |0, 1] O is an observation func-

tion defined as O : S x A x Q2 — [O 1], and R is

a rewards function deflned as R: SxAxS—R.
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Alert likelihood
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Rewards and costs
for Actions
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Algorithmic approach

* The Artificial Intelligence being designed within the Cyber
Decision Support System is based upon Partial Observable
Markov Decision Process (POMDP) modeling.

* We have developed POMDP models for the cyber defense of
Enterprise Technology (ET) and Supervisory Control And Data
Aquisition (SCADA) and ICS systems.

* We have developed the Al-Engine based upon POMDP forming
the basis of the Decision Support System.

POMDP Modeling Policy Graph Solutions

21
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Early Results

* On an early prototype system we have explored the
POMDP modeling and results.

Impact of Host Analytic Accuracty on the Mission Success
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Description of More Data >
M.DL

(SUWNELE, -

* We have developed a SCEPTRE emulation model of a slimmed
down version of a Department of Defense (DoD) ICS system.

* We have embedded the Al-Engine into our SCEPTRE model for
test and demonstration.

Protection Domain #0 Protection Domain #1 i .

workstation ' historian opc i i
i i i Red - under attack

[ Blue - assumed benign
| Green - management systems

Protection Domain#2 |

POMDP Inputs, Outputs, Capabilities

Protection Domain #3

Embedded Al-Engine
SCEPTRE ICS Model
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Conclusions

* Developing POMDP models for cyber defense is
a way to incorporate domain expertise into the
Al.

* Need to perform more varied performance
studies of the POMDP models in the protection
of other ICS domains (electrical, water,
pipeline).

* Need to figure out how to incorporate learning
Into these systems.

* Need to simplify POMDP model building.

* Need to perform human factors studies to
determine optimal functional allocation between
human and machine.
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