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Problem
Binary analysts gain confidence from the ability 
to account for every byte of a binary and their 
purpose. Currently when given a binary, there is 
a lack of central information detailing what 
everything is. 

Objective
 Create modules that can parse a binary to 

map bytes of a file to their meaning

 Parse binary bytes not directly tied to code to 
gain information

 Specifically, create a module that can parse 
DWARF symbols, display their interpreted 
meaning, and be used to gain further 
information

Approach
 Use DWARF documentation to parse 

respective binary bytes

 Parse every DWARF section and all it’s 
contained information

 Use this to learn high-level information about 
the program

Results
DWARF symbols contain quite a bit of 
information on source level programs. Things 
like variable names, classes, source language, 
function names, and more can be buried in the 
binary bytes. Using this information, it’s possible 
to map functions to their addresses.

 The .debug_info section

 This section is, along with 
.debug_abbrev, are the main DWARF 
sections that describe how to decode 
other sections, or have information 
contained directly within.

    

 The .debug_abbrev section
 Below is a dump of what’s contained in the 

.debug_abbrev section. It contains a series of 
abbreviation codes and their corresponding 
attribute names and values. Each attribute 
name and value pair helps to describe 
information about the source level binary.

Impact and Benefits
This work aids binary analysts by helping them 
understand and account for every byte in a 
binary file.
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