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Detecting Anomalies in Industrial 
Control Systems

Problem Statement:
 Detecting intrusions in 

industrial control systems 
(ICS) that are masked as 
legitimate commands can be 
difficult to detect, but 
important to stop. Very few 
labelled datasets on such 
attacks are available to 
developers of analytics that 
could detect these attacks.

Objectives and Approach:
 Use machine learning 

techniques such as artis and 
principal component analysis 
(PCA) to analyze ICS data 
points for anomalies and 
process understanding

 Test the models on one of the 
few open source data sets, 
specifically the HAI dataset

 Present data in visualizations 
that organizations can use to 
take action against active 
events or to understand 
incidents in a forensics view 

Results:
 Dataset dimensions were 

appropriately reduced using 
PCA 

 Testing the models on the HAI 
dataset showed strong 
correlations between upticks 
in risk scores and confirmed 
attacks

 Results can be exported to 
Elasticsearch and viewed as 
visualizations in Kibana

Impact and Benefits:
 Successful implementation of 

these techniques can lead to 
advancing the state and 
understanding of ICS analytics

 Advancements in ICS analytics 
using the HAI dataset could 
encourage organizations to 
create more opensource 
datasets 
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